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Abstract

Revocation functionality and hierarchy key delegation are two necessary and crucial
requirements to identity-based cryptosystems. Revocable hierarchical identity-based
encryption (RHIBE) has attracted a lot of attention in recent years, many RHIBE schemes
have been proposed but shown to be either insecure or bounded where they have to fix the
maximum hierarchical depth of RHIBE at setup. In this paper, we propose a new unbounded
RHIBE scheme with decryption key exposure resilience and with short public system param-
eters, and prove our RHIBE scheme to be adaptively secure. Our system model is scalable
inherently to accommodate more levels of user adaptively with no adding workload or
restarting the system. By carefully designing the hybrid games, we overcome the subtle
obstacle in applying the dual system encryption methodology for the unbounded and revo-
cable HIBE. To the best of our knowledge, this is the first construction of adaptively secure
unbounded RHIBE scheme.

1 Introduction

Revocation functionality is indispensable to (H)IBE since there are threats of leaking a secret
key by hacking or legal situation of expiration of contract for using system. In those seminal
works [1] [2], it has also been pointed out that providing an efficient key hierarchy delegation
mechanism for IBE is essential. To satisfing both hierarchical key delegation and user revoca-
tion, revocable hierarchical identity-based encryption (RHIBE) has been paid attention.
Unfortunately most of existing RHIBEs proposed [1] [3] [4] [5] [6] [7] are either insecure or
bounded where they have to fix the maximum hierarchical depth of RHIBE at setup. Bounded
(R)HIBE schemes restrict the maximum hierarchy of (R)HIBE, i.e., they need to declare the
max level in the public parameters at setup phase. It is highly impossible to set the maximum
hierarchy properly in practice: too small to accommodate enough users or too large that wastes
identity space needlessly and increase keys computation unnecessarily.
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In contrast, the unbounded RHIBE is more scalable to achieve efficient and dynamic user
management. Ryu proposed an unbounded RHIBE scheme [7] inspired by an universe
KP-ABE [8]. But it only achieves selective-ID security. In selective-ID security notion, the
reduction algorithm requires the challenge identity before the setup phase in the proof [1, 3].
That means the adversary holds no information before giving the challenge ID, but the simula-
tor can exploit the challenge information submitted by the adversary to construct the trick
public parameters and other keys in games. That is a weaker security notion.

Adaptive-ID security represents full security notion that an adversary gives the challenge
identify when he has learnt the public information. Lee [5] considered the adaptively secure
RHIBE but his scheme don’t support the property of unbounded hierarchical key delegation.
Xing [9] claimed to achive the first adaptively secure and unbounded RHIBE, but its security
proof that uses the dual system encryption technique has some flaws. Therefore, the construc-
tion of an adaptively secure unbounded RHIBE scheme is still an unsolved open problem.

1.1 Our techniques

The dual system encryption framework [10] is usually for proving the adaptive security of
HIBEs in composite-order bilinear groups. To achieve the adaptive security in the framework,
the notion of semi-functionality is introduced [10] [11] and the proof strategy is that a normal
challenge ciphertext is changed to be semi-functional, and then each normal private key is
changed to be semi-functional one by one through hybrid games.

There is a paradox that need to be overcome. Since a normal ciphertext can be decrypted
by a semi-functional private key but a semi-functional ciphertext cannot be decrypted by a
semi-functional private key, a simulator can check whether a private key is normal or semi-
functional by decrypting a semi-functional ciphertext(note that a simulator can generate a
ciphertext and a private key for any identity). To overcome the obstacle, the nominally semi-
functional type of private keys is introduced: the challenge semi-functional private key is con-
structed as a nominally semi-functional private key so that the semi-functional ciphertext of
the same identity the simulator generates always can be decrypted by it. In addition, a detailed
information theoretic argument should be given to argue that a nominally semi-functional key
is indistinguishable from a semi-functional key.

Although the dual system encryption is maturing to exploit in normal HIBEs to achieve the
adaptive security, it is more complex when dealing with revocable HIBE schemes. In HIBE,
the essential restriction for the information theoretic argument is that an adversary cannot
query a private key for ID that is a prefix of the challenge identity ID*. However, the restriction
do not exist in RHIBEs. The private key of any prefix of ID* and the update key for the chal-
lenge time T* are both allowed to query for the adversary in RHIBEs. Recall that the simulator
of an HIBE scheme can change the normal-private key to a semi-functional private key by
using a nominally semi-functional key and the constraint ID ¢ Prefix(ID*) of the security
model. The nominally semi-functional key is indistinguishable from a semi-functional key by
an information theoretic argument using the constraint ID ¢ Prefix(ID*). However, in the case
of (U-)RHIBE, a simple method cannot change the normal-private key to the semi-functional
private key since the adversary can query and achieve the private key for any ID € Prefix(ID*).

Moreover, an unbounded RHIBE scheme has so low entropy context that it is hard to
execute an information-theoretic argument, which is different with those bounded RHIBE
schemes. So the dual system encryption method in Lee-RHIBE [5] does not work. Although
Lewko and Waters [12] has proposed a nested dual system encryption approach to allow a
sufficient information-theoretic argument in a very localized context for unbounded HIBEs,
the trival applying to a revocable extention scheme is inappropriate to hold the paradox
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information theoretic argument. Unfortunately Xing and Wang [9] have neglected this impor-
tant change, so that the proof of their unbounded RHIBE scheme is non-rigorous with flaws.
Obviously the attacker can distinguish between the oracles they design for the game hoppings
in [9], which is not as they claimed in Lemma 4.

To circumvent the subtle obstacle and apply the dual system encryption methodology for
our adaptively secure unbounded RHIBE with decryption key exposure resistance, our strategy
is threehold:

(1) We use a modular design strategy like [13] and construct the private keys and update
keys from smaller component keys. A private key consists of many HIBE private keys that
are related to a path in a binary tree and an update key also consists of many IBE private keys
that are related to a cover set in a binary tree. The HIBE and IBE private keys can be grouped
together if they are related to the same node in a binary tree. So we change to deal with the
transformation of component HIBE and IBE keys in the hybrid games instead of directly with
the private keys and update keys of RHIBE which cannot be simply changed from normal keys
to semi-functional keys.

(2) We design a nested dual system encryption for revocable and hierarchical IBE schemes
with the concept of ephemeral semi-functionality for secret keys, update keys, decryption keys
and ciphertexts. To demonstrate a hybrid process of games to chellenge keys and ciphertexts,
we define several oracles to simulate the different forms of the component HIBE and IBE keys
which construct the semi-functional or ephemeral semi-functional secret keys, update keys
and decryption keys.

(3) For showing an information theoretic argument under RHIBE model successfully, we
firstly classify the behavior of an adversary as two types under the restriction of the RHIBE
security model. The Type-1 adversary is restricted to queries on the secret keys of any hierar-
chical identity satistying ID|, ¢ Prefix(ID;), so we carefully re-design a sequence of hybrid
games to show several times of information theoretic arguments successfully for the secret
keys and avoid a potential paradox for the update keys. The Type-2 adversary is restricted to
queries on the update keys on the time T'¢ T*, so we carefully re-design the other sequence of
hybrid games to show several times of information theoretic argument successfully for the
update keys and avoid a potential paradox for the secret keys.

1.2 Our result

We propose the first adaptively secure unbounded RHIBE in composite-order bilinear groups
under simple static assumptions. It removes the limitation of the maximum hierarchical depth
in the encryption system and accommodate more levels of user adaptively without adding
workload or restarting the system. Our RHIBE scheme also supports decryption key exposure
resistance by the key-randomization method which meets the strong security notion for R(H)
IBE [14].

Compared to existing RHIBE schemes, it is the first RHIBE to achieve simultaneously adap-
tive-ID security, decryption key exposure resistance and unbounded key delegation, as shown
in Table 1. In Table 2, we discuss the comparison about the efficiency of key space and decryp-
tion computation, noted that [ is the maximum level of the hierarchy, h is the level of a user in
the hierarchy, N is the number of maximum users in each level, r is the number of revoked
users, t, is the cost for performing a bilinear pairing, |G| and |Gy are the sizes of one element
in G and Gy respectively. Our RHIBE scheme has the short and constant public parameter
which is independent with the maximum level of the system hierarchy. Moreover, our RHIBE
reduces the size of the update key from O(hrlog(N/r))to O(h + rlog(N/r)).
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Table 1. Comparisons among RHIBE schemes.

Game Unbounded delegation Adaptive-ID security DKE resist. Assumption
Seo(2013) [1] X X X DBDH
Seo(2015) [3] X X V4 q-Type
Seo(2015) [6] X * 4 static
Ryu(2015) [7] v x v g-RW2
Lee(2016) [13] X X 4 q-Type
Lee(2016) [5] X 4 V4 static
Xing(2016) [9] v * V4 static
Our RHIBE Vv Vv v static

Note: Security marked with * has flaws in its proof.

https://doi.org/10.1371/journal.pone.0195204.t001

1.3 Related works

Efficient user revocation in RHIBE. An efficient tree-based key updating technique
called the complete subtree (CS) method is a specific instance of the subset cover framework of
Naor et al. [15]. In the scalable RIBEs using the CS method [16] [17] [14] [18] [19], every user
holds a secret key composed of logN subkeys, where N is the number of all users, and only one
subkey of a non-revoked user can be used to generate a decryption key. If we directly extend
this mechanism to RHIBE scheme, the second-level user need to prepare (logN)* subkeys since
for every subkey of his parent he needs to generate logN subkeys respectively, which results to
(logN) subkeys for an I-level user. Tsai et al. simply set the update key as another secret key in
their RHIBE scheme [4]. Their construction is just as a trivial combination of two concurrent
HIBE system, one for the derivation of secret keys and another for update keys. Lack of any
efficient method of update and revocation, the size of the update key depends on the size of
users linearly instead of logarithmically. Moreover, his approach require a new key center for
update keys (called delegated revocation authority, DRA). That double deployment of key cen-
ters increases the system cost. Seo and Emura proposed a revocable HIBE scheme [1] with
(PlogN)-size secret keys for a user, where ! is the maximum hierarchical level. This history pre-
serving update method leads to a lengthy history information in an update key and requires
the recursive definition of secret keys and update keys. Afterward Seo proposed a RHIBE with
(I- logN)-size secret keys for a user by a history-free update method. Recently, Lee and Park
[13] proposed a new RHIBE scheme with shorter private keys and update keys by combining a
new HIBE scheme that has short intermediate private keys and the CS scheme in a modular
way, where the size of the secret key is (logN) and the size of the update key is (I + rlog(N/r)).
Another revocation method called the subset difference (SD) method [20] was utilized to

Table 2. Comparisons among RHIBE schemes.cont.

Game Dec. cost CT Size PP size SK size UK Size
Seo(2013) [1] (h+2)t, o) (1+4)|G]| O(PlogN) O(rlog(N/r))
Seo(2015) [3] 3t, o(1) 1+ 6)|G| O(llogN) O(lrlog(N/r))
Seo(2015) [6] 3t, o(1) (I+6)|G| + |Gr] O(llogN) O(Irlog(N/r))
Ryu(2015) [7] Qh+2)t, o(h) 7|G| + |Gy O(hlogN) O(hrlog(N/7))
Lee(2016) [13] (2h + 3)t, o) 6|G| + |G O(logN) O(I + rlog(N/r))
Lee(2016) [5] 4t, o) I+ 5)|G| + |G| O(llogN) O(I + rlog(N/r))
Xing(2016) [9] (3h +2)t, O(h) 7|G| + |G O(hlogN) O(hrlog(N/r))
Our RHIBE (4h + 4)t, O(h) 9|G| + |G O(hlogN) O(h + rlog(N/r))

https://doi.org/10.1371/journal.pone.0195204.t1002
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construct the RHIBE in [3] [13] [5]. Although this method has better performance in the trans-
mission complexity, it has larger secret key size than the CS method.

Security model of R(H)IBE. Decryption key exposure resistance (DKER) has be consid-
ered by Seo [14], which discusses about the case where several decryption keys dk;- 7 for the
target identity I* are leaked to an adversary but the target decryption key dkr_ r is not exposed.
Another attacks should be considered like insiders attack [3]. Since the hierarchical structure
in RHIBE determines that every user as a low-level KGC hold the state information about his
low-level children users, a stronger security model than RIBE should be considered where it
allows an insider adversary to access at least their own state information. The key re-randomi-
zation method [3] is an operable way to resist this attack and also decryption key enclosure
attack mentioned in [3, 14].

Adaptive security of R(H)IBE. By employing dual system encryption methodology [10,
11], the adaptive-ID security can be directly proved in (H)IBE. But the security model of revo-
cable HIBE is different from general HIBEs, since the system of RHIBE just not allow the
decryption key query of the challenge identity and its ancestor at the challenge time, but allows
the secret key query of the challenge identity and its ancestor identity. Therefore, the dual sys-
tem encryption of RHIBE is more complex than general dual system of HIBE. Those adaptive-
ID secure RHIBEs [6] [5] employed the dual system encryptions which are applicable to
bounded schemes. Their proof strategy cannot be employed to unbounded (R)HIBE schemes,
cause the limited entropy available in the public parameters in unbounded schemes makes it
difficult to construct the nominally semi-functional key without information-theoretic expo-
sure. By applying the dual system encryption methodology in prime-order, Yohei [21] realizes
an RIBE scheme with constant-size public parameter under static assumptions in prime-order
groups.

2 Preliminaries
2.1 Revocable HIBE

Definition 1 We define a RHIBE scheme nt = (Setup, GenKey, DeriveKey, UpdateKey, Encrypt,
Decrypt, Revoke) as following:

1. Setup(1): It takes a security parameter A, and outputs a master public key PP, a master secret
key MK, initial state STy, and an empty revocation list RL. Note that we don’t require the max-
imum number of users in each level as an input parameter, unlike the defination by all the
bounded RHIBEs.

2. GenKey(ID|y, STypj,_, PP): This algorithm takes as input STip),_ and an identity ID|; outputs
the secret key SKip,,, and updates STpj, .

3. UpdateKey(T, RL;p|, , DKipy,_, 1> STipj, ,» PP): This algorithm takes as input the revocation
list RLip),_, state information STyp), , the decryption key DKipy, 1, and a time period T.
Then, it outputs the update key UK;p, 1.

4. DeriveKey(SKp|, UKp|_, 1> PP): This algorithm takes as input SKip, of ID| and UKp|,_ 1>
and outputs the decryption key DKp| 1 of ID|y. at time T if ID|y. is not revoked at T by the par-
ent, else outputs L.

5. Encrypt(ID|, T, M, PP): This algorithm takes as input a message M, ID|; and the current time
T and outputs the ciphertext CT.

6. Decrypt(CTipy, 1» DKip),, 7> PP): This algorithm takes as input CTp, v and DKy, 1 and
outputs the message if ID' ;. is a prefix of ID|;and T T = T, else outputs L.
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7. Revoke(RLp, ,STipj,_, ID|x, T): This algorithm takes as input ID| and T, updates RL;p),_,
managed by ID|y._y, who is the parent user of ID|y, by adding (ID|y, T).

Definition 2 We define an experiment under the adaptive-ID security against chosen plain-
text attacks model in [5], as named “IND-RID-CPA” security.

Ex Ni)*RID*CPA()\‘) .

(MK, PP, RLe, STe) « Setup(1");

(M, M:,ID|;, T*,ST) « A°(Find, PP);

b <& {0,1}; CT* « Encrypt(PP, ID|,, T*, M});

v «— A°(Guess, CT*,ST); Return 1 if ' = b and 0 otherwise.

In the above experiment, O is a set of oracles {SKGen(-), KeyUpq(-, -), Revokeg(:, -),
DKGeng(-, -)} defined as follows:

o SKGeng(-): For ID|; € T*, it returns SKipj, (by running GenKey(ID|y, STipj, , PP)— SKpy).

» KeyUpq(:, -): For T € T and BTyp)_, it returns KUy, p,_, (by running UpdateKey(T, RL;pj,_,
DKip,, » STipj, » PP) — KU,).

o Revokeq(-, -): For ID|, € T *and T € T, it returns the updated revocation list RL (by running
Revoke(RLp,, ,, STipy,_,» ID|x, T)).

o DKGeng(, -): For ID|, € Z¥and T € T, it returns DKp,,, r (by running DeriveKey(SKyp,,
UKID|,H, I PP)_)DKID|k, 1)
A is allowed to issue the above oracles with the following restrictions:
1. Revokeg(:, -) can be queried on time T if KeyUp(-) was queried on T.

2. DKGeng(:, -) cannot be queried on time T before KeyUp(-) was queried on T.

3. If Arequested a private key query for ID; that is a prefix of ID; where k < [, then the iden-
tity ID; or one of its ancestors should be revoked at some time T where T < T*.

4. A cannot request a decryption key query for the challenge identity ID*|; or its ancestors on
the challenge time T*.

5. A cannot request a revocation query for ID|, on time T if he already requested an update
key query for ID|y in time T.

6. A must query to KeyUp(:, -) and Revoke(-, -) for same identity in increasing order of time.

The advantage of A is defined as Advi"™ () = |Pr(b = b') — 0.5]. We say that RHIBE is
IND-RID-CPA secure if for all PPT adversary .4, his advantage Advi™®(}.) is negligible in the
security parameter A.

2.2 Complexity assumptions

We generate (1, G, G, e) < G where G and Gy be cyclic groups with order N and

P =P1P2Ps P1> P2s P3 are distinct prime numbers, e: GXG— Gris an efficient, nondegenerate
bilinear map. We denote the subgroup of G with order p; as G,. We define a function

Advg ,(\) = |Pr[A(D, T,)] — Pr[A(D, T,)]| for any PPT algorithm A and parameters

D, T, T>.
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Assumption 1. Let g <& G,.D=1(G,¢), T, &£ G, T &£ G,,, we say that G satisfies
Assumption 1 if Adv, ,()) is a negligible function of A for any PPT algorithm is .A.

Assumption 2. Let g & G, > 8 X5, Yy & G, 8 & G,,,0,s L7, Ty be e(g, 9%, T, LG,
D=(G.2,8,8,8X,,8'Y,), we say that G satisfies Assumption 2 if Adv,_,()) is a negligible
function of A for any PPT algorithm is A.

Assumption 3. Let g, X, <& G, 8 &£ G, X; &£ G, T &£ G, T, &£ Gy o,
D=(G,g,8,X,X,), we say that G satisfies Assumption 3 if Adv, , () is a negligible function
of A for any PPT algorithm is A.

Assumption 4. Let g, X, <& G,,X, Y, £ G, 8 Y; &£ G, Ty £ Gppo T LG,
D=(G,g,8,X,X,,Y,Y,), we say that G satisfies Assumption 4 if Adv, , (1) is a negligible func-
tion of A for any PPT algorithm is A.

3 Design of U-RHIBE system

We firstly describe the key encapsulation mechanism (KEM) version of the unbounded HIBE
scheme [12] and its 1-level (H)IBE scheme that are used as the building blocks of our RHIBE
schemes. Let GS = ((N = p,p,ps, G, G;, €),€, 8, %) — G(L) be the bilinear group, where X is
a security parameter and g, denotes a generator of G, , g3 denotes a generator of G, and gbe a
generator of G, .

3.1 HIBE scheme
We define a key-group function (I, y, 1) as the group elements
K(Iay7 T) = (Wy7gy>g77 (ulh)"vy)
and an expression ¢" k(I, y, ) as
gl y,r) = (gw,g.¢ (uh)v)

HIBE.Setup(GS): It selects u, h, w, v <& G, andu & Z,. It outputs a master key MK = a and
public parameters PP = ((p, G, G, e), &, u, h, w, v, Q = e(g, 99).

HIBE.GenKey(ID|;, MK, PP): Let the identity ID|, = (I,, ..., I,) € Z",and T = {0,1}" be
the identity space. It chooses A, - - - A, 7y = 1, ¥y - - - Yy € Z,where}; + - - -+ = aand out-
puts a private key SK,;, = {K, = g"x(I,y,r,),i=1---k}.

HIBE.RandKey(ID);, SKip|,, PP): Let SK;, = ({K,, K]

1

K, K,.’Vg}if:1 ). It chooses

R Y N RS TR Z,where X + - - - + A = 0 and outputs a re-randomized private

key SKipy, = {K g"w', K/,g", K},g", (uhh)"vi - K/} ).
HIBE.Delegate(ID|;, SKipj, ,, PP): Let K, = ({K], K], K]

LK, K,/;}::) It chooses
Ay Ay Vs Ty Z,where A, + -+ - + A = 0 and creates a temporal delegated private key
TSKyp, = ({K!,g", K/, K, Kz’j}:: ,&*Kk(I, y, 1)) Next, it outputs a delegated private key
SKip), by running HIBE.RandKey(ID|, TSK;py, PP).

HIBE.Encaps(ID|}, s, PP): Let ID|;= (I, ..., I) € I Tt chooses t,, - - - , £, <& Z, and outputs a
ciphertext CT;, = (g°, {w'v", (ulih)", gti}izl) and a session key EK = Q°.

I

HIBE.Decaps(CTp), SKipy|, PP): Let CT;, = (G, {Ci1, Cos, Civ3}i:l)’

SKipy, = (Kys {K; 1, K 5 K,.v.i}f:l). If ID'| is a prefix of ID|;, it outputs a session key

EK =[], (e(C,, Kip)e(Cis, Ki3)/(e(Ciy, Ky ) e(Cins Ki))). Otherwise, it outputs L.
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Additionally, we introduce two algorithms for our modular RHIBE construction, the Chan-
geKey algorithm and the MergeKey algorithm, which are defined similarly with the algorithms

in [5].
HIBE.ChangeKey(SKipy,, 3, PP): Let SK;;, = ({K/,, K], K], 3} )- It chooses
JERRY <—Zp where Ay + - - - + A, = §and sets TSK = ({K, ;g K,],K,2,K3} )- Itoutputs a
new private key SKip) <« HIBE.RandKey(ID|i, TSK(,), PP).
HIBE.MergeKey(SK;, ,SK7| .1, PP): Let Ky = ({K},,K/,,K],, K/} ) and
SKI;‘) = ({K},, K!', KL, 1”5} ) be two private keys for the same identity ID|. It computes a

Kl/

i,17

temporal private key TSK = ({K], - K[, K] K, K,,K] ”3} .)- Next, it outputs a
merged private key SKp| < HIBE.ChangeKey( TSK, n, PP). Note that the master key part is

oy + o + 7 if the master key parts of SKI%‘)K and SKI%L are o and a, respectively.

3.2 IBE scheme

A trivial extension to RHIBE from the HIBE in [12] constructs the decryption key of (T, ID|y)
as {D, = gk(T, yy,1,), D, = g"(L,, y;,7,),i = 1--- k| S+ A, = a}. It remains some prob-
lem in the proof of RHIBE model, where the information theoretic argument is not easy to
show as of the model of HIBE. So we modify the construction by defining a new update-key-
group function as

’CT(TJ’J) = (Wvagyagra(ughO)rV(};) (1)

and Dy = g™k (T, y,, ), which is constructed from the component IBE secret key.

IBE.Setup(GS): It selects u, h, w, v <& G, ando & Z,. It outputs a master key MK = S and
public parameters PP = ((p, G, Gy €), g tho, Ho» Wo» Vo Q = (g, 9)P).

IBE.GenKey(T, MK, PP): This algorithm takes as input a time T and the master key MK, and
the public parameters PP. It chooses , y <~ Z, and outputs a IBE secret key SKy= ¢ k(T y, 7).

IBE.RandKey(T, SK7, PP): Let the private key be SK,. = (K], K], K}, K}). It chooses
r,y < Z, and outputs a re-randomized private key SK; = (K, = Kjw;, K, = K{g’, K, = Kig",
K; = Kj(ugh,)'vp).

IBE.Encaps(T, s, PP): It chooses t <& Z, and outputs a ciphertext CT; = (C, = ¢*,C, =
wivi, C, = (u'h,)', C, = g') and the session key EK = Q0°.

IBE.Decaps(CTr, SK7, PP): Let the ciphertext CTr = (Cy, C;, Cy, C3), the private key
SKr= (Ko, Ky, Ky, K3). If T=T, it outputs a session key EK = e(Cy, Ko)e(Cs, K3)/(e(Cy, K7)
e(Cy, K3)). Otherwise, it outputs L.

The contruction of IBE.ChangeKey and IBE.MergeKey is similar with HIBE.ChangeKey
and HIBE.MergeKey and we omit them here.

3.3 The CS method

We exploit the complete subtree (CS) method to construct our RHIBE scheme. We follow the
definition of the CS scheme in the work of Lee and Park [22].

CS.Setup(N,,,.,): Let N, = 2". It first sets a full binary tree B7 of depth n. Each user is
assigned to a different leaf node in 57 . The collection S is defined as {S;} where S; is the set of
all leaves in a subtree 7', with a subroot v, € BT . It outputs the full binary tree B7 .

CS.Assign(B7T, ID): Let vip be a leaf node of B7 that is assigned to the user ID. Let
(Vky» Vkps - - *» Vi) be the path from the root node v, = v, to the leaf node vj, = vjp. For all
j € tko, - - -, ky}, it adds S; into PVip. It outputs the private set PV = {S;}.
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CS.Cover (BT, R): It first computes the Steiner tree ST(R). Let 7, ,---,7, be all the sub-
trees of BT that hang off ST(R), that is all subtrees whose roots v, - - -, v are not in ST(R) but
adjacent to nodes of outdegree 1 in ST(R). For all i € {ky, - - -, k,,,}, it adds S; into CV. It outputs
a covering set CVg = {S;}.

CS.Match(CVy, PV;p): It finds a subset Sy with S, € CVy and S € PVp. If there is such a
subset, it outputs Si. Otherwise, it outputs L.

3.4 Construction

RHIBE.Setup(lx, Nnax): The Setup algorithm takes a security parameter A and a maximum
number of users for each level N,,,,, as input. It firstly runs G to obtains two groups G, Grof
order p = p1p,ps, where py, p,, p; are distinct primes, and a bilinear map e: GXxG—Gr. It sets
GS=((N, G, Gy e), & &, &3) where g, g, and g3 denote the generators of G, , G, , and G, in
order. It selects a random exponent a € Z,, set Q be e(g, g)“. It outputs a master key MK = o
and public parameters PP = (PPygg, PPigg, €, Nynax), where PPyygy < HIBE.Setup(GS), and
PPy, < IBE.Setup(GS).

RHIBE.GenKey(ID|y, STyp),_, PP): This algorithm takes as input an identity
ID|=(Iy, . .., I) € I, the state STypj,_, which contains BTpj, .

1. If STyp),_, is empty, it obtains BT p), , < CS.Setup(N,,ax) and then it sets STyp), = (BTpj,_,
B, » zip, )» where By is a false master key and z;p,_ is a PRF key.

2. It first assigns ID|, to a random leaf node v € BTp), , and obtains a node set Path(ID|;) <
CS.Assign(BTpj,_, ID|) for ID|y. For each Sy € Path, it computes yg = PRF (zp, , Lg) where
Lg = Label (Sp) and obtains an HIBE private key SKypg,s, < HIBE.GenKey(ID|x, ye, PP).
Finally, it outputs a private key SKip), = (Path, {SKpigk, s,}s, e pan)- Note that the master key
part of SKypg;s, is 7o

RHIBE.UpdateKey(T, RLipy, » DKip), STID|H) PP): let DKID\H_T = (RSKHIBE,ID\,(,1 ) RSKI,BE,T)’
the state STID|k71 = (BTID|k,1) ﬁIle—l’ ZID|IH) with k > 1.

1. Itfirst obtains a randomized decryption key RDKp)_, 1 as (RSKjgg, RSKppg)«—RHIBE.
Ral’ldDK(DK]Dh_‘T, _ﬂIle—l’ PP)

2. It derives the set of revoked identities R at time T from RL;p), . Next, it obtains a covering
set CVg = {S;} by running CS.Cover(BTp,_, R).

3. For each S; € CVy, it computes y; = PRF(z;p, , L;) where L; = Label(S;) and obtains
an IBE private key SK},, ¢« IBE.GenKey(T, —,, PP). Then It computes

SKiges, — IBE.MergeKey(SKjy; ¢ , RSK B, ;s PP)

BE,S;’

4. It finally outputs an update key UKjp, 7= (CVg, {SKisE, s, RSKpnipg}s, e cvr). Note that
the master key parts of RSKy;p; and SKjpg s are i’ and a — 17’ — y; for some random 7/
respectively.

RHIBE.DeriveKey(SK;p),, UKpy, 1> PP): This algorithm takes as input a private
key SKip|, = (Path, {SKpigg,s,}s, e parn) for an identity ID|x, an update key
UKID\,(,I,T = (CVR7 {SKIBE_siv RSK; ) for time T.

HIBE,ID|;_, } €0V

1. If K= 0, then SKjp, = MK = a and UK|p,  ris empty. It selects a random exponent n € Z,,. It
then obtains RSKyyg, 1p|, < HIBE.GenKey(ID|o, n, PP) and RSKgg, 1 < IBE.GenKey(T, o — 1,
PP) It Outputs a deCI'thiOI'l key DKID|0,T = (RSKIBE’ T RSKHIBE, ID|0)'
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2. Ifk > 1, then if ID|; ¢ RL;p_, then it obtains (S;, S;) by running CS.Match(CVy, Path). Oth-
erwise, it outputs L. It derives SKppg,s, from SKip), and SKjpg s from UK)pj, 1

3. It obtains RSK};,, Dl .+ PP) since ID|;._, € Prefix(ID|s).

Next, it selects a random exponent 77 € Z,, obtains RSKHIBE 1oy, — HIBE.MergeKey(RSKy; .

«— HIBE.Delegate(ID|,, RSK;

HIBE,ID|;_

SKrisE,s, 1, PP) and obtains RSKgg, 7 < IBE.ChangeKey(SK gg,s, —1, PP) respectively. Finally,
it outputs a deCI'thiOH key DKID|k,T = (RSK[BE’T, RSKHIBE, ID|k)'

Note that the master key parts of RSKpgg, 1p), and RSKjgg, rare 17/ and a — 17 for some ran-
dom 7’ respectively.

RHIBE.RandDK(DK}, ., 8, PP): Let DK}, = (RSK}y; ;, RSK},sz 1y ) and
B € Z, be an exponent. It first selects a random exponent 77 and obtains RSK;;p; 1y, —
HIBE.ChangeKey(RSK} 5y 11, , 11, PP) and RSK ;. - < IBE.ChangeKey(RSKjy, ., —11 + J3, PP).
It outputs a re-randomized decryption key DKpy,1 = (RSKgg, 15 RSKpigE, 1p),)-

RHIBE.Encrypt(ID|;, T, M, PP): This algorithm takes as input an identity
ID|, = (I,,...,1) € T', time T, a message M € M. It chooses a random exponent t € Z,. Next
it obtains (CHpypg,ip|, EKpisg) < HIBE.Encaps(ID|;, t, PP). It also obtains (CHgg, 7, EKipg) <
IBE.Encaps(T, t, PP). It outputs a ciphertext CTip), = (CHipg,1» CHupr,p), C = Q' - M).

RHIBE.Decrypt(CTyp), 1> DKy, 7, PP): This algorithm takes as input a ciphertext
CTID|,,T = (CHgg, 1> CHHIBE,ID|,> C), a decryption key DKID’|k,T = (RSK;gg, 1> RSKHIBE,ID’|,)-
If ID'|. is a prefix of ID|;and T = T, then it obtains EKpy g «+— HIBE.Decaps(CHpypg,ip),»
RSKyipg,ip),, PP) and EK;gg < IBE.Decaps(CH,pg, 15 RSKpg, 15 PP). Otherwise, it outputs L. It
outputs an encrypted message by computing M = C - (EKypg - EKjpp) ™

RHIBE.Revoke(ID|i, T, RLip|, , STipj,_,): This algorithm takes as input an identity ID|y, rev-
ocation time T, the revocation list RL;p,_, and the state STyp,_. If (ID|, =) ¢ STjpj,_,, then it out-
puts L since the private key of ID|, was not generated. Otherwise, it adds (ID|, T) to RLip),
and outputs the updated revocation list RLpj,_ .

3.5 Correctness

If a user is not revoked at time T, the RHIBE.DeriveKey algorithm correctly derive his decryp-
tion key DKjp), r as

(g TE iy, g, g, (ulhy) Wiy, {gwh, g%, g, (k) "W}
The RHIBE.Decrypt algorithm takes CTjp|,as input, where
Clip,r = (8" Wi (ufhy)' ', {wv', (uh)', g} ).
and computes B = C/M as

elg, gl I, w)e(g" ( ué°h "y H fx(fh)"b> _o
wsvf

B= =
e(wiviy, g )e((ufhy)",g™) 1 De((uih)*, g7))

4 Security analysis

We use the dual system encryption proof techinique to prove the adaptive security of our
U-RHIBE. We adopt the concept of ephemeral semi-functionality [12] and design a new nested
dual system encryption for unbounded RHIBEs. As an intermediary transforming stage
between the normal and semi-functional distributions, the ephemeral semi-functionality helps
us to overcome the challenge presented by low entropy in the public parameters.

PLOS ONE | https://doi.org/10.1371/journal.pone.0195204  April 12,2018 10/76


https://doi.org/10.1371/journal.pone.0195204

@° PLOS | ONE

Unbounded and revocable hierarchical identity-based encryption with adaptive security

Theorem 1 Our unbounded RHIBE scheme is IND-RID-CPA secure if Assumption 1-4 hold.

Proof We firstly define the semi-functional type and the ephemeral semi-functional types of
keys and ciphertexts in Sec.4.1 which represent the types of keys and ciphertexts answered to
the queries in the challenge game. Secondly we conduct the security proof by the indistinguish-
abilities of a sequence of hybrid games that we define in Sec.4.2.

4.1 Definition of (ephemeral) semi-functional keys and ciphertexts

For constructing the different types of ciphertexts, secret keys, update keys and decryption
keys, the challenger B is initially given renadom elements g, u, v, w, ug, v, Wo € G,, £ € G,
83 € G, as well as random exponents v, Y, 01, 03, @', ', 5, 01, 02, 7.

We define the semi-functional ciphertext and five types of ephemeral semi-functional
ciphertexts of a normal ciphertext CTpj,r by changing the C, element into G, ;; and the [ + 1
numbers of the ciphertext-element-groups (C;;, C;», C;3) into different types. The definations
of ephemeral semi-functional ciphertexts called ESF-1-CT, ESF-2X-CT, ESF-3*-CT, ESF-4*-
CT and ESF-5-CT where 0 < k < lare in Appendix.A. In the definations of the semi-func-
tional ciphertext, we add G, term on the first element of all ciphertext-element-groups.

RHIBE.EncryptSF: It firstly obtains the normal ciphertext CTyp, 1 = (C, Co,

{C1,Cys Ci,3}i:0) for an identity ID|, = (I,,...,I,) € Z" atime T € 7 and a message
M € M.Tt chooses exponents ¥, 61, 6, € Z,, and outputs the SF-CT CT',  as

Y 9 g !
(C, G &G 8 Chas Co;sv {Ci.l 'gglv Cias Ci,S}izl)

As we mentioned before, our normal secret key and update key cannot be simply changed
to semi-functional keys as same as in [11] one by one owing to the inefficiency of the infor-
mation theoretic argument in our scheme. And we divide secret keys and update keys into
samll component keys which are group together if they are related to the same node in a
binary tree.

We only change the last element-group of our normal secret key for constructing the semi-
functional secret key and the ephemeral semi-functional secret key like in [11]. We define one
type of semi-functional secret key and five types of ephemeral semi-functional secret key. The
defination of ephemeral semi-functional secret key called ESF-1-SK, ESF-2-SK, ESF-3-SK,
ESF-4-SK and ESF-5-SK are in Appendix.A. In the defination of the semi-functional secret
key, we add G, ;3 term on the first 2 elements and the last element of the last element-group.

RHIBE.SKeySF (ID|,, STip, ,» PP, 0) — SK wse s, 1t constructs the correlative sub-key
SKyses, = ({Kig, K15 Ko K.S}i: ) to the node 6 € Path(ID)) in the BTy, as follows: It

i,17 i,
chooses random exponents y/, r € Z, and choose 0y, ¥, € Z,, then it constructs K (I, y, r) for
the last element-group as

Y

W (28", & (%) &V (%) " (Wih)")

And the contruction of the other element-groups follows the construction of SKy;pg,s, in
RHIBE.GenKey.

We define one type of semi-functional update key and five types of ephemeral semi-func-
tional update key. The defination of ephemeral semi-functional update key called ESF-1-UK,
ESF-2-UK, ESF-3-UK, ESF-4-UK and ESF-5-UK are in Appendix.A. The constructions from
the normal component update key to the (ephemeral) semi-functional component update keys
are similar to that of secret keys, expect that we change the first element group of normal com-
ponent update key to different types.
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RHIBE.UpdateKeySF (T, ST, ,RLy,  ;,PP,0) — TUK: It constructs the correlative
component key TUKyp, | 5 = ({U., Uiy, U, U,..:g}f: ) to the node 6 € KUNode as follows: It

chooses random exponents y/, r € Z, and choose 05, ¥, € Z,, then it constructs KI(T, y,r)of
the first element-group (Uyg, Uy 1, Upo» Ups) as

(o (gQgS)y Wz’gy/ (g2g3)y &% (g2g3)y ” (”gho)r)

And the contruction of the other element-groups follows the construction of RSKypr and
SKisg,s, in RHIBE.UpdateKey.

RHIBE.DeriveKeySF: Let SK 1, b€ a semi-functional secret key generated by the RHIBE.

GenKeySF algorithm and ﬁm‘kiﬂ be a semi-functional update key for time T generated by

the RHIBE.UpdateKeySF algorithm. If ID|; & RLpj, , then it finds a unique node 6* by run-
ning CS.Match(CVr(BTp,_,, RLipj_,, T), Path(ID|y)). Otherwise, it outputs L. It derives

— ~ ~ o~ ~ _k —~ — ~ o~ o~ o~ k1
PSKy = ({Kiﬁoa Ky, Ki‘27K'13},-:]) from SKJD\k and TUK . = ({U,,, U, U, ULS},':())

1

from 61?11)\,‘,11 for the node 6*. Then the semi-functional decryption key BI?,D““T is

— ~ ~ ~ ~
DKID\k,T = ({DLO’Di,DDi.W D',:z},»:o) as

i

1

~ ~ ~ ~ ~ o~ ~ o~ ~ o~ ~ o~ k=1 ~ ~ ~ ~
(Uo,ov Ui U0,27 Uo,sa {Ui,oKz;ov U;lKim Ui‘ZKi,Q’ Ui,SKi,S}izl 7Kk‘07 Kk,l’ Ko, Kk,S)

Then we re-randomize it by running RHIBE.RandDK and output it.

4.2 Sequence of games

We define a squence of games to verify the advantage in distinguishing Gg,. and Ggy, is neg-
ligible. In Table 3, we give the types of key in the queries and the challenge cipertext in every
game, and the decryption situation according to the types of keys and ciphertexts.

GReal: It is the original game in which all seceret keys, update keys, decryption keys and
ciphertexts are normal.

Gc: The challenge ciphertext is changed to be semi-functional and all other keys are still
normal.

Gc: This game is exactly like Gamec, except for a added restriction about the challenge key
identity vector. We explain the restriction in Sec.4.6.

Gg_s: The secret keys are changed to ESF-2. The update keys and decryption keys are still
normal. The challenge ciphertext is semi-functional. This game is used in the proof of the secu-
rity against Type-1 adversary.

Gg_u: The update keys are changed to ESF-2. The secret keys and decryption keys are still
normal. The challenge ciphertext is semi-functional. This game is used in the proof of the secu-
rity against Type-2 adversary.

Gg_s: This game is almost as same as Gg_g except the challenge ciphertext is chaged to ESF-
1. This game is used in the proof of the security against Type-1 adversary.

Gg_y: This game is almost as same as Gi_y; where the update keys are ESF-2, the secret
keys and decryption keys are normal, except the challenge ciphertext is chaged to ESF-1. This
game is used in the proof of the security against Type-2 adversary.

Ggsp: The update keys and secret keys are all changed to ESF-2. The challenge ciphertext is
changed to ESF-1. The decryption keys are still normal.

Gsp: All secret keys, update keys, and challenge ciphertext are changed to semi-functional.
The decryption keys are still normal.
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Table 3. Defination of games.

Games

Greal
Ge
Geo

GE—S

GE— U

Gg-s

Ge_v

Gesr

Gsp

Ge-p

GESF
Gsr
Gsr

Oracles

Oo
O,
O+
0,
0y,
0;
o
Os
Os
0,

SK
Normal
Normal
Normal
ESF-2
Normal
ESF-2
Normal
ESF-2

SF

SF

SF

SF

SF

Key Types in Queries Challenge Ciphertext

UK DK Normal SF ESF-1 ESF-5

Normal Normal V4

Normal Normal Vv

Normal Normal Vv

Normal Normal Vv

ESF-2 Normal

Normal Normal O

ESF-2 Normal

ESF-2 Normal O
SF Normal O
SF ESF -2 O
SF ESF-2 0
SF SF ©)
SF SF 0

The decryption situation according to the type of keys and ciphertexts in different games is for the challenger B to check whether the keys are nominally semi-functional

keys. / means that the decryption key answered by the query DKGen, and the derived decryption key from the corresponding secret key and update key outputed by

SKGengq and KeyUp, both are able to decrypt the ciphertext. O) means that only the decryption key answered by the query DKGen, is able to decrypt the ciphertext. ()

means that neither the queried decryption key nor the derived decryption key is able to decrypt the ciphertext.

https://doi.org/10.1371/journal.pone.0195204.t003

Gg_p: The decryption keys are changed to ESF-2. The other keys and the challenge cipher-
text are still semi-functional.

Ggsg: The challenge ciphertext is changed to ESF-1. The update keys and secret keys are all
still semi-functional. The decryption keys are still ESF-2.

Ggp: The challenge ciphertext is changed to semi-functional. The decryption keys are
changed to be semi-functional. That is, all secret keys, update keys, decryption keys, and chal-
lenge ciphertext are now semi-functional. This game is exactly like Gsg, except for a added
restriction about the challenge key identity vector. We explain the restriction in Sec.4.6.

Ggsg: The challenge ciphertext and all keys are semi-functional.

Gerinai: The session key is changed to be random and so the adversary has no advantage to
distinguish the challenge massage.

Let Advi["™ be the advantage of A in the real game. From the all the lemmas in this section,
we obtain the following equation

AdvRIBE (L) < |AdvG (L) — AdvSE (V)| + [AdvSE (L) — AdviE (V)]
+ |AdVSE (M) — AdVSE (W)| + |Adv S (M) — AdvSF ()]
+ |AdvSE (L) — AdviE (L))
< Advi (L) + Advi? (L)

4.3 Definition of oracles

We introduce seven oracles which answer queries from the challenger B by sampling various
distributions of group elements from a composite order bilinear group. The outputs of Oracle
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O; will allow a simulator to produce different type of secret keys, update keys and decryption
keys, different type of ciphertext and challenge keys for one corresponding game demonstrated
in Table 3.

All oracles are defined with respect to a bilinear group G of order p = p;p,p; and initially
choose random elements g, u, v, w, tg, Vo, Wo € G, £ € Gy, g3 € G, as well as random expo-
nents Yy, ¥, 01, 02, @, b, s, 81, 85, ¥ € Z,,. They provide the attacker with a description of the
group G, as well as the group elements

Wi

yo1

U, v, w, g8, W (88", & (8:8) v (8.8)""

(2)
Uy, Vo, Wo, W) (8283 )y(m 8" (8:8)" ' (€:8,)"

Every oracle is allowed to simulate the semi-functional ciphertexts, normal and semi-func-
tional (H)IBE private keys according to the provided group elements in Eq 2. We define the
oracles from O, to O, in which the simulators will be allowed to produce a normal challenge
decryption key. The outputs of Oracle O, will allow a simulator to produce a semi-functional
challenge ciphertext, a normal challenge (H)IBE private key. The outputs of Oracle O; will
allow a simulator to produce a semi-functional challenge ciphertext, a type-2 ephemeral semi-
functional (ESF-2) challenge HIBE private key and a normal challenge IBE private key. The
outputs of Oracle O;- will allow a simulator to produce a semi-functional challenge ciphertext,
an type-2 ephemeral semi-functional (ESF-2) challenge IBE private key an normal challenge
HIBE private key. The outputs of Oracle O; will allow a simulator to produce a type-1 ephem-
eral semi-functional(ESF-1) ciphertext, and a type-2 ephemeral semi-functional(ESF-2) chal-
lenge (H)IBE private key. Finally, the outputs of Oracle O, will allow a simulator to produce a
semi-functional challenge ciphertext, and a semi-functional challenge (H)IBE private key.

We define the oracles from Os to O; in which the simulators will be allowed to produce a
semi-functional challenge (H)IBE key. The outputs of Oracle Os will allow a simulator to pro-
duce a semi-functional ciphertext, and an ephemeral semi-functional challenge decryption
key. The outputs of Oracle O¢ will allow a simulator to produce an type-1 ephemeral semi-
functional(ESF-1) ciphertext, and a type-2 ephemeral semi-functional(ESF-2) challenge
decryption key. Finally, the outputs of Oracle O, will allow a simulator to produce a semi-func-
tional ciphertext, and a semi-functional challenge decryption key.

Oracle O, The first oracle, which we will denote by O, responds to queries as follows.
Upon receiving a challenge HIBE-key-type query for I € Z,,, it chooses 1, y € Z,, randomly and
returns the group elements

(w'.g" v (u'h),g") (3)

to the attacker. Upon receiving a challenge IBE-key-type query for T € Z,,, it chooses 7', y' € Z,
randomly and returns the group elements

(wy " v (ulh)",g") (4)

to the attacker. Upon receiving a challenge decryption-key-type queryforI € Z,and T € Z,,, it
chooses 1, ¥/, ', y' € Z, randomly and returns the group elements

7

(W', v (uh) g wy & W (ulhy),g") (5)

to the attacker. Upon receiving a ciphertext-type query for I € Z,, it chooses t € Z,, randomly
and returns the group elements

(wg'v',g', (u"h)") (6)
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to the attacker. Upon receiving a ciphertext-type query for T* € Z,, it chooses t, € Z, randomly
and returns the group elements

(wigo" vy, £ (u] hy)") (7)

to the attacker.

Oracle O, The next oracle, which we will denote by O,, responds to queries as follows.
Upon receiving a challenge HIBE-key-type query for I € Z,,, it chooses "/, y'" € Z, randomly,
and also chooses X,, Y5 € G, , X3, Y3 € G, randomly. It returns the group elements

"

w",g", Vyw(”lh)rHX2X37g// Y,Y;) (8)
to the attacker. It responds to a ciphertext-type query, a challenge IBE-key-type query and a
challenge decryption-key-type query in the same way as O,.

Oracle O;. The oracle O;. responds to queries as follows. Upon receiving a challenge IBE-
key-type query for T € Z,,, it chooses 7/, y'' € Z, randomly, and also chooses X, Y, € G, , X,
Y3 € G, randomly. It returns the group elements

"

(% ag/ﬁvvé (”gho)r X2X3vgr”Y2Y3) (9)

to the attacker. It responds to a ciphertext-type query, a challenge HIBE-key-type query and a
challenge decryption-key-type query in the same way as O,.

Oracle O, The next oracle, which we will denote by O,, responds to queries as follows.
Upon receiving a challenge HIBE-key-type query and a challenge IBE-key-type query, it
responds in the same way as O,. Upon receiving a ciphertext-type query for I* € Z,, it chooses
t € Z, randomly and returns the group elements

(wgrvig g'gh, (' h)'g™ ") (10)

to the attacker. Upon receiving a ciphertext-type query for T* € Z,,, it chooses t, € Z,, randomly
and returns the group elements

(wigsivirgs™, gy, (ul hy) gy ™) (11)

to the attacker. It responds to a challenge decryption-key-type query in the same way as O,.

Oracle O,. The next oracle, which we will denote by O,., responds to queries as follows.
Upon receiving a challenge HIBE-key-type query and a challenge IBE-key-type query, it
responds in the same way as O;.. Upon receiving a ciphertext-type query for I € Z,,, it chooses
t € Z, randomly and returns the group elements

(gl vt g'gh, (u h) g ) (12)

to the attacker. Upon receiving a ciphertext-type query for T* € Z,, it chooses t, € Z, randomly
and returns the group elements

(wigo v gs™, ghgy, (ul ) gy ) (13)

to the attacker. It responds to a challenge decryption-key-type query in the same way as O.
Oracle O; The next oracle, which we will denote by O, responds to queries as follows.
Upon receiving a challenge HIBE-key-type query and a ciphertext-type query, it responds in

the same way as O,. Upon receiving a challenge IBE-key-type query for I € Z,,, it chooses 7/,
y"" € Z, randomly, and also chooses X5, Y, € G,,, X3, Y3 € G,,, randomly. It returns the group
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elements
4 " " o i
(wp 4 D (”gho) X,X;,8" YV, Y5) (14)

to the attacker. It responds to a challenge decryption-key-type query in the same way as O,.

Oracle O, The next oracle, which we will denote by O,, responds to ciphertext-type queries
in the same way as Oy, and responds to a challenge HIBE-key-type query for I € Z,, by choos-
ingr,y € Z, randomly and returns the group elements

W (28) " & (8.8) v (8.8, " (u'h), &) (15)

to the attacker. Upon receiving a challenge IBE-key-type query for T € Z,,, it chooses 7', y' € Z,
randomly and returns the group elements

Wy (2.8)"". 8" (&) V) (%g) " (ulh)",g") (16)

to the attacker. It responds to a challenge decryption-key-type query in the same way as O,.
Oracle Os The next oracle, which we will denote by Os, responds to queries as follows.

Upon receiving a challenge decryption-key-type query for I, T € Z,,, it chooses 1, ¥/, ', y' € Z,

randomly, and also chooses X,, Y,, X}, Y; € G, , X;, Y,, Xi, Y; € G, randomly. It returns the

group elements
(W, "V (uh) X,X,, g, Y, Wé/, 8" Vgﬂ (ughu)/XéXé 8y, Y;) (17)

to the attacker. It responds to a ciphertext-type query and a challenge (H)IBE-key-type query
in the same way as O.

Oracle O4 The next oracle, which we will denote by O, responds to queries as follows.
Upon receiving a ciphertext-type query for I* € Z,,, it chooses t € Z, randomly and returns the
group elements

(wgyvigs g'gh, (u h)'g™" ) (18)

to the attacker. Upon receiving a ciphertext-type query for T* € Z,, it chooses t, € Z, randomly
and returns the group elements

(wigr Vs, g g, (uy )" g ") (19)
to the attacker. It responds to a decryption-type query and a challenge (H)IBE-key-type query
in the same way as Os.

Oracle O; The last oracle, which we will denote by O, responds to ciphertext-type queries
in the same way as Oy, and responds to a challenge decryption-key-type query for I, T € Z,,, by
choosing r, ¥/, 7,y € Z, randomly and returns the group elements

(W (2.8)".8 (88) v (g.8) " (W'h) g

I

WyOH (8285 )yﬁwz ) gyﬂ (8:8 )y” W (gzg:s)y”gz (”gho)r, ) gr, )

to the attacker. It responds to a challenge (H)IBE-key-type query in the same way as Og.
We define the advantage of an attacker A in distinguishing between O; and O; to be
|Pr[A(O,) = 1] — Pr[A(O;) = 1]|. Here, we assume that A interacts with either O; or O;, and

then outputs a bit 0 or 1 encoding its guess of which oracle it interacted with.
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4.4 Indistinguishability of G- and Ggp/

4.4.1 Strategy for the indistinguishability of G and Gspr. For the proof of the indistin-
guishability of G and Ggp, we cannot use the simple nested dual system in U-HIBE [11] that
change a normal private key(or normal update key) to an ephemeral semi-fuctional private
key(or semi-functional update key) one by one since the adversary of RHIBE can query a pri-
vate key for ID| € Prefix(ID*|;) and an update key for T*.

To solve this problem, we firstly use a modular design strategy like [13] and construct
the private keys and update keys from smaller component keys. A secret key SKp, consists
of many HIBE private keys which are represented as {SKypg;s,}s,cparn and an update
key UKpy, ,1,r consists a randomized decryption key RSKy;;55 and many IBE private keys
{SKipE,s}sccvr where each HIBE private key (or an IBE private key) is associated with a node
S;in BT p,_ . The HIBE and IBE private keys can be grouped together if they are related to the
same node S; in BTp|_ and a correct decryption key is constructed form the grouped (H)IBE
private key.

To uniquely identify a node S; € BT p),_,, we define a node identifier NID of this node as a
string ID|_,||L; where L; = Label(v;). To prove the indistinguishability of G and Ggpr, we
change normal HIBE private keys and normal IBE private keys that are related to the same
node identifier NID into (ephemeral) semi-functional keys by defining additional hybrid
games. This additional hybrid games are performed for all node identifiers that are used in the
key queries of the adversary.

Secondly, we give the equivalent model in which the challenger B answers the secret
(update, and decryption) key queries of the adversery A by requesting the associated (H)IBE
private keys from an oracle simulator O, shown in Fig 1. When the adversary A queries BB for
the secret key, update key or decryption key for some identity and some time period, B con-
structs the key by the (H)IBE-challenge-key or decryption-challenge-key it queries from the
oracle simulator O. O adaptively answers B the corresponding group elements which it con-
structs by using the public paremeters given by some complexity assumption. Therefore,
under the complexity assumptions, the oracle O; that O chooses to answer B is indistinguish-
able and consequently the adversary A cannot distinguish whether .4 is playing the real
RHIBE game or other variation games based on all the answers .4 recieves after the adaptive
queries to 3.

For additional hybrid games that change HIBE private keys (or IBE private keys) that are
related to the same node identifier NID = ID|_||L; from normal keys to semi-functional keys,

*PPHIBE, PPIBE PPU-RHIBE

—~ N N ™~

Challenge sks,sku «—SKGena
_D_’ »i
Challenge skd UKa
Assum.3-4 Oi B <«——DKa A
—T1, T2
Challenge c* Mo, M1 ID* T*—
CT*(Mb)—>

Jj€attack—\ €——guess i Jj€—guess b \ )

Fig 1. The query process in the proof of the indistinguishability of Gc and Ggp. *The group elements that the
oracle simulator gives to the challenger 13 are not only the public parameters PPygg and PPz, but also the group
elements for constructing the (ephemeral) semi-functional keys and ciphertexts and the public elements given by the
assumptions.

https://doi.org/10.1371/journal.pone.0195204.g001

PLOS ONE | https://doi.org/10.1371/journal.pone.0195204  April 12,2018 17/76


https://doi.org/10.1371/journal.pone.0195204.g001
https://doi.org/10.1371/journal.pone.0195204

@° PLOS | ONE

Unbounded and revocable hierarchical identity-based encryption with adaptive security

we need to define an index pair (i, i.) for an HIBE private key (or an IBE private key) that is
related to the node v; € BTy, where i, is a node index and i is a counter index. Suppose that
an HIBE private key (or an IBE private key) is related to a node NID. The node index i, for the
HIBE private key (or the IBE private key) is assigned as follows: If the node v; € BT ), with a
node identifier NID appears first time in key queries, then we set in as the number of distinct
node identifiers in previous key queries plus one. If the node identifier NID already appeared
before in key queries, then we set 7, as the value i of previous HIBE private key (or IBE private
key) with the same node identifier. The counter index i, of an HIBE private key is assigned as
follows: If the node identifier NID appears first time in HIBE private key queries, then we set i,
as one. If the node identifier NID appeared before in HIBE private key queries, then we set i,
as the number of HIBE private keys with the same node identifier that appeared before plus
one. Similarly, we assigns the counter index i, of an IBE private key.

Thirdly, we divide the behavior of an adversary as two types: Type-1 and Type-2. We next
show that the semi-functional key invariance property holds for two types of the adversary. Let
ID; be the challenge hierarchical identity and T* be the challenge time. For a challenge node v
with the node index / in the hybrid games from Gamec and Gamegy, the adversary types are
formally defined as follows:

1. Type-1: An adversary is Type-1 if it queries on a hierarchical identity ID|, & Prefix(ID;) for
all HIBE private keys with the node index A, and it queries on time T'= T* for at least one
IBE private key with the node index h.

2. Type-2: An adversary is Type-2 if it queries on time T'¢ T* for all IBE private keys with
the node index h. Note that it may query on a hierarchical identity ID|; € Prefix(ID*|))
for at least one HIBE private key with h, or it may query on a hierarchical identity
ID|;¢ Prefix(ID;) for all HIBE private keys with h.

We prove our dual system encryption RHIBE scheme via a hybrid argument over the
sequence of games in Table 3. For the different type of adversary, the squence of games is
basicly the same except that:

1. For the Type-1 adversary, we prove the indistinguishability of G- and Gggp by the transi-
tion from G¢ to Gex_s, and to Gggp without the attacker’s advantage changing by a non-
negligible amount.

2. For the Type-2 adversary, we prove the indistinguishability of G and Ggg by the transi-
tion from G to Gex_1» and to Ggsp without the attacker’s advantage changing by a non-
negligible amount.

Theorem 2 Under Assumptions 3 and 4, our dual system encryption RHIBE scheme has the
equation

(20)
+O(l)(Advy® + Advj')

We will prove these indistinguishabilities between games G, Gg_s (or Gg_y), Gg_g (or
Ge_v)> Ggsr, and Ggpr by going through several intermediary oracles. The main properties of
our oracles are summarized in Tables 4 and 5 for the Type-1 adversary and Table 6 for the
Type-2 adversary respectively. We intend these tables to be used only as a quick reference
guide, not as a definition. We give a complete proof for the Type-1 adversary, and a brief expla-
nation of the proof for the Type-2 adversary is demonstrated then.
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Table 4. Simulation of challenge keys and cipertext in oracles for the proof of the indistinguishability between G¢ and Gsp' under Type-1 adversary.

Oracle CT-Type Response SK-Type Response UK-Type Response DK-Type Response
[0 SF Normal Normal Normal
Oy2 SF ESF-1 Normal Normal
0, SF ESE-2 Normal Normal
O; ESE-2 ESF-2 Normal Normal
0 ESF-3' ESF-2 Normal Normal
o ESF-4/ ESE-2 Normal Normal
0, ESF-1 ESF-2 Normal Normal
Os/» ESF-1 ESF-2 ESE-1 Normal
0O; ESF-1 ESF-2 ESF-2 Normal
05, ESF-1 ESE-3 ESF-2 Normal
O3, ESF-1 ESE-3 ESE-3 Normal
1053 ESE-5 ESE-3 ESE-3 Normal
054 ESE-5 ESF-4 ESE-3 Normal
1055 ESF-5 ESF-4 ESF-4 Normal
Os6 ESF-1 ESF-4 ESF-4 Normal
(27% ESF-1 ESF-4 ESF-5 Normal
0: ESE-2/ ESF-4 SF Normal
0! ESE-3 ESE-4 SF Normal
0" ESF-4/ ESF-4 SF Normal
Oy, SE ESE-5 SF Normal
[ SF SF SF Normal

Note: oracles marked with t initialize with an extra G, term on g°g;.

https://doi.org/10.1371/journal.pone.0195204.1004

4.4.2 Type-1 adversary. As defined before, the Type-1 adversary is restricted to queries
on a hierarchical identity ID|, ¢ Prefix(ID; ). By quering for all HIBE private keys with any
node index h where the node is on the path from the root to the leaf node v;p in the tree
BT)pj,_, the adversary derives the secret key of ID|.

So we could show an information theoretic argument for the HIBE private keys from nor-
mal to ephemeral semi-functional HIBE keys, then to semi-functional HIBE keys. At the

Table 5. Defination of games between Ggsr and Ggp.

Games Oracles Keys in Queries Challenge Ciphertext
SK UK DK Normal SF ESF-1 ESF-5

Gpsp 0O; ESF-2 ESF-2 Normal O
GEsp-1 O3, ESF-3 ESF-2 Normal O
Gpsp_o 0Os3, ESF-3 ESF-3 Normal O
Gpsp_3 O35 ESF-3 ESF-3 Normal O
GEsp-a O34 ESF-4 ESF-3 Normal O
Gesp_s Os5 ESF-4 ESF-4 Normal O
Gesp6 Os6 ESF-4 ESF-4 Normal O
Ggsp—7 6; ESF-4 SF Normal O
Gesp_g 66 ESF-4 SF Normal O

Ggpr O, SF SF Normal O

https://doi.org/10.1371/journal.pone.0195204.t005
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Table 6. Simulation of challenge keys and cipertext in oracles under Type-2 adversary for the proof of the indistinguishability between G¢ and Ggp.

Oracle CT-Type Response SK-Type Response UK-Type Response DK-Type Response
0, SF Normal Normal Normal
Oy )2+ SF Normal ESE-1 Normal
O, SF Normal ESF-2 Normal
O;. ESE-2f Normal ESE-2 Normal
N ESF-3' Normal ESE-2 Normal
(08 ESF-4/ Normal ESF-2 Normal
0,. ESF-1 Normal ESEF-2 Normal
Osz+ ESF-1 ESF-1 ESE-2 Normal
0; ESF-1 ESE-2 ESE-2 Normal
O3 1+ ESE-1 ESE-2 ESE-3 Normal
Os, ESF-1 ESF-3 ESF-3 Normal
1053 ESF-5 ESF-3 ESF-3 Normal
1034+ ESE-5 ESF-3 ESF-4 Normal
1t0s5 ESE-5 ESF-4 ESF-4 Normal
Os56 ESF-1 ESF-4 ESF-4 Normal
O35+ ESF-1 ESE-5 ESF-4 Normal
0: ESF-2 SF ESF-4 Normal
0. ESE-3 SF ESE-4 Normal
0" ESF-4' SF ESF-4 Normal
O+ SF SF ESE-5 Normal
O, SF SF SF Normal

Note: oracles marked with t initialize with an extra G, term on g°g;.

https://doi.org/10.1371/journal.pone.0195204.t006

meanwhile, by adaptively transforming the types of IBE private keys sooner or later than the
transformation of HIBE private keys, we avoid a potential paradox for the update keys.

From the flollowing Lemma 1, to Lemma 20, we obtain the advantage of Type-1 adversary
to distinguish between G¢ and Ggpr under Type-1 adversary as

Advjc' — Advi”" < |Advff' — Advfl”| + |Advf‘H — Advff*s'|

+ |Ade‘E*5/ _ Advi}ssl:/| + |AdeESF/ _ AdeSF”| ( )
21
< (0(q,(q, + q.)) + O(l))(Advy + Advy*)

We give the proof of those lemmas in Appendix.B.

(1) Indistinguishability of G- and Gg_g

For the security proof of the indistinguishability of G- and Gg_g, we define a sequence of
additional hybrid games G¢ s, . . ., Go s - - -» Go g,» Where Go = G g and g, is the number of
all node identifiers that are used in HIBE private keys and IBE private keys of an adversary. In
the game G¢ , for 1 < h < g,, the challenge ciphertext is semi-functional, all IBE private keys
are normal, HIBE private keys with a node index i,, < h are of ESF-2, the remaining HIBE pri-
vate keys with a node index i, > h are normal.

Oracle O, , This oracle initializes in the same way as Op, O; and provides the attacker with
initial group elements from the same distribution. Upon receiving a challenge HIBE-key-type
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query for I € Z,, it chooses ', y € Z, randomly, and also chooses X3, Y3 € G, randomly. It
returns the group elements

w, g, v}’/(u’h)r/Xmg’/ Y,) (22)

to the attacker. It responds to a ciphertext-type query or a challenge IBE-key-type query in the
same way as O.

We define hybrid games H, ;, H1 5, -+, Hy 1, Hp 25 - - Hg 1,
H, > = Ge pe1> and g, is the maximun number of HIBE private key queries for the node index
h. The games are formally defined as follows:

Game Hj, ; This game Hj, ; for 1 < h. < g, is almost the same as G, ;,_; except the genera-
tion of HIBE private keys and IBE private keys with the node 6}, of the index /. An IBE private
key with an index pair (b, i) is generated as normal. An HIBE private key with an index pair
(h, i.) is generated as follows:

H, , where Hy, = G and

L. i. < h. It generates a ESF-2 SKypg,g,.
2. i.= h: It generates a ESF-1 SKypg 6, by using the element groups in Eq 22.
3. i. > h. It simply generates a normal HIBE private key.

Game Hj, , This game Hj, ; for 1 < h. < g, is almost the same as Hj, ; except the generation
of HIBE private key with an index pair (h, i;) and i, = h. is generated as a ESF-2 SKppg 6, by
using the element groups in Eq 8.

Lemma 1 Under Assumptions 3, no PPT attacker can distinguish between Oy and O, with
non-negligible advantage. So no PPT attacker can distinguish between Hy, _, , and Hy, ; with
non-negligible advantage.

Lemma 2 Under Assumptions 4, no PPT attacker can distinguish between Oy, and O, with
non-negligible advantage. So no PPT attacker can distinguish between Hy, , and Hy, , with non-
negligible advantage.

Let Advicl‘h be the advantage of A in a game G¢ . From the Lemma 1, 2, we obtain the fol-
lowing equation

Advjcf_h—l _ Advjcl_h S 225:1 (|Advihc—1.2 _ Advihc.1| + |Advjhc.1 _ Advjhc.Q D

< O(q)(Advg’ + Advg')
So we obtain the following equation

Gor

n
AdvE — AdvGES < Z (AdvS™™ — Advi™) < 0(q,q.)(AdvL® + Advit) (23)

h=1

(2) Indistinguishability of Gz_gand Gg_g

We now prove the indistinguishability of Gx_g and Gg_g in a hybrid argument using poly-
nomially many steps. We let q. denote the number of ciphertext-type queries made by a
PPT attacker .A. Firstly we define hybrid games S_; 1, So., So.3» S0.1> S1.2> S1.3> S1.1°* *> Sk.2> Sk 35
Sk1s -+ Sq-1,20 Sq-1,3 Sq—1,1, where S_y ; = Gg_gand S, _; ; = Gg_g. The games are formally
defined as follows:

Game Sy ; This game S ; for 0 < k < g, is almost the same as Gg_g except the generation of
the challenge ciphertext. The challenge ciphertext of (T*,I7, ..., I* _) is generated as EST-2"-

7 7g.—1
CT outputed by EncryptESF-2" defined in AppendixA.
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Game Sy, This game Sy, for 0 < k < g, — 1 is almost the same as Gx_g except the generation
of the challenge ciphertext. The challenge ciphertext of (T*, I}, ..., I; ) is generated as EST-
3_CT outputed by EncryptESF-3" defined in AppendixA.

Game S; 3 This game Sy 5 for 0 < k < g, — 1 is almost the same as Gg_g except the generation
of the challenge ciphertext. The challenge ciphertext of (T*, I}, ..., I; ) is generated as EST-
4_CT outputed by EncryptESF-4" defined in AppendixA.

We will define additional oracles O; for each i from 0 to g, — 1, O for each i from 0 to
q.— 1, and O for each i from 0 to g, — 1, to sample various distributions of group elements
used for constructing the various types of ciphertexts in Game S ;, Game Sy, and Game Sy 5.

Oracle O; This oracle initializes in the same way as O;, O, and provides the attacker with
initial group elements from the same distribution. It also responds to challenge key-type que-
ries in the same way as O;, O,. It keeps a counter of ciphertext-type queries which is initially
equal to zero. It increments this counter after each response to a ciphertext-type query.

In response to the jth ciphertext-type query for some I}, if j < i, it responds exactly like O,. If
j > i, it responds exactly like O,. In particular, Oj is identical to O, and 0; is identical to O,.

Oracle O, This oracle acts the same as O} except in its response to the i ciphertext-type
query. For the i ciphertext-type query for identity I, it chooses a random ¢ € Zy and random
elements X3, Y3 € G, and responds with:

(we' viXS', g'X,, (ul h)'Y,) (24)

If i = 0, the i" ciphertext-type query is for time T*. It chooses a random ¢, € Zy and random
elements X}, Y; € G, and responds with:

(Wi vy X2, g X, (ul hy)" ;) (25)

Oracle O/ This oracle acts the same as O; except in its response to the i ciphertext-type
query. For the i ciphertext-type query for identity I", it chooses a random ¢ € Zy and random
elements X3, Y3 € G,,, and responds with:

t(a’IJ* +b')

(We VXS, g'giX,, (ulh)'g, " Y,) (26)

If i = 0, the i" ciphertext-type query is for time T*. It chooses a random ¢, € Zy and random
elements X, Y; € G, and responds with:

to(a’Ij*er’)

) P *
(wigo vy X2, ggy' X, (ug hy) g,

Y!) (27)

3

Lemma 3 Under Assumptions 3, no PPT attacker can distinguish between O;_, and O/ with
non-negligible advantage. So no PPT attacker can distinguish between Si_1 1 and Sy, with non-
negligible advantage.

Lemma 4 Under Assumptions 4, no PPT attacker can distinguish between O) and O/ with
non-negligible advantage. So no PPT attacker can distinguish between Sy, and Sy ; with non-neg-
ligible advantage.

Lemma 5 Under Assumptions 3, no PPT attacker can distinguish between O] and O; with
non-negligible advantage. So no PPT attacker can distinguish between S 3 and Sy, with non-neg-
ligible advantage.
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Let Advi{"l, Advi{"2 and A(leif3 be the advantage of A in the games Sy 1, Si.» and S 3. From
the Lemma 3, 4, 5, we obtain the following equation

AdvflH — Advjf’s/ < ZZ”:I)l(|Advif"‘l — Advi“| + |Aclvi{"2 — Advif'3|
+Ady — AdviE) (28)

< q.(2Advy + Advy')

(3) Indistinguishability of Gr_y and Gggp

For the security proof of the indistinguishability of Gg_y and Gggp, we define a sequence of
additional hybrid games Gy 1, . .., Gg s - - -» Gy » Where Gg_g = Gy and gq,, is the number of
all node identifiers that are used in HIBE private keys and IBE private keys of an adversary. In
the game Gy, for 1 < h < g, the challenge ciphertext is semi-functional, all IBE private keys
are ESF-2, IBE private keys with a node index i,, < h are of ESF-2, the remaining HIBE private
keys with a node index i, > h are normal.

Oracle Os/, This oracle initializes in the same way as O,, O; and provides the attacker with
initial group elements from the same distribution. Upon receiving a challenge IBE-key-type
query for T € Z,, it chooses 7', y € Z, randomly, and also chooses X, Y3 € G, randomly. It
returns the group elements

Wy, vy (ulhy) X,, g Y,) (29)

to the attacker. It responds to a ciphertext-type query or a challenge HIBE-key-type query in
the same way as O,.

We define hybrid games E 1, Ei 5, - - -, Ejy 1, Hp 25 - - » Eq 1> Eq 2 where Ey; = Gy , and
E, 2= Gg p+1, and g, is the maximun number of IBE private key queries for the node index h.
The games are formally defined as follows:

Game E;, ; This game Ej, ; for 1 < h, < g, is almost the same as Gy, except the generation
of HIBE private keys and IBE private keys with the node index h. An HIBE private key with an
index pair (h, i) is generated as ESF-2. An IBE private key with an index pair (4, i.) is gener-
ated as follows:

1. i, < h.: It generates a normal SKj, . and converts the key to a ESF-2 SK;gg .

2. i. = h. It generates a normal SK};,, and converts the key to a ESF-1 SKjzg, by using the ele-

BE,

ment groups in Eq 29.
3. i. > h. It simply generates a normal IBE private key.

Game Ej, , This game Ej, , for 1 < h, < g, is almost the same as Ej, ,; except the generation
of IBE private key with an index pair (h, i.) and i, = h, is generated as a ESF-2 SKjp j, by using
the element groups in Eq 14.

Lemma 6 Under Assumptions 3, no PPT attacker can distinguish between O, and Os,, with
non-negligible advantage. So no PPT attacker can distinguish between Ej, _, , and Ej, , with non-
negligible advantage.

Lemma 7 Under Assumptions 4, no PPT attacker can distinguish between Os;, and O with
non-negligible advantage. So no PPT attacker can distinguish between Ej, , and Ej, , with non-
negligible advantage.
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Let Advff’"’ be the advantage of A in a game G ;. From the Lemma 6, 7, we obtain the fol-
lowing equation

AdviEr — AdviEr < S (JAdvie — Adviy? | + |Advi — Advi)

< 0(q.)(Advg’ + Advy")

So we obtain the following equation

n
AV — AV <N (AT — AdVE) < 0(g,4,) (Advi® + Advy!) (30)

h=1

(4) Indistinguishability of Gxgr and Ggp

For the security proof of the indistinguishability of Ggsp and Ggpr, we define a sequence of
games Ggsp_y, - - -, Gpsp_s to change the type of secret keys and update keys from ESF-2 to
ESF-4 and the type of ciphertexts from ESF-1 to ESF-5 and Gggp_, - - -» Ggsp—s to change the
type of update keys to semi-functional and the type of ciphertexts back to semi-functional. In
Table 5, we give the types of key in the queries and the challenge cipertext in every game, and
the decryption situation according to the types of keys and ciphertexts.

Ggsp-1: The secret keys are changed to ESF-3. The update keys are still ESF-2. The chal-
lenge ciphertext is still ESF-1. The decryption keys are still normal.

Ggsp—2: The update keys are changed to ESF-3. The secret keys are ESF-3. The challenge
ciphertext is still ESF-1. The decryption keys are still normal.

Ggsy-3: The challenge ciphertext is changed to ESF-5. The secret keys and the update keys
are still ESF-3. The decryption keys are still normal.

Ggsp-4: The secret keys are changed to ESF-4. The update keys are still ESF-3. The chal-
lenge ciphertext is ESF-5. The decryption keys are still normal.

Ggsp_s: The update keys are changed to ESF-4. The secret keys are ESF-4. The challenge
ciphertext is ESF-5. The decryption keys are still normal.

Ggsp -6 The challenge ciphertext is changed to ESF-1. The secret keys and the update keys
are ESF-4. The decryption keys are still normal.

Ggsp-7: The update keys are changed to semi-functional update keys. The secret keys are
ESF-4. The challenge ciphertext is ESF-1. The decryption keys are still normal.

Ggsr—s: The challenge ciphertext is changed to semi-functional. The secret keys are ESF-4.
The update keys are semi-functional update keys. The decryption keys are still normal.

We firstly prove the indistinguishabilities between Gggp to Gesp—1, Gpsp-1 t0 Gpsp_g. And
then we prove the indistinguishability of Gpgp_g and Ggp-.

Indistinguishability of Ggsp and Gggp_;. For the security proof of the indistinguishability of
Ggsp and Ggsp_1, we define a sequence of games additional hybrid games Gg 1, ..., Grp - - -
Gp 4, Where Gpgp = Gp  and g, is the number of all node identifiers that are used in HIBE pri-
vate keys and IBE private keys of an adversary. In the game G ;, for 1 < h < g,,, the challenge
ciphertext is ESF-1, all IBE private keys are ESF-2, HIBE private keys with a node index i, < h
are of ESF-3, the remaining HIBE private keys with a node index i, > h are ESF-2.

Oracle Os; This oracle initializes in the same way as O; and provides the attacker with ini-
tial group elements from the same distribution. Upon receiving a challenge HIBE-key-type
query for I € Z,, it chooses 1, y’ € Z, randomly, and also chooses X5, Y, € G, and X3, Y3 € G,,,
randomly. It returns the group elements

(Wy/gg/‘ﬂ’gy/g§/7 Vy/(uljh)rX2X3agrY2 Y;) (31)
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to the attacker. It responds to a ciphertext-type query or a challenge IBE-key-type query in the
same way as O;.

We define games F, - - -, Fy, . . ., Fy where Fy = Gy and F; = Gg .1, and g is the maximun
number of HIBE private key queries for the node index /. The games are formally defined as
follows:

Game F;, This game Fj, for 1 < h. < g, is almost the same as Gp j, except the generation
of HIBE private keys and IBE private keys with the node index h. An IBE private key with an
index pair (h, i) is generated as ESF-2. An HIBE private key with an index pair (, i.) is gener-
ated as follows:

1. i, < h.: It generates a ESF-3 SKyypg , by using the element groups in Eq 31.
2. i. > hg It simply generates a ESF-2 HIBE private key.

Lemma 8 Under Assumptions 3, no PPT attacker can distinguish between O5 and O; ; with
non-negligible advantage. So no PPT attacker can distinguish between Fy, _, and F), with non-
negligible advantage.

Let Advff"" be the advantage of A in a game Gp ;. From the Lemma 8, we obtain the follow-
ing equation

In . N
AQVE — AdviE ' <3 (AT — Adv™) < 0(q,4,) (Advy) (32)

h=1

Indistinguishability of Ggsr_; and Gggp_,. For the security proof of the indistinguishabil-
ity of Ggsp—1 and Gggp_o, we define a sequence of games Gy _y 15 . . ., Gp_1» - - -» Gp_1,4, Where
Ggsp-1 = Gr_; 0 and g, is the number of all node identifiers that are used in HIBE private keys
and IBE private keys of an adversary. In the game Gp_; 5, for 1 < h < g, the challenge cipher-
text is ESF-1, all HIBE private keys are ESE-3, IBE private keys with a node index i,, < h are of
ESF-3, the remaining HIBE private keys with a node index i,, > h are ESF-2.

Oracle Os, This oracle initializes in the same way as O;; and provides the attacker with
initial group elements from the same distribution. Upon receiving a challenge IBE-key-type
query for T € Z,, it chooses , y € Z, randomly, and also chooses X, Y, € G, and X3, Y3 € G,
randomly. It returns the group elements

(W g t#7gy’g§,vg') (uihy) X,X,,8'Y,Y,) (33)

to the attacker. It responds to a ciphertext-type query or a challenge HIBE-key-type query in
the same way as O; ;.

We define hybrid games F1y, - - -, F1j, ..., F1, where F1y = Gp_; , and F1, = Gp_j 41, and
q. is the maximun number of IBE private key queries for the node index /. The games are for-
mally defined as follows:

Game F1;, This game F1;,_for 1 < h. < g, is almost the same as Gp_; ; except the generation
of HIBE private keys and IBE private keys with the node index h. A HIBE private key with an
index pair (h, i) is generated as ESF-3. An IBE private key with an index pair (4, i) is gener-
ated as follows:

L. i, < h.: It generates a ESF-3 SKjpg , .
2. i. > h. It simply generates a ESF-2 IBE private key.

Lemma 9 Under Assumptions 3, no PPT attacker can distinguish between Os ; and Os, with
non-negligible advantage. So no PPT attacker can distinguish between F1;, _, and F1;,_with non-
negligible advantage.
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Let Advff """ be the advantage of A in a game Gg_, ;,. From the Lemma 9, we obtain the fol-
lowing equation

AdVGFbF’ 1 AdVGFbF' 2 < Z AdVGF/ 1h-1 — Adv§ G lh) < O(q"qe)(AdV ) (34)

h=1

Indistinguishability of Grsp_, and Ggsp_s. For the security proof of the indistinguishabil-
ity of Ggsp_, and Gggp_3, we define the oracle below.

Oracle Os ; This oracle initializes a bit differently from the other oracles. It fixes random
elements g, u, h, v, w, g, ho, vo, Wo € Gy, 2 € G, g3 € G, It chooses random exponents
$,7,01,00, ¥, Yo, W, 01,0, a U, t;, 15, t] € Zy. It initially provides the attacker with the group
elements:

(g u b, v, w, 8(8,8,) W (28)" & (8.8) v (8:8)",

Uy, hy, Vo, Wo, Wy (8283 )yol!/ :8°(2:8)" v’ (8:8,)"")

(35)

What differs from the previous oracles here is the added gj and term: notice that this is uni-
formly random in G, , since y is random modulo p3 (and uncorrelated from its value modulo
p2)- This oracle answers the challenge-key type query in the same way as O3 ,. To answer a
ciphertext-type query for I, it chooses random values t € Zy and responds with:

I

(Wl vigl'sh g'giel, (uh)'gh g} (36)
To answer a ciphertext-type query for T, it chooses random values ¢ € Zy and responds with:

(wighvigl” gt g'igy, (ulhy)'gs ™ gr) (37)
It is crucial to note that these G, terms arethe same for each ciphertext-type query response.
Lemma 10 Under Assumptions 4, no PPT attacker can distinguish between O; 5 and Os 5 with
non-negligible advantage. So no PPT attacker can distinguish between Gpsp_, and Ggsp_3 with
non-negligible advantage.
From the Lemma 10, we obtain the following equation

AdviPT = — AdviP s < (Advy') (38)

Indistinguishability of Grsr_; and Gggr_4: For the security proof of the indistinguishabil-
ity of Ggsp_3 and Ggsp_4, we define a sequence of games additional hybrid games Gp_3 5, . . .,
Gp_spw - - » Gp_3,4, where Gggp_3 = Gp_39 and g, is the number of all node identifiers that are
used in HIBE private keys and IBE private keys of an adversary. In the game Gp_5 for 1 <h
< g, the challenge ciphertext is ESF-5, all IBE private keys are ESF-3, HIBE private keys with
anode index 7, < h are of ESF-4, the remaining HIBE private keys with a node index i, > h
are ESF-3.

Oracle O; 4 This oracle initializes in the same way with O; ;3 and provides the attacker the
same initial elements as Oj; 5. This oracle answers the ciphertext-type query and IBE key- type
query in the same way as Os 5. To answer a challenge HIBE private key type query for I, it
chooses random values y, r € Zy, X, Y, € G, randomly, and X3, Y3 € G, and responds with:

W (28", ¢ (@g) v ('h)X,X,,g'Y,Y,) (39)
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We define hybrid games F3,, - - -, F3;,, .. ., F3, where F3( = Gp_3 and F3; = Gp_3 .1, and
qs is the maximun number of HIBE private key queries for the node index h. The games are
formally defined as follows:

Game F3;, This game F3;, for 1 < h. < g, is almost the same as Gp_3 ;, except the generation
of HIBE private keys and IBE private keys with the node index h. An IBE private key with an
index pair (h, i) is generated as ESF-3. An HIBE private key with an index pair (4, i.) is gener-
ated as follows:

1. i. < h.: It generates a ESF-4 SKyy;pg j, by using the element groups in Eq 39.
2. i. > h. It simply generates a ESF-3 HIBE private key.

Lemma 11 Under Assumptions 4, no PPT attacker can distinguish between Os 3 and Os 4 with
non-negligible advantage. So no PPT attacker can distinguish between Gpsp_3 and Ggsp_q with
non-negligible advantage.

Let Advff " be the advantage of A in a game Gp_3 . From the Lemma 11, we obtain the
following equation

n i
Adv3E — Adv S < Z(Advff/’g'h’l - Advjf/’g'h) < 0(q,9,)(Advs") (40)

h=1

Indistinguishability of Ggsr_4 and Gggp_s. For the security proof of the indistinguishabil-
ity of Ggsp_4 and Ggsp_s, we define a sequence of games additional hybrid games Gp_4 5, . . .,
Gp_ap - - - Gp_aq, where Ggsp_y = Gp_y and g,, is the number of all node identifiers that are
used in HIBE private keys and IBE private keys of an adversary. In the game Gp_4 ), for 1 < h
< g, the challenge ciphertext is ESF-5, all HIBE private keys are ESF-4, IBE private keys with
anode index i, < h are of ESF-4, the remaining IBE private keys with a node index i,, > h are
ESE-3.

Oracle Os 5 This oracle initializes in the same way with O; 4 and provides the attacker the
same initial elements as O3 4. This oracle answers the ciphertext-type query and HIBE key-
type query in the same way as Os 4. To answer a challenge IBE private key type query for T, it
chooses random values y, r € Zy, X, Y5 € G, randomly, and X3, Y3 € G, and responds with:

(wo (g2g3>y '/’7gy’ (gzgs)y Vo (ugho)rXZXg,g’YQ Y;) (41)

We define hybrid games F4y, - - -, F4y,, .. ., F4; where F4q = Gp_45 and F4,; = Gp_4 .1, and
q. is the maximun number of IBE private key queries for the node index /. The games are for-
mally defined as follows:

Game F4;, This game F4;, for 1 < h, < g is almost the same as Gp_4, except the generation
of HIBE private keys and IBE private keys with the node index h. An HIBE private key with an
index pair (h, i) is generated as ESF-4. An IBE private key with an index pair (4, i) is gener-
ated as follows:

1. i, < h. It generates a ESF-4 SKjpg j, by using the element groups in Eq 41.
2. i. > h. It simply generates a ESF-3 IBE private key.

Lemma 12 Under Assumptions 4, no PPT attacker can distinguish between O; 4 and Os 5 with
non-negligible advantage. So no PPT attacker can distinguish between Ggsp_4 and Ggsp_s with
non-negligible advantage.
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Let Advff """ be the advantage of A in a game Gg_,;,. From the Lemma 12, we obtain the
following equation

n . .
Adv;}sspbq _ AdeESFus < Z(Advzp’—m—l _ Advjl-"—:l.h) < O(qnqe)(Advg4) (42)

h=1

Indistinguishability of Grsp_s and Ggsp_g. For the security proof of the indistinguishabil-
ity of Ggsp_s and Ggsp_s, we define the oracle below.

Oracle O; ¢ This oracle fixes random elements g, u, h, v, w, ug, ho, vo, Wo € G,,, &2 € Gy,
&3 € G,,.. It chooses random exponents s, 7, d,, 0,, ¥, ¥y, ¥, 01,05, a', V', £, 5, 7 € Z,. It initially
provides the attacker with the group elements:

(g u b, v, w, 8(8,8,) W (28)" . & (8.8) v (8:8)", )

gy g, Vs Wo, Wi (8285 )ml// 1 8°(2,8)" v (£:85)°7)

What differs from the previous oracles here is the added g; and term: notice that this is uni-
formly random in G, since y is random modulo p; (and uncorrelated from its value modulo
p2)- This oracle answers the challenge-key type query in the same way as O; ,. To answer a
ciphertext-type query for I, it chooses random values ¢ € Zy and responds with:

[ ¢t I+Y) 1

(we'viel ey . g'ggs s (Wh)g " gy) (44)
To answer a ciphertext-type query for T, it chooses random values ¢ € Zy and responds with:

¢!

(wigvigs”'e g'gigs, (ulhy)' g " g) (45)

It is crucial to note that these G, terms arethe same for each ciphertext-type query response.
Lemma 13 Under Assumptions 4, no PPT attacker can distinguish between O; 5 and Os ¢ with
non-negligible advantage. So no PPT attacker can distinguish between Gpsp_s and Ggsp_¢ With
non-negligible advantage.
From the Lemma 13, we obtain the following equation

Advff”/* — Advj” < (Advg) (46)

Indistinguishability of Ggsp_s and Gggp_;. For the security proof of the indistinguishabil-
ity of Ggsp_¢ and Gggp_7, we define a sequence of games Gg .15 - - -» Gr—g> - - -» Gp—g,q,» Where
Ggsp-¢ = Gr_gp and g, is the number of all node identifiers that are used in HIBE private keys
and IBE private keys of an adversary. In the game Gp_¢ ), for 1 < h < g, the challenge cipher-
text is ESF-1, all HIBE private keys are ESF-4, IBE private keys with a node index i, < h are
semi-functional, the remaining IBE private keys with a node index i, > h are ESF-4.

Oracle O, This oracle initializes in the same way as O; g and provides the attacker with
initial group elements from the same distribution. Upon receiving a challenge IBE-key-type
query for T € Z,, it chooses , y € Z, randomly, and also chooses X, Y, € G, and X3, Y3 € G,
randomly. It returns the group elements

(W) (2.8 & (%8,) Vi (ulhy) X,X,,g'Y,) (47)

to the attacker. It responds to a ciphertext-type query or a challenge HIBE-key-type query in
the same way as O3 6.
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We define hybrid games F6, 1, F6, , - - -, F6, 1, F6, 2, - - ., F64 1, F6, 5 where F6q, = Gp_gp
and F6, ; = Gp_6 n+1, and g, is the maximun number of IBE private key queries for the node
index h. The games are formally defined as follows:

Game F6;,_; This game F6, ; for 1 < h. < g, is almost the same as Gy _g j, except the genera-
tion of HIBE private keys and IBE private keys with the node index h. An HIBE private key
with an index pair (4, i.) is generated as ESF-4. An IBE private key with an index pair (b, i,) is
generated as follows:

1. i. < h. It generates a semi-functional key SKzg .

2. i.= h: It generates a normal SK,, and converts the key to a ESF-5 SKjg, by using the ele-
ment groups in Eq 47.

3. i. > h. It generates a ESF-4 IBE private key.

Game F6, , This game F6h,, 2 for 1 < h. < g, is almost the same as F6;, ; except the genera-
tion of IBE private key with an index pair (h, i.) and i, = h. is generated as a semi-functional
SKigE -

Lemma 14 Under Assumptions 4, no PPT attacker can distinguish between O ¢ and Oy
with non-negligible advantage. So no PPT attacker can distinguish between F6;_, , and F6,; with
non-negligible advantage.

Oracle 6;‘ This oracle initializes in the same way as O}, and provides the attacker with ini-
tial group elements from the same distribution. It also responds to a ciphertext-type query as
same as O;. It responds to a HIBE-key-type query in the same way as O; . Upon receiving a
challenge IBE-key-type query for T € Z,,, it chooses r, ¥ € Z, randomly, and returns the group
elements

(W) (2,8)" .8 (28) V) (9.8, > (ulhy) . &' (2:8,)") (48)

to the attacker.

Lemma 15 Under Assumptions 3, no PPT attacker can distinguish between O,y and 5; with
non-negligible advantage. So no PPT attacker can distinguish between F6;, and F6,, with non-
negligible advantage.

Let Advff’"’ be the advantage of A in a game G ;. From the Lemma 14, 15, we obtain the
following equation

Fbp, 1 FOp,

AV AV < S (Adv] — AV [ Adv T — Adv

)

< 0(q,) (Advy + Advi)

So we obtain the following equation

qn
AdvSET5 — AdySET < Z(Advff/‘h’l - Advff/‘h) < 0(g,9.)(Advy® + Advg") (49)

h=1

Indistinguishability of Ggsp_; and Ggsp_g. We now prove the indistinguishability of
Ggsp—7 and Ggsp—g in a hybrid argument using polynomially many steps. We let g, denote the
number of ciphertext-type queries made by a PPT attacker A. Firstly we define hybrid games
8 1108005803800 S0 S1as Sy Sias Skgr S -+ 82671.27 3:1571‘37 S;fl.p where §' | | = Gy,

and §

.11 = Gisp_s. The games are formally defined as follows:
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Game S, This game S, for 0 < k < g, is almost the same as Ggsp_7 except the generation
of the challenge ciphertext. The challenge ciphertext of (T*, I}, ..., I; ) is generated as EST-
2X.CT outputed by EncryptESF-2~.

Game S , This game S, for 0 <k < g, — 1 is almost the same as Gpsp_7 except the genera-
tion of the challenge ciphertext. The challenge ciphertext of (T*,I},...,I; ) is generated as
EST-3-CT outputed by EncryptESE-3".

Game S ; This game S , for 0 <k < g, — 1 is almost the same as Gpsp_7 except the genera-
tion of the challenge ciphertext. The challenge ciphertext of (T*,I},...,I; ) is generated as
EST-4-CT outputed by EncryptESF-4",

We will define additional oracles O for each i from 0 to g, — 1, O/ for each i from 0 to
gc—1,and 5;’ for each i from 0 to g, — 1.

Oracle (~): This oracle acts the same as 6f except that its response to the ciphertext-type
query is as same as O,

Oracle 6:’ This oracle acts the same as (N),* except that its response to the ciphertext-type
query is as same as O;.

Lemma 16 Under Assumptions 3, no PPT attacker can distinguish between O}, and O!! with
non-negligible advantage. So no PPT attacker can distinguish between S, | and S, with non-neg-
ligible advantage. ’

Lemma 17 Under Assumptions 4, no PPT attacker can distinguish between (~)Z and (N);< with
non-negligible advantage. So no PPT attacker can distinguish between S, , and S, , with non-neg-
ligible advantage. ’

Lemma 18 Under Assumptions 3, no PPT attacker can distinguish between O/, and O;_| with
non-negligible advantage. So no PPT attacker can distinguish between S, , and S,_, | with non-
negligible advantage.

s, S, S,
Let Adv ', Adv ;* and Adv ;" be the advantage of A in the games S, |, S}, and S, ,. From the

Lemma 16, 17, 18, we obtain the following equation
_ s s S . S,
AdvSETT — AdvET < SO (| Adv M — Adv |+ [Adv i — Adv |

+ |Advif'3 — Advif" b (50)

< q.(2Advg® + Advy?)

Indistinguishability of Ggsp_g and Ggp'. For the security proof of the indistinguishability
of Ggsp_g and Ggpr, we define a sequence of games Gp_g 1, - . ., Gr_g s - - -» Grr_g 4, Where
Ggsp-s = Gr_gp and g, is the number of all node identifiers that are used in HIBE private keys
and IBE private keys of an adversary. In the game Gp_g, for 1 < h < g,,, the challenge cipher-
text is semi-functional, all IBE private keys are semi-functional, HIBE private keys with a node
index i, < h are semi-functional, the remaining HIBE private keys with a node index i, > h
are ESF-4.

Oracle O/, This oracle initializes in the same way as 53 and provides the attacker with ini-
tial group elements from the same distribution. Upon receiving a challenge HIBE-key-type

query for I € Z,, it chooses 1, y € Z, randomly, and also chooses X, Y, € G, and X3, Y3 € G,
randomly. It returns the group elements

(W (2,8)" .8 (28) vV (Wh) X,X,,g'Y,) (51)
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to the attacker. It responds to a ciphertext-type query or a challenge IBE-key-type query in the
same way as 63

We define hybrid games I, 1, Iy 2, * * I 1 In 25 - - - Ig 15 Iq,2 where I, = Gp_g  and
1.2 = Gp_g, n+1> and g, is the maximun number of HIBE private key queries for the node index
h. The games are formally defined as follows:

Game I, ,; This game I, ; for 1 < h. < g, is almost the same as Gy _g j, except the generation
of HIBE private keys and IBE private keys with the node index h. An IBE private key with an
index pair (h, i) is generated as a semi-functional key. An HIBE private key with an index pair
(h, i.) is generated as follows:

1. i. < hg It generates a semi-functional SKy;pg .
2. i. = h. It generates a ESF-5 SKypg 1.
3. i. > h. It generates a ESF-4 SKypg 1.

Game H), , This game H), ; for 1 < h. < g, is almost the same as H}, ; except the generation of
HIBE private key with an index pair (4, i.) and i, = h, is generated as a semi-functional SKypg -

Lemma 19 Under Assumptions 4, no PPT attacker can distinguish between 53 and O, with
non-negligible advantage. So no PPT attacker can distinguish between I, _ , and Iy, , with non-
negligible advantage.

Lemma 20 Under Assumptions 3, no PPT attacker can distinguish between Oy, and O, with
non-negligible advantage. So no PPT attacker can distinguish between I, ,, and Iy, , with non-neg-
ligible advantage.

Let Adviﬁl"“ be the advantage of A in a game G ;. From the Lemma 19, 20, we obtain the
following equations

Advflpl’“”H - Advff"g‘h < Ezsc:lﬂAde"l - Advi’{“2 + |Adv2"1'2 - Advﬁ"l|)

< O(q,) (Advi + Adv)

and

n .
AdviETs — AdvEET <Y (Adv VT — AdvT) < O(q,)(AdvE + Advl')  (52)
h=1

So we obtain the following equation

Advjfsp’ _ AdeSF” S |( Advissﬁ _ AdeESF’—ll +
21_7:1 |(AdViESFLi _ AdViESFLM | + |(AdeESF’—B _ Advisp”l
< 0(q,9,)(Advg’) + O(q,9.) (Advg’) + (Advg') + O(q,4q,) (Advy")+ (53)
5
0(q,9.)(Advg') + (Advg') + O(q,q,) (Advg’ + Advg')+
0(q,)(2Advy® + Advy') + O(q,q.) (Advy® + Advy')

< (0(4,(q, + q.)) + O())(Adv® + Advy')
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According to the equations Eqs 23, 28, 30, 53, we obtain the following equation
ADSE — AdVT < |(ADVSE — AdVGES| + |(AdvSES — AdviE|
+ [(AdvSES — AdVSE | + |(AdvSE — AdVS|
< (0(q,(4, + q.)) + O() (Advy’ + Advy")

< (O(q,logN,

max

) + 0(4, 7, l0gN,,,..) + O(D)) (Advy’ + Advy')

4.4.3 Type-2 adversary. The Type-2 adversary is restricted to queries on the update keys
on the time T'¢ T*. So we could show an information theoretic argument for the update keys
and avoid a potential paradox for the secret keys, in the similar way of the situation of the
Type-1 adversary in Sec.4.4.2.

The proof strategy for the indistinguishabilities between games G to Gex—y» and to Ggsp
under the Type-2 adversary is by going through several intermediary oracles in Table 6, where
the type settings of the update keys and the secret keys in every oracle and game respectively
are swaped compared to the setting in Sec.4.4.2. The proof of every respective lemma is similar
to the proof for the Type-1 adversary, and finally we obtain the advantage between G¢ and
Ggsp under the Type-2 adversary as same in Eq 54.

4.5 Indistinguishability of Gsr' and Ggp

In the game Ggpr, the type of ciphertexts, secret keys and update keys are all semi-functional,
except the decryption keys are normal. In this section, we give the proof of the indistinguish-
ability of Gspr and Ggp via a hybrid argument over the sequence of games Gspr, Gg_p, Ggspand
Gsp to transform the type of decryption keys from normal to ephemeral semi-functional, and
then to semi-functional.

The hybrid argument we conduct for the indistinguishability of Gspr and Ggp is following
the process similar to the argument for the indistinguishability of G- and Ggp. But it is sim-
pler since the transformation of challenge type only happens to the decryption keys and
the challenge ciphertexts. So we just treat the decryption keys as a secret key of the identity
(T, idy, - - -, id;) and follow the proof strategy in the nested dual system encryption of the
unbounded HIBE [12].

We show the oracles for proving the the indistinguishability of Gspr and Ggp in Table 7
which answer queries from the challenger B by sampling various distributions of group ele-
ments to construct the decryption keys, challenge ciphertexts and also the secret keys and
update keys.

Since these oracles initially provide the attacker with a description of the group G, as well as
the group elements

g u v, w, g%, w(8,8)", 2(8g) v (gg),

Uy, Vo Wy Wy (gQgs)yow ,8°(8:8)" v (£:85)""

So the simulation of semi-functional secret keys and update keys are achievable in all ora-
cles and games.

(1) Indistinguishability of Gsp- and Gg_p

For the security proof of the indistinguishability of Gspr and Gg_p, we define a sequence of
additional hybrid games J 1, J1 2, - - * Ju 15 Ju 2 - - 5 Jg,10 Jq 2 Where Jo, = Ggpr and J; 5 = Gg_p,
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Table 7. Simulation of challenge keys and cipertext in oracles for the proof of the indistinguishability between Gsp and Ggp.

Oracle CT-Type Response SK-Type Response UK-Type Response DK-Type Response
[ SF SF SF Normal
0oz SF SF SF ESF-1
0s SF SF SF ESF-2
o ESE-2 SF SF ESE-2
ol ESF-3 SF SF ESF-2
fod ESF-4' SF SF ESF-2
(o ESE-1 SF SF ESF-2
Og.1 ESF-1 SF SF ESF-3
106 ESF-5 SF SF ESE-3
106 ESF-5 SF SF ESF-4
o) ESF-2 SF SF ESF-4
o} ESF-3' SF SF ESF-4
(o4 ESE-4' SF SF ESF-4
O13/ SF SF SF ESF-5
0, SF SF SF SF

Note: oracles marked with 1 initialize with an extra G, term on g*g;.

https://doi.org/10.1371/journal.pone.0195204.t007

and g, is the number of decryption key queries of an adversary. The games and a additional
oracle Oy, used in the proof are formally defined as follows:

Oracle Oy, This oracle initializes in the same way as Oy, Os and provides the attacker with
initial group elements from the same distribution. Upon receiving a challenge decryption-
key-type query for I, T € Z,, it chooses , y/, ¥, ' € Z, randomly, and also chooses
X,, Y5, X5, Y, €G,,, X;, Y5, X, Yy € G, randomly. It returns the group elements

(W}/vgy/’ v/ (ulh)rxmger W(y)”vgyﬂa Vy()” (”gho)rrxévgr/ Yel)) (55)

to the attacker. It responds to a ciphertext-type query and a challenge (H)IBE-key-type query
in the same way as O,.

Game Jj,,; This game J;, ,; for 1 < h; < q4is almost the same as G except the generation
of the decryption keys DKyp, r-

1. iz < hg: It generates a normal DKj;, . and converts the key to a ESF-2 DKjp), r by using the

element groups in Eq 17.

2. ig= hg: It generates a normal DK,

and converts the key to a ESF-1 DK;p,, 1 by using the

element groups in Eq 55.
3. iy > hg It simply generates a normal decryption key.

Game J;, , This game Jj, ,; for 1 < h; < q4is almost the same as Jj, ,; except the generation of
the hj decryption key is generated as a ESF-2 DKp,, 1 by using the element groups in Eq 17.
The first h; decryption keys are generated as ESF-2 and the remaining decryption keys are gen-
erated as normal.

Lemma 21 Under Assumptions 3, no PPT attacker can distinguish between O4 and Oq,, with
non-negligible advantage. So no PPT attacker can distinguish between J, _, , and J;, ., with non-
negligible advantage.
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Lemma 22 Under Assumptions 4, no PPT attacker can distinguish between Oq,, and Os with
non-negligible advantage. So no PPT attacker can distinguish between J, ., and ]y, » with non-
negligible advantage.

From the Lemma 21, 22, we obtain the following equation

AV — AdvE < S0 (JAdV — AV + Ay — Advie?)) 56
< O(q,)(Adv® + Advy')

(2) Indistinguishability of Gx_p and Gggr

We now prove the indistinguishability of Gr_p and Gggrin a hybrid argument using poly-
nomially many steps. We let q. denote the number of ciphertext-type queries made by a PPT
attacker A. Firstly we define hybrid games L 1y, Lo, Lo 3, Lo.1» L12> L1.3> L1 -+ Lios Licss
Lits - Lg-12 Lg-13 Lg-1,1, where L_; ; = Gg_pand L, _;,; = Ggsr. The games are formally
defined as follows:

Game L, ; This game L; ; for 0 < k < g, is almost the same as Gg_p except the generation of
the challenge ciphertext. The challenge ciphertext of (T*, I}, ..., I ) is generated as EST-2%-
CT outputed by EncryptESF-2~.

Game L, This game L, for 0 < k < g, — 1 is almost the same as Gy_p except the genera-
tion of the challenge ciphertext. The challenge ciphertext of (T*,I},...,I; ) is generated as
EST-3-CT outputed by EncryptESE-3".

Game L, ; This game L; 3 for 0 < k < g, — 1 is almost the same as Gy_p except the genera-
tion of the challenge ciphertext. The challenge ciphertext of (", I}, ..., I, ) is generated as
EST-4“-CT outputed by EncryptESF-4",

We will define additional oracles Oj for each i from 0 to g. — 1, O; for each i from 0 to
ge—1,and O for each i from 0 to g, — 1.

Oracle Oj This oracle initializes in the same way as Os, Og and provides the attacker with
initial group elements from the same distribution. It also responds to challenge key-type que-
ries in the same way as Os, Og. It keeps a counter of ciphertext-type queries which is initially
equal to zero. It increments this counter after each response to a ciphertext-type query. In
response to the /" ciphertext-type query for some I7,if j < i, it responds exactly like Og. If j > i,

it responds exactly like Os. In particular, O} is identical to Os and Q*Z is identical to O.

Oracle O: This oracle acts the same as Oj except in its response to the i ciphertext-type
query. For the i ciphertext-type query for identity I, it chooses a random ¢ € Zy and random
elements X3, Y3 € G, and responds with:

(ngngt glvth.‘sv (uljh)tY:s) (57)

If i = 0, the i" ciphertext-type query is for time T*. It chooses a random ¢, € Zy and random
elements X}, Y; € G, and responds with:

(Whgs*vo X3, 80X, (g hy)" Y5) (58)

Oracle O/ This oracle acts the same as O; except in its response to the ith ciphertext-type
query. For the i ciphertext-type query for identity I, it chooses a random ¢ € Zy and random
elements X3, Y3 € G, and responds with:

¢ t(u’IJ’Urb’)

(W viXS, g'giXy, (Ui h)'g, ' Y,) (59)

If i = 0, the i" ciphertext-type query is for time T*. It chooses a random ¢, € Zy and random
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elements X}, Y; € G, and responds with:

to(a' I+

5 " )
(wigs v X0, 808y X, (ul'hy) g, Y;) (60)

Lemma 23 Under Assumptions 3, no PPT attacker can distinguish between C;_l and O;( with
non-negligible advantage. So no PPT attacker can distinguish between Ly_; 1 and Ly, with non-
negligible advantage.

Lemma 24 Under Assumptions 4, no PPT attacker can distinguish between q and OZ with
non-negligible advantage. So no PPT attacker can distinguish between Ly, and Ly 5 with non-neg-
ligible advantage.

Lemma 25 Under Assumptions 3, no PPT attacker can distinguish between O] and O} with
non-negligible advantage. So no PPT attacker can distinguish between Ly 5 and Ly ; with non-neg-
ligible advantage.

From the Lemma 23, 24, 25, we obtain the following equation

AdVEP — AdviEe < SO0 N Adv T — Advi| + |AdVE — Advy
+AdvE — AdvH) (61)
< O(q.)(24dvy’ + Advy)

(3) Indistinguishability of Ggsrand Ggp

For the security proof of the indistinguishability of Ggsr and Ggp, we define a sequence of
games Ggsr_1, Ggsp-a, Gesp-3 to change the type of decryption keys from ESF-2 to ESF-4 and
the type of ciphertexts from ESF-1 to ESF-5 and Ggsr_4, Ggsr—s,» Grsr—e to change the type of
decryption keys to semi-functional and the type of ciphertexts back to semi-functional. In
Table 8, we give the types of key in the queries and the challenge cipertext in every game, and
the decryption situation according to the types of keys and ciphertexts.

Ggsp-1: The decryption keys are changed to ESF-3. The challenge ciphertext is still ESF-1.
The secret keys and update keys are still semi-functional.

Ggsg-2: The challenge ciphertext is changed to ESF-5. The secret keys and the update keys
are still semi-functional. The decryption keys are still ESF-3.

Ggsp-3: The decryption keys are changed to ESF-4. The challenge ciphertext is ESF-5. The
secret keys and update keys are still semi-functional.

Ggsp-4: The challenge ciphertext is changed to ESE-1. The secret keys and the update keys
are semi-functional. The decryption keys are still ESF-4.

Ggsr-s: The challenge ciphertext is changed to semi-functional. The secret keys and the
update keys are semi-functional. The decryption keys are still ESF-4.

Table 8. Defination of games between Ggsrand Ggp.

Games

GESF
GESF—l
GESF—Z
GESF—S

GESF—4

GESF—S

Gsp

Oracles

0
06.1
06.2
06.3
0,
o,
0,

SK
SF
SF
SF
SF
SF

SF
SF

https://doi.org/10.1371/journal.pone.0195204.t008

Keys in Queries Challenge Ciphertext
UK DK Normal SF ESF-1 ESF-5
SF ESF-2 O
SF ESF-3 O
SF ESF-3 O
SF ESF -4 O
SF ESF-4 O
SF ESF -4 O
SF SF O
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We firstly prove the indistinguishabilities between Gggr to Ggsg_1, Gpsp-1 t0 Gpsp_s. And
then we prove the indistinguishability of Ggsp_s and Ggp.

Indistinguishability of Ggsrand Gggr_;. For the security proof of the indistinguishabil-
ity of Ggspand Gggp_y, we define games Gy, - - -, Ggpyy - - -» Gpq, Where Gro = Gggpand
Gr,q, = Gesp-1, and g4 is the number of decryption key queries of an adversary. In the game
Gpy, for 1 < h < g, the challenge ciphertext is ESF-1, all (H)IBE private keys are semi-func-
tional, the i* queried decryption key where i < h are of ESF-3, the remaining decryption
keys with i > h are ESF-2.

Oracle O ; This oracle initializes in the same way as Og and provides the attacker with
initial group elements from the same distribution. Upon receiving a challenge decryption-
key-type query for I, T € Z,, it chooses 1, ¥/, ¥, y' € Z,, randomly, and also chooses
X5, X3, Yy, Yy € G, and X, X1, Y, V) € G, randomly. It returns the group elements

(W g J gygy y,(”lh)rXQX‘s»grYQYga

(62)
Wi g gl () XX 8 YY)
to the attacker. It responds to a ciphertext-type query or a challenge (H)IBE-key-type query in
the same way as O.
Lemma 26 Under Assumptions 3, no PPT attacker can distinguish between Og and Og , with
non-negligible advantage. So no PPT attacker can distinguish between Ggy, 1 and Gg,, with
non-negligible advantage.

Let Advff "" be the advantage of A in a game Gy ;.. From the Lemma 27, we obtain the fol-
lowing equation

AV — AdySrs < Z (AdVF — AdviF™) < O(q,) (Advi®) (63)

Indistinguishability of Gpsr_; and Ggsp_,. For the security proof of the indistinguishability
of Ggsp_1 and Gggr_,, we define the oracle below.

Oracle O, This oracle initializes a bit differently from the other oracles. It fixes random
elements g, u, h, v, w, g, ho, vo, Wo € Gy, &2 € Gy, g3 € G,,.. It chooses random exponents
$,7,01,00, 9, Yo, W, 01,05, a U t;, 15, t] € Zy. It initially provides the attacker with the group
elements:

(g u b, v, w,g8(8,8,) , w (%) & (8.8) v (8:8)",
(64)
Yoy

Uy, by, v, Wy, wy' (8:8:)"" 8" (85 )yo s (gQgs)yDJZ)

What differs from the previous oracles here is the added g; and term: notice that this is uni-
formly random in G, , since y is random modulo p; (and uncorrelated from its value modulo
P2)- This oracle answers the challenge-key type query in the same way as O ;. To answer a
ciphertext-type query for I, it chooses random values ¢ € Zy and responds with:

(wglvigs'eh g'gigy, (u'h) gl gh) (65)

To answer a ciphertext-type query for T, it chooses random values ¢ € Zy and responds with:

o

(wighvigs®'gl g'glgy, (ulh,)'gl ™ gi) (66)

It is crucial to note that these G, terms arethe same for each ciphertext-type query response.
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Lemma 27 Under Assumptions 4, no PPT attacker can distinguish between O ; and Og , with
non-negligible advantage. So no PPT attacker can distinguish between Ggsp_y and Ggsp_, with
non-negligible advantage.

From the Lemma 27, we obtain the following equation

AdVOEET — AR < (Advt (67)

Indistinguishability of Ggsr_, and Gggr_3: For the security proof of the indistinguishabil-
ity of Ggsp_, and Gggr_s3, we define a sequence of games additional hybrid games Gr_, 1, - . .,
Gr_2p> - - » Gp_2,9, Where Ggsp_, = Gp_5 0 and g, is the number of decryption key queries of
an adversary. In the game Gr_, j, for 1 < h < g, the challenge ciphertext is ESF-5, all (H)IBE
private keys are semi-functional, the i queried decryption key where i < h are of ESF-4, the
remaining decryption keys with i > h are ESF-3.

Oracle Og ; This oracle initializes in the same way with Og, and provides the attacker the
same initial elements as Og ,. This oracle answers the ciphertext-type query and (H)IBE key-
type query in the same way as Og,. To answer a challenge decryption key type query for I, I, it
chooses random values y, 7.y, v’ € Zy, X,, Y,, X, Y} € G, randomly, and X;, Y;, X}, Y5 € G,

and responds with:
(w” (gng)y% & (8:8) v (UWh) X,X,, 'Y, Yy,

wh (98", 8 (9:8,) v (ulhy) X3 X}, ¢ Y;Y})

(68)

Lemma 28 Under Assumptions 4, no PPT attacker can distinguish between Og , and Og 3 with
non-negligible advantage. So no PPT attacker can distinguish between Gr_, , and Gr_j 41 With
non-negligible advantage.

Let Advff " be the advantage of A in a game Gr_, . From the Lemma 28, we obtain the fol-
lowing equation

aa
AdvSse — AdvSEs < Z (Advff TR Advff M) < O(q,) (Adv') (69)

h=1

Indistinguishability of Grsr_; and Ggsr_4. For the security proof of the indistinguishability
of Ggsp_3 and Gggp_g4, we define the oracle below.

Oracle O; This oracle initializes in the same way as O;, and provides the attacker with ini-
tial group elements from the same distribution. It also responds to a ciphertext-type query as
same as Ol It responds to the decryption-key-type and (H)IBE-key-type queries in the same
way as Og 3.

Lemma 29 Under Assumptions 4, no PPT attacker can distinguish between Og 3 and (5; with
non-negligible advantage. So no PPT attacker can distinguish between Ggsp_; and Ggsp_q with
non-negligible advantage.

From the Lemma 29, we obtain the following equation

AdeESPS _ AdViESF?'l < (Advf;‘) (70)

Indistinguishability of Ggsr_4 and Ggsr_s. We now prove the indistinguishability of
Ggsp—4 and Ggsp_s in a hybrid argument using polynomially many steps. We let g. denote
the number of ciphertext-type queries made by a PPT attacker .A. Firstly we define hybrid
games L', |, Ly, Ly, L o Lo, Ly Ly s Ly Ly L - - 7L;L.71.27 L, 5L > where
L/

11 = Gggp_yand L] || = Ggg ;. The games are formally defined as follows:
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Game L, | This game L, | for 0 < k < q. is almost the same as Gggr_4 except the generation
of the challenge ciphertext. The challenge ciphertext of (T*, I}, ..., I; ) is generated as EST-
2X.CT outputed by EncryptESF-2~.

Game L; , This game L , for 0 < k < g, — 1 is almost the same as Ggr_4 except the genera-
tion of the challenge ciphertext. The challenge ciphertext of (T*,I},...,I; ) is generated as
EST-3-CT outputed by EncryptESE-3".

Game L, , This game L , for 0 < k < g, — 1 is almost the same as Gggr_4 except the genera-
tion of the challenge ciphertext. The challenge ciphertext of (T, I}, . .. >I;ﬁ1> is generated as
EST-4"-CT outputed by EncryptESF-4".

We will define additional oracles O, for each i from 0 to g. — 1, and O/ for each i from 0 to
gc— 1.

Oracle Oi This oracle acts the same as Of except that its response to the ciphertext-type
query is as same as O,

Oracle OO/ This oracle acts the same as O; except that its response to the ciphertext-type
query is as same as Oﬁ'

Lemma 30 Under Assumptions 3, no PPT attacker can distinguish between O; and O] with
non-negligible advantage. So no PPT attacker can distinguish between L, , and L , with non-neg-
ligible advantage. ’

Lemma 31 Under Assumptions 4, no PPT attacker can distinguish between O] and O, with
non-negligible advantage. So no PPT attacker can distinguish between L, , and L, , with non-neg-
ligible advantage.

Lemma 32 Under Assumptions 3, no PPT attacker can distinguish between O;{ and (5;71 with

non-negligible advantage. So no PPT attacker can distinguish between L; , and L;

v_1.1 With non-

negligible advantage.

Let Adv:k" , Advif‘2 and Advi‘k‘3 be the advantage of A in the games L; |, L; , and L; ,. From
the Lemma 30, 31, 32, we obtain the following equation

Advi” i Advff” < Zz;ﬁ (|Advf4k’“ — Advi\k‘2| + |Advi1k'2 — Advi‘k'3|

—|—|Advf4"‘3 — Advfj‘l ) (71)

< q.(2Advy® + Advy?)

Indistinguishability of Grsr_s and Ggp. For the security proof of the indistinguishability of
Gesr—s and Ggp, we define hybrid games J1 , J{ o, - -+, Jy 15 oy - - - ’];d«l’ édi where Jj, = G
and J; , = Ggp, and q, is the number of decryption key queries of an adversary. The oracle
and games are formally defined as follows:

Oracle O3/, This oracle initializes in the same way as OS and provides the attacker with
initial group elements from the same distribution. Upon receiving a challenge decryption-
key-type query for I, T € Z,, it chooses , ¥/, ', ' € Z,, randomly, and also chooses
X, Yy, X5, Yy € G, and X;, Y, X}, Vi € G, randomly. It returns the group elements

(Wy/ (g2g3>y '/’17gy/ (g2g3)y ) v/ (”IhYXQX:;?gr Y5,

/"

(72)
W) (8,85) Wzag}// (8:85) v (ugho)rX;Xé,g’/Yé)
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to the attacker. It responds to a ciphertext-type query or a challenge (H)IBE-key-type query in
the same way as O;.
Game J; | This game J;, for 1 < h < q, is almost the same as G5 except the generation

of decryption keys. The i* queried decryption key is generated as follows:
1. i < h: It generates a semi-functional DKjpj, 1.

2. i= h:It generates a ESF-5 DKp,, 1.

3. i> h: It generates a ESF-4 DKjp .

Game J; , This game J; | for 1 < h < g, is almost the same as J; , except the generation of
the 1 queried decryption key is generated as a semi-functional DKjp,, 1.

Lemma 33 Under Assumptions 4, no PPT attacker can distinguish between O[*J and O3, with
non-negligible advantage. So no PPT attacker can distinguish between J;_, , and J; | with non-
negligible advantage.

Lemma 34 Under Assumptions 3, no PPT attacker can distinguish between O3/, and O, with
non-negligible advantage. So no PPT attacker can distinguish between J, , and J; , with non-negli-
gible advantage.

Let AdeE/"“ be the advantage of A in a game Gg ;. From the Lemma 33, 34, we obtain the
following equations

AdvEETs — AT < S (JAdVE — AV + [AdV — Adv))
< O(q,)(Advy® + Advy')
So we obtain the following equation
AdvSEF — AdvS < |(AdvSET — AdvSEr |+
S (AdVSET — AdvSET | | (AdvST — Advj” |
< 0(q,)(Advg’) + (Advg') + O(q,)(Advg') + (Advg')+ (73)
q.(2Advi? + Advy') 4+ O(q,) (Advy® + Advi')
< (O(g,) + O(1))(Advg® + Advy)
According to the equations Eqs 56, 61, 73, we obtain the following equation
Adv — Advi < |(AdvE — AdviE®
+ |(AdvSED — AdvSEF| + |(AdvSEF — AdvSY | (74)

< (0(q,) + O()))(Advy® + Advg')

4.6 Indistinguishability of Gc and G and Indistinguishability of Gsr and
Gsr

Lemma 35 Under Assumptions 3 and 4, for any PPT attacker A, the difference in A’s advantage
between Gg and Gy is negligible, where 0 € {C, SF}.

Proof We suppose there exists a PPT attacker .A and a symbol of 6 € {C, SF} such that A’s
advantage changes non-negligibly between Game RHIBEy and Game RHIBEy. We will either
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create a PPT algorithm B that breaks Assumption 3 with non-negligible advantage or a PPT
algorithm B that breaks Assumption 4 with non-negligible advantage.

While playing Game RHIBE, under Type-1 adversary, A produces two values I, I' € Z,
which are unequal modulo # but are equal modulo p;, with non-negligible probability. We let
A denote gcd(I - T', n), and we let B denote n/A. We then have that p; divides A, and B # 1.

While playing Game RHIBE, under Type-2 adversary, A produces two values T, T' € Z,,
which are unequal modulo # but are equal modulo ps, with non-negligible probability. We let
A denote gcd(T — T', n), and we let B denote n/A. We then have that p; divides A, and B # 1.

We consider two possible cases: 1) p; divides Band 2) A = p;p;, B = p,. At least one of these
cases must occur with non-negligible probability.

If case 1) occurs with non-negligible probability, we can create a 3 which breaks Assump-
tion 3 with non-negligible advantage. 13 receives g, g5, X; X3, T. It can use these terms to simu-
late Game RHIBE with A as follows. It picks values a, b, ¢, d, a, bo, co, dy € Zy uniformly at
random and sets u = g, h = g%, v= ¢, w= g%, u, = g, h, = g", v, = g9, w, = g%, and gives
A the following public parameters:

PP = (g,u, h,v,w,u,, hy, vy, wy, Q = e(g,2)")

We note that 5 knows the master secret key o, so it can easily make normal secret keys, nor-
mal update keys and normal decryption keys. Since B also knows g, it can easily make semi-
functional ciphertexts. So B can play Game RHIBE: and Game RHIBE with A.

To make the three kinds of semi-functional keys, B uses X;, X; and g,. More precisely, to
make a semi-functional decryption key for T and (I}, - - -, ), it also chooses random values
Yirt Vi Vi Tos iy oo oo, 1; € Z,. It forms the decryption key as:

Dy, = g%zj’:zl " (X1X:;g2)d0y6ﬁa Dy, = (X1X3g2)y6'“aD012 =g,
Dy = (X, Xag) 0 ()"
D,, = gw,D,, = g,D;y =g, U,y = (u'ih)"yie i€ {1, j—1}
D,, = g"(X,X,g,)"", D, = (X,X,8,)7", D, = g,

Dj‘a = (Xlxsgz)%” (“Ijh) 0

To make the semi-functional update key of (I, - - -, I;_;) and T for each 6 with its value yg in
KUNode(BTID|H, T, RLIDIj,l)’ B chooses random values
Yios Y200 Yoo Toos Tios = s Tiorp € Z,- B forms the challenge update key for A as:
i — J-1 . ! !
Uo,o = ga v Zi:l & (Xlxsgz)doyo‘ov UUJ = (X1X3g2)y0’”a U0‘2 = gm,o,
Us = (X1X:3g2)cuy6‘0(ugho)ru’“
U,-,o - g}“fw}’iﬂ’ Ui,l =g, U, =g, Ui,3 = (ufih)’i-ﬂvm’,' c {1, N 1}

To make the semi-functional secret key of (I3, - - -, I;) and T for each 6 with its value y, in
Path(IDJ;), B chooses random values y, 5, ¥,_1 9: ¥,p, 71, 0 " 1, 0 € Zy,. B forms the

PLOS ONE | https://doi.org/10.1371/journal.pone.0195204  April 12,2018 40/76


https://doi.org/10.1371/journal.pone.0195204

o ®
@ : PLOS | ONE Unbounded and revocable hierarchical identity-based encryption with adaptive security

challenge secret key for A as:

KLO = g)‘x"l,v}’i,()7 Ki,l = g}‘/i.()7 Ki,? — g”i,()7 Ki,3 = (ulzh)r"-ovyi,ﬂ,i c {1’ e ’j — 1}
-5V, & / .
K,= g" 2o (X, X,8,) y"“rKjJ = (Xlxsgz)yj‘”ijz =g,

K., = (X,X,g)" (ubh)™

So B can play Game RHIBEgr and Game RHIBEg, with .A. Now, if A fails to produce I, I or
T, T such that ged(I - I', n) = A or gcd(T — T', n) = A is divisible by p; and p, divides B = n/A,
then I3 guesses randomly. However, with non-negligible probability, A will produce such an I,
I'or T, T'. B can detect this by computing A = gcd(I - I', n) or A = ged(T - T', n) and B = n/A,
checking that g” is the identity element (this will occur only if p; divides B since g has order p;
in G) and checking that (X; X;3)B # 1 (this confirms that p3 does not divide B, hence it must
divide A). When B detects this situation, it can test whether T'€ G, or T € G,, 3 by testing if
T%is 1. If T® = 1 holds, then T € Gy, If TP 1, then T € Gy, p3- Thus, B achieves non-negligible
advantage in breaking Assumption 3.

If case 2) occurs with non-negligible probability, we can create a 3 which breaks Assump-
tion 4 with non-negligible advantage. I3 receives g, g, X; X;, Y, Y3, T. It can use these terms to
simulate Game RHIBE, with A as follows. It gives A the public parameters like in the case 1.
We note that B knows the master secret key @, so it can easily make normal keys.

To make a semi-functional ciphertext for T'and (I7, - - -, I;) and message M, 55 chooses ran-
dom values ty, t1, - - -, t; € Z,, and forms the ciphertext as:

C = Me(X,X,,8)",C, = X, X,,
dy ¢ agT*
G, = (X1X2) g, Co,z =& oT"+ho, Co,s =gh

d ct; al* .
C, = (XX,) ¢, Cy =gt C,=gvie{l,--, 1}

We note that this will set oy = ¢; modulo p, and o, = ¢, modulo p,. To make a semi-func-
tional decryption key for (I, - - -, I;), B chooses random values yo, y1, - -+, ¥ To, 71, - * > 17 € Z,,. Tt
forms the key as:

J o
Do,o = goc Zle YWgO(YzY:a)yOMQ,DO.1 = gyO(YQYvB)y%DOAZ =g",
Dy, = v (Y, Y3)y002(”gh0)m
D, = gMWy’aDiJ = gy[vDu = grliDi,:S = (”I[h)rivy[»i € {L R 1}
Ny W . r
D;'.o =& ’Wyj'(’(YQY:JyJ 17I<j.l = gy](YQYS)y]?Dj.Q =&

Dj,S = vi(Y, Ys)yjal (ulih)"

To make the semi-functional update key of (I, - - -, I,_;) and T for each 6 with
its value yg in KUNode(BTIDLq, T, RLIDL_?[), B chooses random values y 9, 1,6 - * *> Yj—1,65
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To.60 1,65 * > Tj-1,0 € Zy. B forms the challenge update key for A as:
0‘*7‘0*2};1 A woo 0,092 V0.0 Y0.0 n
Uo,o =8 =1y (Y, Y;) Uy, = g0 (Y, Y3> " Uo,z =g,
U0>3 — 1/‘;0.0 (Y2 YS))’(J.()GQ (ugho)m.o

Ui.() = gXiWy['ov Ui.l = gyi'07 Ui,2 = g’m’ []i,3 = (u[ih)ri'()vyi'oa S {17 e >j - 1}

To make the semi-functional secret key of (I}, - - -, I}) and T for each 6 with its value y, in
Path(ID|;), B chooses random values yy 9, - - -, ¥;6: T1.60 - * > 7,0 € Zy. 1B forms the challenge secret
key for A as:

K:o = gx*wyf-f’, Ki’1 = gyf,e,Kﬁ = g'o, Ki,a — (ulth)y[-()v)’i.ﬁ,i c {1’ - 7]' _ 1}

1
K. = er’jm B (Y. Y.V K = oo (Y.Y. V9 K. — ol
0 — & x1W1(23) K = J,(23) K, =g,
Kjg. = i (Y, Yg))’j_nm (ulfh)r“’

We note that the semi-functional ciphertext and keys are well-distributed, and share the
common value of o1 = ¢; modulo p, and 0, = ¢, modulo p, as required. We note that the G,,,
terms on the ciphertext are random because the value of d modulo p, and dy modulo p, does
not appear elsewhere.

Now, if A fails to produce I, I' such that gcd(I - I', n) = A or T, T such that ged(T - T, n) = A,
where A = p; p; and B = p,, then B guesses randomly. However, with non-negligible probability,
Awill produce such an I, I' or T, T'. B can detect this by computing A, B and testing that ¢” and
g% are not the identity element (this confirms that B = p,, since it demonstrates the p; and p; do
not divide B). Now, B3 can learn whether T has a G, component or not by testing if T* is the
identity element or not. If it is not, then T has a G, component. Thus, B achieves non-negligible
advantage in breaking Assumption 4.

4.7 Indistinguishability of Gg.,; and G¢

Lemma 36 If the Assumption 1 holds, then no polynomial-time adversary can distinguish Grea
and Gg.

Proof. We assume there is a PPT attacker A such that .4 achieves a non-negligible difference
in advantage between Game Gg,,; and Game G¢. We will create a PPT algorithm B which
breaks Assumption 1 with non-negligible advantage. B is given g € G, and T. B chooses a, b, c,
d, ag, by, co» do, a randomly from Z, and set u = g, h = g*,v = g, w = g%, u, = g, h, = g",
v, = g9, w, = g“. It gives the public parameters

PP = (g,u,h,w w, ut]7h07V07W07Q = e(gng)z) (75)

to A. Since B knows the master secret key ¢, it can respond to .A4’s key requests by calling the
key generation update and derive algorithm and giving A the resulting keys.

At some point, A provides two messages Mo, M; and requests the challenge ciphertext for
some identity vector, denoted by (I, .. .,1") at the time T*. 3 forms the ciphertext as follows.
It chooses to, t;, . . .tyrandomly from Z, and  randomly from {0, 1} and sets:

CT = (Mﬂe(g7 T)“a T, TdUV(tJUv (ug* ho)to>gt07 {Tdvtiv (uljh)tivgti}izl) (76)

This implicitly sets ¢’ equal to the G,, part of T.If T € G, , then this is a well-distributed
normal ciphertext, and B has properly simulated Game Ggear. If T € G, 5, then this is a well-
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distributed semi-functional ciphertext (since the values of d modulo p, and d, modulo p, are
uncorrelated from their values modulo p; by the Chinese Remainder Theorem). Hence, I3 has
properly simulated Game G in this case. Thus, 3 can use the output of .4 to achieve a non-
negligible advantage against Assumption 1.

4.8 Indistinguishability of Gsr and Gg;,1

Lemma 37 If the Assumption 2 holds, then no polynomial-time adversary can distinguish Ggr
and GFimzl-

Proof We suppose there exists a PPT attacker .A who achieves a non-negligible advantage in
Game RHIBEgr. We will create a PPT algorithm 3 which has a non-negligible advantage
against Assumption 2.

B receives g, g2, g3, & X5, ¢ Y», T. It chooses a, b, ¢, d, ay, by, ¢, dy randomly from Z, and
setsu =g h=g"v=g"w=g" u, =g h,=g",v, =g, w, = g%. It gives the public
parameters

PP = (g, u,h,v,w,uy, hy, vy, wy, Q = e(g,8°X,)) (77)

to A. We note that B does not know the master secret key a. For a secret key query for
Iy, - - -, Ir), B will create a semi-functional secret key as follows. It chooses f; randomly and
1,60 % kg b1,gs  + +> bro € Z, randomly for each node 6 € Path(IDy). The semi-functional

secret key SK;pj, is formed as ({6, PSKo}gecparn), in which PSK, = ({Ew, I~<i‘1, I,Zi‘27 1?3};)

1

and we have (I?w, I%U, 1?,,‘2, 1?,5) as
(ghiwhio, ghio, gl (ulih)"0ybio), 0<i<k-1

e . . , (78)
{ (g'(FH?:] A who (g2g3)fl(d+l>aghf'() (g2g3)flvg,"0a (i)™ vho (g2g3)fl )s i=k

This is a well-distributed semi-functional secret key with y; o= d + 1, 01 9 = c(mod p,p;) and
y1 = fi(mod p,ps). Notice that y; is freshly random modulo p, and p; for each key, while o, g,
¥, ¢ are the same for all update keys.

For an update key query for (I}, - - -, I;_;) and T, B3 generates a semi-functional update key as
follows. It chooses 7, g, ..., 7,4, b, g, ..., b, 4, bf ) € Z, randomly for each node 6 € KUNode
(BTip,,) and f randomly. And it will implicitly set b, , = (b;, + «) mod p;. The semi-func-
tional update key is formed as UK1D|HT = ({0, TUKg}gckunode) and

TUK, = ({U,, Ui, U Uy }],;(1))
0T o+, P, dy+1) x g )
U =8" [T (gX,) OHWUM(gzgs)fQ( o U = (g X2)gb°'0 (gzgs)f )

7 o ¢ 7o, bl- 26 79
Upo = 8%, U3 = (&°X,)" (ughy) vy’ ! (gzgs)f2 ! (79)
Ui,o = gxiwb"'”, U11 = ghi,()’ Ui,2 =g, Ui,3 = (ul'h)ri'{)vbi'ﬂa i€ {17 R 1}

This is a well-distributed semi-functional update key with y, g = dy + 1, 05 9 = co(mod p,p3) and
Y2 = fo(mod p3), y» = (f2 + logg, X5)(mod p,), then X, (2:85)" = X,(8,)" - ()" = (2,8,)" Notice
that y, is freshly random modulo p, and p; for each update key, while o, g, ¥, g are the same for
all update keys.

In response to a decryption key query for (I}, - - -, I}) and T. BB generates the semi-functional
secret key and the semi-functional update key at first, and derives an semi-functional
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decryption key which is formed as
- i( o b b o '
Dy, =g I (g Xz)dnﬂwou( QgS)f (dOH)vD(u =(g X2)gb° (g2g3)f2a

¢ o bl €
Dy, =¢",Dy; = (&X,) U(”gho) vy (gzgs)fz !
Di,O = gklwbivDi.l = gblaDi,Z = gr[aDi.:E = (ullh)rivbla 1 € {17 e 7j - 1} (80)

)fi (d+1)

Dj,o = gkjwbj (8:8 7Dj.1 = gbj (gQgs)fl,

D,, = g", D, = (uih) 1" (g,8,)"

This is a well-distributed semi-functional decryption key.
At some point, A provides B with two messages M, M;, a challenge identity vector
(I;,---,I;) and a challenge time T". B3 creates the challenge ciphertext as follows. It chooses

t,-,4,0,,0, randomly from Z, and frandomly from {0, 1} and sets:
C=M,T,C, =gV,
s, .
Co,l = (gSYQ)dOVg)gQZa Co,Q = (”5 ho)lua Co,:s =g (81)

CL,I = (ng2)thig§’17 Ci‘z = (ulfh)tiv Ci,3 = g[t7 i€ {17 Ty l}

If T = e(g, )™, this is a well-distributed semi-functional encryption of My with

y = log, Y,,0, = d-log, Y, +0,,0, = d, - log, Y, + 9. Notice that §; and &, randomize
these so that there is no correlation with d or dy modulo p,. Hence this is uncorrelated from
the exponents modulo p, of the semi-functional keys. In this case, B has properly simulated
Game RHIBEgp.

If T'is a random element of Gr, then this is a semi-functional encryption of a random mes-
sage, and hence the ciphertext contains no information about S. In this case, the advantage of
A must be zero. Since we have assumed the advantage of A is non-negligible in Game RHI-
BEgr, 3 can use the output of A to obtain a non-negligible advantage against Assumption 2.

This completes the proof of Theorem 1.

5 Conclusion

In this paper, we propose a RHIBE scheme by combining the unbounded LW-(H)IBE and the
CS method in a modular way in composite bilinear groups. Moreover, our construction has
the advantages of decryption key exposure resistance and short system public parameters.
Since neither the naive dual system encryption for bounded RHIBEs nor the naive nested dual
system encryption for unbounded HIBEs work in our unbounded RHIBE, we carefully re-
design the hybrid games to show the information theoretic arguments successfully in the dual
system encryption framework. Our RHIBE is the first unbounded RHIBE scheme that achieves
the adaptive security.

A Defination of the ephemeral semi-functional ciphertexts and keys

In the defination of the first type of ephemeral semi-functional ciphertext, we add G, term on
every element of all ciphertext-element-groups. We define a sequence of type-2 ephemeral
semi-functional ciphertexts with the index 0 < k </, every element of the first k — 1 cipher-
text-element-groups is in G, ,,, and only the first elements of the rest of ciphertext-element-
groups are added by G, terms. In the defination of the third type of ephemeral semi-functional
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ciphertext, every element of the first i — 1 ciphertext-element-groups is in G, ;; for the i
ciphertext-element-group, the first element is in G, 5,3, its rest elements are in G, ,3; and for
the rest ciphertext-element-groups, we add G, terms on the first elements of them. In the defi-
nation of the fourth type of ephemeral semi-functional ciphertext, every elements of the first

i — 1 ciphertext-element-groups are in G, ,», every elements of the i* ciphertext-element-group
are in G, 55,3, and for the rest ciphertext-element-groups, we add G, terms on the first ele-
ments of them. In the defination of the fifth type of ephemeral semi-functional ciphertext,
every element of all ciphertext-element-groups is in G, p2p3.

EncryptESF-1 (ID|,, T,M, PP, ¢,,0,) — CT_, Let the normal ciphertext be
CTyp, = (C, G, {C.y, Cias C.3}::0). It chooses y, 8, &5, @', V', and random £, . . ., t; € Z,, and

i

forms the ESF-1-CT CT 5q a8
y So+aat (' T+V)t f S1+01t; 'I4+b)t; 6y
(C,C - 2,C & G0 ', Coa82 s {Ci,ngI , zx,zgz(a ) ) Lis&e },-:1)

EncryptESF-Zk (ID\],, T,M,PP,v,,0,,k) — 6’1/—‘[5721( It chooses 7, 81, 8,, @, ', and random
tos - - tx € Z,,. It forms the first two elements and the first k element-groups of ESF-2X-CT as
same as of ESF-1-CT, and the rest element-groups of ESF-2-CT as same as of SF-CT.

EncryptESF-3* (ID|;, T, M, PP,0,,0,, k) — CNTE% It chooses 7, 8}, 8,, @', b/, and random
tos - - > tx € Zy, random X3, Y3 € G, It forms the first two elements and the first k — 1 element-
groups of ESF-3"-CT as same as of ESF-1-CT, and the k" element-group of ESF-3-CT as

(Ci.l 'g;SlX;la Ci,2 Ys, CI:,:;X:;)

and the rest element-groups of ESF-3*-CT as same as of SF-CT.

EncryptESF-4* (ID|;, T, M, PP, 0,,0,, k) — CT, _, It chooses 7, 8, &5, @', b/, and random
tos - - » tk € Zy, random X3, Y3 € G, . It forms the first two elements and the first k — 1 element-
groups of ESE-4"-CT as same as of ESF-1-CT, and the k*' element-group of ESE-4*-CT as

(Ci,l 'g§1+(rlthgla C:Qg;aqﬁb/)lk Y, C,.‘gg;"XS)

1

and the rest element-groups of ESF-4“-CT as same as of SF-CT.
EncryptESF-5 (ID|, T,M, PP, 0}, 0,) — CT s Let the normal ciphertext be
CTy, = (C, Gy, {C.1, Cs C',S}izo>' It chooses y, 6y, 6, @', V', g3 € G, , and random

ty.. bty g bt 1 8" € Z, Tt forms the first two elements of(/ﬁ"b;a asC,C, - g,
and forms the element-groups of ESF-5-CT as

Oy 40tk (@' L4V )t v

4 )ti tx{, t L
Ci & &5 Cu 8, G885

/ )

Si+oqtp (@ I+ 1 t t
G- & 85, Ci08 8, C 388 }i:I

In the defination of the first type of ephemeral semi-functional secret key, we add G, term
on the last 2 elements of the last element-group. In the defination of the second type of ephem-
eral semi-functional secret key, we add G, ,; term on the last 2 elements of the last element-
group. In the defination of the third type of ephemeral semi-functional secret key, we add G,,,
term on the first 2 elements of the last element-group and add G,, ,; term on the last 2
elements of the last element-group. In the defination of the fourth type of ephemeral semi-
functional secret key, every element of the last element-group is in G, ,,3. In the defination
of the fifth type of ephemeral semi-functional secret key, the first 2 elements and the last
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element of the last element-group is in G, p; p3, and the third element of the last element-
group is in G, p3.
SKeyESF-1 (ID|,, ST,D‘] »PP,0) — PSK &1 Let the correlative component key to the node

6 € Path(ID)) in the BTp)_, be PSKipy o = ({K.0, K1, K, K,.,g}{: ,)- It chooses random values

i,19
X3, Y3 € G, and forms the component ESF-1-SK PSK 1 by changing the last element-group

as

(Ko, K1, K, Y3’1<j.3X3>

500 D10 B

SKeyESF-2 (ID|,, STy, ,» PP, 0) — PSK,_, Let the correlative component key to the node
6 € Path(ID;) in the BT py,, be PSKpp y = ({K.y, K., K., K‘,s}],:zl)- It chooses random values

i

X5, Y; € Gy, X3, Y3 € G, and forms the component ESF-2-SK PSK s, by changing the last ele-
ment-group as

(K' K., K;,Y,Y;, I<j,3X2X3)

707 TN, 7Y,

SKeyESF-3 (ID|,, ST, , PP,0) — PSK,_, It chooses chooses ¥/, r € Z, randomly, X5,
Y; € G,, randomly, and X3, Y3 € G, randomly and forms the component seceret key ESF-

D|j

3-SK PSK ,_, by constructing k(I ¥, r) in the last element-group as
(wg". g8, g VoY, v (Wh) X,X;)

And the contruction of the other element-groups follows the construction of SKppg,s, in
RHIBE.GenKey.

SKeyESF-4 (ID|,, STy, ,» PP, 0) — 1357(1?4 It chooses chooses y/, € Z, randomly, X5,

Y, € G,, randomly, and X3, Y5 € G, randomly and forms the component ESF-4-SK PSK 54 DY
constructing x(Ij, ', r) in the last element-group as

(Wy, (gngs)y ' ) gy/ (gzgs )}/ &Y, Y5, v/ (“Ijh>rX2X3)

And the contruction of the other element-groups follows the construction of SKppg s, in
RHIBE.GenKey.

SKeyESEF-5 (ID|,, STy, ,» PP, 0) — PSK g5 It chooses chooses y/, r € Z, randomly, X, € G,

randomly, and X3, Y3 € G, randomly and forms the component ESF-5-SK PSK 5 by by con-
structing x(I;, ¥/, r) in the last element-group as

W (2,8,)". ¢ (08, g Yy v (Wih) X,X,)

And the contruction of the other element-groups follows the construction of SKpp,s, in
RHIBE.GenKey.

The constructions from the normal component update key to the (ephemeral) semi-func-
tional component update keys are similar to that of secret keys, expect that we change the first
element group of normal component update key to different types.

UKeyESF-1 (T, STy, ,RLy, 1, PP,0) — TUK,_, Let the correlative component key to
the node 6 € KUNode(RLpj, 1) be TUKp 1 = ({Uip» Uy, Uy, Uﬁ}’l;(l)) It chooses random

values r',, ', € Z, and forms the ephemeral semi-functional secret key ﬁE_l by changing
the first element group as It chooses random values X3, Y3 € G,,, and forms the component
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ESF-1-SK TUK 51 by changing the first element-group as
(Uor U

i1

sz,z Y, Uj,:;Xs)

UKeyESF-2 (T, STy, ,RLy,, 1, PP,0) — TUK,_, Let the correlative component key to
the node 6 € KUNode(RLipj,, 1) be TUKID‘H_w =({Uy U, U, Uy }Jl;(l)) It chooses random

values 7’|, ', € Z, and forms the ephemeral semi-functional secret key TUK o by changing
the first element group as

s d
(Uov Uois U0,2 (gzgs) % Uo,z(gzgz) 1)

UKeyESF-3 (T, ST,

Dl

RL, ,,PP.0)— T’(}I/<E73 It chooses chooses y', r € Z, randomly,
X5, Y; € G, randomly, and X3, Y3 € G, randomly and forms the component seceret key ESF-

IDfy_y,

3-UK YTI\J?(E% by constructing x (T, ¥/, r) of the first element-group as
(wf;g{'/’,g/gg &Y, Yy, v (ughy) X,X;)

And the contruction of the other element-groups follows the construction of RSKypr and
SKIBE,S(; in RHIBEUpdateKeY

UKeyESF-4 (T,ST,,  ,RLy,, |, PP,0) — T’L71/<574 It chooses chooses y/, r € Z, randomly,
X5, Y; € G, randomly, and X3, Y3 € G, randomly and forms the component ESF-4-UK
TUK £, by constructing x7(T, y/, r) in the first element-group as

(wo (g2g3>y w7g}/ (gzgs)y &Y, Y5, (”gho)rXQX:J

And the contruction of the other element-groups follows the construction of RSKgypg and
SKIBE,SB in RHIBEUpdateKey

UKeyESF-5 (T, STy, ,RLy,, 1, PP,0) — f[\ﬁ(E_S It chooses chooses y/, r € Z, randomly,

X; € Gy, randomly, and X3, Y3 € G, randomly and forms the component ESF-5-UK Tf[71/<575
by by constructing k(T ¥/, r) in the first element-group as

(W) (2,8,)" 8 (828,)+ & Yoo iy (ulhy) X,X,)

And the contruction of the other element-groups follows the construction of RSKgypg and
SKigg,s, in RHIBE.UpdateKey.

DKeyESF-i (ID|;, T, MSK, RLy | 7, PP) — DK, The ephemeral semi-functional decryption

key generation algorithm firstly retrieves 6" € KUNode(RLipj,,r)(] Path(ID|)), and gets TUK E
and PSK » which are the correlative subkey to the node * from UKeyESF — i(T, STIDL ,0") and

j—1

SKeyESF - i(ID|;, "), and then forms the ephemeral semi-functional decryption key DK ;; as
same as DeriveKeySF.

B Proof of lemmas

Lemma 1 Under Assumptions 3, no PPT attacker can distinguish between Oy and O, with non-
negligible advantage. So no PPT attacker can distinguish between Hy, _, , and Hy, , with non-neg-
ligible advantage.

Proof We assume B interacts with one of Og, Oy,. O receives g, g5, X1 X3, Y7 Y3, T. O will
simulate either O, or Oy, with 3, depending on the value of T (which is either in G, or G, p3).
O picks values a, b, ¢, d, ag, bo, ¢y, dy € Zyy uniformly at random and sets u = ¢°, h = gb v=g,
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w=g"% u, =g, h, = g", v, = g%, w, = g%. B initially obtains the group elements

g uhv,w g'g, <X1X3)dg§2da (X1X3)gg2, (X, X, )ngh
(82)
Uy, hy, v, Wi, (XX )Zdog? s (X, X, )zg;z’ (Xlxz)zcog;w/z

from its oracle simulator who additionally chooses s, 7, ,, 0,, 5, ¥4, 2 € Z,, randomly.

We note that these are properly distributed, with y modulo p; implicitly set to the discrete
logarithm of X, base g modulo p;, equal to d modulo p, and ps, y, modulo p, implicitly set to
the discrete logarithm of Y; base g modulo p;, equal to dy modulo p, and ps, and o equal to ¢
modulo p, and p;. Note that the values of ¢ modulo p;, p,, p; are uncorrelated from each other
by the Chinese Remainder Theorem, and v = g. only involves the value of ¢ modulo p;.

B chooses a € Z,, randomly, and gives A the following public parameters:

PP = (g,u,h,l@ w, umhmeWmQ = e(gﬂg)“) (83)

We note that B knows the master secret key a. When A requests a normal update key or a
normal decryption key, B can responds by using the usual key generation algorithm, since it
knows o.. And also 3 can respond the semi-functional keys according to the group elements in
Eq 82 that have been offered by the oracle simulator.

When A requests the challenge ciphertext for messages My, Mj, identity vector (I}, -- -, I)
and T*, B makes a ciphertext-type query to the oracle for each I’ and T*. When 55 makes a
ciphertext-type query for some identity I, O responds by choosing a random ¢ € Zyand

returning (w'gs'v', g', (u" h)") to B as same as Eq 6. When 18 makes a ciphertext-type query for
some time T*, O responds by choosing a random t, € Zy and returning (w;gsv?, g, (ul"h,)")
as same as Eq 7 to 3. Then 13 creats the semi-functional ciphertexts as

N !
CT, D}, T* (gg 29 oggzv(t)’(uo )tagt7{Wg§1Vti’(ul"h)tlvgti}izl)a

When B creats the HIBE private key with the index pair (h, i) for some identity vector
(Iy, - - -, ;) in the index h node, the HIBE private key with an index pair (, i.) is generated as
follows:

L. i; < hc It randomly chooses yy, -« yj Ay, -+ Ay, 1y, -+, 1; 1), 2,2 € Z, and generates a
ESF-2-SK SKyy16,.

K g Wyl g grt7Ki,3 = (ulth)rivyiai € {17 e 7j - 1}

=S 1 7 (al; v
I<j‘0 =g" = Wy] =g",K, = Vyj(Xle) it 1]+h)g;’ st = (X1X3) g

It implicitly sets g' to be X/ and thatis a properly distribution ESF-2-SK.

2. i.= h.: B chooses random values yy, - - -, yj—1, Ay, - - Aj_1, 71, = - =5 Tj—y € Z,,. B forms the chal-
lenge key as:

K g iwi K =g, :g”i’Kiﬁ:(ulih)y"v}’i,ie {17...71'_1}

—g'“ Z;l’T K,=T,K,=T. K:Tz

07 74,1 19 7%,2 37743

where (Ty, Ty, T, T5) is the challenge HIBE key queried to O who chooses a random
Yo € Zy and returns (T, Ty, Ty, Ts) = (w}/,g’/, v T T) to B.

3. i. > h. It simply generates a normal HIBE private key.
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In the challenge HIBE key, it implicitly sets ¢’ to be the G, part of T.If T € G, , then this
matches the distribution of Oy (since there are no G, terms here), and so this will be a properly
distributed normal key and B is playing Game Hj, _; . If T € G,, 3, then this matches the distri-
bution of Oy, (note that a, b modulo p, are uniformly random and do not occur elsewhere- so
there are random G,,, terms attached to the last two group elements) and then B is playing
Game Hj, ;.

Hence, if a PPT attacker can distinguish between Hj, _; ; and Hj, ; with non-negligible
advantage, O can distinguish between Oy and Oy, with non-negligible advantage. It means O
can gain a non-negligible advantage against Assumption 3.

Thus, under Assumptions 3, no PPT attacker can distinguish between Oy and O, , with
non-negligible advantage and no PPT attacker can distinguish between Hy, _; > and Hj, ; with
non-negligible advantage.

Lemma 2 Under Assumptions 4, no PPT attacker can distinguish between Oy, and Oy with
non-negligible advantage. So no PPT attacker can distinguish between Hy, , and Hy, , with non-
negligible advantage.

Proof We assume B3 interacts with one of O,,,, and O;. O receives g, g5, X; X5, Y, Y3, T. O
will simulate either Oy, or O; with BB, depending on the value of T (which is either in G or
Gp,p3)- O picks values a, b, ¢, d, ay, by, ¢y, dy € Zy uniformly at random and sets u = g, h = gb ,
v=g w=g%u, =g hy=gh, v, = g%, w, = g. Binitially obtains the group elements

g h v, w, X, X,, w(Y, Ys)y% & (YY), v (Y,Y,)",
(84)
g, by Vs wo Wi (Y, 1,)"2, @0 (Y, 1) ! (Y, Y,) ™

from its oracle simulator, where y, y1, ¥, 01, 0> € Z, are randomly chosen. It chooses o € Z,,
randomly, and gives A the public parameters in Eq 83.

When A requests the challenge ciphertext for messages M, M), identity vector (I}, - -, I;)
and T*, B makes a ciphertext-type query to the oracle for each I and T*. In response to each
query for I, O responds ((X,X,)"v", g", (' h)") to B by choosing a random t; € Zy. In
response to the query for T*, O responds ((X,X,)“v{, g, (ul"h,)") to B by choosing a ran-
dom t, € Zy. Then B creats the semi-functional ciphertexts successfully.

When B creats the HIBE private key with the index pair (h, i) for some identity vector
(I, - -+, I;) in the index h node, the HIBE private key with an index pair (k, i.) is generated as
follows:

1. i < h: B chooses random values yy, - -+, ¥, Ay, - - s Ay, 11, 1, 2, 2 € Z,, and generates a
ESE-2 PSKHIBE,h~

Ki,o = g)‘iWyUKi,l = gyivKi,2 =g¢",K;= (ullh)rfvyiai € {17 R 1}

Jj—1

K, = g le}”’(WnyQl =g¢1,K,= Vy)(“l)h)rj(Y2Y3)zaKja = grj(Y2Y3)Z

2. i.= h.: B chooses random values yy, - - -, yj—1, Ay, + -+ Aj_1, 71, * + -5 Tj-y € Z,,. B forms the chal-
lenge key as:

K'.O = gxiwyi7Ki,1 = gy[7Ki.2 = gnﬂKi.B = (ul,h)’ivy,’i € {17 T 7j - 1}

i

K,=g" Ym T, K, =T,K,=T,K, =T,

.0 05 N1 1 N2 351N 3
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where (Ty, T}, T, T5) is the challenge HIBE key queried to O who chooses a random y, €
Zy and returns (Ty, Ty, To, Ts) = (W, &, v/ T T) to B.

3. i. > h. It simply generates a normal HIBE private key.

As in the previous lemma, this implicitly sets g, to be the G, part of T in the challenge HIBE
key. We note that a, b modulo p,, p; are uniformly random and do not appear elsewhere.
Thus, when T € G,, 3, these last two terms will have random elements of G, attached (match-
ing the distribution of O,,,) and then B is playing Game H}, ;. And when T € G, these last two
terms will have random elements in both G, and G, attached (matching the distribution of
0,) and then B is playing Game Hj, .

Hence, if a PPT attacker can distinguish between Hj, ; and Hj, , with non-negligible advan-
tage, O can distinguish between O, and O; with non-negligible advantage. It means O can
gain a non-negligible advantage against Assumption 4.

Thus, Under Assumptions 4, no PPT attacker can distinguish between O;,, and O; with
non-negligible advantage. Thus, no PPT attacker can distinguish between Hj, ; and Hj, , with
non-negligible advantage.

Lemma 3 Under Assumptions 3, no PPT attacker can distinguish between O;_, and O/ with
non-negligible advantage. So no PPT attacker can distinguish between Si_1 1 and Sy, with non-
negligible advantage.

Proof We assume B interacts with one of O;_,, O,. O receives g, g, X; X5, Y, Y3, T. O will
simulate either O;_, or O, with B, depending on the value of T (which is either in G, or G, p3).
B initially obtains the group elements in Eq 82

guh v, w gg, (X, X,)'g, (X, X,)g, (X,X,)gs”
Uy, o, Vs Wos (X1X )Zd(]gyg (X X. )Zggzv (X X )u()gcwz

from its oracle simulator. It chooses & € Z, randomly, and gives .A the public parameters in Eq
83. B can responds by using the normal update key generation and the normal decryption key
derivation algorithm, since it knows .

When A makes a secret key query for the identity ID|; = (I, - - -, I;), then 3 makes its chal-
lenge HIBE-key-type query for I;, O responds as follows. It chooses y/, 1, 11, r, € Zy randomly
and responds with:

(W@ vV (XX,)" g (X, X,) g)

When A requests the challenge ciphertext for messages My, M, identity vector (I}, - - -, I;)
and T*, B makes a ciphertext-type query to the oracle for each I’ and T*. In response to each
query for I} or T*, O gets random tg, ty, . . ., t; € Z,, chooses 8 € {0, 1} and creats the ciphertext
as

(C = M/fe(g‘g;vg)a G :gsg;” {Czl’ C127 Czs}l 0)

where the ciphertext-element-group (C;;, C;», C;3) is defined as follows:

1. i < k:If i =0, O and responds with the ciphertext-element-group

(wigl2viog™ (ul hy)ogt”" T glogh), else the element group is
0 c (a b))t f
(wertvigs', (uih)'g"" " gigl);

2. i=k: The ciphertext-element-group is (T}, Ts, T5) = (w'gy! T¢, T@5 ) T);
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3. i > k: The ciphertext-element-group is (w'gy' v'i, (u% h)", g").

We must now argue that the challenge key-type query and the k" ciphertext-type query
responses are properly distributed. If T € G, , then the response to the k ciphertext type query
is identically distributed to a response from Oy, and the values a, b modulo p; only appear in
the response to the challenge key-type query, hence the G, parts on the last two group ele-
ments here appear random in G, . This will be a properly distributed EST-25"'-CT which
means that the responses of O properly simulate the responses of O;_, and B is playing Game
Sk-1,1-

If T € G, 3, then we must argue that al + b and al; + b both appear to be uniformly ran-
dom modulo ps: this follows from pairwise independence of the function al + b modulo p;,
since we have restricted the Type-1 adversary to choose I and I; so that I # I; modulo p5. This
means that the G, components on the last two group elements of the challenge key-type query
response and on the k ciphertext-type query response are uniformly random in the attacker’s
view. In this case, O has produced a properly distributed EST-3*-CT which means that O has
properly simulated the responses of O, and B is playing Game S ».

Particularly, we need overcome the paradox in the game hopping from Game S, _; ; to
Game S, , since the simulator can derive a decryption key and check whether the ciphertext is
normal or semi-functional by being decrypted by the semi-functional derived decryption key
from secret keys and update keys. For the game hopping from Game S, _; ; to Game S ,,
no matter whether T'€ G, ,3 or T € G,,, the cipertext- element-group (T3, T3, T>) can be
decrypted by the decryption key derived from the ESF-2-SK and normal update key. So the
paradox is overcame successfully. (The other paradox need to overcome is in the game hop-
ping from Game L, _ ; to Game L, ,. In Lamma 23, the paradox can be overcame In the same
way.)

Hence, if a PPT attacker can distinguish any pair between Si_; ; and Sy, with non-negligible
advantage, O can distinguish the corresponding pair between O;_, and O, with non-negligible
advantage. It means O can use the output of 53 to achieve a non-negligible advantage against
Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between O;_, and O, with
non-negligible advantage. Thus, no PPT attacker can distinguish between Sy_; ; and Sy, with
non-negligible advantage.

Lemma 4 Under Assumptions 4, no PPT attacker can distinguish between O} and O] with
non-negligible advantage. So no PPT attacker can distinguish between Sy, and S 3 with non-neg-
ligible advantage.

Proof We assume B interacts with one of O}, O}. O receives g, g5, X; X5, Y, Y3, T. O will
simulate either O or O} with B, depending on the value of T (which is either in G or G, ,3).

O picks values a, b, ¢, d, aq, by, co, do € Z uniformly at random and sets u = g%, h = g%, v= ¢,
w=g"% u, = g%, h, = g", v, = g%, w, = g%. B initially obtains the group elements

&u,v,w, X\ X,, Wy(Y2Y3)w»gy(Y2Y3)v Vy(Yzy:s)Ca (85)
85
Uy, Yoy Wos ”{)O(YQKs)wagy“(Yzyza)zv Vgo(Yfzy:ﬂ)uU

from its oracle simulator where z, yo, y, ¥ € Z, are randomly chosen. These are properly dis-
tributed, with ¢’ = X; and g5 = X,. Note that this sets 0; equal to ¢ modulo p, and p; and o,
equal to ¢o modulo p, and p;. It chooses o € Z,, randomly, and gives .A the following public
parameters in Eq 83. We note that 5 knows the master secret key a. When A requests a nor-
mal update key or a normal decryption key, 3 can responds by using the usual key generation
algorithm, since it knows o.
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When A makes a secret key query for the identity ID|; = (I, - - -, I;), then 3 makes its chal-
lenge HIBE-key-type query for I;, O responds as follows. It chooses y/, 1, 1, r, € Zy randomly
and responds with:

(Wy/ygy/7 Vy/(”ljh)r(yzys)rl 7gr(Y2Y3)r2)

This has uniformly random terms in G, and G, on the last two elements, since 74, r, are
both uniformly random modulo p, and ps.

When A requests the challenge ciphertext for messages My, M), identity vector (I}, - -, I;)
and T, B makes a ciphertext-type query to the oracle for each I and T*. In response to each
query for I or T%, O gets random £, £;, ... , i, ;- .., ) € Z,, chooses B € {0, 1} and creats
the ciphertext as

(C= M/;e(X]XQ,g)a, Cy = X,X,,{C;,, Cy, CLS}i:())

where the ciphertext-element-group (C;;, C; 5, C;3) is defined as follows:

1. i < k: If i = 0, the ciphertext-element-group is
d oot ! (ag T*+bg) !
((X,2,)" (X,X,) ™, (X,X,) 07, (X,X,)")
else the ciphertext-element-group is

d ct) (al* +b /
((X,2)"(X,X,), (X,X,)" 7 (X,X,)")

This sets X¢ = go' and X" = g2, which is uniformly random because the value of d and d,

modulo p, will not appear elsewhere. It implicitly sets g = Xi‘{. This is identically distrib-
uted to a response from O,, with ', ¥’ equal to a, b modulo p,, and 0; = c modulo p,, 0, = ¢y
modulo p,. We note that this is in the only context in which the values of a, b modulo p,
appear, so this is equivalent to choosing @', ¥’ independently at random.

2. i=k: If k = 0, the ciphertext-element-group is (Ty, Ts, T5) = (X, X,)™ T, T +) T); If
k > 0, the ciphertext-element-group is (Ty, Ts, T5) = (X, X,)*T¢, T+ T);

3. i > k: The ciphertext-element-group is (X, X,)"v", (u h)", g").

If T € G, 3, then the response for ciphertext-type query i is identically distributed to a
response from O,.

In this case, O has produced a properly distributed EST-3"-CT and B is playing Game Sj,.

If T € G, then this response additionally has terms in G, which are appropriately distrib-
uted with ¢ = 0, a=d’, b = b/ modulo p, or ¢y = 62.a9 = @', by = b’ modulo p,. Thus, the
response is identically distributed to a response from O;. In this case, O has produced a prop-
erly distributed EST-4"-CT and B is playing Game S ;.

Hence, if a PPT attacker can distinguish any pair between Sy, and Sy ; with non-negligible
advantage, O can distinguish the corresponding pair between O/ and O; with non-negligible
advantage. It means O can use the output of 3 to achieve a non-negligible advantage against
Assumption 4.

Thus, Under Assumptions 4, no PPT attacker can distinguish between O] and O/ with non-
negligible advantage. Thus, no PPT attacker can distinguish between S, and Sy ; with non-
negligible advantage.
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Lemma 5 Under Assumptions 3, no PPT attacker can distinguish between O] and O; with
non-negligible advantage. So no PPT attacker can distinguish between Sy 5 and Sy, with non-neg-
ligible advantage.

Proof We assume B3 interacts with one of O/, O;. O receives g, &, X; X3, T. O will simulate
either O; or O; with B3, depending on the value of T' (which is either in G, or G, ,3). BB initially
obtains the group elements in Eq 82

y d d ¢ c
84U, h7 v, W’§g27 (X1X ) g%'z ’ (Xlxis)g%,27 (X1X ) ngz
zd, z 2¢y_C0Ys
Uy, By, vy, wh, (X, X;) Uggz ' (X, X;) ggza (X, X,)"g"

from its oracle simulator. It chooses o € Z,, randomly, and gives A the public parameters in Eq
83. B can responds by using the normal update key generation and the normal decryption key
derivation algorithm, since it knows o.

When A makes a secret key query for the identity ID|; = (I, - - -, I;), then 3 makes its chal-
lenge HIBE-key-type query for I, O responds as follows. It chooses y/, r, r1, 1, € Zy randomly
and responds with:

(W, g v (X, X,) g (X,X,) )

We note that the G, parts here are uniformly random.

When A requests the challenge ciphertext for messages My, M, identity vector (I}, ..., 1)
and T, B makes a ciphertext-type query to the oracle for each I’ and T*. In response to each
query for I’ or T*, O gets random fy, t;, . . ., ; € Zp,, chooses f§ € {0, 1} and creats the ciphertext
as

(C = M/fe(fggvg)av G :fggv {Cz]’ C,Q, G 3}, 0)

where the ciphertext-element-group (C; 1, C;, C;3) is defined as follows:

1. i < k:Ifi=0, O responds with the ciphertext-element-group
(wigaviog™ (ul"h ) 0gie T+l ,8"g7), else the element group is
(westvigs', (u'ih)'g'

2. i=k: O choses z € Z, randomly and responds with the ciphertext-element-group
(Ty, T3, Ty) = (Wgs T* - g%, T(“I'*+b)gz(“/1?+b/) Tg:) if k > 0. Else if k = 0, O responds with

(Wigs2 T - gi", T ™ +0) g2 ¥) ‘Tg2) We note that the G, parts here are properly dis-
tributed, since 0; = ¢ modulo p, and 0, = ¢, modulo p,.

s ', g'g). This is identically distributed to a response from O,.

3. i > k: The ciphertext-element-group is (w'gs'v'i, (u' h)", g%). This is identically distributed
to a response from O;.

When T € G, the values of a, b modulo p5 only appear in the response to the challenge
key-type query, Wthh means that the G, terms on the last two group elements there are uni-
formly random. Also, the response to the k™ ciphertext-type query is distributed exactly like a
response from O,. In this case, O has properly simulated the responses of O; and this will be a
properly distributed EST-2-CT and so B is playing Game Sy,

When T € G, ;3, we must argue that the values al + b and al; + b appear uniformly random
modulo p5: this follows by pairwise independence of al + b as a function of I modulo ps, since
we have restricted the Type-1 adversary to choose I and I} so that I # I; modulo p;and a, b
modulo p; only appear in these two values. Hence, O has produced a properly distributed
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EST-4“-CT and O has properly simulated the response of O, in this case. So B is playing Game
Sk.3- We have thus shown that O can use the output of B to achieve non-negligible advantage
against Assumption 3.

Hence, if a PPT attacker can distinguish any pair between Sy 5 and Sy ; with non-negligible
advantage, O can distinguish the corresponding pair between O} and O; with non-negligible
advantage. It means O can use the output of B to achieve a non-negligible advantage against
Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between O} and O; with non-
negligible advantage. Thus, no PPT attacker can distinguish between S ; and Sy ; with non-
negligible advantage.

Lemma 6 Under Assumptions 3, no PPT attacker can distinguish between O, and Os,, with
non-negligible advantage. So no PPT attacker can distinguish between E, _, , and Ej, ,, with non-
negligible advantage.

Proof We assume 13 interacts with one of O, and Os,. O receives g, g, X; X3, Y, Y3, T. O
will simulate either O, and Os/, with B, depending on the value of T (which is either in G, or
Gy, p3)- O picks values a, b, ¢, d, ag, by, ¢o, dy € Zyy uniformly at random and sets u = g, h = gb,
v=g,w=g"u, =g, h, = gh, v, = g% w, = g". Binitially obtains the group elements in
Eq 82

g uhv,w g'g, <X1X3)dg§2da (X, Xy)g s (X, X, )Cg;y2

thys hyy Vs Wy (X, X, ™ (XX, g, (X, X,) g

from its oracle simulator who additionally chooses s, y, d;, 0,, ¥,, ¥, € Z randomly.

B chooses a € Z, randomly, and gives A the public parameters in Eq 83. We note that B
knows the master secret key a. When A requests a normal decryption key, B can responds by
using the usual key generation algorithm, since it knows a.

When A requests the challenge ciphertext for messages My, M, identity vector (I}, ..., )
and T*, B makes a ciphertext-type query to the oracle for each I and T*. When B makes a
ciphertext-type query for some identity I*, O responds by choosing a random ¢ € Zy and

returning (w'gs'v'gs'", g'gt, (u” h)'gs (L) ') to B as same as Eq 10. When BB makes a ciphertext-

type query for some time T*, O responds by choosing a random t, € Zy and returning
to(a' T*+V')

,g0g, (ul'h))" g, ) as same as Eq 11 to B. Then B creats the ESF-1 cipher-

gty

(w; ogz vo 85
texts successfully.

When A requests the secret key of an identity vector ID|; = (Iy, - - -, I), B creats the ESF-
2-SK key by the HIBE-type query response from O and the secret key for ID|; in some node 6
is

Sz\U g Wy’ g 7812 gri7si.3 = (ulih),ivyi’i € {1; t 7j - 1}

/

oy =l 7 (a z v
Sj,o =g" Zi:lklwy)a ;1 =g7, S = vi(X,X;) g Ij+b)g2a Sj,3 = (X,X;)"g;

Where}’l; s Yp 7\'” e 7)"];17 LSRR SR ]a
When B creats the IBE private key with the index pair (h, i.) for some time 7 for the iden-
tity vector (Iy, - - -, I;_;) in the index h node, the update key with an index pair (h, i) is gener-

ated as follows:

z,Z' € Z, are randomly chosen.
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1. i, < hg: It randomly chooses yo, = - - yj-1, A, =+ > A1, 7,1y, -+ + . T;, 2, 2 € Z,, and generates
a ESF-2-UK TUKp|, 1,0m-

t(agT+bgy)

U " r;
Up=8 ™ Zi:l )11"/0]’ Up = &% Uj,2 = (X, X)) &>
Ups = (Xlxzz)rjg;a

U, = gkiwy" U,=¢,U,=¢"U;= (“]ih)riVYivi e{tl,---,j—-1}

It implicitly sets g to be XI(" and that is a properly distribution ESF-2-UK.

2. i.= h.: B chooses random values yy, - - -, yj—1, Ay, - - s Aj_1, 71, - - =5 Tj—y € Z,,. B forms the chal-
lenge key as:

j-1
P
U&,O =g Z‘:' Ty, Uy, =T, Uo,2 =T, Uo,3 =T,

Uy= gxiwyia U, = gyi>Ki,2 =g U, = (ulih)rivy’J € {1a N 1}

where (Ty, Ty, T, T5) is the challenge IBE key queried to O who chooses a random y, € Zy
and returns (T, Ty, To, T3) = (W), g0, vt T*7 00 T) to B.

3. i. > h. It simply generates a normal IBE private key.

In the challenge IBE key, it implicitly sets ¢ to be the G, part of T.If T € G,,, then this
matches the distribution of O (since there are no G, terms here), and so this will be a properly
distributed normal key and B is playing Game Ej, _; ». If T € G,, 3, then this matches the distri-
bution of Oy, (note that a, b modulo p, are uniformly random and do not occur elsewhere- so
there are random G, terms attached to the last two group elements) and then B is playing
Game Ej, ;.

Hence, if a PPT attacker can distinguish between Ej, _; , and E}, ; with non-negligible
advantage, O can distinguish between O, and Os,, with non-negligible advantage. It means O
can gain a non-negligible advantage against Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between O, and O, with
non-negligible advantage. Thus, no PPT attacker can distinguish between Ej, _; , and E;, ; with
non-negligible advantage.

Lemma 7 Under Assumptions 4, no PPT attacker can distinguish between Os;, and O with
non-negligible advantage. So no PPT attacker can distinguish between Ej, ,, and E}, , with non-
negligible advantage.

Proof We assume B3 interacts with one of O,,,, and O,. O receives g, g5, X; X5, Y, Y3, T. O
will simulate either O, or O; with B, depending on the value of T (which is either in G or
Gp p3)- O picks values a, b, ¢, d, ay, by, ¢y, dy € Zy uniformly at random and sets u = g, h = gb,
v=g,w=g%u, =g, hy = gh, v, = g%, w, = g%. Binitially obtains the group elements in
Eq 84

g u v, w, X X,, Wy(YQ}I:;)yw?gy(YQ Ya)ya v (Y, Y:s)yaa
Uy, hy, v, W, wy' (Y, Y;s)w ;&0 (Y, Y,)" v (Y, Yy)°

from its oracle simulator, and gives A the public parameters in Eq 83.

When A requests the challenge ciphertext for messages M, M, identity vector (I}, - - -, I)
and T, B makes a ciphertext-type query to the oracle for each I’ and T*. When BB makes a
ciphertext-type query for some identity I*, O responds by choosing a random ¢ € Zy and
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o1t o1t

returning (w'gs'v'gs"', g'gt, (u' h)' g ") to B as same as Eq 10. When BB makes a ciphertext-
type query for some time T*, O responds by choosing a random t, € Zy and returning
(wigviogs®® gogh (ul"hy) g™ ")) as same as Eq 11 to B. Then B creats the ESF-1 cipher-
texts successfully.

When A requests the secret key of an identity vector ID|; = (Iy, - - -, I;), BB creats the ESF-
2-SK key by the HIBE-type query response from O and the secret key for ID|; in some node 6

is

S g Wyl g 7312 gri7sz:,3 = (ulih)rivyi7ie {15"'7j_1}
yo— it Aoy ) ) 7/(al+b) , [
So=28 L W §1=87,5,=v (X,X,)" " 853 = (X, X,)7g;
where yy, - yjp hyy e o ALy, 1y, o1, 1, 2,2 € Z, are randomly chosen.

When B creats the IBE private key with the index pair (h, i.) for a time T'in the index h
node in the binary tree BT1D|j - (1, ---, j-1)> the update key with an index pair (h, i) is generated
as follows:

L. i. < h:: B chooses random values y;, - - -, ¥j_1, Ay -+ 5 Aj_1, To, -+ +5 Tj-15 2, 2 € Z,, and generates
a ESF-2 TUKIBE,h-

Upo = g Z’ ! X(Wy Uy =% U, = Vﬁ”(ugho)"’(YzYs)za Ups = gm(Y2Y3)Z

Uiﬂ =& xWJ’x U, g K gria Ui;ﬁ = (ul,-h)’xvy,-J' € {17 T aj - 1}
2. i.= h. B chooses random values y,, - - SYieb A s N T s T € 2y, BB forms the chal-
lenge key as:

Uvo:gJ e Z’l Ty, Uy, =T,,Uy, = T3, Uy, = T,

ULO =g xwyl g}"x = gria Ui,3 = (ul,-h)’ivy,-7i € {15 e aj - 1}

where (T, T}, T5, T5) is the challenge IBE key queried to O who chooses a random y, € Zy
and returns (T, Ty, Tp, T3) = (W), g0, v T T) to B.

3. i. > h. It simply generates a normal HIBE private key.

As in the previous lemma, this implicitly sets g, to be the G,, part of T in the challenge IBE
key. We note that ay, by modulo p,, p; are uniformly random and do not appear elsewhere.
Thus, when T € G, ;3, these last two terms will have random elements of G, attached (match-
ing the distribution of Os/,) and then B is playing Game Ej, ;. And when T € G, these last two
terms will have random elements in both G,, and G,,, attached (matching the distribution of
Os) and then B is playing Game Ej, .

Hence, if a PPT attacker can distinguish between Ej, ; and Ej, , with non-negligible advan-
tage, O can distinguish between Os,, and O; with non-negligible advantage. It means O can
gain a non-negligible advantage against Assumption 4.

Thus, Under Assumptions 4, no PPT attacker can distinguish between Os,, and O; with
non-negligible advantage. Thus, no PPT attacker can distinguish between Ej, ; and Ej, , with
non-negligible advantage.
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Lemma 8 Under Assumptions 3, no PPT attacker can distinguish between O; and O; 1 with
non-negligible advantage. So no PPT attacker can distinguish between Fy, _, and Fj, with non-
negligible advantage.

Proof We assume [ interacts with one of O3, O; ;. O receives g, g, X; X3, Y, Y3, T. O will
simulate either O, or Oy, with 3, depending on the value of T (which is either in G, or G, p3).
O picks values a, b, ¢, d, aq, by, co» do € Zy uniformly at random and sets u = g%, h = g%, v= ¢,
w=g% u, =g, h, = g", v, = g w, = g%. Binitially obtains the group elements in Eq 82

v d _yod c ¢y
g uhvwgg, (X,.X,) g, (X X,)g', (X, X;)'g”
Uy, hy, Vo, Wo, (XX, )Zdogyz (XX )zgg,’ (Xlxs)m)g;w/?

from its oracle simulator who additionally chooses s, 7, 6;, 0,, 5, ¥, € Z, randomly. BB chooses
o € Z, randomly, and gives A the following public parameters in Eq 83. We note that 5 knows
the master secret key a.

When A requests the challenge ciphertext for messages My, M, identity vector (I}, ..., )
and T*, B makes a ciphertext-type query to the oracle for each I and T*. When B makes a
ciphertext-type query for some identity I*, O responds by choosing a random ¢ € Zy and
returning (w'gs'v'g<', g'gh, (u'h)'g?" ) to B. When B makes a ciphertext-type query for
some time T*, O responds by choosing a random ¢, € Zy and returning
(wigo2vio g™ ghgh (ul hy) ge'™ ) to B. Then B creats the ESF-1 ciphertexts successfully.

Upon receiving a challenge IBE-key-type query for T € Z,,, O chooses ry, 15, ¥, y' € Z, ran-
domly and returns the group elements

I

()™, (@), ()" (X,X,) """ g (X,X,)" g5)

to BB. And then B creats the ESF-2 update key by using the group elements.

When B creats the HIBE private key with the index pair (, i) for some identity vector
(Iy, - - -, I;) in the index h node, the HIBE private key with an index pair (h, i.) is generated as
follows:

L. i; < hgItrandomly chooses y,, .y, 1, ¥ Ay Ay, 1y o001y

i1 J,z Z' € Z,and gener-
ates a ESF-3-SK PSKHIBE,h'

Ki.O :glw}’, i g)’x :grlaKi,:} = (ullhyivyiai € {17"'7j_ 1}
=SV / /
K, = g’ Zizl;y(X1X3)dy]7Kj‘1 = (X,X,)",
Ky = (X,X)7(X,X,) 7 g Ky = (X,X,)'gs

It implicitly sets g% to be X, and g’ to be X/ and thatis a properly distribution ESF-3-SK.

2. i.= h.: B chooses random values yy, - -+, yj—1, Ay, + + 5 Aj_1, 71, * + -5 Tj-y € Z,,. B forms the chal-
lenge key as:
K, =gwi K, =g"K,=¢g"K;=@u'h)"v,ie{l, - j—1}
_gm Z'l tTO?I<]1:T17 o = T:saKjg T,

where (Ty, Ty, T, T5) is the challenge HIBE key queried to O who chooses a random r, r4,
r, € Zyand returns (Ty, Ty, T, T3) = (T4, T, T*(X, X ) rlal+b) g21, (X,X;) g) to B.
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3. i > h: It randomly chooses yy, -+« yj Ay oo Ay, 1y oo ey Ty, r]f, z,Z € Z, and generates a
ESF-2-SK PSKypg -

K, = gxiwyx7Ki,l =g, K,=¢"K;= (”I'h)rivyiai € {17 R 1}

-1 / /
Y0~ . Py o X _ . r.(ali+b) , _ r. 4
I<j,0 =& ! 21:1 : wi ’ I<j,1 - g)/) ’ I<j,2 =i (Xlxd) ]( o )g2’ I<j,3 - (Xlxd) }g2

It implicitly sets g% to be Xlrj and that is a properly distribution ESF-2-SK.

In the challenge HIBE key, it implicitly sets ¢’ to be the G partof T.If T € G, , then this
matches the distribution of O (since there are no G, terms here), and so this will be a properly
distributed normal key and B is playing Game F, _;. If T € G, ;3, then this matches the distri-
bution of O;; (note that a, b modulo p, are uniformly random and do not occur elsewhere-
so there are random G, terms attached to the last two group elements) and then 3 is playing
Game Fj,.

Hence, if a PPT attacker can distinguish between Fj, _; and F;, with non-negligible advan-
tage, O can distinguish between O; and O;; with non-negligible advantage. It means O can
gain a non-negligible advantage against Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between O; and O; ; with
non-negligible advantage. Thus, no PPT attacker can distinguish between F;, _; and F;, with
non-negligible advantage.

Lemma 9 Under Assumptions 3, no PPT attacker can distinguish between Os ; and Os, with
non-negligible advantage. So no PPT attacker can distinguish between F1;, _, and F1;_with non-
negligible advantage.

Proof The proof of this lemma is almost the same as that of Lemma 8 except the generation
of secret keys and update keys.

Upon receiving a challenge HIBE-key-type query for I € Z,,, O chooses ry, 15, ¥, y' € Z, ran-
domly and returns the group elements

dy" /" o ar+b)r r e
(X)), (X, (X,X)” (,X,) " g (X,X,) g8)

to BB. And then B creats the ESF-3 update key by using the group elements.

When B creats the IBE private key with the index pair (h, i.) for some identity vector
(I, - - -, I;1) and the time T in the index h node, the IBE private key with an index pair (, i) is
generated as follows:

1. i, < hg: Itrandomly chooses y,, - -+, ¥, 1, ¥o Ay, oo+ My, 1y 1,10, 2,2 € Z, and gener-
ates a ESF-3-UK EUKgg 5.

) -1 /
Upo = g%m*z":lx’ (Xlxzs)doyov Ui = (X1X3)yga
oy, 1! (agT+by) o
Ups = (X, X;) R (X, X,)0" o & Uz = (X, X,)"°g;

Uy= gk"wy’a U,=¢g,U,=¢"U,= (ulih)vii e {1,-,j—=1}

It implicitly sets g to be X,° and g™ to be X,* and that is a properly distribution ESF-3-UK.
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2. i.= h.: B chooses random values yy, - -, yj—1, Ay, - -+ Aj_p, 71, * -+ Tj-y € Z,,. B forms the chal-
lenge key as:

sz,o = g}v"wy’a U,=¢,U,=¢" Ui,3 = (“I"h)rivy'?i € {1, e 1}

where (T, T}, T5, T5) is the challenge IBE key queried to O who chooses a random r, 4,
ry € Zyand returns (To, Ty, To, T5) = (T%, T, T (X, X,) "™ gl (X,X,)g) to B.

3. ic> hg It randomly chooses y1, -+ yj, Ay, -+, Ay, 1y, o+, 1,17, 2,2 € Z, and generates a
ESF-2-UK EUKjpg .

Yo~ jiil A rl (agT+by) o vy
Unﬁn =g" Z‘:l W)y07 Uy, =8 Uy, = Vyoo (X1X3) oo™ U)gp Ups = (X,X;) '8

ULO = g}viwyla Ui,l =g Ui.2 =g, Ui,3 = (ulih)rivny € {15 T 7j - 1}

It implicitly sets g to be XI‘,‘ and that is a properly distribution ESF-2-UK.

In the challenge IBE key, it implicitly sets g’ to be the Gy, partof T.If T € G, , then this
matches the distribution of O5 ; (since there are no G, terms here), and so this will be a prop-
erly distributed normal key and B is playing Game F1;, _;. If T € G,, ,3, then this matches the
distribution of O3, (note that a, b modulo p, are uniformly random and do not occur else-
where- so there are random G, terms attached to the last two group elements) and then 3 is
playing Game F1,,_

Hence, if a PPT attacker can distinguish between F1;, _; and F1;, with non-negligible advan-
tage, O can distinguish between O; ; and O;, with non-negligible advantage. It means O can
gain a non-negligible advantage against Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between Os ; and Os, with
non-negligible advantage. Thus, no PPT attacker can distinguish between F1;, _; and F1;_with
non-negligible advantage.

Lemma 10 Under Assumptions 4, no PPT attacker can distinguish between Os , and Os 3 with
non-negligible advantage. So no PPT attacker can distinguish between Gpsp_, and Ggsp—3 with
non-negligible advantage.

Proof We assume B interacts with one of O35, O3 5. O receives g, g5, X1 X3, Y, Y3, T. O will
simulate either Os; or O 3 with B3, depending on the value of T (which is either in G or G, ;).
O picks values a, b, ¢, d, ag, bo, ¢y, dy € Zyy uniformly at random and sets u = g°, h = gb, v=g,
w=g\u, =g h, = g, v, = g, w, = g. It chooses random values a1, 03, y, ¥/, t3, 2 € Zy
and then B initially obtains the group elements

g7 M, h7 Va Wa Ta Wy(YZYB)d7gy(Y2Y3)? V}’(Y2Y3)g1
(86)
Uy, By vy, W, W()/(Y2Y3)Zdoagy/(Y2Y3)za Vg)/(Y2Y3)02

We note that this sets y; = d modulo p, and p5. It implicitly sets g’ to be the G, part of T. If
T € Gy o, this is distributed identically to the initial elements provided by Os,. If T € G, this is
distributed identically to the initial elements provided by Os 5.
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Upon receiving a challenge IBE-key-type query for T € Z,,, O chooses ry, 15, ¥, y' € Z, ran-
domly and returns the group elements

(@™, (@) (9 (X,X,) ™" g (X, X,) &)

to B. And then B creats the ESF-2 update key by using the group elements.

When B creats the HIBE private key with the index pair (h, i) for some identity vector
(I, - - -, I}) in the index h node, the HIBE private key with an index pair (h, i.) is generated as
follows:

When A requests the challenge ciphertext for messages M, M, identity vector (I}, - - -, I)
and T*, B makes a ciphertext-type query to the oracle for each I and T*. When B makes a
ciphertext-type query for some identity I*, O responds by choosing a random t € Zy and
returning (w'gs'v'g<', g'gh, (u h)'g?" ") to B. When B makes a ciphertext-type query for
some time T*, O responds by choosing a random ¢, € Zy and returning
(wigorvio g™ ghgh (ul” hy) ge'™ ) to B. Then B creats the ESF-1 ciphertexts successfully.

Lemma 11 Under Assumptions 4, no PPT attacker can distinguish between O3 3 and Os 4 with
non-negligible advantage. So no PPT attacker can distinguish between Ggsp_3 and Ggsp_y with
non-negligible advantage.

Proof We assume 13 interacts with one of Os 3, O3 4. O receives g, g3, X; X5, Y, Y3, T. O will
simulate either Oj; 3 or O3 4 with B, depending on the value of T (which is either in G or G, ,3).
O picks values a, b, ¢, d, ag, bo, ¢y, dy € Zyy uniformly at random and sets u = ¢*, h = gb ,v=g,
w=g"% u, = g%, h, = g", v, = g%, w, = g%. B initially obtains the group elements

g u,h,v, WagS(Y2Y3)V»Wy<Y2Y3>d7ng2Y3aVyYZY:;C
(87)
Uy, Ry, Vs Wo, W (Yzyz)movgy/ Y,Y,5, 1 Y,Y,™

from its oracle simulator who additionally chooses s, y, y, ¥/, z € Zy randomly. We note that
this is properly distributed and set y; = d modulo p, and ps, y, = dy modulo p, and p; and
o1 = ¢ modulo p, and ps, 0, = ¢ modulo p, and ps.

When A requests the challenge ciphertext for messages M, M, identity vector (I}, - - -, I)
and T, B makes a ciphertext-type query to the oracle for each I’ and T*. When BB makes a
ciphertext-type query for some identity I*, O responds by choosing a random ¢ € Zy and
returning (w*(Y,Y;)” (X,X,)", (X,X,)" g%, (XlXQ)“Iubg;‘/‘) to 5. When B makes a ciphertext-
type query for some time T*, O responds by choosing a random t, € Zy and returning

¢

!
t3

(w5 (V2Y)" ()™, (6,,) gt (X,)" g,
sets @’ = aand b’ = b modulo p, or a’' = ap and ¥’ = by modulo p,,

which are properly distributed because a, b modulo p, and a,, by modulo p, do not appear
elsewhere. Then B creats the ESE-5 ciphertexts successfully.

Upon receiving a challenge IBE-key-type query for T € Z,,, O chooses 1, ¥/, z € Z,, randomly
and returns the group elements

) to B. This implicitly sets g¢' = X*. It also

(Wyolgz)s/wvgy/g{vgr(yz Y,), Vﬁ, (”gho)r(YZ Ya)z)

to BB. And then B creats the ESF-3 update key by using the group elements.

When B creats the HIBE private key with the index pair (, i) for some identity vector
(Iy, - - > I) in the index h node, the HIBE private key with an index pair (, i.) is generated as
follows:
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1. i, < hg: It randomly chooses yy, - - -, ¥j Mis - - > Aj_1, 71, - - =5 1, 2, 2 € Z,, and generates a ESF-
4-SK PSKyy155

Ki,o = gxiWyI7Ki,1 = gyi7Ki,2 =g"K;= (ullh)rfvyiai € {17 R 1}
-5V, Y )
Kj.o =g" Z’ZIXXW%(YQY3)MIJ<J',1 = gy](Y2Y3)yJa

I<j‘2 = Vyj(”ljh)rj(YQY;s)zv Kj;s = grj(YQY;s)Z

That is a properly distribution ESF-4-SK.

2. i. = he: B chooses random values y;, - - -, ¥j—1, A, - - 5 Aj_1, 1, - - = 1 € Z,,. B forms the chal-
lenge key as:

K'.O = g)\IWyivKiJ = gyivKi.Z = griaKi,:} = (uljh)rivyi7 l € {17 e 7j - 1}

K, = g" 2" T, K, = T, K, = T, K, = T
0o — & 0 1 = L, Ko = 13, K3 =1,

where (Ty, T4, T5, T5) is the challenge HIBE key queried to O who chooses a random r, 4,
r, € Zyand returns (Ty, Ty, T, T3) = (T4, T, T*(u'h)" (Y, Y,)", g"(Y,Y;)"?) to B.

3. i. > h. It randomly chooses yy, - - -, yj, Ay, ==+ Aj_1, 11, -+ -, 7, 2, Z € Z,, and generates a ESF-
3-SK PSKHIBE,h-

K, = g)"‘WyUKm =g¢,K,=¢"K;= (ulih)"vii e {1,---,j—1}

LNV, ) )
Kj’0 :g’“ Z;:]x'w%g;’]%’](j)] = g)’jgg’,
K;z = Vyj(”ljh)rj(nys)z’](}:s = grj(Y2Y3)Z

That is a properly distribution ESF-3-SK.

In the challenge HIBE key, it implicitly sets ¢ to be the Gy, partof T.If T € G, 3, then this
matches the distribution of O3 3, and so this will be a properly distributed normal key and B is
playing Game F3;, _,. If T € G, then this matches the distribution of O; 4 and then B is playing
Game F3y,.

Hence, if a PPT attacker can distinguish between F3), _; and F3;, with non-negligible advan-
tage, O can distinguish between O; 3 and O; 4 with non-negligible advantage. It means O can
gain a non-negligible advantage against Assumption 4.

Thus, Under Assumptions 4, no PPT attacker can distinguish between O; 5 and O; 4 with
non-negligible advantage. Thus, no PPT attacker can distinguish between F3;, _; and F3;, with
non-negligible advantage.

Lemma 12 Under Assumptions 4, no PPT attacker can distinguish between O3 4 and Os 5 with
non-negligible advantage. So no PPT attacker can distinguish between Ggsp_4 and Ggsp_s with
non-negligible advantage.

Proof The proof of this lemma is almost the same as that of Lemma 11 except the generation
of secret keys and update leys.

Upon receiving a challenge HIBE-key-type query for I € Z,,, O chooses 1, ¥, z, Z € Z, ran-
domly and returns the group elements

W (LY, & (LY, g (Y,Y,) v (uh) (V,Y,))

to B. And then B creats the ESF-4 secret key by using the group elements.

PLOS ONE | https://doi.org/10.1371/journal.pone.0195204  April 12,2018 61/76


https://doi.org/10.1371/journal.pone.0195204

@° PLOS | ONE

Unbounded and revocable hierarchical identity-based encryption with adaptive security

When B creats the IBE private key with the index pair (h, i.) for some time 7 for the iden-
tity vector (I, - - -, [;_;) in the index h node, the update key with an index pair (h, i) is gener-
ated as follows:

1. i, < h: It randomly chooses y;, - - -, Y Mt 5 Mot Tos 0 55 Tl % 7 € Z, and generates a
ESF-4-UK TUKgg ..

j-1
=30y
Uyo=8 ! Z':l ”/UU(Y2Y3))’O¢2’ Uo,l = gyo(yzy3)YO7

Upe = Vyoo(”gho)m(yzys)za Ups = g§o(Y,Y,)°,

Uy = gk,ﬂwy,’ U,=¢", U12 =g"U,= (”I[h)rivy[»i € {1a e 1}

i

That is a properly distribution ESF-4-UK.

2. i.= h.: B chooses random values yy, - - -, yj—1, Ay, - - s Aj_p, 11, - - =5 Tj—y € Z,,. B forms the chal-
lenge key as:

ay 72)71%
Uon=g8 " =T, Uy =T, Uy, = Ty, U0,3 =T,
Ui.U = g}ww)/iﬂ Ui_l = gyiv Ui‘2 :g’x’ []1,3 = (uljh)’ivy,,i € {13 e 7j - 1}

where (Ty, Ty, T, T5) is the challenge IBE key queried to O who chooses a random r, 74,
r, € Zyand returns (Ty, Ty, T, T5) = (T%, T, T (ulh,)" (Y, Y,)", g'(Y,Y,;)"”) to B.

3. i. > he It randomly chooses yo, y1, - - * ¥j-1> A» - - s Ajo1s 715 - = 1), 2, Z € Z,, and generates a
ESF-3-UK TUKj3z.

-1
Upo = gaiwiz‘:l M“’{)Dggom, Uy = g, Uy = W' (“gho)ro(yzxs)z>
U0,3 = grj(YQYa)Z
Uzyo = gk,-wyl, Ui,l =g Ui.2 =g, Ui:s = (ulih)rivyivi € {15 T ’j - 1}

That is a properly distribution ESF-3-UK.

In the challenge IBE key, it implicitly sets g to be the Gy, partof T.If T € G, 3, then this
matches the distribution of Oj; 4, and so this will be a properly distributed normal key and B is
playing Game F4;, _,. If T € G, then this matches the distribution of O; 5 and then B is playing
Game F4,.

Hence, if a PPT attacker can distinguish between F4;, _; and F4;, with non-negligible advan-
tage, O can distinguish between O; 4 and O; 5 with non-negligible advantage. It means O can
gain a non-negligible advantage against Assumption 4.

Thus, Under Assumptions 4, no PPT attacker can distinguish between O; 4 and O; 5 with
non-negligible advantage. Thus, no PPT attacker can distinguish between F4;, _; and F4;, with
non-negligible advantage.

Lemma 13 Under Assumptions 4, no PPT attacker can distinguish between O; 5 and Os ¢ with
non-negligible advantage. So no PPT attacker can distinguish between Gsp_s and Ggsp_¢ with
non-negligible advantage.

Proof We assume B interacts with one of O3 5, O3 6. O receives g, g5, X; X3, Y, Y3, T. O will
simulate either Os 5 or O3 ¢ with B3, depending on the value of T (which is either in G or G,, ;).
O picks values a, b, ¢, d, ag, bo, ¢y, dy € Zyy uniformly at random and sets u = ¢°, h = gb v=g,
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w=g"% u, =g, h, = g", v, = g%, w, = g%. B initially obtains the group elements

g&u,v,w, T, Wy(Y2Y3)d>gy(YzY3)v v)’(YzY:j); (88)
Uys Vo Wy, WyUD(Y2Y3)dO>gyU(Y2Kz)Za Vgo(YzY:;)“z

from its oracle simulator where z, yo, y, 01, 0> € Z, are randomly chosen. We note that this set
v =d modulo p, and ps. If T € G, », then this matches the initial elements provided by Os 6. If
T € G, then this matches the initial elements provided by O 5. It chooses o € Z,, randomly,
and gives A the following public parameters in Eq 83. We note that B knows the master secret
key a. When A requests a normal update key or a normal decryption key, B can responds by
using the usual key generation algorithm, since it knows a.

When A makes a secret key query for the identity ID|; = (I, - - -, I;), then 3 makes its chal-
lenge HIBE-key-type query for I;, O responds as follows. It chooses y/, 1, 11, r, € Zy randomly
and responds with:

((X1X3g2)dy ) (X1X3g2)y ) (X1X3g2)c}/(uljh)r(Y2Y3)rl 8 (Y, Yz)rQ)

And then B creats the ESF-4 secret key by using the group elements.
Upon receiving a challenge IBE-key-type query for T € Z,,, O chooses y/, r, 11, r, € Zy ran-
domly and responds with:

((X1X3g2)d0y ) (X1X:3g2)y ) (X1X3g2)£0}/(ugho)r(yz Ys)r] agr(YQY:QQ)

to B. And then B creats the ESF-4 update key by using the group elements.

When A requests the challenge ciphertext for messages My, M, identity vector (I}, - - -, L)
and T*, B makes a ciphertext-type query to the oracle for each I’ and T*. In response to each
query for I} or T*, O gets random fy, £y, . . ., t; € Zp,, chooses f§ € {0, 1} and creats the ciphertext
as

o 1
(C = Mﬂe(xlxwg) G =X X5, {CLU Ci,Qa C'.3},-:0)

i

where the ciphertext-element-group (C;, C;,, C;3) is defined as follows if i > 0:

ti(al; +b)

( TATets 4t g;n t ’ T' gt[ gg , Ts(al; +b) % )
and (Co,;, Cy 2, Cp 3) is defined as follows
(Tdo Teots V(f)oggz fo , Tt;;gtugéu K (agT*+by )ggu(ﬂo T*‘*'bo))

We note that this is very similar to the way O behaves in the proof of Lemma 12. The only

difference is the g2, g/ , g&’ terms which have been added to the challenge key. As in the proof
of Lemma 12, we have that if T € G, the G,,, components of the challenge ciphertext are prop-
erly distributed as in a response from O; 5, since the value of ¢ modulo pj; is not revealed by the
challenge key-type response (it is hidden by the random term Y3'). Also as in the proof of
Lemma 12, we have that the G, components of the ciphertext-type responses are properly dis-
tributed. Thus, if T € G, ;», O has properly simulated the responses of O3 ¢, and when T € G,
O has properly simulated the responses of Os 6.

Hence, if a PPT attacker can distinguish any pair between Ggsp_s and Gggp_g with non-
negligible advantage, O can distinguish the corresponding pair between O; 5 and O; ¢ with
non-negligible advantage. It means O can use the output of 53 to achieve a non-negligible
advantage against Assumption 4.
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Thus, Under Assumptions 4, no PPT attacker can distinguish between Os 5 and O; ¢ with
non-negligible advantage. Thus, no PPT attacker can distinguish between Ggsp_s5 and Ggsp_¢
with non-negligible advantage.

Lemma 14 Under Assumptions 4, no PPT attacker can distinguish between Os ¢ and Oy
with non-negligible advantage. So no PPT attacker can distinguish between F6;_, , and F6; | with
non-negligible advantage.

Proof We assume B interacts with one of O; s and O;,,. O receives g, g3, X1 X5, Y, Y3, T. O
will simulate either O; g and O/, with B, depending on the value of T (which is either in G or
Gy, p3)- O picks values a, b, ¢, d, ag, by, co, dy € Zyy uniformly at random and sets u = g°, h = gb,
v=g,w=g%u, =g hy=g", v, = g%, w, = g%. Binitially obtains the group elements

g uhv,w, X X,, Wy(Yzys)Wl7gy(Y2Y3)ya Vy(YZYS)yJI
(89)
Uy, h07 Vor Wos W(y) (YzYs)y wzagy (Y2Y3)y ) Vyo (Y2Y3)ya2

from its oracle simulator who additionally chooses vy, y,, 01, 02, ¥, ¥ € Zy randomly. These
are properly distributed with ¢* implicitly set to be X;.

When A requests the challenge ciphertext for messages My, M, identity vector (I}, - - -, I;)
and T, B makes a ciphertext-type query to the oracle for each I’ and T*. When BB makes a
ciphertext-type query for some identity I, O responds by choosing a random ¢ € Z,, and
returning ((X,X,)"(X,X,)%, (X,X,)"“" " (X,X,)") to B. When BB makes a ciphertext-
type query for some time T*, O responds by choosing a random #, € Zy and returning
((X,X,)™ (X,X,)™%, (X,X,) 0" ) (X,X,)") to B. This sets X¢ = gJ' and X2 = g, which
is uniformly random because the value of d and dy modulo p, will not appear elsewhere. It

implicitly sets g = Xi‘{. This is identically distributed to a response from Og and Oy, with @',
b equal to a, b modulo p,, and o7 = ¢ modulo p,, 0, = ¢; modulo p,. We note that this is in the
only context in which the values of 4, b modulo p, appear, so this is equivalent to choosing «’,
b’ independently at random. Then 13 creats the ESF-1 ciphertexts successfully.

When A requests the secret key of an identity vector ID|; = (Iy, - - -, I;), BB creats the
ESF-4-SK key by the HIBE-type query responses from O who randomly chooses 1, - - -, yj
Ay Ao T, 0005 1 2,2 € Z, and generates a ESF-4-SK PSKyypg , for every 0

Ki,o = g)‘iwyi’Ki,l = g)/i7Ki,2 = grlaKi‘:i = (”Iih)nvyiai € {13 N 1}
oy — j-1 N 3 X
K, =g" Zi:l}lW%(YQYg)ijvij,l = gy](Y2Y3)yja

K,= Vyj(”ljh)rj(YQY:;)zaKjﬁs = gi(Y,Yy)

When B creats the IBE private key with the index pair (h, i.) for some time 7 for the iden-
tity vector (Iy, - - -, I;_;) in the index h node, the update key with an index pair (h, i) is gener-
ated as follows:
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1. i, < hg: It randomly chooses yo, = - - yj-1, ki, - 5 A1, 74, 1y, - -+, 151, 2, 2 €Z,, and generates a

semi-functional update key TUKp,, 1,04

J-1,
Upo = g%whiz’zl wy (Y, ng))'ol//z’ Uy =¢" (Y, Ys)M]? Upo = 8"
Ups = v (Y, Y,)°" (”()Tho)rU

U:,O = g}wwyla Ui,l =g Ui.2 =g, Ui,z = (ulih)rivyivi € {15 T ’j - 1}

i

2. i. = he: B chooses random values yy, - - -, ¥j—1, M, -+ 5 Aj_15 71, * + = 1 € Z,,. B forms the chal-
lenge key as:

j—

UU.U - gai}vghiz"zlhi Tm U(J‘l = T17 Uo‘z = T3a Uo‘s = Tz

Uzyo = g}wwyla Ui,l =g Ui.2 =g, Ui,z = (ulih)rivyivi € {15 T ’j - 1}

where (Ty, Ty, T, T5) is the challenge IBE key queried to O who chooses a random y, € Zy
and returns (To, T, T, T5) = (Wyoo (YQ Ys)WD 8" (Y2 Ys)yoa V(y)o (YZ Ys)gm Ta°7+b°v T) to B.

3. i. > h. It generates a ESF-4-UK as

o—79, — )_71 A 12 T z
Uyo=8 % Z‘:l (M)U(YQYs) 20, U(Ll = gyO(Y2Y3)y0v Uo,z = gU(YZY:s) )
Ups =W (uoﬂrho)rn (Y,Y,)°

Ui.() = g%‘w}’,’ Ui,l = gyiv Ui,2 = gria Ui‘3 = (ul,-h)’ivy;,i € {la e 7j - 1}

where z, Z € Z,, are randomly chosen.

In the challenge IBE key, it implicitly sets ¢ to be the G,, part of T. We note that a,, by mod-
ulo p,, p3 are uniformly random and do not appear elsewhere. If T € G,, 3, then this matches
the distribution of O, and so this will be a properly distributed normal key and B is playing
Game F6j, _; ,. If T € G, then this matches the distribution of O,/ (note random G, terms
attached to the last two group elements) and then B is playing Game F6y, ;.

Hence, if a PPT attacker can distinguish between F6, _; > and F6;_; with non-negligible
advantage, O can distinguish between Oy and O,y with non-negligible advantage. It means O
can gain a non-negligible advantage against Assumption 4.

Thus, Under Assumptions 4, no PPT attacker can distinguish between Og and O, with
non-negligible advantage. Thus, no PPT attacker can distinguish between F6;, _; , and F6;, ;
with non-negligible advantage.

Lemma 15 Under Assumptions 3, no PPT attacker can distinguish between O, and 5; with

non-negligible advantage. So no PPT attacker can distinguish between F6;, and F6,, with non-
negligible advantage.

Proof We assume B interacts with one of O;,,, and (~); O receives g, £, X1 X3, T. O will
simulate either O, or 5; with B, depending on the value of T (which is either in G, or

Gp p3)- O picks values a, b, ¢, d, ay, by, ¢y, dy € Zy uniformly at random and sets u = g, h = gb ,
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v=g,w=g%u, =g, h, = g", v, = g%, w, = g%. Binitially obtains the group elements

sy d d c y
guhvow gg, (X,X,) g (X,X,)g, (X, X;)'g 50)
zdy _dyy z 2y ¥
Uy, g, Vo, Wo, (X, X5) 08’20}’ , (X, X5) g%/v (X, X;) Ogg

from its oracle simulator, and gives A the public parameters in Eq 83.

When A requests the challenge ciphertext for messages My, M, identity vector (I}, - -, I;)
and T, B makes a ciphertext-type query to the oracle for each I’ and T*. When B makes a
ciphertext-type query for some identity I*, O responds by choosing a random ¢ € Zy and
tg;(a’l*+b/) )

t 01t

returning (w'gs'v'gs"', g'gt, (" h) to 3 as same as Eq 10. When B makes a ciphertext-

type query for some time T*, O responds by choosing a random ¢, € Zy and returning

(wigorvivgs™™ g (ul" hy)® 2T )Y to B. Then B creats the ESF-1 ciphertexts successfully.
When A requests the secret key of an identity vector ID|; = (Iy, - - -, I;), B creats the ESF-

4-SK key by the HIBE-type query response from O and the secret key for ID|; in some node 0

1S

K‘,o = g}\[wyf’Ki,l = gyi7Ki,2 =g K3 = (”I'h)rxvy’ai € {1, = 1}

1
J—1

Yo=Y . A dy! /
K, =g" & (X,X58,) y]71<j,1 = (X,X;8,)",

/(aI;

oy oy T b) .
Kj.,2 = (X,X;)7¢; ij,3 = (X,X,8,) }/)(Xlx‘d) i )gz

wherey,, -,y Y Ay Mgy, 1, 1, 2,2 € Z, are randomly chosen.

When B creats the IBE private key with the index pair (h, i.) for some time 7 for the iden-
tity vector (Iy, - - -, I;_1) in the index h node, the update key with an index pair (h, i) is gener-
ated as follows:

1. i. < he It randomly chooses y;, y;, - - - /Ty STEEENSIT (N SREEEN (RN Z €Z, and gener-
ates a semi-functional update key TUKp,, 1,01
o—yg, — /! L d, / "
Uo,u =& K ZH (X1X3g2) U)/Ua Uo,l = (X1X3g2)y07 Uo,z =g
Uz = (Xlxsgz)%y”(”gho)m
U:,O = g}hiwyla Ui,l =g Ui.z =g, Ui,'s = (ulih)rivyivi € {15 T ’j - 1}

i

2. i.= h.: B chooses random values yy, - -, yj—1, A1, + + 5 Aj_p, 71, * -+ iy € Z,,. B forms the chal-
lenge key as:

.
Upo=8 ™ T, Upy =T, U, = T3, Uy, = T,
U::,o = gx"wyla U,=¢,U,=¢" Ui,3 = (ulih)rivyivi € {1, e 1}

where (T, T}, T5, T5) is the challenge IBE key queried to O who chooses a random y, € Zy
and returns (T, Ty, T, T3) = ((X1X3g2)d°}'67 (X1X3g2)y(), (XnggQ)c‘”/U T+ T). This implic-
itly sets ¢’ to be the G,, part of T.
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3. i, > h. It generates a ESF-4-UK as

a \i d /
Voo = o Zl (X Xag) %7 Uy, = (X,X,8)",
[ ‘ @ b
U = (X1X3) 'gs, U (X X gZ) 0% (X X, ) o T+ O)gg

ULO =4 ‘Wyl =g, Ui,z =g" Ui,3 = (”Iih)rivyi>i € {17 T 7j - 1}

where z, Z € Z,, are randomly chosen.

In the challenge IBE key, it implicitly sets g" to be the G,, part of T. We note that a,, by
modulo p,, p3 are uniformly random and do not appear elsewhere If T € G, 3, then this
matches the distribution of O;/, and so this will be a properly distributed normal key and B is
playing Game F6, ;. If T € G, , then this matches the distribution of 5; and then B is playing
Game F6y, 5.

Hence, if a PPT attacker can distinguish between F6;, ; and F6;, , with non-negligible
advantage, O can distinguish between O,,» and 6; with non-negligible advantage. It means O
can gain a non-negligible advantage against Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between O,,,» and 5; with
non-negligible advantage. Thus, no PPT attacker can distinguish between F6;,_; and F6;, , with
non-negligible advantage.

Lemma 16 Under Assumptions 3, no PPT attacker can distinguish between O, and O! with
non-negligible advantage. So no PPT attacker can distinguish between S, | and S, with non-neg-
ligible advantage.

Proof We assume B3 interacts with one of 5Z , 5,’;. O receives g, g, X; X5, T. O will simulate
either (~)’k’ or (N),t with B, depending on the value of T (which is either in G, or G, ,3). B initially
obtains the group elements in Eq 82

g uh,v, Wafg;v (X1X )dggj ) (X1X3)g%2a (X1X )Eggyj

zd, ! d, z ; ¢ C}/O
Uy, hy, Vo, Wo, (X, X;) Og;z ' (X, X;) gﬁ-, (X, X,) g,

from its oracle simulator.

When A requests the secret key of an identity vector ID|; = (Iy, - - -, I;), BB creats the ESF-
4-SK key by the HIBE-type query response from O and the secret key for ID|; in some node 6
is

Ky =g"w', K,y =g", K, = g", Ky = (uh)"v, i€ {1, ,j— 1}

I /
K,=g" (X ngz) K= = (X,X38,)7,

’

v oy, ri(ali+b) .
I<J.,2 = (X1X3)Jg2 ’Kl5 = (X,X,8,) g (X, X,)" " &

where y,, - - ,yjfl,y]/., Py VTS FRERNY (I ],z Z' € Z, are randomly chosen.
When A requests the update key of an identity vector ID|; = (I}, - - -, I;) and the ime T, B
creats the UK key by the IBE-type query response from O and the secret key for ID|; in some

node 6 is generated as follows: O randomly chooses y;, ¥, -+, ¥ 1> A, = 5 Ajo1, To, 11, 55 11,
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z,Z €Z, and generates a semi-functional update key TUK|p|, 101

g — Jj—1 7»,' d / .
U&,o =g Z’:l (X1X3g2) O%a Uy, = (Xnggz)yU, Uy, =87,
Ups = <X1X3g2)q]y6(”§ho)m

Uy = gkiwy” U,=¢,U,=¢"U;= (“I’h)nvy"»i e{l,---,j—1}

When A requests the challenge ciphertext for messages My, M, identity vector (I}, - - -, I;)
and T*, B makes a ciphertext-type query to the oracle for each I and T*. In response to each
query for I’ or T*, O gets random fy, £y, . . ., t; € Zp, chooses f§ € {0, 1} and creats the ciphertext
as

(C = Mﬁe(gjggvg)mv G = fg;v {Ci,la Ci,27 Ci,3}§:0)

where the ciphertext-element-group (C;;, C;,, C;3) is defined as follows:

1. i < k:If i =0, O responds with the ciphertext-element-group
(ngsz Vg’gé“’“, (”g* ho)togQ(a/wa')tu , gtog;l))’ else the element group is

(wegivigsh (uli h)" g;u (et ggy). This is identically distributed to a response from O,.

2. i=k: O choses z € Z, randomly and responds with the ciphertext-element-group (T3,

Ts, To) = (w'gy' T¢ - g5, T‘f<“’?*h)g;(a/1?+h/), Tg:) if k > 0. Else if k = 0, O responds with
(Wigs T - g3*, Th(@ ™ +0) 2T T2y ‘We note that the G, parts here are properly dis-

tributed, since g, = ¢ modulo p, and 0, = ¢o modulo p;.

3. i > k: The ciphertext-element-group is (w'gy' v', (u% h)", g%). This is identically distributed
to a response from O;.

When T € G, the values of a, b modulo p5 only appear in the response to the challenge key-
type query, which means that the G, terms on the last two group elements there are uniformly
random. Also, the response to the k™ ciphertext-type query is distributed exactly like a
response from O,. In this case, O has properly simulated the responses of O; and this will be a
properly distributed EST-25-CT and so B is playing Game S1-

When T € G, ,3, we must argue that the values al + b and al;; + b appear uniformly random
modulo pj3: this follows by pairwise independence of al + b as a function of I modulo ps, since
we have restricted the Type-1 adversary to choose I and I; so that I # I} modulo p; and a, b
modulo p; only appear in these two values. Hence, O has produced a properly distributed
EST-4"-CT and O has properly simulated the response of O in this case. So B is playing Game
S, ;- We have thus shown that O can use the output of B to achieve non-negligible advantage
against Assumption 3.

Hence, if a PPT attacker can distinguish any pair between S, ; and S} , with non-negligible
advantage, O can distinguish the corresponding pair between 5Z and 6; with non-negligible
advantage. It means O can use the output of B to achieve a non-negligible advantage against
Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between 5Z and 6; with
non-negligible advantage. Thus, no PPT attacker can distinguish between S, ; and § ; with
non-negligible advantage.
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Lemma 17 Under Assumptions 4, no PPT attacker can distinguish between O/ and O, with
non-negligible advantage. So no PPT attacker can distinguish between S, , and S, , with non-neg-
ligible advantage.

Proof We assume B interacts with one of 5;{, 5Z . Oreceives g, g3, X1 X5, Y, Y3, T. O will

simulate either 5;{ or 5’k’ with B, depending on the value of T (which is either in G or G, ,3). O
picks values a, b, ¢, d, ag, by, co, dy € Zy uniformly at random and sets u = g%, h = gh ,v=g,
w=g% u, = g%, h, = g", v, = g, w, = g%. Binitially obtains the group elements in Eq 85

&u, v, w, X, X, Wy(Yzyz)wvgy(Ysz% Vy<Y2Y3)E7
Uy, Vo, Wo, “%U(YzYs)zwagyo(YzYs)zv v (Y, Y,)™

from its oracle simulator where z, yo, y, ¥ € Z, are randomly chosen.

When A makes a secret key query for the identity ID|; = (I, - - -, I;), then 3 makes its chal-
lenge HIBE-key-type query for I;, O chooses 1, y/, z, Z € Z, randomly and returns the group
elements

(Wy/(YQYg)y " »gy, (Y, Yg)y,g’(% Y:s)za Vy/(ulh)r(yzy.‘s)z )

to BB. And then [ creats the ESF-4 secret key by using the group elements.
Upon receiving a challenge IBE-key-type query for T € Z,, O chooses ro, ¥y € Z, randomly
and returns the group elements

(W (Y, Ys)ywz 80 (Y, Ys)yo .80 w' (Y, Ys)y[m (ugho)m )

to B. And then B creats the semi-functional update key by using the group elements.

When A requests the challenge ciphertext for messages M, M), identity vector (I}, - -, I;)
and T*, B makes a ciphertext-type query to the oracle for each I’ and T*. In response to each
query for I or T%, O gets random £, ], -, t;, t;,, - -+, 1} € Z,, chooses B € {0, 1} and creats
the ciphertext as

(C= M/;e(X1X2vg)a7 G =X X,, {Cim Cias CLS}L())

where the ciphertext-element-group (C;;, C;», C;3) is defined as follows:

1. i < k:If i = 0, the ciphertext-element-group is
d, ot ! (ag T*+b !
((6,2)% (X, X,)%, (X, X,) 0 (X,X,)0)
else the ciphertext-element-group is

d ct! /(al* +b !
((X,2,) (X, X,)", (X,X,)" 7 (X,X,)")

This sets X¢ = go' and X;* = g3, which is uniformly random because the value of d and d,

modulo p, will not appear elsewhere. It implicitly sets g = Xi’{. This is identically distrib-
uted to a response from O,, with &', ¥’ equal to a, b modulo p,, and 0; = c modulo p,, 0, = ¢y
modulo p,. We note that this is in the only context in which the values of a, b modulo p,
appear, so this is equivalent to choosing «’, ¥’ independently at random.

2. i=k: If k = 0, the ciphertext-element-group is (T}, Ts, T») = (X, X, )™ T, T +) T); If
k > 0, the ciphertext-element-group is (T, Ts, T) = (X, X, )" T¢, T@+9 | T);
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3. i > k: The ciphertext-element-group is (X, X, )" v, (u" h)", g").

If T € G, 43, then the response for ciphertext-type query i is identically distributed to a
response from 5’k

In this case, O has produced a properly distributed EST-3"-CT and B is playing Game Sio-

If T € G, then this response additionally has terms in G, which are appropriately distrib-
uted with ¢ = 0y, a=d’, b = b’ modulo p, or ¢y = 05.a9 = @', by = b’ modulo p,. Thus, the
response is identically distributed to a response from 5’k’ . In this case, O has produced a prop-
erly distributed EST-4"-CT and B is playing Game Sk

Hence, if a PPT attacker can distinguish any pair between S, , and §; ; with non-negligible

advantage, O can distinguish the corresponding pair between (N); and (N)Z with non-negligible
advantage. It means O can use the output of 3 to achieve a non-negligible advantage against
Assumption 4.

Thus, Under Assumptions 4, no PPT attacker can distinguish between O/, and O/ with
non-negligible advantage. Thus, no PPT attacker can distinguish between §; , and S, ; with
non-negligible advantage.

Lemma 18 Under Assumptions 3, no PPT attacker can distinguish between O/, and O;_, with
non-negligible advantage. So no PPT attacker can distinguish between S, , and S,_, , with non-
negligible advantage.

Proof We assume B interacts with one of (N),*H, 5;{ Oreceives g, 85, X1 X5, Y, Y3, T. O

will simulate either O;_, or O} with B3, depending on the value of T (which is either in G, or
G p3). B initially obtains the group elements in Eq 82

y d _y > c oy
gv u, h7 v, Wﬂfgév (XIXS) 22dﬂ (Xlxd)g%/27 (X1X3) ngz

Z ! d, z z¢y oYy
Uy, hy, Vo, Wo, (X, X) dug;z ' (X X;) ggz’ (X, X,) g,

from its oracle simulator. It chooses & € Z, randomly, and gives A the public parameters in Eq
83. B can responds by using the normal update key generation and the normal decryption key
derivation algorithm, since it knows o.

When A requests the secret key of an identity vector ID|; = (Iy, - - -, I;), BB creats the ESF-
4-SK key by the HIBE-type query response from O and the secret key for ID|; in some node 6
is

K= gXIWyf’Ki,l =¢g.K,=¢"K;= (”I'hyivy’ai e{l,---,j—1}

i

Jj—1

o— Y . A dy! _ /
K, =g" &~ (X,X58,) y]71<j,1 = (X, X,8)7,

’

v o, ri(ali+b) ,
KJ’,Z = (X1X3)1g2 ’I<15 = (X,X,8,) g (X, X,)" " &

where y,, - - ,yjfl,y]/., Py VTS FRERNY (I r]f, z,Z € Z, are randomly chosen.
When A requests the update key of an identity vector ID|; = (I}, - - -, I;) and the ime T, B
creats the UK key by the IBE-type query response from O and the secret key for ID|; in some

node 6 is generated as follows: O randomly chooses y;, ¥, -+, ¥ 1> A, = 5 Ajo1, To, 11, 55 11,
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z,Z €Z, and generates a semi-functional update key TUK|p|, 101
j—1
PR Y d / .
U(Lo =g ™ Z’:l (X1X3g2) 0/07 Uy, = (X1X3g2)y0, Upo =87,

Uz = (X1X3g2)coyo(”gho)m

Uy= g?wwyz’ U,=¢", U:2 =g"U,= (”I[h)rivy[»i € {1a RN 1}

i

When A requests the challenge ciphertext for messages M, M, identity vector (I}, - - -, I)
and T*, B makes a ciphertext-type query to the oracle for each I’ and T*. In response to each
query for I} or T*, O gets random tg, ty, . . ., t; € Z,, chooses 8 € {0, 1} and creats the ciphertext
as

(C= Mﬁe(gsg;>g>aa C, =£8,1Ci1s G Ci.fi}i:())

where the ciphertext-element-group (C; 1, C;», C;3) is defined as follows:

1. i < k:Ifi=0, O and responds with the ciphertext-element-group

(wiga v g™ (ul hy)" gé”wb,)t“ ,8"g7), else the element group is
o1, t. Ct; il ; i .t
(wey'vigy', (uhh)'g ", 8"
2. i = k: The ciphertext-element-group is (T}, Ts, Tp) = (w'gy' T¢, T4 D) T);

Iy
a'II+b)t

3. i > k: The ciphertext-element-group is (w'gy' v!i, (uf h)", g').

We must now argue that the challenge key-type query and the k™ ciphertext-type query
responses are properly distributed. If T € G, , then the response to the k ciphertext type query
is identically distributed to a response from Oy, and the values a, b modulo p; only appear in
the response to the challenge key-type query, hence the G, parts on the last two group ele-
ments here appear random in G,, . This will be a properly distributed EST-2*"'-CT which
means that the responses of O properly simulate the responses of 5;71 and B is playing
Game 'S, ;.

If T € G,, p3, then we must argue that al + b and al; + b both appear to be uniformly ran-
dom modulo p;: this follows from pairwise independence of the function al + b modulo ps,
since we have restricted the Type-1 adversary to choose I and I; so that I # I; modulo p;. This
means that the G, components on the last two group elements of the challenge key-type query
response and on the k ciphertext-type query response are uniformly random in the attacker’s
view. In this case, O has produced a properly distributed EST-3*-CT which means that O has

properly simulated the responses of 5;{ and B is playing Game S, ,.

Hence, if a PPT attacker can distinguish any pair between S, , ; and S , with non-negligible

advantage, O can distinguish the corresponding pair between 5;7 , and CN); with non-negligible
advantage. It means O can use the output of 3 to achieve a non-negligible advantage against
Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between O;_, and O}, with
non-negligible advantage. Thus, no PPT attacker can distinguish between S;_, , and §; , with
non-negligible advantage.

Lemma 19 Under Assumptions 4, no PPT attacker can distinguish between 53 and Oy, with
non-negligible advantage. So no PPT attacker can distinguish between I, _, , and Iy, , with non-
negligible advantage.
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Proof We assume B interacts with one of (N)j;, O; 5. Oreceives g, g3, X1 X5, Y, V3, T. O will

simulate either 5(’; or Oy, with B, depending on the value of T (which is either in G or G, 3).
O picks values a, b, ¢, d, ag, bg, co, do € Zy uniformly at random and sets u = g%, h = g", v=g¢-,
w=g% u, = g%, h, = g", v, = g, w, = g%. Binitially obtains the group elements in Eq 89

g u,hv,w, X X,, Wy(YQYS)legy(Yzys)yy Vy(YQYS.)yUI

J /l// 7 / J IU
Uy, By, vy, wo, wo (Y, Y3)72, &7 (Y, Y,) vy (Y, Y,)

from its oracle simulator who additionally chooses vy, y», 03, 0, ¥, ¥ € Zy randomly. These
are properly distributed with ¢* implicitly set to be X;.

When A requests the challenge ciphertext for messages M, M), identity vector (I}, - -, I;)
and T, B makes a ciphertext-type query to the oracle for each I and T*. When 3 makes a
ciphertext-type query for some identity I, O responds by choosing a random ¢, € Z,; and
returning (X, X,)"v", (4" h)", g") to B. When 18 makes a ciphertext-type query for some time
T*, O responds by choosing a random t, € Zy and returning ((X,X,)“v?, (1" h)", ) to B.
(Note that this implicitly sets g' = X¢ and g;* = X;", which is uniformly random because the
value of d and dy modulo p, does not occur elsewhere.) Then I3 creats the semi-functional
ciphertexts successfully.

Upon receiving a challenge IBE-key-type query for T € Z,, O chooses ry, yy € Z,, randomly
and returns the group elements

(W[yJO (Y, Y:s)yo[//2 ,8° (Y, Y3)y0 8", vy (Y, Y3)y002 (“gho)ro )

to BB. And then B creats the semi-functional update key by using the group elements.
When B creats the HIBE private key with the index pair (h, i) for the identity vector
(I, - - -, I-1) in the index h node, the secret key with an index pair (h, i) is generated as follows:

1. i. < he: It randomly chooses yi, - -+, ¥j Ay - - s Aoy, 115 - - -5 1, 2, Z €Z,, and generates a semi-
functional secret key TUK,pj, 1,05

K,y = g)‘iWyUKi‘l =g¢,K,=¢"K;3= (”I'h)rivyiai e{l,---,j—1}
LNV, ) )
K, = g Z":'klwyj(YQY;;)y]%ij,l = gyj(Y2Y3)y]ijg =g,

KJ% =V (Yzyzs)yj(rl (”Ijh)rj

2. i.= h.: B chooses random values yy, - -, yj—1, Ay, -+ Aj_p, 71, * -+ Tj-y € Z,,. B forms the chal-
lenge key as:

Ki,O = gxiwyiaKi,l = gyi7Ki,2 =g K3 = (”I'h)rxvy’ai € {17 R 1}

-1
vy — X
Kj,o =g 2o TmK}yl = T1>Kj,2 = TgaKj,s =T,

where (To, T}, T, T5) is the challenge HIBE key queried to O who chooses a random y; € Zy
and returns (To, Ty, T, Ts) = (W (Y, Y5)"Y, @ (Y, Y, )7, v (Y, Y,) W T T) to B.
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3. i, > h. It generates a ESF-4-SK as
K, = g)‘iwyiaKi‘l =¢,K,=¢"K; = (uih) v ie {1, Jj—1}
o ,ijl;\ W1y ¥; z
K, = gl L (Wi(Y,Y;) 1)’I<j,1 = %(Y2Y3)]71<j,2 =gi(Y,Y,),

K., = vi(ubh)'(Y,Y,)

J

where z, Z € Z,, are randomly chosen.

In the challenge HIBE key, it implicitly sets g to be the G, part of T. We note that a, b
modulo p,, p3 are uniformly random and do not appear elsewhere. If T € G,, ,3, then this
matches the distribution of 63, and so this will be a properly distributed ESF-4-SK key and B
is playing Game Ij, -, ». If T € G, then this matches the distribution of O;/, (note random G,,,
terms attached to the last two group elements) and then B is playing Game I, ;.

Hence, if a PPT attacker can distinguish between I, _; , and I, ; with non-negligible advan-
tage, O can distinguish between O;, and O/, with non-negligible advantage. It means O can
gain a non-negligible advantage against Assumption 4.

Thus, Under Assumptions 4, no PPT attacker can distinguish between 5; and O, with
non-negligible advantage. Thus, no PPT attacker can distinguish between Ij, _; , and I, ; with
non-negligible advantage.

Lemma 20 Under Assumptions 3, no PPT attacker can distinguish between O, and O4 with
non-negligible advantage. So no PPT attacker can distinguish between I, and I}, , with non-neg-
ligible advantage.

Proof We assume B3 interacts with one of Oy, and Oy4. O receives g, g5, X; X3, T. O will sim-
ulate either O;/, or O4 with B, depending on the value of T (which is either in G, or G, p3).

O picks values a, b, ¢, d, ag, bo, ¢y, dy € Zyy uniformly at random and sets u = ¢°, h = gb, v=g,
w=gu, =g, hy = g", v, = g%, w, = g. Binitially obtains the group elements in Eq 90

guhv,w, gsg%’ (X1X3)dggyv (XIXS)gg? (X1X3)cggl’

zdy _dyy z y 2z ¥
Uy, By, v o, (X, X)) ™", (X, X5) & » (X, X,) ™ g5

from its oracle simulator, and gives A the public parameters in Eq 83.

When A requests the challenge ciphertext for messages M, M, identity vector (I}, - - -, I;)
and T, B makes a ciphertext-type query to the oracle for each I’ and T*. When B makes a
ciphertext-type query for some identity I*, O responds by choosing a random ¢ € Zy and
returning (w'gs'v', g', (" h)') to B. When B makes a ciphertext-type query for some time T*,
O responds by choosing a random t, € Zy and returning (w;g5*v{’, g, (u" h,)") to B. Then B
creats the semi-functional ciphertexts successfully.

Upon receiving a challenge IBE-key-type query for T € Z,,, O chooses r,, ¥, € Z, randomly
and returns the group elements

(X1X:3g2)dm/“ s (XXs8, )y(J 8", (X1X3g2)coy6 (ughy)”
to BB. And then B creats the semi-functional update key by using the group elements.

When B creats the HIBE private key with the index pair (, i) for the identity vector
(Iy, - - -, I-1) in the index h node, the secret key with an index pair (h, i) is generated as follows:
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1. i. < h. It randomly chooses y]/.,y17 Y M A T, 5 T, 2,2 €2, and generates a
semi-functional secret key PSK; 1D],0h

K g Wi, K, = g" Ki,2 =g K3 = (ullh)rfvyiai € {17 R 1}
=g Z‘ (X ng2) Ky = (X,X,8,)7, K, 2 =87,

K, = (X, ngz) 1(ulih)"

2. i.= h.: B chooses random values yy, - - -, yj—1, Ays - - s Aj_1, 71, - - =5 Tj—1 € Z,,. B forms the chal-
lenge key as:

K, =gwi K, =g, K, =¢"K;= (uh)viie {1, j—1}

7g”‘1 Z = ‘T07K11:T17 2 = =T, K =T,

where (T, T}, T5, T) is the challenge HIBE key queried to O who chooses a random y’ €z,

and returns (To, Ty, To, T3) = (X, X,) ", (X, X,8,)", (X,X,g,)¥/ T4** T). This implicitly
sets g to be the G,, part of T.

3. i. > h. It generates a ESF-4-SK as
Ko g Wi, K, =¢"K,=¢"K;= (ullh)rivyiai € {17 RN A 1}

Y “ 4 i
— g O~ Zz 1 (X X:ng) }/7 ]1 - (X1X3g2)}§7

/

Kj,2 = (Xlxs)rjg;/ij,s (X X3g2) (X X, )r @ +b)g§

wherez,Z € Z,are randomly chosen.

In the challenge HIBE key, it implicitly sets g to be the G,, part of T. We note that a, b
modulo p,, p3 are uniformly random and do not appear elsewhere. If T € G, 3, then this
matches the distribution of Oy, and so this will be a properly distributed normal key and B is
playing Game I, ;. If T € G, , then this matches the distribution of O, and then B is playing
Game [y, ».

Hence, if a PPT attacker can distinguish between I, ; and I, , with non-negligible advan-
tage, O can distinguish between O, and O, with non-negligible advantage. It means O can
gain a non-negligible advantage against Assumption 3.

Thus, Under Assumptions 3, no PPT attacker can distinguish between O,,, and O, with
non-negligible advantage. Thus, no PPT attacker can distinguish between I, ; and I}, , with
non-negligible advantage.

Acknowledgments

This research is supported by the project of the National Basic Research and Development Pro-
gram of China (973 Program) No. 2012CB315906 and the National Key Research and Devel-
opment Program 2017YFB0802301.

Author Contributions
Conceptualization: Qianqian Xing, Baosheng Wang.

PLOS ONE | https://doi.org/10.1371/journal.pone.0195204  April 12,2018 74/76


https://doi.org/10.1371/journal.pone.0195204

@° PLOS | ONE

Unbounded and revocable hierarchical identity-based encryption with adaptive security

Formal analysis: Qiangian Xing, Xiaofeng Wang, Jing Tao.

Funding acquisition: Baosheng Wang, Xiaofeng Wang.

Investigation: Qiangian Xing, Xiaofeng Wang, Jing Tao.
Methodology: Qiangian Xing, Xiaofeng Wang.

Project administration: Baosheng Wang, Xiaofeng Wang.

Resources: Qiangian Xing, Baosheng Wang.

Supervision: Baosheng Wang.

Validation: Qianqgian Xing.

Writing - original draft: Qiangian Xing.

Writing - review & editing: Qianqian Xing, Xiaofeng Wang, Jing Tao.

References

1. SeoJH, EmuraK. Efficient Delegation of Key Generation and Revocation Functionalities in Identity-
Based Encryption. In: CT-RSA. vol. 7779. Springer; 2013. p. 343-358.

2. Horwitz J, Lynn B. Toward hierarchical identity-based encryption. In: Advances in Cryptology-EURO-
CRYPT 2002. Springer; 2002. p. 466—481.

3. SeoJH, Emura K. Revocable hierarchical identity-based encryption: history-free update, security
against insiders, and short ciphertexts. In: Cryptographers Track at the RSA Conference. Springer;
2015.p. 106-123.

4. TsaiTT, Tseng YM, Wu TY. RHIBE: constructing revocable hierarchical ID-based encryption from
HIBE. Informatica. 2014; 25(2):299-326. https://doi.org/10.15388/Informatica.2014.16

5. Lee K. Revocable Hierarchical Identity-Based Encryption with Adaptive Security. IACR Cryptology
ePrint Archive. 2016; 2016:749.

6. SeoJH, Emura K. Adaptive-ID secure revocable hierarchical identity-based encryption. In: International
Workshop on Security. Springer; 2015. p. 21-38.

7. RyuG, LeeK, Park S, Lee DH. Unbounded hierarchical identity-based encryption with efficient revoca-
tion. In: International Workshop on Information Security Applications. Springer; 2015. p. 122—-133.

8. Rouselakis Y, Waters B. Practical constructions and new proof methods for large universe attribute-
based encryption. In: Proceedings of the 2013 ACM SIGSAC conference on Computer & communica-
tions security. ACM; 2013. p. 463—474.

9. XingQ, Wang B, Wang X, Chen P, Yu B, Tang Y, et al. Unbounded Revocable Hierarchical |dentity-
Based Encryption with Adaptive-ID Security. In: High Performance Computing and Communications;
IEEE 14th International Conference on Smart City; IEEE 2nd International Conference on Data Science
and Systems (HPCC/SmartCity/DSS), 2016 IEEE 18th International Conference on. IEEE; 2016.

p. 430-437.

10. Waters B, et al. Dual System Encryption: Realizing Fully Secure IBE and HIBE under Simple Assump-
tions. In: Crypto. vol. 5677. Springer; 2009. p. 619-636.

11. Lewko AB, Waters B. New Techniques for Dual System Encryption and Fully Secure HIBE with Short
Ciphertexts. In: TCC. vol. 5978. Springer; 2010. p. 455-479.

12. Lewko AB, Waters B. Unbounded HIBE and Attribute-Based Encryption. In: Eurocrypt. vol. 6632.
Springer; 2011. p. 547-567.

13. LeeK, Park S. Revocable Hierarchical Identity-Based Encryption with Shorter Private Keys and Update
Keys. IACR Cryptology ePrint Archive. 2016; 2016:460.

14. Seo JH, Emura K. Revocable identity-based cryptosystem revisited: Security models and constructions.
IEEE Transactions on Information Forensics and Security. 2014; 9(7):1193-1205. https://doi.org/10.
1109/TIFS.2014.2327758

15. Naor D, Naor M, Lotspiech J. Revocation and tracing schemes for stateless receivers. In: Advances in
Cryptology-CRYPTO 2001. Springer; 2001. p. 41-62.

16. Boldyreva A, Goyal V, Kumar V. Identity-based encryption with efficient revocation. In: Proceedings of
the 15th ACM conference on Computer and communications security. ACM; 2008. p. 417—426.

PLOS ONE | https://doi.org/10.1371/journal.pone.0195204  April 12,2018 75/76


https://doi.org/10.15388/Informatica.2014.16
https://doi.org/10.1109/TIFS.2014.2327758
https://doi.org/10.1109/TIFS.2014.2327758
https://doi.org/10.1371/journal.pone.0195204

@° PLOS | ONE

Unbounded and revocable hierarchical identity-based encryption with adaptive security

17.

18.

19.

20.

21.

22,

Boldyreva A, Goyal V, Kumar V. Adaptive-ID Secure Revocable Identity-Based Encryption. In: Pro-
ceedings of the 15th ACM conference on Computer and communications security. ACM; 2008. p. 417—
426.

Boldyreva A, Goyal V, Kumar V. Constructions o f CCA-Secure Revo cable Identity-Based Encryption.
In: Proceedings of the 15th ACM conference on Computer and communications security. ACM; 2008.
p. 417-426.

Boldyreva A, Goyal V, Kumar V. An Efficient and Provable Secure Revocable Identity-Based Encryption
Scheme. In: Proceedings of the 15th ACM conference on Computer and communications security.
ACM; 2008. p. 417-426.

Lee K, Lee DH, Park JH. Efficient revocable identity-based encryption via subset difference methods.
Designs, Codes and Cryptography. 2017; 85(1):39-76. https://doi.org/10.1007/s10623-016-0287-3

Watanabe Y, Emura K, Seo JH. New revocable IBE in prime-order groups: Adaptively secure, decryp-
tion key exposure resistant, and with short public parameters. In: Cryptographers Track at the RSA
Conference. Springer; 2017. p. 432—449.

Lee K, Choi SG, Lee DH, Park JH, Yung M. Self-updatable encryption: Time constrained access control
with hidden attributes and better efficiency. In: International Conference on the Theory and Application
of Cryptology and Information Security. Springer; 2013. p. 235-254.

PLOS ONE | https://doi.org/10.1371/journal.pone.0195204  April 12,2018 76/76


https://doi.org/10.1007/s10623-016-0287-3
https://doi.org/10.1371/journal.pone.0195204

