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Abstract: Typical physiological characteristics of tumors, such as weak acidity, low oxygen content, and upregulation of certain 
enzymes in the tumor microenvironment (TME), provide survival advantages when exposed to targeted attacks by drugs and 
responsive nanomedicines. Consequently, cancer treatment has significantly progressed in recent years. However, the evolution and 
adaptation of tumor characteristics still pose many challenges for current treatment methods. Therefore, efficient and precise cancer 
treatments require an understanding of the heterogeneity degree of various factors in cancer cells during tumor evolution to exploit the 
typical TME characteristics and manage the mutation process. The highly heterogeneous tumor and infiltrating stromal cells, immune 
cells, and extracellular components collectively form a unique TME, which plays a crucial role in tumor malignancy, including 
proliferation, invasion, metastasis, and immune escape. Therefore, the development of new treatment methods that can adapt to the 
evolutionary characteristics of tumors has become an intense focus in current cancer treatment research. This paper explores the latest 
understanding of cancer evolution, focusing on how tumors use new antigens to shape their “new faces”; how immune system cells, 
such as cytotoxic T cells, regulatory T cells, macrophages, and natural killer cells, help tumors become “invisible”, that is, immune 
escape; whether the diverse cancer-associated fibroblasts provide support and coordination for tumors; and whether it is possible to 
attack tumors in reverse. This paper discusses the limitations of targeted therapy driven by tumor evolution factors and explores future 
strategies and the potential of intelligent nanomedicines, including the systematic coordination of tumor evolution factors and adaptive 
methods, to meet this therapeutic challenge. 
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Introduction
Cancer development is driven by an environment that fosters cellular evolution and genetic instability.1 Key factors 
contributing to this instability include acidosis, hypoxia, and the presence of reactive oxygen species, which are highly 
selective forces that induce genetic mutations.2 Therefore, malignant cancers have emerged as dynamic evolutionary 
entities composed of cells adapted to survive in various microhabitats. This adaptation helps prevent the onset of drug 
resistance. Cytotoxic cancer therapies, such as radiotherapy, exert significant evolutionary pressure on surviving cells, 
accelerating their rate of mutation and evolution. Nanomedicines designed to target specific components of the tumor 
microenvironment (TME) have shown promise owing to their enhanced selectivity, permeability, and drug-release 
capabilities. These properties enable effective targeting of the TME, thereby improving therapeutic outcomes.3 TME- 
responsive nanomedicines can be broadly categorized into two groups, namely 1) those targeting tumor-cell specific 
markers such as surface receptors and kinases (such as HER2, EGFR, and VEGFR), which are crucial for tumor cell 
differentiation, proliferation, and invasion;4 and 2) those targeting the unique physiological and pathological character-
istics of tumor tissues, including acidic pH, high osmotic pressure, and elevated redox state.5,6
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The application of responsive nanodrugs in tumor therapy has significantly expanded in recent years. For example, 
pH-responsive nanodrugs leverage the acidic extracellular environment of tumors to precisely release drugs into the 
TME, thereby inhibiting tumor cell proliferation.7,8 Similarly, thermally responsive nanodrugs utilize the elevated 
temperatures of invasive tumor tissues for localized drug release,9 while enzyme-responsive nanodrugs exploit specific 
TME enzymes for targeted drug delivery.6,10

However, the effectiveness of microenvironment-responsive nanodrugs in tumor therapy is limited by the tumor cell 
evolution, which can lead to mutations that alter receptor expression, thereby diminishing the therapeutic effect of these 
nanodrugs and contributing to TME heterogeneity.11 The complexity of the TME varies not only across different types of 
tumors but also within the same tumor, affecting the efficacy of certain nanodrugs.12 Moreover, the presence of multiple drug- 
resistant proteins expressed by cells within the TME can further reduce the effectiveness of responsive nanodrugs.12–15

Distinguishing the TME Components
Distinguishing between components of the TME related to tumor cells and those related to immune cells is crucial to 
overcome these challenges. The TME is a complex network that includes not only tumor cells, but also a variety of immune 
cells, such as cancer-associated fibroblasts (CAFs) and natural killer (NK) cells, which play significant roles in tumor 
progression and immune escape. By understanding the distinct roles and interactions of these components within the TME, 
more effective nanomedicine strategies that target both tumor and immune cell dynamics can be developed (Figure 1).

Figure 1 The war between tumor evolution and intelligent Nanomedicines. This article summarizes the trajectory of tumor evolution from four aspects: mutation generates 
new antigens, giving the tumor a “new look”; immune regulation disorder, promoting an anti-inflammatory environment, and “hiding” the tumor; CAFs provide support and 
coordination for the tumor, can the future awaken anti-tumor immunity and attack the tumor? The irregular changes in tumor blood vessels meet the nutritional needs of 
tumor evolution. Based on this, targeted intelligent nano drugs are developed to lead tumor “degeneration”.
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Recent advancements in the understanding of tumor evolution and role of the immune system within the TME have 
paved the way for the development of smart nanomedicines. These innovative therapies are designed to exploit the 
unique characteristics of the tumor and its microenvironment, offering a more targeted and effective approach to cancer 
treatment. Among these, nanomedicines that specifically target immune components of the TME have shown excellent 
potential.16 These therapies focus on the modulation of immune cells, such as T cells, NK cells, and macrophages, to 
enhance the natural immune response of the body to tumors.16

Targeting the Immune Landscape
Tumor-associated macrophages (TAMs) and the broader immune landscape within the TME play critical roles in cancer 
progression and response to therapy. TAMs, which can exhibit a spectrum of activation states, from pro-inflammatory 
(M1) to immunosuppressive (M2), often contribute to tumor progression and immune escape. The M2 phenotype is 
frequently associated with tumor promotion, supporting tumor growth through mechanisms such as angiogenesis 
promotion, anti-tumor immunity suppression, and facilitation of tumor cell migration and invasion. Given their sig-
nificant role, targeting TAMs using smart nanodrugs to modulate their activity is a promising strategy for enhancing the 
efficacy of cancer immunotherapy. By shifting the balance towards a more pro-inflammatory phenotype or by inhibiting 
the immunosuppressive functions of TAMs, smart nanomedicines can potentially disrupt tumor-promoting interactions 
within the TME.17–20

Concurrently, the immune landscape within the TME, encompassing a variety of immune cells, can either suppress 
tumor growth or be co-opted by the tumor to promote its survival and spread. This complex interplay highlights the 
necessity of developing smart nanomedicines designed to disrupt tumor-promoting interactions and stimulate effective 
anti-tumor immune responses. For example, nanomedicines that target CAFs aim to disrupt the supportive environment 
they provide to tumors, thereby inhibiting tumor growth and metastasis.21 Similarly, nanomedicines that modulate the 
activity of T cells, NK cells, and macrophages have been designed to enhance their tumor-killing capabilities.16

Advanced Nanomaterials
Advanced nanomaterials play crucial roles in next-generation cancer therapies. These materials are engineered to respond 
to specific signals within the TME such as pH, temperature, and enzyme activity changes. This responsiveness enables 
the precise delivery of therapeutic agents to the tumor site, minimizes side effects, and improves treatment efficacy. 
Furthermore, these advanced nanomaterials can be designed to simultaneously target multiple components of the TME, 
offering a multifaceted approach for cancer therapy.12–15

Future Directions
The future of cancer treatment lies in the development of therapies that can adapt to the evolving nature of tumors 
(Figure 2). By leveraging the latest advancements in nanotechnology and our growing understanding of the TME, 
researchers are working towards creating smart nanomedicines that can outpace tumor evolution.22 These therapies not 
only target the tumor cells themselves but also modulate the surrounding immune environment to prevent immune escape 
and promote sustained anti-tumor responses. In conclusion, distinguishing between the different components of the TME 
and targeting them with smart nanomedicines is a promising strategy for the development of more effective cancer 
treatments.16,21 By focusing on the unique interactions within the TME, including those involving immune cells, 
researchers can develop therapies that are both adaptive and capable of overcoming the challenges posed by tumor 
heterogeneity and evolution.22–24

Neoantigen “Traps” for Tumors
Tumor neoantigens (TNAs) refer to a class of mutant proteins that appear in cancer cells, but differ from normal 
cells.25,26 TNAs play two roles in tumor progression. On one hand, TNAs give tumor cells a certain competitive 
advantage that may promote tumor development and progression.27 However, TNAs are usually immunogenic; therefore, 
they can trigger the immune system to attack tumors, making them important targets for tumor immunotherapy.28 
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Immunotherapy using TNAs can identify, capture, and destroy cancer cells, thus improving their therapeutic efficacy.29,30 

Several types of nanovaccines and nanomedicines that target TNAs have been explored.

TNAs and Emerging Tumor Immunotherapy
Neoantigens are created by changes in the DNA of individual cancer cells and are important targets for cancer immunotherapy 
because they can activate certain immune cells, such as CD8+ T cells, to attack tumors.31–36 Neoantigens are typically 
identified using whole-exome sequencing and computer modeling, and various algorithm combinations are used to predict 
their immunogenicity.28,37 Various approaches, including the use of tumor cell fragments, nucleic acids, and synthetic peptide 
vaccines, have been used to create vaccines targeting neoantigens.38 Additionally, nanoplatform vaccines based on tumor- 
specific TMEs can provide personalized treatment while overcoming delivery barriers in vivo, realizing targeted delivery, 
enhancing drug efficacy, and reducing adverse drug reactions (Figure 3).

Principle of New Antigen Vaccines
Individual-specific non-self proteins produced by non-synonymous mutations in tumor cells have strong immunogenicity and 
lack expression in healthy tissues, making them promising targets for immunotherapy against tumors.40 Forty years ago, it was 
hypothesized that tumor-specific antigens exist on tumor cells and can be recognized and bound by HLA molecules, activating 
specific T cells, and inducing anti-tumor immunity.41 However, traditional cloning methods are expensive and incapable of 
accurately identifying TNAs, making them unsuitable for use as tumor vaccines. Sequencing technologies for whole genomes 
and exomes are developing rapidly, enabling thousands of tumor-related genes to be efficiently and inexpensively identified. 
Current research is focusing on neoantigens that T cells can specifically recognize, which differ from traditional tumor- 
associated antigens (TAAs).42,43 Neoantigens, as compared to TAAs, are more immunogenic and have a stronger affinity for 

Figure 2 Visual Representation of Tumor Progression and Evolution. This figure illustrates the dynamic process of tumor development from early to advanced stages, 
highlighting key events and interactions within the TME. Starting from the left, normal cells undergo genetic mutations, leading to the initial formation of a tumor. As the 
tumor grows, it exhibits increased heterogeneity due to further mutations and selective pressures from the TME. Key features depicted include the generation of new 
antigens giving the tumor a “new look”, immune regulation disorder allowing the tumor to evade immune surveillance, the supportive role of CAFs in tumor growth and 
progression, and the development of new blood vessels through tumor angiogenesis to meet the nutritional demands of the growing tumor. This comprehensive overview 
underscores the complexity of tumor evolution and the challenges in targeting cancer effectively.
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major histocompatibility complex (MHC) molecules, making them more resistant to central immune tolerance. Monach et al 
reported that TNAs can be used in cancer immunotherapy.44 Approximately 95% of tumor mutations consist of point 
mutations, whereas the remaining 5% consist of indels and frameshift mutations.45,46 Insertion, deletion, and frameshift 
mutations cause more obvious changes in the sequence and spatial organization of amino acids, and the mutated peptides have 
a stronger affinity for MHC molecules, making them more easily recognized by T cells as neoantigens.47 Owing to the 
immunogenicity of various tumors and decreased immune function of patients, approximately 1–2% of T cells spontaneously 
recognize endogenous neoantigens.48 Therefore, the design of multifunctional and specific vaccines based on the acquisition 
of efficient neoantigens is an effective strategy for tumor immunotherapy.

Multifunctional Nanovaccine Design Strategy
Multifunctional nanovaccines employ nanomaterials to transport various components, such as antigens, adjuvants, and 
immunomodulators, to target specific tumor markers and evolutionary traits for effective prevention or treatment 
(Table 1). These vaccines are designed by selecting stable nanocarriers such as polymers, liposomes, metal nanoparticles, 
and quantum dots. Antigens are attached to these carriers using chemical or biological methods, considering factors such 
as stability and immunogenicity.31 Potent adjuvants can be incorporated to enhance the immune response. Additionally, 
the physical and chemical attributes of the nanomaterials, including their shape, size, surface characteristics, and charge, 
can be adjusted to suit different diseases.32

Figure 3 Schematic representation of the computer-based prediction of neoantigen nanovaccine efficiency. Computational analysis has been used to predict a new, specific antigen 
for H22 liver cancer cells, and the results were verified experimentally. As a result, a new type of nano-vaccine that could activate DC was developed. This vaccine not only targets 
tumor tissues through photodynamic therapy (PDT) and enhances the release of tumor-associated antigens (TAA) but also directly activates CD8+ T cells and induces lymphocyte 
homing. Additionally, the vaccine featured a tumor acid-triggered captopril release function that helped reduce the pre-tumor N2 phenotype and further enhanced the immune 
response, significantly prolonging the survival of mice carrying H22. 
Note: Reprinted from Wang Y, Zhao Q, Zhao B, et al. Remodeling tumor-associated neutrophils to enhance dendritic cell-based HCC neoantigen nano-vaccine efficiency. 
Adv Sci. 2022;9(11):e2105631. © 2022 The Authors. Advanced Science published by Wiley-VCH GmbH.39
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Researchers are advancing neoantigen-targeted cancer vaccines and therapies to stimulate immune responses against 
tumors.33 Techniques such as whole-exome and ribonucleic acid (RNA) sequencing, along with predictive algorithms, 
are used to create personalized vaccines such as PancVAX for pancreatic cancer, which shows promise when combined 
with adjuvants such as ADU-V16.34 Novel vaccine platforms are being tested for the coordinated delivery of neoanti-
genic peptides and adjuvants, with some showing sustained immune responses in melanoma patients.35 Photothermal 
therapy can reportedly enhance the effectiveness of neoantigenic vaccines by altering the TME.36,37

However, the low expression of TNAs poses a challenge for immune recognition. Combined treatments, such as 
chemotherapy and immune checkpoint inhibitors, can increase neoantigen expression. Gene-editing technologies, such 
as CRISPR-Cas9, may also enhance the visibility of tumor cells to the immune system. Multifunctional platforms, such as 
nanoSTING-vax and DNA nanodevices, are being developed to improve vaccine delivery.38 Individualized nanovaccine 

Table 1 Summary of Nano-Neoantigen Strategies

Type Description and Advantages Clinical Application Potential References

PancVAX A computer-generated neoantigen vaccine, designed for 
personalized treatment to enhance the immune system’s 

recognition and attack on tumors.

Highly personalized vaccine design may 
improve efficacy, suitable for various tumor 

types.

[33]

PEI-based 

Nanovaccine

Utilizes polyethyleneimine (PEI) nanoparticles as carriers 

for precise delivery of neoantigenic peptides and CpG 

adjuvants.

Enhanced immune response through precise 

control of delivery timing and location, 

suitable for personalized treatment.

[34]

NeoVax Long peptide vaccine targeting up to 20 neoantigens per 
patient, enhancing specificity and breadth.

Multi-target design increases therapeutic 
effect, suitable for tumors with multiple 

mutations.

[35]

Photothermal 

Therapy Combined 

with Neoantigen 
Vaccine

Combines photothermal therapy to make tumors more 

sensitive to neoantigen vaccines.

The synergistic effect of photothermal therapy 

may enhance vaccine efficacy, suitable for 

hard-to-treat tumors.

[36]

Multipeptide 
Neoantigen 

Nanovaccine

Personalized design targeting multiple epitopes of 
neoantigens.

Highly personalized approach provides precise 
attack on specific tumors.

[37]

Acidic/Photosensitive 

Dendritic Cell 

Nanovaccine

Enhances vaccine targeting and immune activation 

capability through modified neutrophils.

Innovative cell modification technology offers 

new treatment pathways, suitable for various 

tumors.

[39]

Thiolated 

Nanovaccine

Contains neoantigens and CpG-ODN, activating Toll- 

like receptor 9.

Strong immune activation capability, promising 

to improve treatment outcomes.

[49]

Multi-Target Vaccine 

(MTV)

Personalized cancer nanovaccine platform targeting 

multiple tumor markers.

Multi-target attack improves the 

comprehensiveness and effectiveness of 
treatment.

[50]

Neoantigen 
Immunotherapy Gel

Silk-wrapped containing neoantigens, immune 
stimulants, and TIM-6 blockers.

Innovative gel form improves the effect and 
duration of local treatment.

[51]

Biomimetic 
Glycopeptide Vaccine

Active cancer vaccine targeting tumor-associated 
carbohydrate antigens (TACA).

Vaccine targeting specific carbohydrate 
antigens opens new therapeutic pathways.

[52]

Acid-Responsive 
Polymer Nanovaccine

Acid-activated polymer nano-platform combining STING 
agonists and neoantigens.

Leveraging the characteristics of the tumor 
microenvironment to improve the specificity 

and effectiveness of treatment.

[53]

Personalized 

photothermal vaccine

Black phosphorus particles and tumor cell membranes, 

combined with a gel of GM-CSF and LPS.

Innovative photothermal vaccine design offers 

new possibilities for treatment.

[54]
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platforms have been used in adjuvant cancer immunotherapy to prevent postoperative recurrence.40 Other innovative 
approaches include microbial-based immunotherapy and injectable nanocomposite hydrogels for tumor treatment.41,42,55 

Clinical trials are ongoing, with some focusing on combining chemotherapy with immune checkpoint inhibitors to induce 
immunogenic tumor cell death and enhance neoantigen presentation. Despite progress, challenges, such as patient variability, 
tumor cell evasion, and immune suppression, remain. New strategies aim to direct tumor evolution, limit tumor escape, and 
promote progression using multifunctional nanovaccines.56

Immune Cell Interaction with Tumors
The immune system normally identifies and eliminates abnormal cells, including cancer cells.43 However, tumor cells 
can sometimes avoid detection and destruction by manipulating immune responses, leading to more aggressive cancers.57 

Understanding the complex interactions between immune and tumor cells is crucial for developing new cancer 
treatments. The relationship between the immune system and tumor cells affects tumor growth, spread, and its response 
to treatment. The effect depends on the type, number, and condition of the immune cells involved. Although immune 
cells such as NK cells, T cells, and macrophages can attack and remove cancer cells, tumors can evolve to escape this 
immune response, which is a key challenge in cancer therapy. To counteract immune escape by tumors, therapies aim to 
boost the anti-tumor activity of the immune system, including immune checkpoint inhibitors and drugs that overcome 
tumor resistance to immune cell attack.44–46 Artificial intelligence, particularly machine learning, is also being explored 
to predict and enhance the interactions between immune cells and tumors for better treatment outcomes.

Recent advancements in nanomedicine have focused on modulating immune cells to improve tumor clearance using 
strategies targeting various immune cells such as killer T cells, regulatory T cells, NK cells, and macrophages. 
Immunotherapy remains a prominent cancer treatment method.47

Nanotherapy to Activate Killer T Cells
Killer T cells are key immune cells that recognize and attack tumor cells. However, owing to complex tumor-immune 
interactions, killer T cells are always in an inactivated state.48 The factors involved in killer T cell failure are complex, 
and recent studies have focused on several aspects (Figure 4), namely 1) the immune-checkpoint molecules regulate the 
T cell immune response by conveying signals between them and the tumor cells. Immune checkpoint molecules normally 
prevent the development of autoimmune diseases and excessive immune responses.58 However, when tumor cells 
develop cancer, they use these immune checkpoint molecules to inhibit the action of killer T cells, thus evading immune 
attack. 2) Tumor-associated cytokines: tumor cells can release substances such as TGF-β and IL-10, which can suppress 
the activity of immune cells.43 These factors also promote immune tolerance, allowing tumor cells to survive and grow 
in vivo. 3) T cell subpopulation imbalance: T cell subpopulation imbalance contributes to immune inactivation during 
cancer development. For example, a deficiency in CD4+ helper T cells may lead to a decrease in the tumor immune 
response.59 Moreover, the function and number of CD8+ killer T cells may be suppressed, leading to tumor immune 
escape. 4) Immune escape mechanisms: several mechanisms help tumor cells evade T cell immune attacks.60 For 
example, MHC molecules are often downregulated or absent in tumor cells, thereby inhibiting T cell recognition and 
attack. Tumor cells may also express variants of immune antigens, thus avoiding recognition by the immune system or 
the release of immunosuppressive agents that inhibit T cell activity.61

Several therapies targeting killer T cells have received FDA approval and successfully completed clinical trials for 
cancer in recent years. For example, chimeric-antigen-receptor (CAR)-T cell therapy effectively treats tumors by 
modifying the T cells of patients into CAR-T cells capable of recognizing and attacking cancer cells.63 Cancer cells 
are attacked using immune checkpoint therapy by blocking T cell immune checkpoints, which has achieved remarkable 
results in a variety of cancer treatments.64,65 Additionally, T cell clonal expansion techniques can increase the number 
and activity of immune cells by expanding the T cell population in vitro; this approach has been widely used in tumor 
immunotherapy.66 However, these therapies have limitations. Although CAR-T cell therapy can be used to treat a variety 
of hematological tumors, it is less effective for solid tumors.63 Second, killer T cell therapy is associated with a higher 
prevalence of side effects such as fever, nausea, and vomiting; in severe cases, the therapy may provoke an immune 
factor storm that can lead to organ failure.67 Some cancer cells may become resistant to activated killer T cell therapy, 
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which may reduce its efficacy. Researchers have addressed these limitations by developing more comprehensive, precise, 
and effective treatments, and are exploring new targets to better exploit the benefits of activated killer T cell therapy 
while reducing risks and providing more options for cancer treatment (Table 2).

One study used gold nanoparticles and computed tomography imaging to track tumor-specific T cells in vivo, 
providing a new monitoring method for cancer immunotherapy.68 A research team developed a method to deliver 
drugs using TCR signaling-responsive nanoparticles, which significantly improved tumor-specific T cell therapy.69 Other 
studies using a novel artificially designed cytokine have successfully expanded liver cancer-specific T cells and achieved 
effective tumor clearance.70 To improve the specificity of immunotherapy, another research group developed 
a fluoropolymer nanoparticle-based cancer vaccine that significantly enhanced the responsiveness of the immune system 
to specific tumor antigens.71 Owing to the development of engineered cell technologies that expand the disease treatment 
scope, a research team successfully treated genetic diseases using nanoparticle-delivered CRISPR/Cas9 technology, 
achieving behavioral recovery in a mouse model.72

Unlike most previous studies, Tian et al provided evidence that sequential changes at the injection site (sequential 
site-directed inoculation) significantly enhanced the immunogenicity of DNA vaccines developed in a previous study.73 

Guo et al developed a “backpack” aptamer to coordinate the effectiveness of anti-tumor vaccines,75 and Song et al 
created a multivalent peptide-based hydrogel cancer vaccine without additional adjuvants.76 This vaccine closely mimics 
the immune function, effectively delivers antigenic epitopes, facilitates antigen presentation, and triggers a broad- 
spectrum anti-tumor CD8+ T cell response. Consequently, B16 tumor growth significantly decreased. These studies 
exploited the evolutionary properties of tumor cells to develop a multifunctional, specific T cell activation strategy.

Figure 4 The CAR-T cells can only be activated when in contact with tumor cells that express the antigen and when light is present. This figure illustrates the conditional activation 
of CAR-T cells, highlighting the requirement for both antigen expression by tumor cells and the presence of light for CAR-T cell activation. This dual-dependency ensures targeted 
and controlled therapeutic action against cancer cells, minimizing off-target effects and enhancing treatment specificity. 
Note: Nguyen NT, Huang K, Zeng H, et al. Nano-optogenetic engineering of CAR T cells for precision immunotherapy with enhanced safety. Nat Nanotechnol. 2021;16 
(12):1424–1434. Springer Nature.62
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Restriction of Tregs to Enhance Immunotherapy
Tregs are an important class of regulatory T cells whose main role is to maintain immune tolerance and suppress autoimmune 
responses; however, their role in tumor immunity is more complex.56 On one hand, Tregs can inhibit the activity of tumor- 
specific T cells, thus attenuating the recognition and clearance of tumor antigens and suppressing the anti-tumor immune 
response.77 Additionally, Tregs may inhibit tumor growth by regulating macrophage functions and releasing immunosuppressive 
factors to prevent tumor spread and growth.78 Immunotherapeutic strategies targeting Tregs have recently been widely studied 
and applied.79 The current immunotherapeutic strategies mainly involve Treg-targeting antibodies and small-molecule drugs that 
inhibit Treg function, combined with immune cell therapy using Tregs and tumor-specific T cells.77,80 Although Tregs are not 
responsible for direct tumor clearance, immunotherapy-targeting Tregs have recently received increasing attention because the 
specificity of Treg immune regulation is well understood. However, a deeper understanding of the role of Tregs in tumor 
immunity is needed to more effectively balance anti-tumor immune effects with excessive systemic immune activation.

Recent studies have demonstrated the vital role of the TGF-β signaling pathway in regulating the development and 
differentiation of Tregs.81 Additionally, PD-1 inhibitors may enhance the effects of immunotherapy by reducing their 
suppressive effect on Tregs.82 Il-33 also promotes the differentiation and activation of Tregs, thereby increasing the 
number and activity of immune cells.83 These findings provide important clues to further investigate the role of 
regulatory Tregs, indicating that the promotion of immunotherapy by regulatory Tregs requires the synergistic secretion 
of multiple immune checkpoint inhibitors to achieve better therapeutic effects.

Nanomedicine can enhance Treg function and offer potential treatments for tumors and autoimmune diseases. Studies 
have shown that nanoparticles can regulate Tregs and MDSCs, boost T cell responses, and extend survival in cancer 
models.84 For example, nanoparticles have been used to co-deliver checkpoint inhibitors and cytokines or combined with 
CD28-binding aptamers to activate T cells while suppressing Tregs, resulting in significant tumor growth inhibition.85 

Nanoliposome-delivered curcumin effectively suppresses Tregs and boosts CD8+ T cell responses in melanoma and 
breast cancer.62 Additionally, nanocarriers have been developed for the targeted delivery of immunosuppressive drugs to 
modulate Tregs in skin grafts and autoantigens in multiple sclerosis models.86 These advances highlight the potential of 
nanotechnology-enhanced immunotherapy for the treatment of immune-related diseases with greater efficacy and 
precision.56

Table 2 Summary of Nanomaterials Used for T-Cell Regulation

Strategy Nanomaterials Mechanism/Use References

Gold nanoparticles for tracking 
T cells

Gold nanoparticles Used in CT imaging to track tumor-specific T cells [68]

TCR-signaling-responsive drug 
delivery

Responsive nanoparticles Deliver drugs in response to TCR signaling for targeted 
therapy

[69]

Amplification of liver-cancer- 
specific T cells

Novel cytokine Designed to specifically expand liver-cancer-targeting 
T cells

[70]

Immune-boosting cancer 

vaccine

Fluoropolymer nanoparticles Enhances immune response against cancer cells [71]

CRISPR/Cas9 gene editing 

delivery

CRISPR-Gold Non-viral vector for delivering CRISPR-Cas9 to edit genes 

in T cells

[72]

Enhanced vaccine efficacy 

through SSTI

DNA nanovaccines Utilizes a continuous site-change injection strategy for 

better immune response

[73]

Efficient siRNA delivery Self-assembled multifunctional 

DNA tetrahedra

“Backpack” aptamer for targeted delivery of therapeutic 

siRNA

[61]

Hydrogel-based cancer vaccine Multivalent peptide-based 

hydrogel

Uses a hydrogel for sustained release of cancer vaccine 

components

[74]
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Research Advances in NK Cells and Nanotherapy
NK cells are key immune cells capable of attacking virus-infected and tumor cells, and are gaining attention in tumor immunotherapy 
research.87 NK cells function by 1) recognizing and destroying tumor cells without T-cell involvement via interactions between their 
surface receptors and MHC-I molecules; 2) producing immune-modulating factors, such as IFN-γ and TNF-α, to promote tumor cell 
death; and 3) this contributes to the creation of an anti-tumor immune memory for quicker and more effective responses to recurring 
tumor cells. Research has focused on understanding the NK cell immune surveillance mechanisms, immune memory formation, and 
their applications in cell-based immunotherapy, thereby offering new perspectives for the development of cancer immunotherapy 
strategies.88 Recent advances in the study of regulatory NK cells have focused on the following three aspects (Figure 5):

1. NK cell activation is linked to surface receptors, which are influenced by the local tissue environment and other 
cells. Modifying the TME can enhance the NK cell efficacy against tumors.75,90,91

2. The anti-tumor effects of NK cells vary with the tumor localization and type. Biochemical agents such as 
peptidase inhibitors can increase cytotoxicity in certain cancers.92,93

3. In addition to killing tumors, NK cells help regulate inflammation and augment tumor immunotherapy by interacting with 
T cells. Research on NK cells provides valuable insights into the immune system and development of new nanotherapies.94,95 

Researchers have continued to explore and optimize methods to regulate NK cells and apply them clinically in oncology and 
viral infections (Table 3). Among these methods, the use of cytokines (such as IL-2 and IL-15) or the activation of specific 
T cell subsets (such as Vγ9Vδ2-T cells) to regulate the function and number of NK cells has become an important research 
direction.96–98 The exploration of related mechanisms and methods has also driven important progress in the study of 
nanomedicines capable of regulating NK cells. One study used single-cell analysis to examine how immunosuppression 
affects NK cells in different states,99 demonstrating that immunosuppression decreases the number and function of NK cells; 
however, the NK cell function could be partially restored by nanomedicines. This study provides a useful reference for further 
research and application of nanomedicines in the modulation of NK cells. Recent studies have shown that the metal ions 
(manganese and copper ions) present in the TME affect immunocompetence.100 In conclusion, these findings provide strong 
support for the design of strategies to regulate the TME and NK cells.101

Figure 5 The natural killer cells (NKs) are the body’s first line of defense against tumors and viruses. This study demonstrates a nanobiology-based drug-delivery system that 
enhances NK cytotoxicity by inhibiting intracellular inhibitory checkpoints in the TME. 
Note: Adapted from Biber G, Sabag B, Raiff A, et al. Modulation of intrinsic inhibitory checkpoints using nano-carriers to unleash NK cell activity. EMBO Mol Med. 2022;14 
(1):e14073. Creative Commons.89
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Nanotechnology enhances drug bioavailability and targeting, thereby improving the efficacy of NK cell cancer 
immunotherapies. For example, CD16-targeted liposomal nanoparticles were developed to specifically deliver inhibitory 
peptides to NK cells, thereby boosting their cytotoxic activity.108 These nanoparticles not only increased the NK cell- 
killing capacity but also activated NK cells by incorporating inflammatory factors. Nanocapsules containing Interleukin- 
15 demonstrated improved therapeutic effects against breast cancer.76 Smart nanosystems that release drugs in response 
to the pH of the TME have been designed to target NK cells more effectively.109 Additionally, microenvironment- 
responsive nanoparticles and microfluidic devices have been used to modulate NK cell activity and enhance 

Table 3 Summary of Nanomaterials That Modulate NK Cells

Nanomaterials Strategy Application Mechanism of Action References

Sea-urchin-like gold 
core and cationic 

polymer shell

Immunomodulators of chrysophanin enable 
photothermal intervention and alphaCD16 

transfection to promote NK-cell overt immunotherapy

Cancer 
Immunotherapy

Utilizes photothermal 
effects to enhance NK 

cell transfection and 

activation

[68]

Copper-free click- 

reaction-mediated 
micelle aggregation

pH triggers enhanced tumor retention and boosts 

immune chemotherapy against melanoma

Melanoma 

Treatment

Enhances tumor 

retention and immune 
response through pH- 

sensitive delivery

[69]

Lipid nanoparticles Intratumoral delivery of IL-12 and IL-27 mRNA for 

cancer immunotherapy

Cancer 

Immunotherapy

Delivers cytokine 

mRNA directly to 
tumor sites to stimulate 

NK cells

[70]

Non-viral lipid 

nanoparticles

Regulation of intrinsic inhibitory checkpoints to 

release NK-cell activity

Immunomodulation Targets and inhibits NK 

cell checkpoints to 

enhance activity

[89]

Amorphous porous 

manganese phosphate 
(APMP)

Manganese-based nanoactivators to enhance innate 

immunity

Innate Immunity 

Enhancement

Activates NK cells 

through manganese ion 
release

[100]

Extracellular vesicles 
(EVs)

Effects of acute versus chronic exposure to 
extracellular-vesicle-associated MICA on NK-cell 

function

NK Cell Function 
Modulation

Modulates NK cell 
activity through MICA- 

associated vesicles

[102]

PEG-coated herbs and 

immune activators

Synergistic immunotherapy induced by nano-herbal 

medicine and PDT

Synergistic 

Immunotherapy

Combines 

photodynamic therapy 

with herbal medicine to 
stimulate NK cells

[103]

Microfluidic systems Microfluidic devices that modulate the sensitivity of 
tumor cell lines to NK-cell recognition

Tumor Cell 
Sensitivity 

Modulation

Enhances the 
interaction between NK 

cells and tumor cells

[104]

Immunomodulation 

nano adapter (imNA)

Anti-IgG (Fc specific) antibody conjugated to 

nanoparticle surface (αFc-NP)

Targeted 

Immunomodulation

Specifically targets and 

activates NK cells via Fc 

receptors

[105]

Nanoparticle-based 

tri-specific NK cell 
splicer (nano-TriNKE)

Nano-joining agents can be used to spatiotemporally 

activate CD16 and 4–1BB stimulatory molecules on 
NK cells

NK Cell Activation Activates stimulatory 

molecules on NK cells 
in a targeted manner

[106]

Natural killing of cell 
membranes

By targeting tumors with their membranes, NK-NPs 
induce anti-tumor immunity

Anti-tumor 
Immunity

Targets tumor cells 
directly for NK cell- 

mediated destruction

[107]
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immunotherapy against cancers, such as melanoma, by altering the surface expression of MHC-I molecules on cancer 
cells.110 These advancements highlight the role of the TME pH, metal ion concentration, and mechanical stress in the 
creation of innovative nano-based NK cell activators.

Although progress has been made in the use of nanomedicine to modulate NK cells for cancer therapy, several 
challenges remain, namely 1) NK cells are limited in number and can exhibit reduced activity because of tumor-derived 
factors, necessitating strategies to enhance their viability;111 2) NK cells lack T cell specificity, which can lead to 
difficulties in distinguishing cancer cells from normal cells. Future nanocarriers should be designed to improve tumor- 
specific recognition;112 3) Unlike T cells, NK cells do not have a memory response to tumor cells, hindering the 
prevention of tumor recurrence. Combining NK cell therapy with cytotoxic T cells may be beneficial;113 and 4) The TME 
inhibits NK cell responses through various suppressive factors. Current nanosystems require further development to more 
effectively modulate the TME to support NK cell activity.75

Development of Anti-Tumor Immune Effects and Drug-Carrier Properties of TMAs
M2 macrophages in the TME aid cancer progression, whereas M1 macrophages can fight tumors. Macrophages are also 
key to targeted drug delivery and are being explored for cell therapy to improve solid tumor treatment. The CD47-SIRPα 
signaling pathway, which tumors exploit to evade phagocytosis, is a current focus, with therapies targeting this pathway 
to enhance macrophage activity and antigen presentation.17–20 Mechanistic research is targeting various factors to 
modulate macrophage phenotypes in the TME, including inhibiting CCL2 to reduce M2 polarization and using molecules 
such as PRL-3, IRF8, and miR-181b/CCR2 to promote M1 polarization and tumor attack.114–116 Gut microbes and 
metabolites such as zinc gluconate also influence macrophage function, and novel strategies such as TAK1 activation are 
being studied to enhance macrophage-mediated tumor destruction.117 Additionally, macrophages are being investigated 
as potential immune checkpoint inhibitors, and findings suggest that macrophage activation can be increased by 

Figure 6 Illustration depicting the release of siRNA@M-/PTX-CA-OMV drugs triggered by pH change and its effects in vivo, including tumor cell death, blocking 
communication between tumor cells and macrophages, deprivation of glucose in endothelial tip cells, reconstruction of pericyte walls, and inhibition of metastasis. 
Note: Adapted from Guo Q, Li X, Zhou W, et al. Sequentially triggered bacterial outer membrane vesicles for macrophage metabolism modulation and tumor metastasis 
suppression. ACS Nano. 2021;15(8):13826–13838. Copyright © 2021 American Chemical Society.120
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inhibiting checkpoint molecules, such as PD-1 and IL-10.118,119 These findings suggest that macrophages are promising 
therapeutic targets for cancer treatment (Figure 6).

Nanomedical research is increasingly focusing on macrophages in cancer therapy, aiming to shift their polarization 
from a tumor-promoting M2 phenotype to a tumor-fighting M1 phenotype.121 Song et al used manganese dioxide 
nanoparticles to direct macrophages towards the M1 phenotype, thereby reducing tumor size.122 Ramesh et al developed 
double inhibitor-loaded nanoparticles (DNTs) that blocked the CSF1R and SHP2 pathways, effectively converting M2 to 
M1 macrophages and enhancing phagocytosis.123 These DNTs outperformed the single-drug treatments. Wang et al 
reported a nanodelivered drug that inhibits breast cancer growth by inducing M1 macrophage conversion and modulating 
inflammatory cytokines.124 Small RNA delivery to macrophages has also been explored, with miR-155-loaded nano-
particles reducing TAMs and siRNA-loaded nanoparticles targeting KRAS mutations in tumor cells and macrophages, 
thereby improving therapeutic outcomes. Qin et al designed a pH-sensitive drug delivery system capable of targeting the 
acidic TME, which released paclitaxel in response to the tumor pH and increased glycolysis in M2 macrophages.124

Recent advances in nanotechnology have resulted in the development of multifunctional nanocarriers and drug combinations 
for targeted drug delivery. Research has shown that nanodrugs can target both macrophages and cancer cells, release drugs in 
response to environmental stimuli and modulate immune responses to enhance therapy (Table 4). Novel nanocarriers have been 
used to deliver anti-tumor drugs and induce macrophage polarization to assist in tumor immunotherapy.125 Additionally, 
nanoparticle/bacterial complexes and immune-stimulating agents have been employed to target and reprogram TAMs from an 
immunosuppressive to a pro-inflammatory state.126 The potential of M1-like macrophages as antigen-presenting cells in anti- 

Table 4 Summary of Macrophages as Therapeutic Targets and Vector Strategies

Strategy Carrier Mechanism of Action Potential Clinical 
Applications

References

Direct stimulation of M1-like 

macrophages and reducing 

hypoxia in tumors

Dioxide 

nanoparticles

Utilizes nanoparticles to directly 

stimulate macrophages towards an 

M1 phenotype, reducing tumor 
hypoxia.

Could be applied in solid tumors 

where hypoxia limits treatment 

efficacy.

[128]

Targeting M2 macrophages and 
inhibiting both CSF1R and SHP2 

pathways

Self-assembled 
dual-inhibitor- 

loaded 

nanoparticles 
(DNTs)

Targets and inhibits pathways critical 
for M2 macrophage maintenance, 

promoting a shift towards a pro- 

inflammatory state.

Potential in treating cancers 
with high M2 macrophage 

infiltration, such as breast and 

pancreatic cancers.

[129]

IFA functionalization leads to 
increased capture of liposomes 

by macrophages in tumors

Folic-acid- 
functionalized lipid 

nanoparticles

Enhances targeting and uptake of 
therapeutic agents by tumor- 

associated macrophages through 

folic acid receptors.

Applicable in cancers with high 
expression of folate receptors, 

like ovarian and lung cancers.

[70]

CD44-targeted delivery of 

siRNA using HA-modified 
nanotechnology

Polyhexamethylene 

biguanide and 
chitosan

Targets CD44+ macrophages for the 

delivery of siRNA, modulating gene 
expression.

Suitable for targeting 

macrophages in HA-rich tumor 
microenvironments, such as 

breast and gastric cancers.

[70]

Drug and siRNA co-loading 

regulates the tumor metabolic 

microenvironment and 
macrophage polarization

Gram-negative 

bacteria outer- 

membrane vesicles 
(OMV)

Delivers drugs and siRNA to 

modulate the tumor 

microenvironment and macrophage 
polarization.

Could be used in metabolic 

reprogramming of tumors and in 

cancers with significant 
macrophage presence.

[120]

Combined delivery of ICD- 

inducing drug and siRNA 

(siCD47)

Nucleic acid–lipid 

particles (SNALP)

Induces immunogenic cell death and 

silences CD47 to promote 

macrophage-mediated phagocytosis.

Promising for cancers that are 

resistant to conventional 

therapies, enhancing 
immunotherapy outcomes.

[130]

(Continued)
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tumor immunity has also been explored using specific nanoparticles designed to promote this conversion.127 These innovations 
underscore the potential of nanotechnology to improve the efficacy of cancer immunotherapy.

CAR-T cells are currently successfully used to treat solid tumors and hematologic cancers. Access to solid tumors is 
a stumbling block for T cell therapy. Macrophage-based cell therapy is expected to overcome this limitation as mononuclear 
phagocytes continue to be transferred into tumors, and CAR-modified myeloid cell (CAR-M) therapy is gaining 
attention.131 CAR-M cell therapies are rapidly developing and are mainly based on CAR structures in human bone marrow 
or hematopoietic stem cells, which are genetically edited and transplanted into patients. Current research is focused on 
identifying more specific targets and refining the dose and treatment regimens for CAR-M therapy. Among these, CAR-M 
cell therapies targeting anti-CCR4, -CD70, and -CD33 have achieved remarkable therapeutic effects in solid tumors and 
leukemia.133–135 Dual CAR-T and CAR-M therapies have demonstrated complementary advantages. Moreover, dual- 
specific CD38 and BCMA CAR-T cells have been shown to be effective and safe for multiple myeloma (MM) with relapses 
and refractory disease.136 Using different CAR cells for both targets is reportedly highly effective, and simultaneous 
application of anti-BCMA CAR-T cells and anti-CD38 CAR-M cells for MM can effectively inhibit MM growth and 
prevent the emergence of multidrug resistance.137

CAR-M therapy has the advantages of high targeting ability, significant therapeutic effects, and better tolerability. 
However, CAR-M therapy still faces many challenges. For example, the production and processing of CAR-M is 
immature and presents potential safety risks and the therapeutic effects of CAR-M are still limited, which may cause 
severe side effects.138 Therefore, CAR-M therapy must be more comprehensively studied to improve its efficacy and 
safety, and further clinical studies must be conducted to realize its clinical application.

Macrophages are an integral part of the TME and interact with cancer cells, stroma, and immune cells in complex ways. 
Macrophages play a dual role in the efficacy of current therapeutic modalities, including chemotherapy and 
immunotherapy.139 TAMs are major drivers of T cell checkpoint blockade and mediate resistance to immunotherapy. 
Although the direct targeting of bone marrow monocytes faces challenges, ongoing trials targeting TAMs in combination 
with other therapies are promising. The main challenge in developing TAM immunobiological therapy lies in the diversity and 
plasticity of mononuclear phagocytes in tumors.140 Identifying and targeting specific subpopulations may offer new strategies 
for the selective depletion and suppression of tumor-promoting cells. Beyond the CD47-SIRPα axis, various molecular targets 
for regulating myelomonocyte function have been identified, including CSF1R and CCR2, which are crucial for the survival, 

Table 4 (Continued). 

Strategy Carrier Mechanism of Action Potential Clinical 
Applications

References

Tumor-associated macrophage 
polarization therapy 

supplemented with PLGA-DOX 

(PDOX)-induced ICD

Nanoparticle/ 
bacterial complexes 

(Ec-PR848)

Combines immunogenic cell death 
with macrophage polarization to 

enhance anti-tumor immunity.

Applicable in solid tumors for 
synergistic therapy 

enhancement.

[85]

TAM polarization and 

photothermal therapy (PTT)- 
induced release of tumor- 

associated antigens (TAAs)

Iron-chelated 

melanin-like 
nanoparticles 

(Fe@PDA-PEG)

Utilizes PTT to release TAAs while 

modulating TAM polarization for 
enhanced immune response.

Suitable for tumors amenable to 

PTT, offering a dual approach of 
direct tumor killing and immune 

activation.

[127]

Targets CCR4, CD70, and 

CD33

CAR-M Employs CAR-modified macrophages 

to target specific tumor antigens, 

enhancing phagocytosis and antigen 
presentation.

Potential in hematologic 

malignancies and solid tumors 

expressing these antigens.

[131]

Anti-BCMA CAR-T cells and 
anti-CD38 CAR-M

CAR-T cell and 
CAR-M 

combination

Combines CAR-T and CAR-M 
therapies for a synergistic effect 

against tumors.

Could be effective in multiple 
myeloma and other hematologic 

cancers with these antigen 

expressions.

[132]
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proliferation, differentiation, and recruitment of myelomonocytes to the TME. Additionally, TAM receptors, such as Tyro3, 
Axl, and MerTK, play roles in the clearance of apoptotic cells and immune regulation.141 These insights open new avenues for 
smart nanomedicines to specifically modulate myelomonocyte function and enhance therapeutic outcomes in cancer therapy. 
Complementary approaches for immunotherapy are required to fully harness the potential of TAM-targeted therapies.142,143 

The attraction of monocytes to tumor tissues may be useful for developing cellular therapies for solid tumors. However, the 
selection of receptors, circulating precursor replenishment, survival time in the tumor environment, functional orientation, and 
spatial localization within the tumor tissue must still be fully understood.144 Clinical trials may offer an opportunity to address 
these critical questions for CAR-M therapy development.

Defective Nature of Fibroblasts as Therapeutic Tumor Targets and Their 
Multipotency as Adjuvants
CAFs are cells found in primary and metastatic cancers that participate in cancer progression by interacting with other cells in the 
TME.46 CAFs produce extracellular matrix components and undergo epigenetic modifications leading to the production of 
cellular factors, metabolites, and exosomes. These factors modulate tumor angiogenesis, immune escape, and its metabolism.145 

Most clinical trials targeting CAFs failed and may have accelerated cancer progression.146 The characteristics of and interactions 
between CAFs and other cells change dynamically as cancer progresses.147 Further research is required to understand the 
bimodal functions of the different CAF subtypes to develop new diagnostic and therapeutic approaches.148

Recent Research Investigating the Influence of CAFs on the TME
Cancer development, progression, and metastasis lead to dynamic changes in the host tissue and formation of a complex 
tumor stroma known as the TME (Figure 7). The tumor stroma in certain cancer types, such as pancreatic and breast cancer, 

Figure 7 Schematic of CAF-specific imaging. A peptide-based NIR probe was developed to selectively react with fibroblast-activating protein alpha (FAP-α) and form 
nanofibers specifically on the surface of cancer-associated fibroblasts (CAFs). The probe utilized an assembly/aggregation-induced retention (AIR) effect, which resulted in 
enhanced accumulation and retention of the probe around the tumor. After administration, the tumor showed a 5.48-fold increase in signal intensity compared with the non- 
aggregated control molecule at five hours. Additionally, the selective assembly of the probe resulted in higher signal intensities in tumors than in the liver and kidneys, with 
four- and five-fold differences, respectively. 
Note: Zhao XX, Li LL, Zhao Y, et al. In situ self-assembled nanofibers precisely target cancer-associated fibroblasts for improved tumor imaging. Angew Chem Int Ed Engl. 
2019;58(43):15287–15294. © 2019 Wiley-VCH Verlag GmbH & Co. KGaA, Weinheim.156
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develops because of connective tissue proliferation, resulting in abundant fibrous and/or connective tissues. The key tumor 
stroma elements, including angiogenesis, immune response, metabolism, hypoxia, and fibroblasts, have been studied as 
potential therapeutic targets.149,150 Recent studies using single-cell RNA sequencing (scRNA-seq) of different cancers 
revealed that CAFs are highly heterogeneous mesenchymal spectrum cells with various recognized functions.151–155 

Ongoing research is investigating whether CAFs form a distinct class of mesenchymal cells with distinct functions. 
Similar to fibroblasts in non-malignant tissue or wound healing, CAFs have essential features such as the ability to secrete 
phenotypes and synthesize the ECM. CAFs may also have altered epigenetic and transcriptional profiles.152 However, their 
roles in cancer progression remain unclear. Preclinical studies suggest that fibroblast activation is a host response and 
defense mechanism against tumors.153 CAFs can create a physical barrier to the ECM via encapsulation, which is 
a connective molding response.153 However, tumor growth is supported by the hijacking of wound healing mechanisms 
by cancer cells following tumor formation.154 Therefore, the functional heterogeneity of CAFs may result in fibroblasts 
supporting or suppressing tumors according to the context.

CAFs are Important Contributors to and Target of Tumor Drug Resistance
Through their coordination of multiple functions, CAFs play an important role in tumor progression, both within the 
TME and throughout the host, and despite the fact that CAFs disrupt the adhesion of cancer cells and promote invasion 
and metastasis, cancer cells can survive with CAF adhesion.153 CAFs also produce a series of cytokines, chemokines, and 
other effector molecules, which are involved in the anti-tumor immunity mediated by immune cells.155 CAFs recruit and 
suppress immunosuppressive cells while limiting cytokine production and effector immune cells [136]. Direct attachment 
of cancer cells to CAFs may impart resistance by increasing the survival signals within tumor cells.157 CAFs also help 
suppress immunity through ECM remodeling by regulating matrix metalloproteinases, collagen, polysaccharides, and 
fibronectin.158 Finally, CAFs overexpress surface immune checkpoint molecules that inhibit apoptosis, thereby con-
tributing to their function and activation.

Treatment Strategies for CAFs
Researchers have identified a variety of mechanisms by which CAFs promote tumor growth. Some therapeutic strategies, 
such as those targeting hyaluronic acid, have alarmingly not been sufficiently effective in clinical trials or, in some cases, 
have shortened patient survival.157,159 These unexpected results highlight the importance of considering CAF hetero-
geneity for tumor promotion and neoplasia and are important for targeting specific subpopulations of CAFs to develop 
effective therapeutic interventions. Standardizing and reprogramming CAFs using substances such as vitamin D or 
carbotriol has been demonstrated to inhibit their tumor-promoting functions and improve pancreatic cancer treatment 
outcomes in preclinical models.158 JAK inhibitors can reportedly reprogram CAF isoforms, resulting in increased ECM 
deposition and tumor growth inhibition.158 A more comprehensive understanding of gene expression and the function of 
different fibroblast populations in normal and cancerous tissues is needed to design new strategies to effectively 
reprogram CAFs to a “normal” or inactive state.

Based on small-molecule screening results, scriptaid inhibited CAF differentiation through Histone Deacetylases 1, 3, 
and 8.158 Scriptaid reduced cell stiffness and contraction, inhibited ECM secretion, reduced the number of CAFs, and 
retarded tumor growth. CAF and Pancreatic Ductal Adenocarcinoma accelerate their migration and invasion via the 
CXCL-CXCR2 axis.158 Although preclinical studies have demonstrated the advantages of targeting only CAF, targeting 
both CAF compartments and tumors may improve the outcomes of clinical trials. A new dendrimer linked to the mTOR 
inhibitor rapamycin effectively reduced VEGF expression and mTOR signaling in both fibroblasts and prostate cancer 
cells, which resulted in a decrease in fibroblast-mediated progression and metastasis of prostate tumors.160 Dual delivery 
of PT-100 and oxaliplatin chemotherapy in a preclinical trial was the only treatment that improved the survival rate of 
mice as it decreased the colon tumor growth, CAF content, pre-tumor immune cell recruitment, and angiogenesis. 
Neutralizing tGF-β in a mouse model shifted the CAF kinetics, significantly reducing the activity and frequency of 
myCAF subpopulations, while promoting the development of a fibroblast population characterized by a strong response 
to interferon and an amplified immunomodulatory profile.161
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Progress of Nanoagents in CAF Imaging and Treatment
Inhibitors that specifically target CAFs have yet to be approved, largely because of the lack of precision in targeting 
CAF-specific pathways. Some direct targeting strategies, such as inhibiting CAF signaling pathways or depleting the 
general CAF population,145 have been explored; however, these may also affect other cells that share similar pathways. 
However, this approach may deplete other cells via similar signaling pathways. Furthermore, the depletion of the entire 
CAF population, rather than specific subpopulations, eliminates both the pre-tumor and anti-tumor CAF 
subpopulations.162 Therefore, researchers have used nanodelivery systems to accurately transport drugs for CAF 
imaging, offering enhanced stability, solubility, and bioavailability with lower systemic toxicity. Researchers found 
that CAFs can be imaged using multifunctional nanoparticles combined with fluorescent probes.163 Localization and 
tracking of CAFs in humans can reportedly be achieved by using magnetic nanoparticles for magnetic resonance imaging 
techniques.164

Nanodelivery systems that target CAFs to improve the effectiveness of anticancer drugs have significantly advanced 
in recent years (Table 5). These systems use active drugs that disrupt the function of CAFs and help drugs accumulate 
within the tumor core.165 Various nanoparticles have been explored, including those targeting FAP, Hh-activated active 
targeting, angiotensin II receptor, sigma receptor, SPARC, tenascin, PDGFR, M6P/IGFII receptor, CXCR4, and integrin 
αVβ3.165 Biodegradable polymeric NPs loaded with twisted α-invertin and coated with the CREKA peptide have also 
been developed to regulate the TME by blocking CAF activation and enhancing CAF uptake.166 Similarly, cyclopamine, 
which depletes CAFs, was encapsulated in polymeric micelles along with paclitaxel to improve therapeutic efficacy.167 

Enzymes overexpressed on CAF membranes, such as albumin nanoparticles of PTX encapsulated into CAP-modified 

Table 5 Summary of CAF-Specific Targets

Markers Localization and Treatment Strategies Mechanism of Action Clinical Implications References

CD73/A2A 

receptor

CD73, anti-CTLA-4, and anti-PD-1 Targets immunosuppressive 

pathways to enhance anti- 

tumor immunity.

Potential in immune 

checkpoint blockade 

therapies.

[169,170]

NetrinG1 

(NetG1)

Targeting CAF expressing NetG1 with 

neutralizing mAb reduced NK-cell inhibition

Neutralizes NetG1 to 

enhance NK cell activity 
against tumors.

Could improve NK cell- 

based cancer 
immunotherapies.

[171]

Neuromodulators 

(NRG1)

NRG1 inhibits antibody 7E3 to promote 

apoptosis of CAF and inhibit tumor growth

Promotes CAF apoptosis, 

reducing tumor support.

May be used in 

combination therapies to 

target tumor stroma.

[172–174]

Calmucin 11 

(CDH11)

Anti-CDH11 antibodies or small-molecule 

inhibitors of CDH11

Inhibits CDH11 to disrupt 

CAF-tumor interactions.

Potential in therapies 

targeting tumor 
microenvironment.

[173]

Leucine-rich 
repeat of 15 

(LRRC15+)

LRRC15 antibody drug conjugate (ABBV- 
085) delivers potent anti-mitogenic drug 

MMAE targeting CAF

Targets LRRC15+ CAFs for 
direct cytotoxicity.

Applicable in solid tumors 
with high LRRC15 

expression.

[175,176]

CD105 CD105-neutralizing antibody, inhibition of 

SFRP1 expression

Inhibits angiogenesis and 

disrupts CAF-mediated tumor 

support.

Could enhance anti- 

angiogenic cancer 

therapies.

[177,178]

CD26/dipeptidyl 

peptidase 4

Inhibiting autocrine signaling of TGF-β and 

SDF-1 reduced CD26 expression in stromal 
cells

Modulates signaling pathways 

to reduce CAF function.

Potential in targeting CAFs 

to overcome drug 
resistance.

[179]

Gli1+ Targeting Gli1+ fibroblast populations with 
specific inhibitors

Inhibits Gli1+ CAFs to reduce 
tumor-promoting activities.

May be used to target 
CAFs in Hedgehog-driven 

cancers.

[180]
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liposomes that are responsive to FAP-α, have also been used to optimize drug delivery.168 These developments offer 
promising avenues for improving cancer treatments by targeting CAFs.

Nanocarriers produced from hybrid nanomaterials, such as gold core and silver shell nanoparticles (Ag@AuNPs), have been 
shown to inhibit CAFs by promoting tumor growth, leading to reduced metastasis in animal models.181 These nanoparticles alter 
gene expression related to cancer invasion and metastasis, effectively immobilizing CAFs by inducing lipid production.182 

However, targeting CAFs is challenging because of their diversity and the difficulty in identifying specific markers and 
subpopulations. Single-cell genomics advances may improve our understanding of CAF heterogeneity.183 Personalized therapies 
based on CAF phenotypes can minimize side effects and enhance patient outcomes. Despite this progress, issues such as precise 
targeting, material toxicity, and immune responses hamper the development of nanomaterials for CAF-targeted therapies.

Summary and Outlook
This article explores the intricate landscape of tumor evolution and the pivotal role that smart nanomedicines play in current and 
future cancer therapy paradigms. The unique physiological characteristics of tumors, including weak acidity, low oxygen content, 
and the upregulation of specific enzymes, present challenges and opportunities for targeted cancer treatments. Smart nanome-
dicines with the ability to adapt and respond to the TME have emerged as a promising avenue for overcoming the limitations of 
traditional therapies and addressing the complex heterogeneity of tumors. The development of smart nanomedicines has been 
driven by a deeper understanding of the TME and tumor evolution. These advanced therapeutic agents are designed to exploit the 
unique features of the TME and offer improved selectivity, permeability, and drug-release properties. Recent advancements have 
highlighted the potential of targeting the tumor cell surface receptors, physiological and pathological characteristics of tumor 
tissues, and dynamic interactions within the TME. However, the evolution of the tumor characteristics and adaptability of cancer 
cells continue to pose significant challenges, underscoring the need for ongoing research and innovation.

The smart nanomedicines and cancer therapy field is poised for transformative advancements. The future of cancer 
treatment is likely to be characterized by a more personalized approach, leveraging the latest advances in genomic sequencing 
and bioinformatics to tailor therapies to the tumor profile of an individual. This precision medicine approach requires a deeper 
understanding of tumor heterogeneity and the development of nanomedicines capable of adapting to the evolving TME 
landscape. Innovative research and development efforts are crucial to overcome the current limitations of smart nanomedi-
cines. These efforts include exploring new materials and delivery systems, enhancing the targeting capabilities of nanome-
dicines, and developing strategies to circumvent drug resistance. Additionally, integrating smart nanomedicines with other 
therapeutic modalities, such as immunotherapy and targeted therapy, offers the potential for synergistic effects that could 
significantly improve treatment outcomes. The integration of artificial intelligence and machine learning technologies into the 
design and optimization of nanomedicines presents another exciting frontier. These technologies can aid in predicting the 
behavior of nanomedicines within the TME, optimizing drug delivery, and identifying novel therapeutic targets.

In conclusion, the smart nanomedicine and cancer therapy field is at a critical juncture with the potential to 
revolutionize cancer treatment. Continued exploration and innovation are essential to unlock the full potential of smart 
nanomedicines in combating the complex and dynamic nature of tumors. A multidisciplinary approach, combining 
insights from nanotechnology, oncology, immunology, and computational biology, will be key to advancing the field and 
achieving the ultimate goal of effective, personalized cancer therapy.
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