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Abstract

Background: The electronic health record (EHR) is integral to improving healthcare efficiency and quality. Its successful
implementation hinges on patient willingness to use it, particularly in Germany where concerns about data security and
privacy significantly influence usage intention. Little is known about how specific characteristics of medical data influence
patients’ intention to use the EHR.

Objective: This study aims to validate the privacy calculus model (PCM) regarding EHRs and to assess how personal and
disease characteristics, namely disease-related stigma and disease time course, affect PCM predictions.

Methods: An online survey was conducted to empirically validate the PCM for EHR, incorporating a case vignette varying in
disease-related stigma (high/low) and time course (acute/chronic), with N= 241 participants, aged 18 years and older res-
iding in Germany with no previous experience with the diseases mentioned in the respective medical reports. Participants
were randomized (single-blinded) into four groups in parallel: high stigma and acute time course (n= 74), high stigma and
chronic time course (n= 56), low stigma and acute time course (n= 62) and low stigma and chronic time course (n= 49).
The data were analyzed using structural equation modeling with partial least squares.

Results: The model explains R²= 71.8% of the variance in intention to use. The intention to use is influenced by perceived
benefits, data privacy concerns, trust in the provider, and social norms. However, only the disease’s time course, not stigma,
affects this intention. For acute diseases, perceived benefits and social norms are influential, whereas for chronic diseases,
perceived benefits, privacy concerns, and trust in the provider influence intention.

Conclusions: The PCM validation for EHRs reveals that personal and disease characteristics shape usage intention in
Germany. The need for tailored EHR adoption strategies that address specific needs and concerns of patients with different
disease types. Such strategies could lead to a more successful and widespread implementation of EHRs, especially in priv-
acy-conscious contexts.
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Introduction

Background

Information technology used to collect, analyze, and inter-
pret health data is often seen as a solution for improving the
efficiency and quality of healthcare delivery.1,2 An import-
ant facet of this digital transformation process is the
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electronic health record (EHR), in which patients’ health data
(e.g. diagnoses, therapies, vaccinations, discharge reports,
emergency data, and medication plans3,4) can be documen-
ted, exchanged, and viewed.3,5 As technology, the EHR pro-
mises to facilitate communication and coordination between
healthcare professionals (e.g. physicians, therapists, pharma-
cists) and patients to, ultimately, improve patient care and
reduce costs at the same time.2,6 For instance, preexisting
conditions, intolerances, and medication plans could be con-
sidered during diagnosis and treatment to avoid double diag-
noses, over, and undertreatment.5 At the same time, an
improved documentation may free time, which physicians
could spend interacting with their patients.7

Although the EHR has been successfully implemented in
countries such as Denmark, Finland, and Estonia,8,9 imple-
mentation has been less successful in other countries (e.g.
France, Australia) or is still in the implementation stage
(e.g. in Germany). In Australia, for instance, 23 million
EHRs have been created but remain empty and in France
less than 9.5% of the population have created a record; even
fewer have filled it with their health data.10,11 In Germany,
three out of four citizens state that they would use the
EHR,12 but concerns about data security and data privacy of
the EHR remain high.7 Ultimately, the success of the EHR
seems to depend on whether and under what circumstances
it is used by patients, all the more because it is the patient
who decides what data are stored, shared, and displayed in
the EHR (cf. Patient Data Protection Act in Germany).5,13

Consequently, it is important to understand both which
disease-specific and user-specific factors influence users’
intention to (not) use the EHR in order to improve the
EHR and increase the number of users so that the EHR
can realize its touted potential. In previous studies, we
and others (a) have adapted the privacy calculus model
(PCM) to understand privacy concerns and intentions to
use a technology in the healthcare domain10,14,15 and (b)
have shown that the decisions to upload a medical report
in the EHR are influenced by certain characteristics of the
health data to be stored in the EHR, such as the time
course and potential for stigmatization associated with the
disease mentioned on a medical report.7,16–18 But and
whether and how disease and user-specific characteristics
influence the privacy calculus and the intention to use the
EHR remains an open question.

Prior work

The PCM is an established model for examining intentions to
use a technology when personal data are involved.19,20 The
model, originally introduced to study interactions with
social network sites (SNSs), assumes that users compare
potential benefits and costs of using the technology. If the
sum of the benefits exceeds the costs, people will use the
technology. Vice versa, people will refuse to use it if costs
outweigh benefits.15,21,22 In a preliminary study, we

validated a PCM adapted for the healthcare domain with a
health app of a health insurance.14,23 The adapted model sug-
gests that patients’ intention-to-use mobile health (mHealth)
apps is influenced not only by common privacy calculus
factors10,15 such as perceived benefits, privacy concerns,
and trust in the provider, but also patients’ general attitudes
to privacy, their sense of control over personal data and the
societal acceptance of using these apps (social norms).

However, the intention-to-use mHealth applications is
highly context-dependent.24 Although the two systems—
EHR and health insurance apps—are rather comparable
(users upload and manage sensitive health data in both
systems), an important difference is that the health insurance
app serves as a communication platform between patients
and health insurance companies, whereas the EHR connects
and shares patient data with all stakeholders in the healthcare
system. This difference may result in difference privacy con-
cerns. Thus, our goal for this article is first to validate the
model, which was developed for mHealth technologies in
general, for the specific EHR context.

Moreover, both user and disease characteristics tend to
influence the decision to use mHealth and internet of
things (IoT) technology.25,26 In previous studies, we have
shown that also EHR usage depends on disease characteris-
tics as well as on different use cases (e.g. multimorbid
versus previously healthy patients).16,18 Whereas for multi-
morbid patients suffering from various acute and chronic
diseases both the time course and the stigmatization poten-
tial of a disease had an influence on the decision to upload
medical reports to the EHR,16 previously healthy patients
changed their uploading behavior only for diseases with
stigmatization potential.18 Hence, in this article, we
examine the influence of both factors on the intention to
use the EHR to help better understand user interaction
with this central digital health technology.

Aim of this research and approach

To explain the intention to use the EHR in terms of time
course and stigmatization potential of diseases, we briefly
review the existing PCM for the eHealth context and its
hypotheses. We then validate the model for the EHR use
case using structural equation modeling with partial least
squares (SEM-PLS). We test the influence of disease and
personal characteristics on the intention to use an EHR as
predicted by the model using multigroup analysis (MGA).
After discussing the results, we derive theoretical and prac-
tical implications and reflect on the limitations of the study.
We end our paper with a conclusion.

Model description and hypotheses
Figure 1 shows the research model of our previous study.14,23

As in the model already validated for mHealth applications,
we assume that our outcome variable, intention to use the
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EHR, is influenced by perceived benefits, privacy concerns,
trust in the provider, social norms (what we believe others
think we should do as well as their actual behavior), attitude
to privacy and perceived control over personal data. The
derived hypotheses are summarized in Table 1.

Methods

Ethics approval and consent to participate

This study was approved by the Ethics Committee of the
Department of Psychology and Ergonomics (Institut für
Psychologie und Arbeitswissenschaft [IPA]) at Technische
Universität Berlin (tracking number: AWB_KAL_1_230311).
Participants volunteered to participate in the survey, and
written informed consent was required to participate. On the
first page of the survey, participants were told about the experi-
menter, the studypurpose,what datawere to be collectedduring
the study, and where and for how long they would be stored.
Hence, participants were informed about the duration of the
survey (weanticipatedapproximately8 min) aswell as the com-
pensation for participation. Also, the participants had the possi-
bility to download a pdf of the participant information on the
first page.

Participants

The model described in Figure 1 was empirically tested as
part of a bigger online survey study, which compared the con-
structs intention to use and actual upload behavior.18

Following the “10 times rule” (10 times the largest number
of structural paths directed at a particular latent construct in
the structural model—in our case 10 times the six paths,
directed at the construct intention to use),27 we aimed for a
total sample size of n= 240 participants (n= 60 participants
for each of the four planned experimental conditions: acute
disease with high stigmatization potential, chronic disease
with high stigmatization potential, acute disease with low
stigmatization potential, and chronic disease with low stigma-
tization potential).

Individuals aged 18 years and older residing in Germany
were allowed to participate in the study. Another prerequis-
ite was that the participants had no personal previous
experience (own illness) with the diseases mentioned in
the respective medical reports, as the handling of stigma-
tized diseases by affected persons is different from that of
unaffected persons.28 Sampling was done through
Prolific, a clickworker platform characterized by high data
quality.29 The study was conducted from May 9, 2023
until May 10, 2023. Participation was compensated with
1.60€, which corresponds to the German minimum wage.
The mean value of the processing time was 9:28 min (SD
= 3:47 min) and the median = 8:36 min. Two hundred
and seventy-five individuals participated in the study.

Design

We used a 2× 2 between subject study design with the two
independent variables (IVs) stigmatization potential and
time course of the disease. The intervention involved

Figure 1. PCM to predict intention-to-use mHealth apps.14.
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provided participants with a medical report containing a
diagnosis, where the stigmatization potential and the dis-
ease’s time course were systematically varied across four
experimental conditions: (a) acute disease with high stigma-
tization potential, (b) chronic disease with high stigmatiza-
tion potential, (c) acute disease with low stigmatization
potential, and (d) chronic disease with low stigmatization
potential.

Stigmatization potential is associated with high risks16,30

that consequences could arise related to areas of personal
lifestyle, occupation, and social life if medical findings
became known.16,28 The time course is a classification of
diseases in terms of their duration. These can be either
acute (diseases of short duration that come on quickly) or
chronic (slowly developing or long-lasting disease). In a
preliminary study, respondents in a qualitative semi-
structured interview described uploading medical findings
of chronic diseases into the EHR as more beneficial than
uploading findings of acute diseases.16

Each participant read one of these reports at the start of
the study, simulating a scenario where they had to decide
whether to upload this medical finding into an EHR. This
task was designed to trigger responses based on the per-
ceived stigmatization and duration of the condition outlined
in the report.

Participants were randomly (single-blinded) assigned to
one of these conditions in parallel (simple randomization,
ratio: 1:1:1:1) using LimeSurvey’s built-in “rand” function.
The dependent variables were the constructs of the PCM:
intention to use, perceived benefits, privacy concerns,

trust in the provider, social norms, attitude to privacy and
perceived control over personal data.

Materials

Following a common practice in technology acceptance
studies,31,32 we used a case vignette to represent a typical
situation in which an EHR app may be used. In particular,
the case vignette depicted a situation where the participant
has recently started using an EHR app and is now faced
with the decision to upload a medical finding to their
EHR (see Appendix 2). Additionally, the disease/injury
was described in lay terms with one to three sentences
(see Appendix 3). In selecting the diseases, both their stig-
matization potential and their time course were systematic-
ally varied. The stigmatization potential covered different
risks for professional and social life, such as depression
as a disease33,34 or tests for STDs with high stigmatization
potential35,36 and fractures or diabetes as diseases with low
stigmatization potential. To reflect different time courses,
diseases were divided according to an acute (e.g. wrist frac-
ture) and a chronic time course (e.g. type-1 diabetes).
Furthermore, diseases were selected to occur regardless of
age so that they would be perceived as realistic diseases
by an age-diverse sample. Table 2 shows the diseases
used in the stimuli, categorized in terms of stigma potential
and time course.

As in a previous study,16 an interactive prototype (a
so-called click dummy) was used which was modeled
after the mobile EHR application of a German health

Table 1. Hypotheses regarding the research model.

Hypotheses Hypothesis

H1 Perceived benefits positively influence users’ intention to use the EHR.

H2 Privacy concerns negatively influence users’ intention to use the EHR.

H3 Trust in the provider positively influences users’ intention to use the EHR.

H4 Social norms positively influence users’ intention to use the EHR.

H5a Perceived control over personal data positively influences users’ intention to use the EHR.

H5b Perceived control over personal data negatively influences users’ privacy concerns.

H5c Perceived control over personal data positively influences users’ trust in the provider.

H6a Attitude to privacy negatively influences users’ intention to use the EHR.

H6b Attitude to privacy negatively influences users’ perceived benefits.

H6c Attitude to privacy positively influences users’ privacy concerns.

H6d Attitude to privacy negatively influences users’ trust in the provider.
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insurance company (the BARMER)—the eCare app—
using a software for interface design (FIGMA). This proto-
type allows for a realistic interaction with an EHR.
Specifically, the prototype gave participants the ability to
upload findings, grant or revoke permissions to view find-
ings, and create medication plans. Only the “Upload find-
ings” function was used in this study. The interaction
with the EHR prototype preceded the survey study.

We used LimeSurvey (version 3.28.3+ 220315) to
create and conduct a five-page online survey. The EHR
prototype was embedded into the survey using iFrame.
LimeSurvey software was used to ensure that all questions
had to be answered to complete the study and receive the
compensation. As in the previous study, we tested the
effect of the independent variables by querying the per-
ceived risk and perceived benefit of uploading findings to
the EHR.16 Based on previous results, we assumed a high
perceived risk when the stigmatization potential was high
and a high perceived benefit when the time course was
chronic. Perceived risk, perceived benefit, and all question-
naire items14 (see Appendix 1) were measured using a
7-point Likert scale ranging from 1 (“strongly disagree”)
to 7 (“strongly agree”).

Procedure

The study procedure is shown in Figure 2. The survey con-
sisted of four parts. After giving their written informed
consent according to the WMA Declaration of Helsinki,
(1) the study was initiated, and participants had 1 minute

to interact with the EHR prototype. (2a) Participants then
read a randomly selected case vignette addressing the use
of the EHR in the context of uploading a medical finding
(low or high stigmatization potential and acute or chronic
time course, depending on the experimental group). (2b)
Subsequently, participants were asked to assess the risks
and benefits of uploading the medical finding mentioned
in the case vignette. (3) Afterwards the questionnaire was
answered by the participants. (4) The survey was completed
with the collection of demographic characteristics (age,
gender, and education level) as control variables, as well
as the opportunity for participants to declare their responses
invalid due to lack of care in processing.

Analyses

To validate the model outlined in Figure 1, we used struc-
tural equation modeling with partial least squares
(SEM-PLS). We tested the influence of disease and per-
sonal characteristics on the intention to use an EHR as pre-
dicted by the model using multigroup analysis (MGA). The
SEM-PLS was carried out with SmartPLS 4 (version
4.0.9.4). All items of the questionnaire, except PB07 und
SN03 due to poor standardized factor loadings, were
included in the final analysis and restricted to load on the
respective constructs described above and in Figure 1.
The P values of the paths were evaluated with t-statistics
obtained from bootstrapping with 5000 resamples. We
cleaned and analyzed the data of the perceived risks and
perceived benefits using RStudio (version 2023.06.0+
421). These analyses were performed using t-tests.

Results

Survey characteristics

A total of 275 observations were collected. A total of 34
records were excluded, of which 29 were excluded
because of participants’ medical history, three because of
incomplete questionnaires, and two because they were
marked as invalid by participants. Figure 3 shows the par-
ticipation and distribution process of the participants as a
flow chart.

Table 2. Diseases used in the stimuli, categorized by stigmatization
potential (SP) and time course (TC).

SP

TC

Acute Chronic

Low Fractured wrist Type-1 diabetes

High STD (gonorrhea) Depression

Figure 2. Overview of the study design.
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A sample of 241 observations (146 male, 92 female, one
diverse, two no information) was used for further analysis.
Table 3 summarizes the demographic characteristics of the
sample for each group.

Risk and benefit perception

Similar to the preliminary study,16 risk and benefit perception
of uploading served as a manipulation check to test the val-
idity of our manipulation of the stigmatization potential (risk)
and the time course (benefit) through the medical findings
(see Figure 4). As expected, uploading medical findings of
stigmatized diseases was perceived as significantly riskier
than those of non-stigmatized diseases (low: mean = 3.98,
SD = 1.7; high: mean = 5.12, SD = 1.71; t239= 5.447; p<
.001). In addition, uploading findings of chronic diseases
was perceived as significantly more beneficial than acute dis-
eases (acute: mean = 5.38, SD = 1.37; chronic: mean= 5.90,
SD = 1.37; t239= 2.98, p= .003). Consequently, we assume
that our manipulation was successful.

Assessment of the structural model

The internal consistency of the scales as well as convergent
validity and discriminant validity of the measured con-
structs are shown in Tables 4 and 5. Internal consistency
was evaluated with Cronbach’s alpha with the criterion of

α≥ .7.37,38 All constructs surpass the recommended value,
so that internal consistency can be assumed. The conver-
gent validity was assessed following Hair, Black, Babin,
and Anderson38 using three criteria: (a) The significance
of the factor loadings, which exceed the criterion value of
0.5; (b) the average variance extracted (AVE) should be
greater than 0.5; (c) the composite reliability (CR) should
surpass the minimum threshold of 0.6. After eliminating
PB07 und SN03 due to poor standardized factor loadings
(<0.7),38 all subscales met these three criteria.

Discriminant validity was evaluated by the Fornell–
Larcker criterion.38,39 For each latent variable the square
root of AVE (diagonal elements) must be larger than the
correlation between this latent variable and any other
latent variable (off-diagonal elements). Additionally, the
heterotrait–monotrait (HTMT) ratio of correlations was
used to certify discriminant validity.38,40 All constructs
were below the threshold of 0.90 for conceptual similar
constructs. As shown in Table 5, both criteria were fulfilled
for all latent variables. The measurement model thus pre-
sents appropriate psychometric properties.

Results of the structural model

After evaluating thecriteria of themeasurementmodel,wenow
describe the structural model concerning the use of the EHR in
more detail. The structural model was estimated by using

Figure 3. Flow chart of participant assignment to the experimental groups and exclusions. Note. SP: stigma potential; TC: time course.
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bootstrapping (5000 samples) to generate t-statistics and to
evaluate the statistical significance of the relationships.
Figure 5 represents the path coefficients and the corresponding
P values.

The R2 values for the intention to use, privacy concerns
and trust in the provider, but not for perceived benefits, far
exceed the cutoff value of 0.441 and suggest a good model
fit. Our model explains R2= 71.8% of the variance in our
main dependent variable, the intention to use the EHR.
Consistent with our expectations, perceived benefits have a
significant effect on the intention to use (P< .001), as well
as privacy concerns (p= .018), trust in the provider

(p= .010), and social norms (p= .001), supporting H1, H2,
H3, and H4. Perceived control over personal data has signifi-
cant effects on privacy concerns (p< .001) and trust in the pro-
vider (p< .001), thus supporting H5b and H5c. There is no
significant effect on intention to use (p= .897), rejecting
H5a. The attitude to privacy has significant effects on per-
ceived benefits (p< .001), privacy concerns (p< .001), and
trust in the provider (p< .001). Thus, H6b, H6c, and H6d
are supported. The attitude to privacy, however, has no
effect on the intention to use (p= .841). Consequently, H6a
is rejected. Table 6 summarizes the detailed analysis of the
path coefficients.

Results of the multigroup analysis

We conducted multigroup analyses (MGA) to examine
whether the relationships in the model varied depending on
the control variables (i.e. personal characteristics) and the
IVs. The MGA allows for direct nonparametric tests of the
path estimates in the structural model for each bootstrap
sample, following the MGA procedure in PLS with a boot-
strapping of 5000 samples.42

Controls. Aside from gender (female vs. male), we recoded
the demographic variables age (younger vs. older) and
education (non-academics vs. academics) as dichotomous
variables, because MGA are performed as two-group com-
parisons. The influence of gender (female: 92 cases; male:
146 cases) showed no significant difference in the path
coefficients. For age, we divided the participants into two

Table 3. Demographic data of the sample (N= 241).

Demographic Characteristic Group 1 (n= 74) Group 2 (n= 56) Group 3 (n= 62) Group 4 (n= 49) Total (N= 241)

Age (years), M (SD) 30.62 (9.58) 30.88 (7.95) 32.77 (11.51) 31 (9.31 31.31 (9.76)

Gender, n (%)

Female 25 (33.8) 18 (32.1) 26 (41.9) 23 (46.9) 92 (38.2)

Male 48 (64.9) 37 (66.1) 35 (56.5) 26 (53.1) 146 (60.6)

Diverse 0 (0) 0 (0) 1 (1.6) 0 (0) 1 (0.4)

No answer 1 (1.4) 1 (1.8) 0 (0) 0 (0) 2 (0.8)

Education, n (%)

High school/vocational education 30 (40.5) 26 (46.4) 34 (54.8) 30 (61.2) 120 (49.8)

Bachelor 24 (32.4) 13 (23.2) 15 (24.2) 9 (18.4) 61 (25.3)

Master 17 (23) 14 (25) 10 (16.1) 10 (20.4) 51 (20.7)

PhD 3 (4.1) 3 (5.4) 3 (4.8) 0 (0) 9 (3.7)

Figure 4. (a) Perceived risk in terms of stigmatization potential and
(b) perceived benefit in terms of time course.
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Table 4. Quality criteria of the constructs.

Latent Variable Item M Standard Deviation Standardized Factor Loading AVE CR Cronbach’s Alpha

AP AP01 4.75 1.44 0.701 0.700 0.873 .792

AP02 4.32 1.65 0.920

AP03 4.96 1.53 0.873

CON CON01 4.66 1.40 0.865 0.766 0.942 .924

CON02 4.39 1.54 0.885

CON03 4.16 1.50 0.870

CON04 4.17 1.49 0.895

CON06 4.33 1.45 0.861

IU IU01 4.20 1.54 0.898 0.836 0.939 .902

IU02 5.25 1.30 0.928

IU04 4.52 1.64 0.916

PB PB01 5.62 1.06 0.851 0.672 0.911 .877

PB03 5.11 1.34 0.746

PB04 5.53 1.28 0.867

PB05 4.86 1.42 0.760

PB06 5.51 1.23 0.865

PC PC02 4.51 1.45 0.838 0.651 0.903 .865

PC07 4.46 1.45 0.856

PC08 4.62 1.39 0.702

PC09 3.34 1.27 0.782

PC10 4.03 1.32 0.846

SN SN01 4.50 1.35 0.883 0.812 0.945 .922

SN02 4.50 1.46 0.876

SN04 4.74 1.34 0.925

SN05 4.49 1.37 0.919

(continued)

8 DIGITAL HEALTH



age groups by performing a median split, younger adults (par-
ticipants 18–29 years of age: 128 cases) and older adults (par-
ticipants who are 30 years or older: 113 cases). There were
significant differences in the path coefficients between the
younger and older participants regarding the influence of
privacy concerns (p= .034) and trust in the provider (p=
.016) on intention to use. While privacy concerns do not influ-
ence intention to use for younger participants (path coefficient
−0.003, p= .980), their influence increases with increasing
age (path coefficient −0.280, p= .001). For the younger par-
ticipants, trust in the provider influenced the intention to use
(path coefficient 0.315, p< .001), although not for the older
participants (path coefficient −0.012, p= .907). For education
(non-academics: 120 cases; academics: 121 cases) there were
significant differences for the path coefficients between trust
in the provider (p= .008) and intention to use. Trust in the
provider influences the intention to use the service for non-
academics (path coefficient 0.384, p< .001) but not for aca-
demics (path coefficient 0.011, p= .910).

Time course and stigmatization potential. The MGA for the
stigmatization potential of diseases (low: 111 cases; high:
130 cases) showed no significant differences in the path
coefficients. However, there were significant differences
with respect to the time course of diseases (acute: 136
cases; chronic: 105 cases) between the path estimates
between the influence of perceived benefits (p= .008),
privacy concerns (p= .025), social approval (p= .011),
trust in the provider (p= .012), attitude to privacy (p=
.050), and perceived control over personal data (p= .012)
on intention to use (see Figure 6).

When uploading medical findings to the EHR, the per-
ceived benefits had a greater influence on intention––
albeit in the same direction––when the mentioned disease
was chronic (path coefficient 0.543, p < .001), than in the
case of an acute disease (path coefficient 0.471, p < .001).
When interacting with medical reports of chronic diseases,
privacy concerns influence intention to use (path coefficient
−0.188, p= .049) in contrast to acute diseases (path

Table 4. Continued.

Latent Variable Item M Standard Deviation Standardized Factor Loading AVE CR Cronbach’s Alpha

TP TP01 4.66 1.19 0.898 0.760 0.927 .895

TP02 4.62 1.27 0.829

TP03 4.72 1.46 0.862

TP07 4.78 1.31 0.896

Note. AP: attitude to privacy; CON: perceived control over personal data; PB: perceived benefits; PC: privacy concerns; SC: social norms; TP: trust in the
provider; IU: intention to use; AVE: average variance extracted; CR: composite reliability and alpha: Cronbach’s alpha. The abbreviations given in the “Item”

column are explained in Appendix 1.

Table 5. Measurement model—discriminant validity.

AP CON IU PB PC SN TP

AP 0.837 0.426 0.488 0.368 0.829 0.481 0.607

CON −0.411 0.875 0.689 0.649 0.727 0.586 0.841

IU −0.449 0.632 0.914 0.868 0.701 0.684 0.810

PB −0.338 0.593 0.782 0.820 0.534 0.590 0.721

PC 0.730 −0.652 −0.627 −0.487 0.807 0.583 0.867

SN −0.428 0.543 0.625 0.536 −0.527 0.901 0.719

TP −0.555 0.770 0.738 0.652 −0.769 0.657 0.872

Notes. Fornell–Larcker: the diagonal elements (bold) are the square root of the variance shared between the constructs and their measures (average variance
extracted); off-diagonal: the correlation between constructs; HTMT ratios are above the diagonal; AP: attitude to privacy; CON: perceived control over personal
data; PB: perceived benefits; PC: privacy concerns; SC: social norms; TP: trust in the provider, and IU: intention to use.
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coefficient −0.135, p= .138). Conversely, social approval
had no influence on intention to use when uploading
reports of chronic diseases (path coefficient 0.092, p=
.244), but they did when uploading reports of acute diseases

(path coefficient 0.178, p= .001). When uploading reports
of chronic diseases, trust in the provider had an influence
on intention to use (path coefficient 0.215, p= .039), but
not when uploading findings of acute diseases (path

Figure 5. Factor relationships in the structural model. Solid lines represent statistically significant links and dashed lines represent
statistically nonsignificant links. *p < .05. **p < .01. ***p < .001. ns: not significant.

Table 6. Overview of the path coefficients.

Hypotheses Path Path Coefficient t p Supported?

H1 PB → IU +0.499 9.526 <.001 Yes

H2 PC → IU −0.161 2.359 .018 Yes

H3 TP → IU +0.193 2.592 .010 Yes

H4 SN → IU +0.147 3.362 <.001 Yes

H5a CON → IU +0.007 0.129 .897 No

H5b CON → PC −0.424 10.353 <.001 Yes

H5c CON → TP +0.652 18.008 <.001 Yes

H6a AP → IU +0.010 0.200 .841 No

H6b AP → PB −0.338 5.797 <.001 Yes

H6c AP → PC +0.556 15.265 <.001 Yes

H6d AP → TP −0.287 7.315 <.001 Yes
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coefficient 0.176, p= .098). Although there was a signifi-
cant difference for uploading acute and chronic findings
to the EHR in terms of the influence of both perceived
control over personal data and attitudes towards privacy
on intention to use, the influence of both paths was not sig-
nificant in both sub-models and therefore of no further
importance. Table 7 presents the path coefficients and the
corresponding P-values of the models of the subsamples
with respect to the time course as well as the difference
between the models.

Discussion

Principal findings

This study investigated whether the PCM adapted for
mHealth apps can describe the intention to use the EHR
in general and in relation to personal characteristics (demo-
graphics) and disease characteristics including stigmatiza-
tion potential and time course. The model provides a
valid representation of the intention to use the EHR, as
the proposed model explains the variance (R2) in users’
intention-to-use mHealth applications better than other
reported models (where the values do not exceed
0.5),15,43 with an overall complexity similar to existing
models. We examined the influence of demographic
control variables on the relationships in the model, of
which age and education had significant effects. Older
users have more privacy concerns and less trust in the pro-
vider than younger users, which negatively influences their

intention to use the EHR. Additionally, the influence of
trust in the provider on the intention to use the EHR also
decreased as the level of education increased. While the
influence of both control variables is not uncommon in
the mHealth and IoT domain,25,26 they did not appear in
other SEM studies regarding EHR use thus far.10,15,44

When looking at the full model, it is evident that the
intention to use the EHR is significantly influenced by per-
ceived benefits (path coefficient= 0.499) as the overall
strongest driver of intention to use. The more beneficial
the use of the EHR is perceived by users, e.g. for health
data management of patients with multiple chronic condi-
tions,45 the more likely it is that an intention to use will
be formed. However, these perceived benefits were inhib-
ited by the patient’s attitude to privacy (negative path coef-
ficient=−0.338). This means that benefits of EHR use,
such as more effective treatment and less effort in managing
one’s health data, are devalued or ignored in the decision to
use the EHR if the respective patients perceive privacy
issues as important. The inhibiting influence of privacy con-
cerns on the intention to use (negative path coefficient=
−0.161) confirms similar findings of prior studies.7

Privacy concerns were even more pronounced when
general attitudes to privacy were high (path coefficient=
0.556). Nevertheless, our model suggests that privacy con-
cerns were significantly inhibited by the level of perceived
control over personal data (negative path coefficient=
−0.424). The more users perceive that they can make inde-
pendent decisions about whether and how to store their data
in the EHR (delete, share, etc.), the fewer privacy concerns

Figure 6. Factor relationships in the structural sub-models concerning acute and chronic diseases. Solid lines represent statistically
significant links and dashed lines represent statistically nonsignificant links.
Notes. *p < .05. **p < .01. ***p < .001. ns: not significant; AP: attitude to privacy; CON: perceived control over personal data; PB: perceived
benefits; PC: privacy concerns; SN: social norms; TP: trust in the provider, and IU: intention to use.
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they tend to have.44 The model also shows that the more
trust is placed in the provider, the more likely it is that
the EHR will be used (path coefficient= 0.193). This trust
is positively associated with control over personal data
(path coefficient= 0.652) unless patients have a generally
high attitude to privacy (negative path coefficient=
0.287). Finally, the intention to use was also driven by
social norms (i.e. social approval), that is, the opinions,
experiences, and the EHR use of close relatives (path coef-
ficient= 0.147). This is in line with findings from social
psychology, which show that people tend to adopt the opi-
nions of their peers or relatives.46

The consideration of disease characteristics (time course
and stigmatization potential) enables a more nuanced view
of the factors influencing the intention to use the EHR. An
important finding is that the intention to use the EHR is sig-
nificantly influenced by the time course of diseases but not
the stigmatization potential, which has been shown to influ-
ence actual uploading behavior.16,18

For acute diseases, the intention to use EHR is primarily
influenced by the perceived benefits (path coefficient=
0.471) and social approval (path coefficient= 0.178). In
the case of chronic diseases, the situation is more
complex. Here, the intention to use EHR is affected by
three key factors: perceived benefits (path coefficient=

0.543), privacy concerns (negative path coefficient= –
0.188), and trust in the provider (path coefficient= 0.215).
In other words, the significant differences regarding the
acute and chronic time course of diseases can be broken
down into four main points regarding perceived benefits
(a), privacy concerns (b) trust in the provider (c), and
social norms (d):

(a) When comparing the impact of perceived benefits on
the intention to use the EHR, their positive influence
is notably stronger in the case of chronic diseases
than it is for acute diseases. This is not surprising as
health concerns (i.e. the personal importance of
health issues) have a positive impact on the sharing
of health data via the EHR.10 It is in one’s own
health interest to share data about chronic diseases
via the EHR so that it can be considered in future
diagnoses.10,47

(b) The impact of privacy concerns varies significantly
between acute and chronic diseases. Although
privacy concerns tend to decrease intentions to use
the EHR in the case of chronic diseases, they do not
significantly influence the intention to use EHR with
acute diseases.7 This finding is particularly striking
given that previous studies suggest that patients had

Table 7. Results of the MGA concerning time course.

Path
Path coefficients
(Acute)

p Value
(Acute)

Path Coefficients
(Chronic)

p Value
(Chronic)

Path Coefficients
(Difference)

p Value
(Difference)

PB → IU 0.471*** <.001 0.543*** <.001 0.072*** .008

PC → IU −0.135 ns .138 −0.188* .049 −0.053* .025

TP → IU 0.176 ns .098 0.215* .039 0.039* .012

SN → IU 0.178*** .001 0.092 ns .244 −0.086* .011

CON →
IU

0.049 ns .544 −0.038 ns .623 −0.087* .012

CON →
PC

−0.437*** <.001 −0.397*** <.001 0.04 ns .618

CON →
TP

0.654*** <.001 0.637*** <.001 −0.017 ns .565

AP → IU 0.001 ns .989 0.003 ns .966 0.002 ns .050

AP→ PB −0.284*** <.001 −0.403*** <.001 −0.119 ns .365

AP→ PC 0.546*** <.001 0.582*** <.001 0.036 ns .561

AP → TP −0.280*** <.001 −0.306*** <.001 −0.026 ns .795

Notes: *p < .05; **p < .01; ***p < .001. ns: not significant.
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less privacy concerns when the use of an EHR meant
an improvement in their health.10,48 Contrary to this,
our observation indicates an increased influence of
privacy concerns in chronic diseases, i.e. when EHR
use would result in an actual improvement in users’
health.

(c) Trust in the provider had a positive influence on the
intention to use the EHR only in the case of chronic
diseases. This is hardly surprising, as a perceived vul-
nerability (i.e. awareness of a possible risk) is a pre-
requisite for trust. If little risk is perceived, as with
the acute diseases in our study, no trust is required to
upload the findings to the EHR.49,50

(d) For chronic diseases the influence of social norms on
the intention to use the EHR vanished. Consequently,
when it comes to chronic diseases patients intention
to the EHR is neither influenced by the approval of
their social group (i.e. injunctive norms or what we
believe others think we should do) nor by the behavior
of others (i.e. descriptive norms or typical behavior in a
situation). Instead, they seem to rely on their own per-
ception of benefits and risks.

Implications

Our study has various theoretical and practical implications.
As can be seen from the differences between the sub-models
in terms of the time course of the disease as well as age and
education of users, intention to use the EHR is a context-
specific construct. The focus on context increases the useful-
ness of these models as it helps to further specify which
factors should be considered when conducting studies with
the PCM and how to translate its predictions into practical
interventions to increase EHR adoption rates. Specifically,
social norms/approval may be effective to increase EHR
uptake when it comes to acute diseases (e.g. through a
reward system for encouraging family members or friends)
but not for chronic diseases. For chronic diseases as well
as for older and higher educated users, on the other side,
privacy concerns should be reduced and trust in the provider
should be built, for instance, through transparent and
easy-to-understand information about the high safety stan-
dards of EHR (e.g. for encrypting data) and the data stored
in them (e.g. via the control of access rights). Such combined
measures can help to increase the number of users, regardless
of disease characteristics, and thus support implementation
efforts of EHR.

Limitations and future directions

We deliberately excluded participants who already had a
medical history with the diseases addressed in the stimuli
to avoid bias in their responses. Individuals suffering
from a stigmatized disease are more cautious to disclose
the information, especially if the disease is not immediately

apparent.28,51 The question arises as to what extent the
behavior of stigmatized and chronically ill people can be
simulated under experimental conditions, provided that
the participants do not have any stigmatized characteristics
or chronic illnesses. To further strengthen the validity and
generalizability of our results, the perspective of people
who are already affected should be examined in a follow-up
study and compared with the results of this study.

Another limitation is that the chronic and acute disease
patterns used in the stimuli are not readily comparable.
We decided to use the diseases listed in Table 1 because
they resulted in the expected effects in a preliminary
study.16 For future studies, it would make sense to use
other diseases that can be more readily compared in terms
of their perceived stigma and time course (e.g. gonorrhea
and HIV or a wrist fracture and arthritis) to further
strengthen the generalizability of the present findings. In
addition, the study was conducted exclusively with
German citizens due to the focus on the German healthcare
system. Follow-up studies should examine the applicability
of the results to other countries, as there are differences
between the individual healthcare systems as well as in
the willingness to share personal data online.52 Finally, in
this study, injunctive social norms were operationalized
with respect to recommendations and approval of the use
of the EHR by friends and families. To what extent patient’s
beliefs of social approval of health professionals increase or
decrease intention to use53 remains to be seen in future
studies.

Conclusions
This paper highlights that disease and personal characteris-
tics influence the formation of the intention to use EHRs.
Specifically, the study found relevant differences in the
intention to use based on the time course of diseases to be
uploaded in the EHR. In the case of acute illnesses, the
intention to use the EHR was primarily driven by perceived
benefits and social norms. For chronic diseases, the study
observed a significant shift. The influence of social norms
on the intention to use the EHR vanished, whereas factors
like privacy concerns, trust in the provider, and perceived
benefits became more prominent. This suggests that
patients with chronic illnesses recognize a greater value in
using the EHR, but they have heightened privacy concerns
due to the more permanent and risky nature of the data asso-
ciated with chronic conditions. Additionally, the study
found that the experiences, recommendations, and behavior
of close relatives influenced the intention to use the EHR
only for acute diseases. Finally, personal characteristics
also had an influence on the intention to use the EHR.
With increasing levels of education, trust in the provider
no longer played a role in the formation of the intention
to use. Similarly, compared to their younger counterparts,
older users’ intention to use the EHR was less influenced
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by trust in their provider and more impacted by privacy
concerns.

These findings imply that for effective EHR adoption,
strategies must be tailored to the specific needs and con-
cerns of different patients with different types of diseases.
This more nuanced understanding can guide healthcare pro-
viders and policymakers in developing targeted approaches
to increase user adoption, ensuring that the system meets
the varying needs of patients with different health condi-
tions. This is an important step for a more successful and
widespread implementation of the EHR.
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Appendix 1—Questionnaire
Manipulation check (perceived risk): Rate the following
statement: If the information in this finding fell into the
wrong hands, it would do me a lot of damage.

Manipulation check (perceived benefit): Rate the
following statement: I think it is very beneficial that phy-
sicians who treat me have access to this finding through
the EHR.

Attitude to privacy

AP01: Compared to other issues that concern me, privacy is
very important to me.
AP02: I feel very concerned about my privacy when using
data-collecting technology.
AP04: I worry about what data is being stored about me.

Perceived control over personal data

CON01: I believe I can control my personal data provided
to the EHR.
CON02: I believe I have control over who can get access to
my personal data collected by the EHR.
CON03: I think I have control over what personal informa-
tion is released by the provider of the EHR.
CON04: I believe I have control over how personal data is
used by the provider of the EHR.
CON06: Privacy settings allow me to have full control over
the data I provide.

Intention to use

IU01: I should use the EHR as soon as possible.
IU02: I would use the EHR.
IU04: I would not hesitate to use the EHR.

Perceived benefits

PB01: Providing my personal data to the EHR will entail
benefits.

PB03: I believe that as a result of the upload of my health
date to the EHR, I will benefit from a better, more custo-
mized service.
PB04: I feel that uploading my health data to the EHR is
useful.
PB05: Uploading my health data to the EHR can make my
lifestyle more productive.
PB06: Uploading my health data to the EHR can simplify
my lifestyle and accelerate processes.
PB07: The usage of the EHR can lead me to learn new
things or think about things in new ways.

Privacy concerns

PC02: I am concerned about submitting data to the
EHR, because it could be used in a way I did not
foresee.
PC07: There would be high potential for privacy loss asso-
ciated with giving personal data to the EHR.
PC08: Personal data could be inappropriately used by the
EHR.
PC09: Providing the EHR with my health data would
involve many unexpected problems.
PC10: It would be risky to give health data to the EHR.

Social norms

SN01: If my family recommends that I use the EHR,
I do.
SN02: If my social environment used the EHR, I wouldn’t
have any problems using it either.
SN03: I feel that I should use the EHR because everybody
else seems to be using it.
SN04: If people I value, recommend me to use the EHR, I
would.
SN05: If my friends were using the EHR, so would I.

Trust in the provider

TP01: The provider of the EHR would be trustworthy in
handling the data.
TP02: The provider of the EHR would tell the
truth and fulfill promises related to the data provided
by me.
TP03: I trust that the provider of the EHR would keep my
best interests in mind when dealing with the data.
TP07: I would trust the EHR.

Demographics

Age: Please enter your age.
Gender (m/f/d): Please indicate your gender.
Education: Please enter your highest qualification.
Experience with mHealth apps: How often do you use
health or fitness apps?
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Appendix 2—Case vignettes

Case vignette 1

1. You have recently started using the EHR, which you
have just learned about, to manage your medical data
and records and to share them with your physicians if
you wish.

2. You have recently contracted a sexually transmitted
disease (gonorrhea) but have completely recovered.

You are now faced with the decision of whether or not to
include the findings of this disease in your EHR.

Case vignette 2

1. You have recently started using the EHR, which you
have just learned about, to manage your medical data
and records and to share them with your physicians if
you wish.

2. You have been suffering from moderate-to-severe
depression for several years.

You are now faced with the decision of whether or not to
include the findings of this disease in your EHR.

Case vignette 3

1. You have recently started using the EHR, which you
have just learned about, to manage your medical data
and records and to share them with your physicians if
you wish.

2. You recently broke your wrist, but it has healed
completely.

You are now faced with the decision of whether or not to
include the findings of this disease in your EHR.

Case vignette 4

1. You have recently started using the EHR, which you
have just learned about, to manage your medical data
and records and to share them with your physicians if
you wish.

2. You have had diabetes for several years.

You are now faced with the decision of whether or not to
include the findings of this disease in your EHR.

Appendix 3—Description of the diseases

Gonorrhea

Gonorrhea (gonorrhea) is an infectious disease that is mainly
transmitted during sex. The pathogens are bacteria known as
gonococci. Gonorrhea is one of the most common sexually
transmitted diseases, also known as STDs. Gonorrhea can
usually be treated well with antibiotics. If it remains
untreated, complications are possible—such as joint inflam-
mation, abdominal pain or fertility problems.

Depression

Depression is amental illness that canmanifest itself in numer-
ous symptoms. A persistently depressed mood, inhibition of
drive and thinking, loss of interest and a variety of physical
symptoms, ranging from insomnia to appetite disorders and
pain, are possible signs of depression. The majority of those
affected have suicidal thoughts sooner or later, and 10–15%
of all patients with recurring severe depressive phases die by
suicide.Once the correct diagnosis has beenmade, the situation
is anything but hopeless. In recent decades, a lot has been done
in terms of treatment and more than 80% of sufferers can be
helped permanently and successfully.

Wrist fracture

A wrist fracture is a fracture of the radius (one of the two
forearm bones) close to the wrist. The medical term is “distal
radius fracture.” Wrist fractures are the most common form
of bone fracture in adults. A wrist fracture often heals
without any problems, especially in the case of stable fractures.
In very rare cases, complications and late effects develop, such
as limited mobility or loss of strength in the wrist and fingers.

Diabetes

Type 1 diabetes is an autoimmune disease in which the
patient’s own immune system attacks the body’s own
insulin production in the pancreas and destroys the insulin-
producing cells: this results in an absolute insulin defi-
ciency, which leads to a sharp rise in blood sugar and a sim-
ultaneous undersupply of the body’s cells. Lifelong therapy
with insulin injections is therefore necessary, as well as
adapting the diet to the insulin dosage in order to prevent
blood sugar fluctuations. Accompanying symptoms are
often other autoimmune diseases.
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