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ABSTRACT

Public health faces unprecedented challenges in its efforts to control COVID-19 through a national vaccination

campaign. Addressing these challenges will require fundamental changes to public health data systems. For ex-

ample, of the core data systems for immunization campaigns is the immunization information system (IIS);

however, IISs were designed for tracking the vaccinated, not finding the patients who are high risk and need to

be vaccinated. Health systems have this data in their electronic health records (EHR) systems and often have a

greater capacity for outreach. Clearly, a partnership is needed. However, successful collaborations will require

public health to change from its historical hierarchical information supply chain model to an ecosystem model

with a peer-to-peer exchange with population health providers. Examples of the types of informatics innova-

tions necessary to support such an ecosystem include a national patient identifier, population-level data ex-

change for immunization data, and computable electronic quality measures. Rather than think of these compo-

nents individually, a comprehensive approach to rapidly adaptable tools for collaboration is needed.

Key words: public health informatics, population health, national patient identifier, Fast Healthcare Interoperability Resource,

electronic clinical quality measure

INTRODUCTION: PUBLIC HEALTH AND
POPULATION HEALTH EFFORTS FOR PANDEMIC
CONTROL

In the previous century, healthcare providers looked after the care of

individuals, and public health looked after the care of populations.

However, this paradigm has changed. Health systems now practice

population health,1 caring for groups of patients who are “at-risk”

through value-based reimbursement. A recent survey suggests that

about 53% of care is value-based.2 There are recognized quality

metrics that reward health systems for performance of essential

tasks at a population level, with ongoing efforts to compute these

quality metrics, such as rates of vaccination of patients for influenza,

from data in electronic health records systems (EHRs).3 Many

health systems and other healthcare providers, such as pharmacies,

have data warehouses linked to electronic dashboards that show the

health system’s day-to-day performance on other population health

measures. These systems offer advanced capabilities that would be

the envy of many public health practitioners.

The events of the past year have revealed fundamental weak-

nesses in public health data systems due to years of under funding.

As a foundation for efforts for the next phase of the pandemic and
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future preparedness, we need to make significant national invest-

ments in public health data systems. But what kind of investments?

Rather than invest in purpose-built systems that address the issues of

the most recent public health disaster, we need an “all hazards” ap-

proach. In addition, the next generation of public health data sys-

tems needs to be designed for collaboration. Traditional public

health data management models placed public health providers at

the top of a hierarchical information “supply chain,” supporting

policy decisions.4,5 COVID-19, and many other public health prob-

lems, require public health to move beyond its vertically oriented

tools to establish an information “ecosystem” with n-direction com-

munication among public health and population health providers,6,7

with the goal of an independent but coordinated response to the

challenges of the pandemic or other public health emergency at a

population level.

COVID-19 AND POPULATION HEALTH
INFRASTRUCTURE

COVID-19, like most infectious diseases, is an illness that dispro-

portionately affects vulnerable populations: the aged, those with se-

rious prior illnesses, minorities, and individuals with health

disparities.8 It also selectively affects individuals in work environ-

ments where social distancing and mask use is difficult such as in

meatpacking and service industries.9 Fighting the pandemic requires

a population health perspective. Who are the vulnerable? How do

we reach them? As this pandemic has revealed, sometimes the vul-

nerable are persons supporting critical infrastructure such as teach-

ers or food processors.10 As we move into the next phase of care of

COVID-19, vaccination of the vulnerable populations based on risk

and vaccine availability is critical to mitigating loss of life and

health.11 The providers caring for populations must be able to care-

fully track and target for intervention-specific subpopulations of

patients, based on CDC and jurisdictional guidelines. But, knowing

who in a provider’s population has, and perhaps more importantly,

who has not been vaccinated will be difficult.

Involving providers in vaccination campaigns is critical because

vaccinating a population as diverse as the United States will be diffi-

cult. Even with wide availability, achieving uptake of the vaccines

may experience difficult grassroots resistance.12 Many persons may

need outreach and intervention from a trusted party, such as a

healthcare provider, to accept vaccination. So systems for getting

data back to healthcare practitioners, in the long run, will be critical.

Moreover, when vaccines become widely available, events could

make them scarce again. The evolution of Sars-COV-2 has not so

far required reengineering of existing vaccines,13 but this is possible

and may result in a need for ongoing revaccination, keeping vaccines

a scarce commodity.

Further, the United States’ approach to delivering vaccinations is

disjointed. Many providers are being engaged to administer vac-

cines, including nontraditional ones such as pharmacy chains. New

approaches are being implemented, such as drive-through sites for

mass vaccinations.14 Patients, freed of the responsibility for pay-

ment, are seeking vaccinations where it is convenient for them and

when they decide to participate.15,16 As a result, no single provider

is likely to hold comprehensive vaccination data on its population of

patients. Providers need to look to public health data systems for

this information. But there are a number of barriers. Three impor-

tant ones that have informatics solutions are discussed below.

A COVID-19 SPECIFIC NATIONAL PATIENT IDEN-
TIFIER AND DISAMBIGUATION TECHNOLOGY

First and foremost, a national vaccination campaign needs consis-

tent national-level tools for disambiguation of patients’ identity. A

single national medical identifier would be a useful approach but is

still a controversial issue because of privacy concerns.17–19 During

the pandemic, the Office of the National Coordinator for Health In-

formation Technology has accelerated its research to develop other

approaches for disambiguating patient identities.20 However, both

public health and healthcare providers urgently need an operational

solution. One option might be a pandemic-specific-identifier based

on the best available technology. Such a solution might not need to

be as precise as a permanent identifier and could be discarded after

the resolution of the pandemic. The identifier should be a health

identifier, under the legal protection of the Health Insurance Porta-

bility and Accountability Act (HIPAA), and authorized only for use

by public health officials and providers for outreach to patients

where they have existing relationships, to protect privacy. Whether

permanent or temporary, only with adequate infrastructure for pa-

tient identity resolution, linked to public health data, can we know

who has and has not been vaccinated and conduct systematic, risk-

based individual outreach to those who have not.

DATA SYSTEMS DESIGNED FOR RAPIDLY
EVOLVING COLLABORATION ON POPULATION
HEALTH

Data systems for public health are siloed by jurisdiction (by law),

but also by program (as a result of federal funding restrictions.)

However, effective data systems could share many components,

making them more interoperable and flexible.7 One such component

could be the identity disambiguation tools described above. A sec-

ond might be a database designed to support population health level

queries that allow a healthcare system to know what public health

knows about its patients. Basic components such as these could be

assembled into program-specific systems that are cost-effective, in-

teroperable, and adaptable to new challenges, as described in Lenert

and Sundwall.7

Applying these principles to vaccination campaigns, the primary

tool public health has for assessing the effectiveness of vaccine cam-

paigns are state and regional immunization information systems

(IIS).21 These systems, in turn, provide data to the Centers for Dis-

ease Control and Prevention (CDC) for national statistics and policy

formation. There are approximately 60 disparate states and jurisdic-

tional IIS systems that are linked only at the CDC (national level).

IIS systems functions include: 1) tracking administration of vaccine

supplies to authorized providers and to support the logistics of vac-

cine distribution; 2) ongoing population-level assessment on the ef-

fectiveness of immunization campaigns (by race, ethnicity, gender,

and geolocation); and 3) provision of information to clinicians on

the vaccine status of individuals. IIS capabilities have advanced un-

der Meaningful Use regulations.22 Most EHR systems now automat-

ically send standardized HL7 version 2.X vaccination messages to

state IIS systems.23,24 Many IIS provide web interfaces for patient-

level or clinical provider level queries on the vaccination status of

individuals and some provide recommendations for future vaccina-

tions.22

IISs are unique in public health data systems because they are

among the most collaborative of public health data systems with

existing capabilities for 2-way communication with healthcare pro-
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viders. IISs were created to send population-level data back

“upstream” to the CDC. Their uniqueness comes from how they

obtained this data. Prior to Meaningful Use, healthcare providers

voluntarily contributed patient data to vaccination registries to be

part of a community maintaining accurate records for patients

across healthcare systems. By meeting the information needs of

healthcare providers, public health acquired the data it needed for

operations.

Our present circumstances require similar collaborations but

scaled for population health practice—moving from collaboration 1

patient at a time to large groups of patients at a time. From an infor-

matics standpoint, a population-based program within a healthcare

provider would require the creation of a registry of targeted patients

which might be very large—tens of thousands of patients or more at

later stages in vaccine distribution. A team of population health spe-

cialists might prioritize that provider’s patients by their risk and try

to contact patients, in order of risk, to help them “navigate” access

to vaccination appointments.25,26 To do this in an efficient manner,

the registry software might need to check on the vaccination status

of hundreds or even tens of thousands of patients every day. As a re-

sult, a jurisdictional IIS might need to be able to respond to poten-

tially millions of queries a day. Operationally, processing this

number of data requests, 1 at a time, would be challenging even for

the most technically sophisticated IISs.

There is a potentially rapidly deployable solution that might

also serve as the foundation for the next generation of public

health systems: “wrapping” existing IIS systems in interoperable

database technology designed for “bulk” queries. Does such a

database architecture exist and do standards for this type of com-

munication (bulk queries on populations) exist? The short answer

is yes. While these standards are not fully mature, efforts with

Fast Healthcare Interoperability Resource standards have pro-

duced clinical data repositories based on this standard that can re-

ceive HL7 messages, map them to FHIR data standards, and

respond to population-level queries using the evolving Flat FHIR

protocols for bulk transfer of data. Implementers include Amazon

Web Services, Cerner, Firefly, Microsoft Azure, Smile CDR, and

several government agencies. There is a large ongoing effort to pi-

lot bulk data exchange between payers and healthcare providers,

and the Office of the National Coordinator has funded further de-

velopment of Flat FHIR by HL7.27 These efforts should be ex-

tended to joint work on Flat FHIR for data exchange between

public health and population health providers from IIS.

Figure 1 illustrates a conceptual architecture for wrapping IIS

with Flat FHIR interoperability that we call VACTRAC. Key fea-

tures of the model include: replication of the existing HL7 V2.X vac-

cine message stream with storage of this data; an FHIR clinical data

repository; a regional, state, or national electronic master person in-

dex to disambiguate patients; and a provider data system, for bulk

query of a population, that is flat FHIR-enabled. A dedicated facility

for independent population data exchange with scalable capacity

would be an important step in the transformation of public health

data systems from legacy hierarchical information models to a more

collaborative ecosystem model. A state or regional health informa-

tion exchange might be a reasonable home for this infrastructure,

but it could also be hosted by a public health agency.

Can this be done fast enough to have an impact on the pan-

demic? Data standards, standardized development components, and

cloud-based infrastructure make it possible to rapidly adapt existing

data platforms for collaboration in response to emergencies. Health

Sciences South Carolina, Medical University of South Carolina, and

Smile CDR (Toronto, Canada) over a few weeks developed a proto-

type population health management tool based on Figure 1 called

VacTrac. It allows a provider to upload a list of patients to an open-

source Health Insurance Portability and Accountability Act-compli-

ant database (REDCap) from an EHR or to enter it manually. The

database performs a daily check of the COVID-19 vaccination sta-

tus of these patients, using the flat FHIR protocol to access an FHIR

CDR and also prioritizes and tracks contacts. The Flat FHIR-en-

abled REDCap instance described can be downloaded at Github.28

MEASURING PROGRESS: THE NEED FOR
COMPUTABLE CLINICAL QUALITY MEASURES

A critical aspect of any public–private collaboration is reliable

benchmarks of performance. Targeting populations and measuring

the effectiveness of providers in reaching the right segments of a

population is difficult. Current CDC data shows that only 6.3% of

the vaccine-receiving patients report African American race and

only 11.1% report Hispanic ethnicity despite both groups having

higher risks of infection (12.2% and 21.2%, respectively29) poten-

tially exacerbating health disparities with COVID-19. We currently

lack tools to access the effectiveness of COVID-19 vaccination cam-

paigns within subpopulations or by risk level. A critical gap is the

lack of computable definitions of the population segments of inter-

est. Computable denominator definitions could be combined with

Figure 1. Architecture for VacTrac, a Flat FHIR system for making data in state immunization registries more available for collaboration with health systems.
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vaccination data to build electronic computable quality measures

that track and reward providers for success in their outreach to the

most vulnerable populations. Computable quality measures exist for

influenza30 and pneumococcal vaccination31 and could be readily

adapted to make COVID-19 vaccination programs more equitable.

CONCLUSIONS

As outlined in this article, informatics at the interface between pub-

lic health and population health will play a critical role in our re-

sponse to the COVID-19 pandemic and for “all hazards” responses

to further public health challenges. Rather than anticipate every use

case, public health data systems should adopt a flexible, scalable ap-

proach, enabled by a foundation of standardized foundational com-

ponents. With the rise of population health capabilities in health

systems, public health data systems must meet not only their own

needs but work collaboratively with those of population health pro-

viders. Only through consistent architecture and standardized com-

ponents such as COVID-19 emergency medical identifier,

population-level interoperability with public health systems, and

electronic clinical quality measures for programs can we create the

comprehensive data ecosystem we need to address the challenges of

this pandemic and the next one.
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