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Remote Surveillance Technologies: Realizing the Aim
of Right Patient, Right Data, Right Time
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The convergence of multiple recent developments in health care information technology and
monitoring devices has made possible the creation of remote patient surveillance systems that
increase the timeliness and quality of patient care. More convenient, less invasive monitoring
devices, including patches, wearables, and biosensors, now allow for continuous physiological
data to be gleaned from patients in a variety of care settings across the perioperative experience.
These data can be bound into a single data repository, creating so-called data lakes. The high vol-
ume and diversity of data in these repositories must be processed into standard formats that can
be queried in real time. These data can then be used by sophisticated prediction algorithms cur-
rently under development, enabling the early recognition of patterns of clinical deterioration oth-
erwise undetectable to humans. Improved predictions can reduce alarm fatigue. In addition, data
are now automatically queriable on a real-time basis such that they can be fed back to clinicians in
a time frame that allows for meaningful intervention. These advancements are key components of
successful remote surveillance systems. Anesthesiologists have the opportunity to be at the fore-
front of remote surveillance in the care they provide in the operating room, postanesthesia care
unit, and intensive care unit, while also expanding their scope to include high-risk preoperative and
postoperative patients on the general care wards. These systems hold the promise of enabling
anesthesiologists to detect and intervene upon changes in the clinical status of the patient before
adverse events have occurred. Importantly, however, significant barriers still exist to the effective
deployment of these technologies and their study in impacting patient outcomes. Studies demon-
strating the impact of remote surveillance on patient outcomes are limited. Critical to the impact
of the technology are strategies of implementation, including who should receive and respond to
alerts and how they should respond. Moreover, the lack of cost-effectiveness data and the uncer-
tainty of whether clinical activities surrounding these technologies will be financially reimbursed
remain significant challenges to future scale and sustainability. This narrative review will discuss
the evolving technical components of remote surveillance systems, the clinical use cases relevant
to the anesthesiologist’s practice, the existing evidence for their impact on patients, the barriers
that exist to their effective implementation and study, and important considerations regarding
sustainability and cost-effectiveness. (Anesth Analg 2019;129:726-34)

emote surveillance enables clinicians to monitor, diag-
Rlalose, and intervene in a variety of settings with the
im of increasing the timeliness and safety of care.
Remote surveillance uses a strategy of collecting and digitally
transmitting clinical data from a patient in a location different
from where the clinician is located. It can use data from any
combination of invasive and noninvasive monitors, wearable
devices, biosensors, electronic health records, video cameras,
and more.'? The great promise of these technologies, how-
ever, must be considered, with considerable barriers to their
implementation, study, scale, and sustainability.
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Although components of remote surveillance have been in
development for nearly a decade, the coming together of mul-
tiple advances in health information and digital technology
present the opportunity for broader applications. First, patient
data previously siloed into different data systems are now col-
lected, stored, and retrieved in a common system, increasing
the volume, diversity, and accessibility of data related to the
patient clinical state. Second, newer continuous noninvasive
physiological monitors are convenient for patients, such that
monitoring can be performed and data gleaned in a growing
number of clinical settings—from their home before surgery,
through their operation to the postoperative general care
ward, and back home again. Third, more sophisticated pre-
diction algorithms can automatically sort through massive
amounts of clinical data and identify constellations associated
with adverse clinical events so as to increase the specificity of
alerts and reduce alarm fatigue. The successful implementa-
tion and utilization of prior alert systems suffered from alarm
fatigue that emanated from low-specificity alerts dependent
on very basic algorithms. Combined, these advances in data,
prediction, and alert/response form the elements of effective
remote surveillance systems (Figure 1).

The aim of this article is to review the evolution of data
and technology enabling effective remote surveillance, past
and future use cases for remote surveillance technologies
relevant to anesthesiologists, the limited peer-reviewed
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literature, and the barriers in the field that must be addressed
to realize the promise of these technologies.

DISCUSSION

Why Now: How Technologic Developments

Have Converged to Make Effective Remote
Surveillance Possible

More Data, Increasingly Accessible. The operating room,
postanesthesia care unit (PACU), and intensive care unit
have traditionally enjoyed the ability to capture vital signs
continuously. These data were historically siloed in the
device and could not be paired with other meaningful
clinical data. Biomedical device interface solutions that
bridge the electronic health record and the monitoring
device enable automatic transmission of monitoring data
into the record at up to minute-by-minute resolution such
that it can be paired with other data relevant to defining
the patient’s clinical status. One challenge remains the
frequency with which these data are transmitted by the
biomedical device interface, as the strength of prediction
algorithms is partly dependent on the resolution of the
physiological data available to them.

Traditional devices that continuously track vital signs are
typically inconvenient for the patient, as they tether patients
to the monitor. Newer continuous noninvasive physi-
ological monitoring devices, such as patches, biosensors,
watches, and wearables, are more convenient, allowing for
activity and ambulation.>® These devices are tracking new
types of data, including cardiac output, tidal volume (VT),
stroke volume variation, blood glucose, and hemoglobin.t-°
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Figure 1. Components of effective
remote surveillance systems. EMR indi-
cates electronic medical record.

Alert and Response

* Manageable number of alarms
« Targets appropriate responders

« Convenient alert delivery
mechanism (e.g., pager, EMR
alert, visible dashboard)

« Appropriately trained responders

As with traditional patient monitors, the devices can now
transmit their data via biomedical device interfaces to the
electronic health record database.

To pass data from devices to the electronic health record,
the data must be structured in a standard language. Most
electronic health records and medical devices have con-
verged on using a common standard language called
Healthcare Language-7 to exchange information." This was
a first step in allowing different monitoring devices made
by a variety of vendors to communicate their data into 1
database. The challenge remains that many applications use
Healthcare Language-7 in disparate ways. Transmitting,
collecting, and standardizing data in a common format
may not be performed rapidly enough to provide the
speed and resolution required by prediction algorithms
aimed at making an impact on real-time clinical care. More
recently, intraoperability standards called Fast Healthcare
Interoperability Resources have enabled a variety of appli-
cations to interface with electronic health records.!?> These
applications use real-time operating systems and software
languages to compute massive amounts of data outside of
the traditional electronic health record-based data mining
structures that have existed for many years.

To make electronic health record data—including vital
signs, laboratory test results, medication records, flowsheet
data, and physician orders—actionable at the bedside, the
ability to query in real-time must exist. In recent years, elec-
tronic health record vendors have made their data available
to external applications by providing hospitals with several
interface methods such as application programming inter-
faces and web services.’*!* These have enabled real-time
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Figure 2. Example data and information systems architecture for effective remote surveillance. A and B indicate data acquisition pathways
for 2 different types of medical devices: a traditional patient monitor (“medical device”) and a wearable patient monitor (“wearable medical
device”). (1) In pathway A, patient data collected on the medical device are fed into “Medical Device Drivers,” a software application that
enables connection between medical devices and downstream software applications. The “device gateway” then receives the data and trans-
forms it into a Healthcare Language-7 message. The “Healthcare Language-7 integration engine” (C) receives the Healthcare Language-7
messages from the device gateway and then splits and distributes them to (D) the “data lake” (composed of the “enterprise data warehouse”
that includes clinical and nonclinical high-resolution data) and (F) the electronic medical record. Data from the enterprise data warehouse are
sent to the “remote monitoring and predictive analytics servers” on which analytics can be performed and alerts generated. These alerts are
fed to (E) downstream systems that alert the clinician, such as pagers or visual display systems. (2) Alternatively, in pathway B, the “wearable
medical device” may send its data to a “cloud-based storage” system. Using an “application programming interface (API),” the data can then
be delivered to the data lake.

data to be queried and then delivered to downstream appli-  in real-time so as to enable instantaneous analysis by algo-
cations and external databases. An example of data and rithms that can immediately aid the clinician.

information systems architecture that could enable effective

remote surveillance is shown in Figure 2. Overcoming Barriers to the Prediction of Clinically

A challenge of data mining from the electronic health  Meaningful Events. The benefits of substantially larger and
record is the amount of data storage available and inherent

challenges in housing these data. Traditional server-based
storage required hardware installations and licensing fees.
Cloud-based electronic health record storage, however, is

more diverse datasets are only translatable to the bedside
if they can be distilled to a manageable number of high-
yield alerts in a time frame in which clinician intervention

growing, as it is more affordable and easier to install and can change the trajectory of the patient. The most basic
maintain. Cloud computing and improvements in data surveillance and alerting system is well known to clinicians
warehousing have enabled disparate sources of clinical  as the patient monitor that produces an alarm at the bedside.
and nonclinical data to store current and historical data in a The alarm is based on ranges set at the bedside, typically

centralized repository or “data lake.”*!* Of note, these data  from a single abnormal parameter (eg, oxygen saturation).
are often in a raw format and require substantial process-

ing to be usable for clinical analytics. To perform analysis of
patient data using algorithms, the electronic health record
must be supplemented with additional real-time reading
and storage for high-resolution data. To be successful, a
parallel copy of the electronic health record must be created =~ National Patient Safety Goal that all hospitals develop
and the raw data must be read, cleaned, indexed, and stored methods to reduce alarm fatigue. Studies have demonstrated

Without analytics capable of recognizing artifactual patterns
and inhibiting alarms when such a pattern is evident,
alarm fatigue has become a major concern for hospitals
nationwide.”” The Joint Commission has mandated as a
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that as little as 0.5% of alarms are actionable in scenarios of
continuous bedside monitoring.!%1

On the horizon are intelligent alert systems that are
driven by analytic approaches that can process massive
amounts of information instantly and identify patterns
not typically recognizable by algorithms that use logistic
regression.?>>> The aim of these intelligent systems must be
to increase the sensitivity to clinically important events but
also, and perhaps most importantly, to increase specificity
so as to reduce alarm fatigue. Artificial intelligence-based
alarms that employ machine learning techniques such as
neural networks not only take into account a comprehen-
sive set of permutations of input data but also systematically
weight and unweight the data in innumerable combinations
to make stronger predictions. Importantly, machine learn-
ing algorithms require historical datasets of patients to train
on as they build an understanding of which data constella-
tions strongly associate with prespecified clinical outcomes
of interest (eg, cardiac arrest or intensive care unit transfer).
Thus, an adequate amount of historical patient data and
outcomes must be present to allow for appropriate learn-
ing. The size of these training sets and the amount of histori-
cal data required to develop highly accurate predictions are
variable and determined by numerous factors, including
the type, relevance, and quality of input data.

Use Cases Relevant to the Anesthesiologist:
Opportunities and Barriers

Preoperative Assessment. Remote surveillance of patients
at home has historically been limited to programs targeting
chronic diseases and preventing avoidable admissions in high-
risk medical patients.** For patients awaiting surgery, there
have been virtually no studies examining the use of remote
surveillance to augment the preoperative functional assessment
despite evidence demonstrating its crucial role in predicting
postoperative adverse outcomes.**? Although newer tools
such as the Duke Activity Status Index are improving functional
assessments, they are still reliant on the patient’s own report of
their activity and lack objective, quantifiable data. Risk indices
that rely on these assessments have been shown to perform
poorly in discriminating levels of risk.”

Remote surveillance offers the opportunity to generate
more detailed data about the patient’s functional capac-
ity and improve the prediction of postoperative outcomes.
Wearables can be conveniently worn in the home and
automatically upload data to the cloud such that it can be
accessed remotely by anesthesiologists. Activity monitor-
ing, such as step counts, stair counts, patient positioning
data, balance, and fall detection, can be combined with
physiological response variables, such as heart rate and
oxygen saturation. One of the aims of such data would be
to enable a more informed discussion with patients about
the risk of surgery and anesthesia. In addition, such data
could improve selection of patients for intensive preopera-
tive optimization, such as prehabilitation programs with
prescribed exercise and nutrition optimization regiments.
Moreover, they could guide the intraoperative anesthetic
management plan and aid in the selection of appropriate
level of postoperative care.
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Barriers exist to the realization of this potential. Although
remote surveillance may increase the data available in the
preoperative assessment, tools that incorporate these data
must demonstrate efficacy in predicting postoperative out-
comes beyond current tools. The existing standard of rely-
ing on patient self-reporting is free of cost, easily interpreted,
and takes minimal time for the anesthesiologist to admin-
ister. The trove of data from a preoperative remote surveil-
lance program must be distilled into manageable and easily
interpretable risk indicators for the anesthesiologist. Also, the
importance of cost and convenience is significant. For exam-
ple, cardiopulmonary exercise testing provides an objective
and detailed characterization of preoperative functional
capacity.®® The high cost and inconvenience to the patient of
administering cardiopulmonary exercise testing, however, is
a major barrier to widespread adoption among others.

Operating Room. Anesthesiologists increasingly provide care
for multiple patients simultaneously and cannot physically
be present within a single operating room at all times. The
American Society of Anesthesiology (ASA) has deemed that
a medically directing anesthesiologist be available in such a
manner that allows them to reestablish direct contact with
the patient to “meet medical needs and address any urgent
and emergent clinical problems.”?'*? In addition, there is
rising public awareness that anesthesiologists are often not
present in the operating room at all times and a demand
that assurances be made that care can be rendered safely
despite this.®

To meet these demands, anesthesiologists remote to the
operating room might be aided by technology that con-
tinually assesses the patient for signs of deterioration and
alerts them instantly when such an event occurs. Moreover,
data have increasingly shown that the basic parameters of
care under the control of the anesthesiologist in the operat-
ing room, such as choice of anesthetic, blood pressure, VT,
oxygenation, fluid intake, and glucose, have a significant
impact on perioperative outcomes as long as 30 days after
surgery.>38 Thus, these systems may augment the abil-
ity of the anesthesiologist to supervise the care of multiple
patients at once with a demonstrable impact on outcomes.

Studies of the use of remote surveillance technolo-
gies in the operating room have been extremely limited,
although this is changing. Kheterpal et al* implemented
an intraoperative decision support system that provided
real-time visual notifications on a dashboard viewable by
the anesthesiologist in the operating room.*#! The software
extracted and analyzed >250 parameters from the intraop-
erative record, such as vital signs, laboratory results, admin-
istered IV fluid volume, and urine output. They compared
a 6-year period during which the tool was used in 75% or
more cases at their institution and compared with historical
controls before system implementation. Process measures,
such as the number of minutes with mean arterial pressure
<55 mm Hg and minutes with median VT >10 mL/kg, were
improved in the experimental group, although outcomes
such as mortality were not different.

Murray-Torres et al*? are implementing a similar soft-
ware to enable remote surveillance of multiple operating
rooms simultaneously by a single attending anesthesiolo-
gist. The software will be used to monitor operating room
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anesthesia care in real time, identify practices that diverge
from evidence-based approaches, and provide intraopera-
tive support to staff. The study designers characterize the
software as enabling the anesthesiologist to perform a ver-
sion of air traffic control.

So-called closed-loop anesthesia systems are an applica-
tion of continuous remote surveillance in which an inter-
vention is triggered without the direct involvement of the
anesthesiologist. These systems use high-performing pre-
diction algorithms, many of which include artificial intel-
ligence approaches. The software continuously surveys
patient data and then automatically adjusts a patient’s anes-
thetic management accordingly.***5 Systematic review and
meta-analyses of these systems have demonstrated reduc-
tions in “overshooting and undershooting” phenomenon in
the management of blood pressure, ventilation, and blood
sugar compared with manually controlled systems.* The
scalability of these tools remains in question, however, as
several companies producing closed-loop anesthesia sys-
tems have disappeared from the market.

Remote surveillance also has the potential to enable
anesthesiologists to continuously monitor and manage evi-
dence-based care protocols in the operating room, such as
enhanced recovery after surgery. Aspects of enhanced recov-
ery after surgery under the influence of anesthesiologists
have been shown to be associated with a stepwise reduction
in length of stay.*’ Effective management of these protocols
across many patients is severely limited by the lack of ability
to automatically and continuously monitor adherence.*#
Most programs” measurement of adherence is based on ret-
rospective reports long after the patient has left the anesthe-
siologist’s care. Remote surveillance can track adherence in
real time and notify clinicians when a patient is diverging
from their pathway. Such a tool provides a “continuously
hovering” system that incorporates flowsheet information,
physician order entry data, and medication record data.
Intraoperatively, anesthesiologists can be alerted when non-
opioid analgesic strategies have been underutilized, narcotic
dosage has reached threshold levels, antiemetic regimens
have not been optimized, and the volume of fluids admin-
istered is approaching defined thresholds. Anesthesiologists
can commandeer real-time monitoring of enhanced recovery
after surgery parameters postoperatively as well.

One barrier to the adoption of such systems is that, while
protocol-based care may be appropriate in many surgical
encounters, this may change during the patient’s operation or
afterward. Alerts based on deviations from enhanced recov-
ery after surgery must stay connected with the reality of the
patient’s changing clinical context, such as a substantial unan-
ticipated blood loss, hypotension, or infection. For remote sur-
veillance systems to remain relevant and to avoid misguiding
clinicians, they must monitor data that provide relevant clini-
cal context. For example, vital signs, white blood cell counts,
temperature, bacterial culture results, drainage output and
bleeding, and hemoglobin concentrations can be monitored
using application programming interfaces connected to the
electronic medical record. Such monitoring can initiate dis-
cussion about whether to maintain the patient on the protocol.

Postoperative Care. In the PACU, airway, respiratory,
hemodynamic, and bleeding complications require
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the timely involvement of an anesthesiologist. PACU
complication rates have ranged from 9.9% to 23% in recent
decades.®" The proportion of complications occurring
in ASA physical status I and II patients has declined,
while those occurring in ASA physical status III and IV
patients have increased, demanding greater attention
and involvement from anesthesiologists.”> Accordingly,
remote surveillance and alerting systems may enable
anesthesiologists to remain involved in their most complex
patients” immediate postoperative care when physiological
decline occurs.

One opportunity in the PACU and beyond is in reducing
postoperative opioid-induced ventilatory insufficiency. The
Anesthesia Patient Safety Foundation, the Patient Safety
Movement, and the Joint Commission cite opioid-induced
ventilatory insufficiency as a major source of preventable
morbidity and have issued consensus statements that it
could be eliminated with better monitoring and alert sys-
tems.®*>* This challenge has become even more urgent with
the national opioid crisis.

Application of remote surveillance to opioid-induced
ventilatory insufficiency must be cautious to avoid the pit-
fall of alarm fatigue that has frustrated efforts for decades.
Continuous monitoring devices like pulse oximetry, though
recommended in this population, have been fraught with
false-positive alarms.5 One recommendation to address this
challenge has been to integrate multiple monitoring modal-
ities to increase the specificity of alarms. Remote surveil-
lance systems must aim to combine data from devices like
pulse oximetry, capnography, and wearable monitors that
measure minute ventilation, with data on risk factors such
as the dose and timing of opioids administered, patient age,
and body mass index. Smart alerting algorithms that can
process these data and distill them into specific alerts before
decompensation can be developed. In addition, the pitfall
of relying on a single individual near the bedside must
be overcome. The Anesthesia Patient Safety Foundation
has endorsed automated alerting systems that tier alerts
through a hierarchy of providers capable of intervening
quickly based on the severity of the derangement.>

Intensive Care Unit. The intensive care unit is the
perioperative setting in which remote surveillance has
been most widely implemented and studied. The need to
address the shortage of intensivists in many regions of the
United States has prompted interest in remote surveillance
systems.>%8 Critical care telemedicine uses a remotely
located support center housing a critical care team who is
in audiovisual communication with bedside personnel and
patients.” These systems have expanded in recent decades,
and evidence of their efficacy and cost-effectiveness are still
being studied, with mixed results.®¢! Systematic reviews
of tele-intensive care units have demonstrated efficacy in
improving the timeliness of care of acutely ill patients, such
as response to abnormal laboratory results, and compliance
with quality metrics, such as appropriate antibiotic
administration.®

One barrier to widespread adoption, however, has
been mixed evidence of mortality benefit of such systems.
Systematic reviews have revealed generally poor meth-
odological quality. One review of tele-intensive care unit
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systems with 24/7 decision support demonstrated reduc-
tions in hospital mortality, although only 2 controlled tri-
als existed and neither were randomized.®> A pitfall of these
studies has been the inability to clearly attribute benefits in
safety and timeliness of care to the continuous data moni-
toring versus better education and communication among
staff 6364

Future opportunities exist in the intensive care unit to
incorporate traditionally siloed devices with the rest of the
patient’s clinical data. These devices include transport ven-
tilators, extracorporeal membrane oxygenation machines,
intra-aortic balloon pumps, and noninvasive cardiac out-
put monitors. Transport ventilators, for example, have
represented a patient safety concern, with evidence that
there is wide variation in their performance.®® This adds to
an already risky scenario in which a critically ill patient is
being moved through a resource-poor environment by a
small team or single anesthesiologist. The mechanism to
continuously monitor these devices and their parameters
and to combine them with other physiological data of the
patient now exists but has not been implemented. A remote
surveillance system that captures, monitors, and combines
data from the device with vital sign and other physiological
data could be the basis for a more effective and safer system.

Postoperative Care on the Wards. As the age and
complexity of patients receiving surgery continue to rise,
the need to involve anesthesiologists in their pre- and
postoperative care will continue to grow.®%” Although
at risk of deterioration, not all of these patients can be
monitored in an intensive care unit setting during the pre-
and postoperative period. Anesthesiologists, in their role as
emergency airway specialists and intensivists, have often
been consulted to care for patients on the general care ward
when they have fully decompensated. Remote surveillance
technologies may enable anesthesiologists to provide early,
proactive consultative guidance to surgical teams when the
first evidence of deterioration occurs in a time frame that
could help avoid an adverse event, such as an emergency
intubation, cardiac arrest, or intensive care unit transfer.

Much of the literature on the efficacy of remote surveil-
lance on the general inpatient wards has focused on alert-
ing rapid response teams to address patient deterioration.
Several institutions have implemented “track and trigger”
systems that automatically collect real-time vital signs and
laboratory results and input them into validated early warn-
ing system scores.®®® It has been previously demonstrated
that generating early warning system alerts from electronic
health record database queries on a real-time basis can suc-
cessfully predict clinical deterioration, such as the need
for intensive care unit transfer and hospital mortality.”0-"*
Evidence of the impact of such systems on outcomes has
been more mixed. One challenge in comparing studies has
been the heterogeneity in the monitoring devices, as well as
the components of the response arm after the early warning
system detects an event. The number and type of personnel
involved in the rapid response, their expected actions, and
the amount of training received before initiation of the pro-
gram have all been sources of variation.

Preliminary data from the use of artificial intelligence
algorithms to predict decompensation on hospital ward
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patients have been promising. In 1 retrospective cohort
study, routine vital signs and laboratory results obtained
from the electronic health record were used in a neural net-
work model intended to predict intensive care unit transfers
and cardiac arrest events.” The performance of the model
was compared to a validated early warning system score.
The neural network outperformed the early warning sys-
tem model, with a positive predictive value of 82% com-
pared with 24%. Nevertheless, while these algorithms have
performed well using retrospective training and test sets,
it remains to be seen whether implementing a live alerting
system could have the same impact.

Critical Barriers to Sustainability

Measuring Value. While the promise of data integration and
the ability to perform remote surveillance to extract clinically
meaningful data are substantial, there are few studies
demonstrating the value of these technologies in addressing
key health metrics. To gain traction with anesthesiologists,
hospitals, and policy makers, these applications must
demonstrate an impact on patient outcomes, cost, or the
patient experience—the so-called health care Triple Aim.
If bundled care payments and value-based reimbursement
continue to grow in the perioperative space, remote
surveillance technologies will be even less likely to find a
footing if they fail to demonstrate these gains.

Historically, 1 considerable challenge that studies have
encountered in demonstrating an impact on patient out-
comes has been that they have measured the ability of these
applications to prevent rare patient events, such as cardiac
arrest, intensive care unit transfer, or death. As a result,
many studies have required substantial sample sizes to
obtain appropriate statistical power or assume an unrealistic
effect size to demonstrate statistical significance. Even using
composite end points of multiple types of adverse events
has not proven efficacious, particularly because many end
points are codependent, such as mortality and cardiac
arrest. Certain outcome measures are also challenging to
interpret. For example, intensive care unit transfer may be
a negative outcome if it relates to a patient who, if man-
aged differently at an earlier time point, could have avoided
an intensive care unit stay. In contrast, earlier awareness of
a patient’s impending deterioration and prompt transfer
to an intensive care unit may improve a patient’s overall
trajectory and hospital outcome despite temporarily need-
ing to go to an intensive care unit. In addition, studies of
remote surveillance interventions that have demonstrated
an impact on mortality have done so using short-term met-
rics, such as in-hospital mortality, but ignored longer-term
survival or quality of life.

Studies must go beyond the measurement of rare events
and instead examine parameters that do not hold the same
pitfalls yet are still valuable. Increasingly remote surveil-
lance is monitoring all aspects of patient care, such as
ventilator strategies, fluid management, and analgesic regi-
mens. Coordinating and driving adherence to initiatives in
these areas of practice is complex and often labor intensive.
Applications in these high-value areas will serve to sup-
port the continuous monitoring and measurement of care
initiatives, such as low VT ventilation, conservative fluid
administration, and utilization of multimodal nonopioid
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medications. In these applications, the basis for measuring
the effectiveness of remote surveillance systems would be
the level of adherence to intended best practices with and
without the technology. If remote surveillance can demon-
strate the ability to enable anesthesia teams to more closely
monitor and manage these valuable patient care initiatives,
they will more clearly establish their value in patient care.

Effective Implementation. In addition, the effectiveness of a
remote surveillance system is interdependent with numerous
aspects of how such systems are operationalized. The core
components of a remote surveillance system go far beyond
data and analytics. Two programs using roughly the same
technology but implemented differently can demonstrate
highly divergent outcomes. Key factors include the method
of alert delivery to the clinical team, who the alert is delivered
to, what expectations exist when they receive an alert, whether
their response has been prespecified by the study, or how
much they have been trained. How to optimally implement a
response team is an open area of study itself, and until more
data are available, it may be challenging to standardize these
aspects of remote surveillance interventions.

Importantly, technology interventions in which clini-
cal teams are being asked to implement new data, respond
to new notifications, and adopt new processes into their
workflow require careful preimplementation work. This
work must focus on rigorously assessing the usability and
feasibility of the technology for frontline clinicians. Several
research tools have been developed to test these parameters
before implementation, such as the National Aeronautics
and Space Administration Task Loading Index and the
1-Item Usability Scale.”>”® Involving representative end-
user clinicians in the assessment and modification of the
tool before implementation is critical.

Perhaps one of the most important and challenging bar-
riers to effective and sustainable implementation of remote
surveillance is how clinicians perceive such systems and
the attitudes that they develop toward them. Studies in the
realm of implementation science have demonstrated that the
most significant barrier to uptake is a perception that such
systems will reduce professional autonomy.”” The impres-
sion that technologies could be used against physicians in
the event of medical-legal controversies is also prevalent.
Such barriers have proven more substantial than technical
or usability issues. Addressing these barriers is both chal-
lenging and essential.

Demonstrating Cost-Effectiveness. Cost-effectiveness studies
have been extremely limited in this space, apart from those
of tele-intensive care unit programs. Tele-intensive care
unit often relies heavily on expensive hardware technology.
Studies examining the cost-effectiveness of remote
surveillance programs that rely on software rather than
hardware to obtain and analyze clinical data in real-time and
produce clinical decision support are virtually nonexistent.
The inability of prior systems to demonstrate cost-
effectiveness may lie in the fact that the aim was to prevent
rare events, such as cardiac arrest or intensive care unit
transfer. Cost-effectiveness may be more easily demonstrated
for applications that increase adherence to high-value clinical
care initiatives, such as enhanced recovery after surgery,
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that apply to a broad population of patients and have been
associated with reductions in length of stay.

In addition, although the software is typically inexpen-
sive, the wearable devices that can be connected with such
systems can become prohibitively expensive. In particular,
disposable patches and biosensors that need to be removed
and reattached to the patient can become a costly component
of such systems, particularly if the patient is monitored over
an extended period of time. This is at odds with the inten-
tion to monitor across the perioperative episode, including
pre-, intra-, and postoperative phases of care. Personnel cost
is another key component of applications that use a central-
ized team of clinicians to monitor and react to remote sur-
veillance data. Currently, such activities are not reimbursed.

Building Incentives for Sustainable Adoption. Without
providing financial incentives to implement remote
surveillance technologies, the scale of such systems is likely
to remain limited to a relatively small number of eager
adopters. Building programs in which an anesthesiologist
is fully devoted to monitoring a remote surveillance system
will be impractical if this clinical activity is not reimbursed.
The reimbursement landscape for digital health in general,
but particularly for remote surveillance, is changing
rapidly. For 2019, the Centers for Medicare and Medicaid
Services announced that it will propose new rules that will
expand the number of remote surveillance services for
which it provides reimbursement.”® This continues a trend
over the past several years marking Centers for Medicare
and Medicaid Services” increasing acceptance of telehealth
and remote patient surveillance. Three Current Procedural
Terminology codes have been built for these activities, which
focus primarily on remote monitoring of patients in their
home. In order for reimbursement to expand to applications
relevant to the anesthesiologist, a greater preponderance of
evidence demonstrating the value of such services in the
pre- and postoperative settings must be made available.

For applications of remote surveillance that are more gen-
erally integrated into the traditional workflows of anesthesi-
ologists, such as intraoperative surveillance, reimbursement
is less likely. In these instances, policy makers may encour-
age hospitals to invest in these tools by using direct financial
incentives. In 2009, the Health Information Technology for
Economic and Clinical Health Act created a Meaningful Use
Criteria to motivate hospitals across the country to make the
initial investment to adopt electronic health records. Studies
have demonstrated that the Health Information Technology
for Economic and Clinical Health Act was primarily respon-
sible for the substantial increases in electronic health record
adoption observed over the past decade.” With widespread
adoption of electronic health records now in place, many
hospitals are examining how to translate these investments
into impacting clinical care at the bedside. Remote surveil-
lance systems could represent this next phase, and such direct
financial incentives may encourage their adoption.

CONCLUSIONS

The convergence of recent developments in health care
information technology and monitoring have opened the
door for remote surveillance systems that provide mean-
ingful patient alerts. In all settings of the pre-, intra-, and
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postoperative continuum, patient care may benefit from
such systems. Anesthesiologists have an opportunity to
lead the development of these systems. §&
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