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Abstract
Purpose Containing the coronavirus disease 2019 (COVID-19) pandemic would require aggressive contact tracing and isolation
of suspected or confirmed COVID-19 cases.Models in published literature have suggested that digital rather thanmanual contact
tracing might be more effective in containing the pandemic. This article seeks to examine the forms of contact tracing that
Singapore, a highly dense city-state, adopts with a focus on new innovations including the use of digital technology.
Methods An exploratory literature search in PubMed, MEDLINE and EMBASE for studies reviewing technological approaches
and responses to COVID-19 was performed. Information published by national agencies was also analysed to ascertain how
technology was utilised in contact tracing.
Results Contact tracing in Singapore is overseen by the Ministry of Health (MOH). COVID-19 cases are interviewed on their
whereabouts during a backward and forward activity mapping process to identify close contacts. Extensive contact tracing even
involving the police and serological tools have helped to establish links between cases and closed several local clusters.
Examination of patient’s digital footprint has helped in contact tracing. Other digital technology introduced includes
SafeEntry and TraceTogether. SafeEntry is a cloud-based visitor registration system while TraceTogether is a mobile phone
application which operates by exchanging anonymised identifiers between nearby phones via Bluetooth connection.
Conclusion Digital contact tracing is likely to expand and continue to complement human-based contact tracing for the current
and future pandemics. However, at this juncture, it is not ready to replace the manual and meticulous work that only Singapore
contact tracers can achieve.
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Introduction

The coronavirus disease 2019 (COVID-19) is caused by the
virus severe acute respiratory syndrome coronavirus 2
(SARS-CoV-2) [1]. First detected in Wuhan, China, in
December 2019, it quickly evolved into a global pandemic,

culminating in the World Health Organization (WHO) declar-
ing a state of global pandemic on the 11th of March 2020. At
the time of writing, there has been more than three million
confirmed cases of COVID-19 and more than 200,000 deaths
globally [2]. In the absence of mitigation, it is estimated that
COVID-19 could result in seven billion infections and 40
million deaths worldwide this year [3].

Viral pandemic containment strategies can be broadly clas-
sified into antivirals, vaccines and non-pharmacological mea-
sures. Globally, responses need to be swift to curtail the spread
of the pandemic and this would involve aggressive surveillance,
contact tracing, isolating and quarantining suspected and con-
firmed COVID-19 cases. Models published in existing litera-
ture have suggested that the practice of manual contact tracing
faces challenges in limiting transmission as it is too slow and
cannot be scaled up once the epidemic grows beyond the early
phases due to limited manpower [4–6]. It has also been sug-
gested that a digital form of contact tracing might be more
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effective [7]. The purpose of this article is to examine the forms
of contact tracing that Singapore adopts in an effort to contain
the pandemic in a highly dense city-state with a focus on new
innovations including the use of digital technology.

Material and methods

An exploratory literature search for technological approaches
and responses to COVID-19 was performed. A search of pub-
lished literature in PubMed, MEDLINE and EMBASE was
undertaken to include publications published between the 31st
of December 2019 and 6th of May 2020. Search terms used
included “coronavirus”, “COVID-19”, “ contact tracing” and
“digital contact tracing”. There was a paucity of publications
on whole-of-government efforts in contact tracing and use of
digital technology to support this endeavour.

Information published by the various national agencies were
analysed to ascertain how technology was utilised in contact
tracing. These measures were also reviewed with regard to their
position within existing regulatory and legal framework.
Shortcomings were identified and possible rectifying measures
reviewed. These disadvantages were weighed against potential
benefits to assess the relevance of these measures.

Results

Contact tracing in Singapore is overseen by the Ministry of
Health (MOH) and involves many other stakeholders includ-
ing local hospitals, paramedics from the Singapore Civil
Defence Force (SCDF), police officers from the Singapore
Police Force (SPF), Certis security officers, the Government
Technology Agency (GovTech) and volunteers from the var-
ious statutory boards. This team rapidly swung into action
ever since the first case of Covid-19 was detected in
Singapore on the 23rd of January 2020 [8]. As part of the
contact tracing process, COVID-19 cases were interviewed
on their whereabouts during a backward and forward activity
mapping process to identify close contacts who can then be
quarantined or monitored closely. The data is used by epide-
miologists to inform public health strategies.

At the work front, while telecommuting is encouraged, all
workplaces in Singapore are required by law to have a system
in place to log employees’ entry and exit from their work-
places for contact tracing purposes. Besides that, they are also
required to implement measures to avoid transmission of
COVID-19 at and across workplace premises. This includes
prohibiting teams working in different locations to physically
interact with one another, ensuring employees wear masks at
their workplaces and implementing safe distancing measures
[9]. In addition to traditional epidemiological methods of con-
tact tracing, Singapore has also been credited as a world-first

in innovating and utilising a SARS-CoV-2 serological analy-
sis tool to establish the link between 2 large clusters of
COVID-19 cases and subsequently tracing the transmission
chain to an imported source [10, 11]. To complement contact
tracing, border control measures such as travel restrictions and
mandatory 14 days isolation of travellers at designated facili-
ties help to ring-fence the risk of community transmission of
the disease from imported cases.

Nonetheless, contact tracing is expectedly time consuming,
laborious and with possible recall bias, especially if patients
are unwell. Digital technology has come to aid in several
ways. One technique that the authorities in Singapore are
using is the examination of patient’s digital footprint [12].
ATM withdrawals and credit card activities, such as through
ridesharing applications, credit card payments at restaurants or
shopping centres, movement on public transportation, leave
digital footprints and these can assist the authorities in finding
out where the person has been and how they have travelled.
MOH also maintains a live COVID-19 dashboard on the
ministry’s webpage providing latest updates on the situation
in the country [13]. This website has been commended by
other countries and Singapore’s contact tracing efforts have
been complimented as one of the best in the world [12]. Apart
from receiving updates from the website, Singaporeans can
also subscribe to WhatsApp and Telegram updates from the
ministry as well.

Another digital technology that Singapore has utilised is
SafeEntry, which is a national free-for-use cloud-based visitor
registration system [14]. SafeEntry logs visits by individuals to
hotspots and venues providing essential services. Individuals vis-
iting these premises are required to provide key personal infor-
mation such as name, National Registration Identity Card
(NRIC) number and mobile phone number. Premises would dis-
play the SafeEntryQuick Response (QR) code poster prominent-
ly, and individuals would scan the designated QR code using
their phones to access the SafeEntry website where they can
consent to the sharing of their personal details via the SingPass
Mobile application which allows Singaporeans to access govern-
ment e-services, or key it in manually if they do not have a
SingPass Mobile account. When individuals leave the premise,
they need to log their check out time with the system. The
SafeEntry service was met with good response and has been
utilised by businesses at over 40,000 locations. Collected data
is encrypted, and the database can only be accessed by authorised
public officers for contact tracing purposes. The data is purged
when it is no longer needed for contact tracing [15].

Another digital contact tracing technology that has been in-
troduced by the Singapore government is the TraceTogether
mobile phone application [16]. TraceTogether operates by ex-
changing anonymised identifiers between nearby phones via a
Bluetooth connection. During the exchange, only four pieces of
information are collected: a timestamp, Bluetooth signal
strength, the phone’smodel and a temporary identifier or device
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nickname. This information is stored locally on the user’s
phone in an encrypted form. If a user of TraceTogether appli-
cation is diagnosed with COVID-19, the user will be asked to
give contact tracers access to the TraceTogether data which is
the list of anonymised identifiers that the user’s phone has been
close to. This information will then be decrypted, thereby
allowing identification of other TraceTogether users who have
been in close contact with the user. Developers around the
world can now access the building blocks of Singapore’s con-
tact tracing application TraceTogether for free and make their
own version to turn the tide against Covid-19 [17]. The appli-
cation’s code is now officially open-sourced and developers
can find out more about TraceTogether’s source code, the
BlueTrace protocol, at bluetrace.io.

At the time of writing, more countries are adopting similar
digital contact tracing measures. In the USA, initial efforts of
contact tracing involved scaling up contact tracing workforce
[18], which ultimately kick-started various digital contact trac-
ing initiatives [19]. Technologies that have been introduced
include Covid Watch from Stanford University [20] and
CoEpi [21] which are anonymous Bluetooth proximity-
based exposure alerting systems, as well as SafePaths devel-
oped by a team from the Massachusetts Institute of
Technology (MIT) which utilised an anonymised 28-day
Global Positioning System (GPS) trajectory [22]. Such efforts
are also apparent in Europe, with efforts underway to develop
General Data Protection Regulation (GDPR)-compliant plat-
form to enable anonymous contact tracing as part of the Pan-
European Privacy-Preserving Proximity Tracing (PEPP-PT)
[23] project, though this technology is not operational in
Europe yet at the time of writing. The Australian government
has launched a Bluetooth proximity-based application called
COVIDSafe for contact tracing purposes [24], while New
Zealand has also announced similar plans for the future [25].

In China, the “Close contact detector” geosocial applica-
tion [26] primarily makes use of scanning of QR codes via
popular mobile social and payment applications to record the
locations its citizens have been. This is in contrast to South
Korea, where a multiprong approach involving the use of
GPS, card transactions, surveillance cameras and cell phone
data was utilized in contact tracing [27].

Discussion

The experience of contact tracing in Singapore was built up over
years of preparedness after previous experiences of pandemics
such as Severe Acute Respiratory Syndrome (SARS) pandemic
in 2003 and H1N1 Influenza pandemic in 2009. From the outset,
Singapore’s strategy of using a comprehensive surveillance sys-
tem to detect asmany cases as possible and to contain them at the
individual level was effective. Despite early importations
resulting in local chains of transmission, the rise in the number

of cases has been steady without the exponential growth ob-
served elsewhere. A study by Harvard University’s Center for
Communicable Disease Dynamics estimates that Singapore de-
tects nearly three times the number of imported cases than the
global average due to its strong epidemiological surveillance and
contact tracing processes [28]. Limited understanding of the dis-
ease in the early period of the outbreak led to quarantining of
exposed individuals only from the day of illness in the index. It
became clear later that although the median incubation period is
approximately 4 to 5 days, with 97.5% of patients having symp-
toms within 11.5 days of exposure [29], there was a pre-
symptomatic phase of active transmission [30–32]. In an analysis
of 157 locally acquired COVID-19 cases in Singapore, 6.4% of
these cases were attributed to pre-symptomatic transmission,
with the exposure occurring 1 to 3 days before the source patient
developed symptoms [33]. Amodelling study by Yuan et al. that
evaluated the effectiveness of quarantine measures on the trans-
missibility of COVID-19 in Hong Kong noted the timing of
quarantine to be a major determinant in the risk of community
transmission [34]. According to the study, a quarantine time of
half a day before symptom onset is able to reduce the basic
reproduction number (R0) from 2.32 to 0.76, whereas a quaran-
tine time of more than a day after symptom onset led to an R0 of
more than 1. In addition, timing to quarantine is also paramount
in determining detection efficiency, with a 1-day delay and 6-day
delay in quarantine reducing the daily detection ratio from 71 to
60% and 31% respectively.

Local policies have since changed to include the pre-
symptomatic phase in contact mapping and quarantining efforts.
However, it was the very extensive and arduous work undertaken
by contact tracers and public health experts which led to the studies
underscoring the relevance of pre-symptomatic transmission which
in turn led to changes in policies. Extensive contact tracing even
with the help of the police and serological tools have helped to
establish links between cases and close several local clusters. Even
now, new clusters are constantly being detected because of this
process. As of now, the number of cases in the community have
reduced froman average of 41newcases daily (week of 7thApril to
13th April) to 8 new cases daily (week of 5th of May to 11th of
May) [35]. This is the result of multi-pronged interventions includ-
ing enforced social distancing, masking in public, closure of non-
essential services and businesses, complemented by aggressive test-
ing strategies, with contact tracing and isolation.

Digital contact tracing is not a new initiative. The use of
mobile devices for contact tracing has long been recognised,
with various strategies and models developed to utilise com-
munication traces by mobile phones for proxies of physical
interactions [36]. The idea of smartphone application for con-
tact tracing was used in Sierra Leone during the 2014–2016
Ebola epidemic and demonstrated the potential to improve
surveillance data via digital applications to collect and analyse
contact tracing data [37]. In Botswana, a study by Yoonhee
et al. evaluated the use of a mobile phone application over a 6-
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month period in tuberculosis (TB) contact tracing and found
that it reduced the time required to complete TB contact trac-
ing per contact and improved quality of data collected com-
pared to paper form–based approach which required writing,
manual entry of data into a database and manual generation of
summary reports [38].

The effectiveness of any contact tracing system depends on
the level of public support. As of the 1st of April 2020, a
million people in Singapore have the contact-tracing applica-
tion TraceTogether, but at least three-quarters of the popula-
tion (approximately four million) needs to have it for the ap-
plication to be effective [39]. A significant concern is the
encroachment of data privacy and the possibility that the ap-
plication could be used as a means of greater surveillance by
the government. The governing bodywould also have to show
that they would be able to defend against security risk posed
by malicious hackers who would like to obtain these data.
Lastly, crime prevention agencies would have to deal with
phishing by criminals pretending to be contact tracers [40, 41].

It is crucial to find a balance between deployment of the
technology and safeguarding data safety and patient privacy.
The Singapore government has reassured its population that
the application TraceTogether does not track location or con-
tacts, and data is stored locally on the phone for 21 days and
will not be accessed unless the individual has been identified
as a close contact, and measures are in place to protect the
individual’s mobile number [42]. Nonetheless, despite im-
provements in contact tracing technology, Singapore’s contact
tracers will likely remain at the frontline of the fight against
COVID-19 because only they can discriminate between mul-
tiple sources of data and add a human touch in interviews with
people exposed to SARS-CoV-2.

In conclusion, digital contact tracing is likely to expand and
continue to complement human-based contact tracing for the
current and future pandemics. However, it is not ready to
replace the manual and meticulous work that only Singapore
contact tracers can achieve.
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