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Abstract: In the last decades big data has facilitating and improving our daily duties in the medical research
and clinical fields; the strategy to get to this point is understanding how to organize and analyze the data in
order to accomplish the final goal that is improving healthcare system, in terms of cost and benefits, quality
of life and outcome patient. The main objective of this review is to illustrate the state-of-art of big data in
healthcare, its features and architecture. We also would like to demonstrate the different application and
principal mechanisms of big data in the latest technologies known as blockchain and artificial intelligence,
recognizing their benefits and limitations. Perhaps, medical education and digital anatomy are unexplored
fields that might be profitable to investigate as we are proposing. The healthcare system can be revolutionized
using these different technologies. Thus, we are explaining the basis of these systems focused to the medical
arena in order to encourage medical doctors, nurses, biotechnologies and other healthcare professions to be
involved and create a more efficient and efficacy system.
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1 Introduction

Inthe past decades, big data was based on the length and complexity of the information, essentially catalogued
as information that cannot be stored nor analyzed by traditional means due to its enormous dimensions and
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convolutions [1], but later this information started to be stored, managed and analyzed through different
technologies [2], that helped us to translate that information in a value resource to create, innovate and
improve our daily activities.

However, there was not an official definition of Big data, one of the accurate definitions was made by De
Mauro et al. [3] by means of a scientific consensus. Therefore, Big Data was then defined as “the representation
of information assets characterized by a high volume, velocity and variety to require specific technology and
analytical methods for its transformation into value”.

The backbone of big data is made of the six “V” (Figure 1). In last decades, there has been growing
potential usefulness of massive quantities of data, and its use, in transforming personal care, clinical care
and health using artificial intelligence, blockchain and machine learning, with this context, the purpose of
the present work is to review the usefulness of big data in the context of healthcare applications with the aim
of encouraging the reader in the development and promotion of these technologies in the healthcare field, an
issue that today is a reality and that encourages the use of multiple technologies for the search (Table 1).

1.1 Value

It is the method of extracting useful information from huge datasets [4]. The process is based on how the
data is added to creating knowledge [5]. “It is well and good having access to the data but unless we can
turn into value it is become useless”. Therefore, it is the most important feature of big data, in which several
institutions and enterprises invest the most in order to generate knowledge and incomes [6].

1.2 Variability

It refers to the consistency of the data over time [7].

1.3 Variety

It represents all type of information coming from structure data, semistructure data and unstructured data:
relational tables, key-value web clicks, email messages, articles, streamed videos and audios, among others
[4, 5]. This information is gathered via sensors, smartphones or social networks [5]. In healthcare realms, the
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Figure 1: Features of big data.
Batch Structured data The cardinal features of big data
must be built based on the
value, variability, variety, vol-
ume, velocity and veracity, in
order to achieve those features,
the inner circle shows the pro-
cess that data has to follow.

Unstructured
data



3

R.-G. ). Pablo et al.: Big data in the healthcare system

DE GRUYTER

*TZOT €0°GT UO paAaLlal ‘us/naedounasipiod//:sdiy ‘S|gy0) :924n0S

0€-60-£20¢C 10-01-0¢0¢C JO0DP3Id - SUIDIPIW PISI|BUOSID Ul 9IUI]|9IXT JO JJud) 31edSex3/IdH J0)panIad
0£-70-020C 10-10-0202 9SBaSIp |eullal Jo sisouSelp aAISeAul-uou ‘AjJed 10 walsAs espdadsiadAy pews v snpun4ady
1€-21-£20¢C 10-10-020¢C JX9]U02 9IUBIIS BJBP B U] 3IUB]|IDAINS 3SBIS|( 10} SIUBAS YealqinQ Sulloyuoy aoow
1€-T1-£20¢C 10-10-020¢C a.1edy3eaH 182150]0JU0I3D Ul S}0GOY JudUILIRd AfjeId0S ONIYdS
1€-21-720¢ 10-10-020¢ awounww| ay} pue awosodx3 ayj Sui3dsuuo) :s399443 sunww| painpuj-ainsodx3 Suiddeyy SNOIWIX3
0£-90-020C 10-10-020C 92uasi|91ul |eI21411e JO SN YSnoiy) saseasip 943 2139gelp Jo uo13da3ap Ajiea 10j SURIS |eUIISI pajewolIny uessi
62-20-020C 10-21-610¢C A}1)1349)u1 JO JUSWIEBSI] BUI| ISI1J UOWWIOD }SOW Y} JO d}BJ SSBIINS dY) SI)GNOP JBY]} UOIJRUIWSSU] 9SBI]3I MO|S Y 0°¢ 3IA3
T1€-€0-020¢ 10-C1-610C $81nz19S 213da)1da |eUIN}IOU |13 10§ WRISAS 1dje pue uo13d33ap udroid-Ajjed1ul) - YyaremIysIN HJOLVMLHOSIN
1€-€0-020C 10-21-610C AdesayoisAyd o1joqous pasijeuosiad asiaaid jo aininy ayL 1040y 0 Wvav
1€-50-020¢ 10-C1-610C uo13INpoid Apoqiiuy 10§ SSWOSOWOIYD-IUIW I1IBYIUAS SqywoydIw
1€-€0-020¢ 10-21-610¢ sisouselq d15ojoweylydQ paseq-ly aAleaouu| uoisiAle
1€-€0-0202 10-21-610C aw} 1ano sasueyd upjs Ayuapi 0y wioyied pue dde pasamod- unistiw
6C-20-0C0C 10-11-610¢C Spu02as ul sisouse|p Saseas|p sno1}ddyul paseq-ly JYVIHLTV3IH Sva3
0£-60-£20C 10-01-610¢C juswieal] s1IYMe0alsQ SulAIasu0) auoq Joj juejdw| AleuoiInjoAdy asidald Ajjediwoleuy 10D14dY
0€-60-720¢C 10-01-610¢C uofjejsuei| 1edtul)) 1oy sardojouyda Suljqeus Jo uoneisalu| :waisAs poddng a1 jejeutiad S1d
1£-€0-020C 10-01-610¢C juswasSeuew dduewiopad pue Ainful Jews 1o walshs sisAjeue jies A1euoin)oaal y AYdIS
0€-11-610C 10-80-610C yjeay jeusw o3 yoeoidde d1ijuad-jusaijed e Suljqeud 1oy walsAS0d palsIsse |y - 19¥20d noA uj 3sidesayl ayl 11DDAH
0€-11-610C 10-80-610¢C 192UBd UP|S JO UO013IAIBP AJed 10) DIIAIBS SUlUURIS djOW 3]]ISSAIIE A]ISET - JaUUBDIS D)0 J3IURDUIDIIS SWOS
1€-21-610C 10-20-610C wojied A1an0d31 1gap Juasiyalu| X10)
1€-21-610C 10-20-610¢C 32eqpasy d13dey Yiim SUOIUBAIDIUL JR)NISBAOPUS 10 WIISAS 2130q0. Sulsuas pue Jews 3pINDdVH
67-20-020C 10-90-610¢C Sujpos pue uoidadsul 1192 S8 pazijewoine 10) poylaw pue 3dIAQq 191106883
0€-TT-610C 10-90-610¢C uo321paid uodajul dAeIadoLId 3d0DSI¥3d
0€-T1-610¢C 10-90-610¢C 1V SuISn uoieINWIIS ulelq dAISEAUI-UOU YSnolypjealq - Ydjeduleig ydjeduieig
1€-80-610¢C 10-90-610C jueISISSY S913qeIQ pasamod-1y pajepljeA Ajjedtun) 3siiy ayL LYVWS 313avia
0€-70-220C 10-50-610¢ sausnpuj upjueqolg pue Sujsuasolg ‘Suidewolg 10j suoljeaouu| asiidiaiug |ensig 3dn2-9-191Q
1€-0T-610¢ 10-50-610¢C sijuiSeA 1041003 d13souselq XSep
0£-90-020C 10-€0-610C 9seas|g Suunp s119) uewny Sujpuelsiapun pue Suppel) Aq aredyyeay Suiziuoinjonay w3
1€-20-610C 10-20-610¢ walsAs uoi3da3aq dAjod diewoiny 9A3 bijuaSeyy
1€-10-720¢C 10-20-610¢C uoljuaAaid BIJUSWIAP AAIIIBYS 10 SupeW-UOISIIBP pazijeuosiad Suljelljded :xoqjoo] yjjeaH uielg ayl X0q]00] Y}jeaH ulelg
10-10-£20¢C Z0-10-610C asidyaju3 pue saiSojouyda] ysSnolyy swaisAs pooy ajqeuleisng 1oy suoiedrjddy awoiqosdiw YILSYW
0£-90-020C 10-10-610C A10ayj jea1SojoydAsd pue yjesHw Suisn siapiosip ysiam pue Suijes woij A1anodas Supueyul J91eqlReWS
1€-C1-120¢C 10-10-610¢C Ansnpuj ased-yyeaH 1oy 131001 A3ndas 4agA) jesianaun v XNIHdS
0£-90-120C 10-10-610C 4dBa4Ino pue uoljesjunwwod ysnoiyl sa1Sojouyds)] SuiSiawg pue aining Jo s1094Jd Suljenwiis X4134
0€-70-610C 10-10-610¢C sisouSe|p Jaoued jsealq ul Ayiaizonpoud pue Axeundoe Suiroidw) :AydesSowwew 10y Sutules) daag TOWWYI
0€-90-610¢C 10-10-610¢C yoddng uo130933(Q 49IUBD-IINIW 10§ WIISAS 3IUBSI||A)U| |BIPYINY SIAVDIW-IV

ajep pug ajep uels L wAuoloy

'0T0C 03 610C

woyy adong ur yyeay ui 9IuasH|alul |_IdYILE pue uleydyd0)g ‘Sululea] aulydew ‘ereq Sig 40 9Sn 3y} SA|0AU] JRY) SIHAIIIR SUIUI9IU0I SaAleiul pauoddns uoissiwwo) ueadoiny 1 3jqey


https://cordis.europa.eu/en

4 = R.-G.).Pablo etal.: Big data in the healthcare system DE GRUYTER

information comes from both structure and unstructured sources: omics, electronics health records (EHR’s),
clinical trials results, physiological and chemical sensors, among others [8].

1.4 Volume

It refers to large amounts of any kind of data currently available from any different source and its management
[4]. The length of the data goes from Terabytes (TB: Approximately 10'? bytes) to Zettabytes (ZB: Approximately
10! bytes) [5]. An example in the biomedical field is Proteomics DB, a proteome database created by the
University of Munich, which gather a data volume of 5.17 TB, containing 92% of the known human genes. In
medical imaging, for instance, the Visible Human Project archived 1871 male colour cryosections and 5189
female anatomical images, around 32 MB and 40 GB, respectively [8].

1.5 Velocity

It is the speed of data generation, data transfers, data collection and data processing [4—-6]. The data content
is constantly changing due to the absorption of complementary data collections, addition of new data and
the different forms of streamed data from multiple sources with different speeds [4]. Nowadays, sequencing
technologies enables the production of billions of DNA sequence data at a relatively low cost, the information
obtained is stored in desk computers and shared within institutions worldwide [8].

1.6 Veracity

It is the reliability and accurateness of information, as well as the data quality, correctness of the data and
data governance [4, 5]. This attribute depends entirely on the data source [6].

2 Architecture of big data

Three works [9-11] suggest a Big Data analytics architecture in healthcare, which exemplify how the data is
collected, transformed and consumed (Figures 2 and 3).

2.1 Data layer

This layer contains all the data needed to support healthcare activities. The data is obtained and deposited
in databases from internal and external sources [9]. The data comes from EHRs, electronic devices, back-end
data of mobile healthcare Apps and streaming data generated by wearable medical sensors. Additionally, the
data is pre-processed to be ready for the next stages [10].

2.2 Data aggregation layer

The data should be collected, transformed, and processed at this level. Firstly, the data was collected from
different sources [9]. A transformation engine then pushes, filters, cleans, separates, translates, merges,
sorts and validates the data [9-11]. Ultimately, for further processing and analysis, data is loaded into target
relational databases such as the Hadoop Distributed File Systems (HDFS). The concepts of data management
are ruled by legislation covering enforcement, data governance policies and access controls. Methods for data
storage can be implemented and completed in batch processes or in real time [9].
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Figure 2: Big data analytics architecture in healthcare. The architecture of big data rule by the capture, transformation
consumption and data management regulation. The first process consists of the recollection of structured, semi-structured and
unstructured information from different devices. Then, the information is converted in specific formats and stored. Later, the
data is processed by map/reduce other programming models which analyze different features of the data according to the
needs of the user; early outputs are generated. Finally, more convoluted outputs are created and delivered to electronic devices.
All the processes are based on data security statutes, master data management and data life-cycle management, ensuring the
good quality and the correct use of the information.

2.3 Analytics layer

The analytics layer, where data processing takes place, is based on basic statistical analysis [10]. It is divided
into three major components: Hadoop Map/Reduce, stream computing and in-database analytics. It promotes
evidence-based medical practices and enhances preventive healthcare, clinical and surgical management by
examining electronic health records (EHRs), treatment trends, quality of care and patient behaviours [9].

2.4 Information exploration layer

It consists in output visualization, real-time monitoring, and clinical insights and decision-making support
[10]. This level is important for Big Data analytics, as the data supports the everyday activities of users and
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Figure 3: Big data, artificial intelligence and blockchain in healthcare. The three technologies have a great synergy. Big data
acts as the main source of information of both Al and blockchain, not only for the data recollection but also for the analytic and
management processes. The early process of the information with big data allows both technologies to acquire refined data. IA
and blockchain amplify and spread the second use of the information, elaborating more convoluted analysis of the information
and producing advanced outputs.

lets managers make quicker and better choices [9]. Currently, some artificial intelligent algorithms such as
Bayesian model, logistic regression model, decision tree, support vector machine and random forest can
be integrated with domain knowledge for clinical decision purposes [10]. In addition, real-time information
tracking allows users to monitor the patient current health status, enabling physicians to have a swift
intervention when it is necessary. This information can be sent in real time to interested users and made
available as reminders and proactive alerts [11, 12].

2.5 Data governance layer

Three modules are contained in this layer: (I) The master data management module assures the immediacy,
completeness, accuracy and availability of master data by standardizing, removing and integrating data. (II)
The data life cycle management module is a continuous method for keeping the data accurateness over time.
It is able to archive data, manage data warehouse, test and deliver various application systems, and remove
and dispose information. (III) The data security and privacy management module is the framework for testing
and validating the configuration, as well as publishing, auditing, and master data protection [9].
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3 Tools and techniques of big data: Hadoop and map/reduce

Hadoop is an open source tools, libraries and methodologies for big data analysis in which a number of
datasets are collected from different sources [12]. It was inspired in the project of Google File System (GFS)
and the MapReduce programming paradigm [13].

Two main modules compose Hadoop:

(1) Hadoop Distributed File System (HDFS): Clustered data is broken in small pieces called “blocks or
data nodes”, in which the actual data information is saved in proper sequence, having equal in size
among blocks [12, 13]. Other node called the single name node manages all the metadata needed to
store and retrieve the current data from the data blocks. Afterwards, Map and Reduce functions can be
implemented in small subsets, offering the scalability required to process huge volumes. Each block is
stored several times, and to ensure consistency, at least one block is housed in separate racks [13].

(2) Hadoop MapReduce: The programming model implemented by MapReduce is based on mappers (Map)
and reducers (Reduce). It is counted as a processing area. Map designs map processors or work nodes,
which produce a set of intermediate key/value pairs (Tuples). Reduce acquire the output from Map and
combine all the Tuples that are associated with the same intermediate key in smaller subsets to get the
last outcomes. An intermediate stage is known as Combine/Shuffle and it obtains the Tuples from Map
and decides which node will process the data, leading the output of one task from Reduce [4, 14].

4 State-of art of big data in healthcare

In recent years, the use of big data has increased in healthcare realms due to the need for many fields to
automate diagnosis, improve the identification of illness, establish rapidly medical treatment, predict patient
outcomes and avoid catastrophic events [15]. The current use of Big data analytics in clinical and scientific
fields is classified in three categories: (I) data storage and retrieval, (II) data security and (III) data analysis
[16].

5 Data storage and retrieval

HDFS is used mainly for storing EHR and other clinical studies [16]. Moreover, HDFS works with real-time
stream data and monitors patient vital signs as a result of the conversion of a huge amount of unstructured
data generated by sensors that track patient health status, such as heartbeats per minute, blood pressure and
respiratory rate. When any issue occurs, an alarm will be produced automatically and sent to the medical
staff to ensure patient safety [14, 17].

Forinstances, anovel platform called Cloudwave was created to store and share within clinical institutions
EKG from patients with epilepsy. It facilitates real-time interaction with large quantities of electrophysiological
signals and features a web-based interface that uses signal analysis and querying functionalities. The main
objective is to ease the second use of the data and to identify risk factors for sudden death in epileptic patients
using EKG parameters [18].

5.1 Data security

One downside about Big data lies on the data retrieval and how this action exerts greater pressure on data
security. Therefore, there are mechanisms to assure that the information is protected, shielded and well used.
One example is a Lucene based distributed search cluster called Home-diagnosis, which is a cloud-based
platform focus in self-caring services, supporting medical record retrieval, data analysis and strong privacy
protection. This platform allows patients to get diagnosis by themselves with similar patients’ records and
clinical studies but having a special care with the identity of the donor data [19].
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5.2 Data analysis

Forecasting the risk of disease and progression over time can be very useful for promoting clinical decision-
making, diminishing morbidity and mortality rate, decreasing use of medical supplies and preserving a good
quality of life for patients. Several clinical fields are leveraging the use of big data analytics, and cardiology
is on of them. A MapReduce prototype was made to diagnose mild hypertrophic cardiomyopathy in young
athletes faster and with more accuracy. The algorithm contains around 10,000 medical records and is based
on extensive tests against large medical datasets to identify potential correlations and assess the overall
algorithmic quality and diagnostic accuracy. The final results of the first stage were fruitful; (1) the predictive
accuracy was optimized and (2) the time analysis was decrease from 9 h to only a few minutes [20].

6 Big data and artificial intelligence in healthcare

Artificial intelligence (AI) refers to a system or process responding to an input from the environment, and

then adjusting its operation to enhance an index of outputs [21]. The recent emergence of Al in healthcare can

be attributable to two factors: (a) general purpose accessibility and open source Al frameworks that enable

non-Al practitioners to apply complex Al algorithms without the need for advanced Al training, and (b)

the ability to incorporate heterogeneous information to create broad datasets to investigate complex health

management problems [22].

Since Big data analytics allow us to accumulate all knowledge, there could be a synergy with Al on the
behalf of the medical realm [21]. Far beyond hospitals, these new analytical methods allow “deep learning
health systems” to move science, education and even treatment wherever it is need it [23].

There are five types of analytics made by Big data and Al:

(1) Decision analytics helps to assist healthcare professionals by providing tailored diagnostic and treatment
choices, identifying the most appropriate and evidence-based treatments, creating care plans, improving
warnings for possible adverse effects, and stratifying patients with respect to illness risk, therapy
response and health outcomes [22].

Despite the large datasets and the complexity to analyse MRI lesions, both technologies are used
to identify vascular and parenchymal lesions in MRI studies automatically in patients with chronic
stroke. The project called Lesion Identification with Neighbourhoods Data Analysis or LINDA, is an
algorithm capable of learning the relationship between current manual segmentations and a single T1-
weighted MRI. A database with 60 left-hemispheric chronic stroke patients was created and tested against
an independent dataset with 45 patients. The aim of the project was to measure the accuracy and the
inter-observer reproducibility of the technology by means of the estimated predicted manual lesion
and predicted lesion volume. The results were promising: (1) the correlation of both variables in the
single evaluation was r = 0.961, meanwhile the correlation when evaluating the two databases was r
= 0.957 [24].

(2) Predictive analytics involves the creation of data-driven models based on a collection of multivariate
predictor hallmarks. The models learn the historical trend within a dataset and then use the learned
trend to force a future value, outcome or event given input values of the predictor hallmarks. Thus, it
can forecast the evolution of a patient, the success of a pharmacological or surgical treatment or the
incidence of a determined illness [22].

Infection outbreaks are so relevant nowadays due to the effect caused in the social, economic and
health spheres. The prediction of catastrophically events such as outbreaks may diminish the spread of
the microorganism; reduce the number of cases, mortality and morbidity rates. A currently example is
the Canadian firm known as Blue Dot, which designs a software to predict the next COVID 19 outbreak
position through Big Data and Al. This was the first company who announce news of the outbreak in late
December. Currently, this enterprise is working for the Canadian government and other private firms as
a consultant [25].
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(3) Prescriptive analytics is an action suggestion activity that simulates outcomes for all possible scenarios.
Therefore, it demands a complete, comprehensive and precise knowledge about the process being
simulated. This analytic branch is on early stages due to its high level of complexity to create and
validate sideways scenarios for convoluted medical conditions [22].

(4) Comparative analytics creates an objective and concise probabilistic model of comparison based on a
combination of associated characteristics between two entities or outcomes. The aforementioned model
reflects an induced causal relationship between a set of attributes leading to a specific result. Those
models are used to compare pathology test ordering trends of healthcare providers treating a specific
case mix of patients, hospital readmission costs across different specialties and diagnostic testing impact
on medical practices [22].

(5) Semantic analytics is a knowledge-driven methodology that recognizes and leverages the implicit
semantic relationships between the attributes of the data to discover new information and address
specific and complex interrogatives [26]. Semantic analytics uses a web platform to incorporate het-
erogeneous data using linked data concepts to extend the scope of query answering data and infer
plausible answers by logical reasoning and creating new and logical semantic connections among
the known concepts. It is an excellent tool for analysing biomedical, genomic and drug datasets to pin-
point previously unknown interactions between drugs, drug side effects, genotype-phenotype influence,
pharmacological outcomes and gene-drug response [22].

On the other hand, this technology can also support decision-making when the data from EHR
and other sources is incomplete. As an example, a multi-strategy reasoning method with an integrative
deductive and logical reasoning was developed in order to shrink data gaps and generate information
based on the available clinical findings [26].

7 Blockchain and machine learning in healthcare

Machine Learning is a sub-area of artificial intelligence. The term refers to the ability of intelligence systems to
recognize patterns in databases with statistical and mathematical methods and learning from mistakes based
on experience on existing algorithms to finally develop solutions. Blockchain technology makes sure that data
is decentralized legitimate and secured, with the key difference between a typical database and blockchain
being the way the data is structured. A database structures its data into tables whereas a blockchain structures
its data into blocks that are chained together. Convergence of these two technologies can give highly accurate
results in terms of machine learning with the security and reliability of Blockchain Technology, as Chen et al.
showed with their work named “LearningChain” [27] and most recently Ziyuant et al. with their framework
“CrowdSFL” [28]. Examples where machine learning and blockchain intertwined, include (1) CloudBurst [29];
(2) ExplorerChain [30].

7.1 CloudBurst

CloudBurst is a computing paradigm that aids in the process of genome mapping, improving the scalability
of reading broad sequencing data, it parallelizes the short-read mapping process, increasing speed to process
24 times faster than computing models.[Schatz29]

7.2 ExplorerChain

ExplorerChain combines artificial intelligence and blockchain technologies using decentralized networks in
healthcare/genomic datasets to provide several enhancements, such as regulation of the use of computational
resources, immutable audit trail, single point failure avoidance, security improvement, among other. It
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was showed that ExplorerChain had similar discrimination power, but slightly increased running time in
comparison to central server-based algorithm [30].

8 Big data and blockchain technologies in healthcare

Blockchain is a public ledger responsible for conducting transactions and store any committed activity in
a block list. This chain grows as new blocks are continually appended to it. Asymmetric cryptography and
algorithms with mutual consensus are introduced for user protection and accuracy of the ledger. In general,
the Blockchain technology can save cost considerably and increase performance due to its core features of
decentralization, durability, transparency and auditability [31]. In 2009, the use of Blockchain technology
was introduced for the first time in Bitcoin transactions. Bitcoin was the first cryptocurrency in history, and
among others, the most important. Cryptocurrencies are similar to fiat money such as USD or EUR, enabling
value exchange by using cryptographic protocols as the basis for governance rather than as a central authority
mechanism such as banks, leading Bitcoin network transactions occur without any third party [32]. Blockchain
and Big data are used in many ways in healthcare, such as data management, supply chain management and
Internet of medical things [33].

8.1 Electronic health records

Electronic health records offer a dynamic network that collects and handles data from patients and monitors
how data is managed. Thus, the data can be easily used within the hospital or can be shared between institu-
tions in order to provide an integrative approach and reliable choice of care, maintaining data confidentiality
and proper use of the information [34]. A clear example is Medshare, a system that offers a blockchain-based
exchange of electronic medical information between data custodians and trustless parties. It integrates data
provenance, auditing, monitoring of shared medical data and trailing of activities. By means of smart con-
tracts and access management schemes, they can monitor user activity effectively and revoke access and
permissions to violated user [35].

8.2 Remote patient monitoring (RPM)

It includes collecting biomedical data through body area sensors and mobile devices to allow remote moni-
toring of patient condition outside healthcare environments. Blockchain and Big data were introduced as a
medium for the storage, exchange and retrieval of biomedical data collected remotely [36]. The outcome data
can also be shared with healthcare stakeholders through mobile devices [36]. In particular, a mobile-enabled
diabetes tracking system named SMEAD tracks various parameters through wearables, monitors and forecasts
the patient status and alerts patients of the intake of the drug. The dose is monitored in patients needing
insulin, whilst the insulin itself is maintained under adequate cooling conditions. A warning is sent to the
caretakers through social networks in case of an emergency such as skipping a dose or elevated blood sugar
levels [37].

8.3 Genomics

Some firms are developing technology with Big data and Blockchain to enhance and accelerate experimental
processes. Furthermore, they can exchange knowledge openly or at a premium, monetizing and gaining an
extra profit to invest in additional studies [38].
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8.4 Pharmaceutical supply chain management and pharmaceutics

Approximately 60% of pharmaceutical companies work with Big data and blockchain to automate drug
production, patent security, pharmacy surveillance and drug distribution processes by ensuring that all
events are registered in tamper-proof blockchain nodes, and using smart contracts that provide credibility,
traceability and accountability [34, 36].

Some companies are spending exhaustively in applications that detect prescription drug fraud. The goal
is to record any transaction related to the prescription of drugs on the blockchain network to which all
stakeholders are linked and to detect any alteration or malicious manipulation of the prescription [39].

8.5 Clinical trials management

Big data and Blockchain allow for an effective and trusted method to accelerate the clinical trials and testing
process, following each step-in detail. Furthermore, they enable the auditors to provide a convenient and
clear mechanism for legal and ethical validations of the trial process. At the same time, they manipulate the
consent and the real time data, and evaluate the outcome in a trusting and transparent way [40].

Also, they can provide models for exchanging data from clinical trials that enable for transparency and
reproducibility through smart contracts. Those smart contracts can also handle the data in multi-site clinical
trials, reducing the administrative burden, time and effort to ensure data integrity and privacy [34].

8.6 Claims and Billing Management

Because of their transparency, decentralization, immutability and auditability of information stored therein,
Blockchain and Big data can benefit the processing of health insurance claims in healthcare [35]. Both
technologies bring together patients, providers, and insurers into one network to provide real-time insights
about the healthcare experience of patients, easing the management of insurance claims [38].

9 Benefits of Big data in healthcare

Healthcare datais plentiful, butitis stored and withheld in facilities, clinics, hospitals or insurance companies,
resulting in resource underuse, redundancy and inefficiency. However, stakeholders are rising their voices and
they demand for an enhancement in the exploration and exploitation of the existent data [40]. Using Big Data,
healthcare organizations could build networks to make substantial changes in the medical education, clinical
practices and research. It supports the storage, sorting and analysis of patient information, and enhances
the identification and prevention of diseases, therapy assessment, surgical planning and outcome prediction
[41]. In combination of computer science, clinical semiology, radiology, advanced imaging, genomics and
biochemistry, Big data drives a promising development of a wider range of technical tools, pharmacological
therapies, surgical approaches, among others [42].

9.1 Economic benefits

Although the highest developed countries spend a large amount of gross domestic product on health, these
expenditures do not tend to boost health outcomes. Additionally, the increasing cost of medical care and
health benefits suggests that more strategies should be implemented to improve the healthcare systems’
effectiveness and to save on public investments [43]. As reported by the US, it has not increased its life
expectancy or last-days quality of life, even having a one of the highest healthcare expenditures of any
developed country [44]. The rashly aging of the population and the raising of chronic diseases lead an
increment of economic demands. It is estimated that by 2020 the number of people aged 85 and older
will increase from 14 million to 19 million, and by 2050 to 40 million. The impact of the ever-increasing
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demands is clearly seen in European countries where operational losses have been registered by a third of
their hospitals [45].

By implementing Big data as a tool for forecasting models, it can enhance the economic aspects of
healthcare for developing expenditures projections in potential healthcare hazards, explore different policy
scenarios that solves the convoluted circumstances, and apply the most effective strategy against the threat.
It is expected that Big data might generate more than $300 billion in savings per year in U.S. healthcare [44].

9.2 Technological benefits

Portable devices and social media have become the center of data collection and outcome feedback due to the
closeness, portability and familiarity with the population. In healthcare scenarios, the EHR and physiological
sensors are considered as the key points in patient follow-up and monitoring. All those devices generate a
movement towards the renovation of data resources. Thus, the management and analysis of the information
should also evolve, and Big data might make this transition come true. For instance, Big data on smartphones
creates an efficient tool for transmitting motivational and medical messages to patients in order to engage
them in lifestyle enhancements and to achieve an excellent treatment attachment, improving their health
and wellbeing [46].

9.3 Other benefits

According to Wang et al. [9], Big-data analytics related benefits can be divided into five groups: Information
technology (IT) infrastructure benefits, operational benefits, organizational benefits, managerial benefits
and strategic benefits. The two most convincing advantages are IT infrastructure and operational benefits
due to the current Big data analytics performance. In the first category, Big data showed that it can reduce
system redundancy, avoid unnecessary IT costs, transfer rapidly data between healthcare IT systems, use
properly the healthcare systems, standardize processes among healthcare IT systems, and reduce IT data
storage costs. For operational benefits, Big data can improve the quality and accuracy of clinical decisions,
process a large number of health records in seconds, reduce the time of patient travel, access immediately
to clinical data to analyze, shorten the time of diagnostic test, reduce surgery-related hospitalizations and
explore inconceivable new research avenues. Contrarily, Big data is at an early stage for organizational,
administrative and strategic advantages, and the progress at those levels requires more time and technology.
However, in the organizational heading, it seems that Big data may detect interoperability problems much
more quickly, improve cross-functional communication and collaboration among stakeholders, allow to share
data with other institutions and add new services, content sources and research partners. At managerial level,
Big data might acquire acuity about changing healthcare trends in the market, support decision-making to
members of the board and heads of medical departments on the daily clinical setting and optimize of business
growth-related decisions. On the strategic side, Big data might provide a big picture view of treatment delivery
for meeting future needs and create highly competitive healthcare services.

10 Limitations of big data

The main limitations of Big data are found when data quality is compromised and when users fail to use
correctly Big data analytics.

10.1 Data limitations

Some of the limitations of Big data revolve around data and its quality. As mentioned before, the source of
the data is responsible for this. However, data storage and management also play a role in data features. Data
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adequacy, data accuracy, data completeness and the nature of the reporting source are the most important
features about data quality. Their aberrant modifications are threats for users when using Big data that
jeopardize the veracity of the analysis results [47]. Therefore, Big data is prone to have erroneous outcomes
due to the corruption of the data quality, generating wrong assumption on users. Those wrong assumptions
may create false knowledge with a huge margin of error. Not only the data quality, but also the sample size and
data selection matter. Sometimes, the datasets are not big enough compared with the number of attributes that
allow statistically significant analysis. On the other hand, the data is abundant, but users choose arbitrarily
the information, forgetting about the representative of the data as a whole, thus, they commit a selection bias.
In both scenarios, the acuity of Big data analytics and their results may be compromised [47].

10.2 Big data limitations per se

Users are primarily involved in those limitations. Big data is a tool, which stakeholders use in different
scenarios. Nonetheless, it is important to know when Big data could be the option to solve certain problems.
So, users should know the characteristics of the data and observe the compatibility among datasets in order
to achieve a coherent analysis. “It is difficult to compare the numbers of apples with numbers of oranges”
[48].

To use correctly Big data analytics, one big step is to set the main goal or end product of the application.
Second, users should learn as much as possible about and understand the possible mechanism behind the
studied object or phenomenon. Third, they should hypothesize the possible outcomes. Finally, they should
compare the final result with the main goal imposed at the first step. If users omit or make a mistake in at
least one of the aforementioned steps, the Big data process will be wrong and the further precepts too [49].

11 Future of big data

11.1 Health education

Although great achievements were reached with Big data in research and healthcare areas, health education
was developed to a lesser extent. Big Data may drive the learning process of manual skills according to
the learner level, capture longitudinal data from educational institution to look for impact of changes in
admissions policy, curricula and combine longitudinal and cross-sectional data of all learners in a region
over a period of time, to create benchmarks for programs and schools, and to support a more detailed model
of individual progress [49]. There are some expectations about the conjunction between Blockchain and Big
data. Experts say that both technologies mainly may offer a platform for medical libraries manager and course
certification. They might be in charge of the collection, storage and sharing of authoritative information by
creating time-stamped, verifiable copies of journal articles. Furthermore, blockchain will protect the records,
preventing any anomalous alterations. On the other hand, certification of medical courses may be provided
to the right people without any assistance from third parties [34].

11.2 Big data and digital anatomy

Digital anatomy is the mixture of medicine, computer science, and information technology. It incorporates
and reconstructs virtual structure images based on a vast amount of computed tomographic data of specimens
of the human body, wall maps, models and images that fulfill the criteria of systematic anatomy, regional
anatomy, and sectional anatomy. The synergy between big data and digital anatomy will enhance many
healthcare areas. In the clinical realms, big data and digital anatomy may help fast disease prevention and
diagnosis, quick and effective treatment establishment, and precise outcome prediction. In academic fields,
anatomy courses focused on virtually-actual integrated and mutually-assisted teaching will minimize the
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use of large quantities of specimens, reduce costs, increase learning performance, arouse student learning
interests and personalize education.

Storing anatomical information and adding up physiological components may create digital scenarios
for research fields. It might be possible to establish simulations of scientific trials, test any kind of hypothesis,
and obtain results and predicting human phenomena. The final goals are to facilitate scientific knowledge
acquisition, reduce human and technological resources, and avoid dangerous exposures to any kind of living
being.

12 Conclusions

Throughout the article, many applications of Big data alone and in conjunction with Al and Blockchain were
shown in healthcare. Clinical grounds have gained several benefits, such as improving disease identification,
developing rapid diagnosis, forecasting reliable outcomes, and concisely avoiding catastrophic events. More-
over, research has accomplished significant achievements, mainly in data recollection, data storage, data
management and data analysis. However, there are unexplored areas in which the synergy of Big data, IA and
Blockchain can be the answer. In a short to middle term, medical education may explode those technologies to
facilitate information storage by creating platforms for information recovery, data sorting and data protection.
Furthermore, the learning process might be tailored to the students according to their skills, their necessities
and their performance.

Digital anatomy and Big data propose as the new technological bound that might solve unsettled health-
care enquires. It is expected that any healthcare provider activity might be enhanced, decision-making,
science development and knowledge conveying. Conversely, all users should know about the limitations of
Big data in order to avoid any erroneous action that infringe the data integrity or Big data correct activity. Any
wrong step will compromise any Big data domain: Data recovery, data storage and data analysis.

The most relevant mistake of Big data application on healthcare is regarding decision-making and
corrupted data analysis. Any decision based on imprecise information might provoke calamitous results,
nevertheless, users feel a sense of “certainty” in the exact time point of making decision due to the legitimacy
of the data provenance and its “flawless” process. It seems that it is better to have the data but not its second
use than having a second use but wrongly processed. Having a false certainty is by far the worst thing anyone
can perceive, because users are completely unable to recognize a mistake until it is too late. This problem
might be caused by the use of any technology, and Big data is not the exception. Therefore, any process made
by Big data should be evaluated time to time in detail in order to assure its accurateness. It can also renovate
Big data by complement it with new technologies, innovating healthcare with unique data and knowledge,
more efficient platforms and software, among other applications.

It is important to say that healthcare providers are not substituted by any machine or program. The
advent of these technologies must be accepted as support for decision-making, error minimization, knowledge
discovery and acquisition, and learning process.

Finally, current and further applications of Big data should follow ethical regulations and any user and
stakeholder should comply them.
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