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ABSTRACT

Broad health data sharing raises myriad ethical issues related to data protection and privacy. These issues are
of particular relevance to Native Americans, who reserve distinct individual and collective rights to control data
about their communities. We sought to gather input from tribal community leaders on how best to understand
health data privacy and sharing preferences in this population. We conducted a workshop with 14 tribal leaders
connected to the Strong Heart Study to codesign a research study to assess preferences concerning health data
privacy for biomedical research. Workshop participants provided specific recommendations regarding who
should be consulted, what questions should be posed, and what methods should be used, underscoring the im-
portance of relationship-building between researchers and tribal communities. Biomedical researchers and
informaticians who collect and analyze health information from Native communities have a unique responsibil-
ity to safeguard these data in ways that align to the preferences of specific communities.

Key words: health information privacy, tribal consultation, community-based participatory research (CBPR), indigenous popula-
tions

INTRODUCTION

unclear how the draft policy would be implemented for studies in-

In November 2019, the US National Institutes of Health (NIH) re-
leased a draft policy outlining a new requirement that all NIH-
funded investigators make their datasets available to other research-
ers.! Aimed at facilitating and promoting collaboration and data
sharing among research groups, this draft policy presented both op-
portunities and challenges that varied by the characteristics of the
data and the populations those data represent. Specifically, it was

volving data from American Indian tribes. Since 2000, federal agen-
cies in the United States have been charged by Executive Order
13175 to engage in open, continuous, and meaningful consultation
and collaboration with tribal officials when developing any policies
that have tribal implications.” The Department of Health and Hu-
man Services (HHS) later codified this into a Tribal Consultation
Policy (TCP).?
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Organizationally situated under the HHS, the NIH recognizes
tribal sovereignty and currently uses tribal approval to develop pro-
cesses governing data originating from American Indian tribes, in-
cluding processes for health data collection, sharing, and use in
research. In April 2020, the NIH initiated a Tribal Consultation on
the proposed draft data management and sharing policy, and subse-
quently released a report summarizing three themes and eight con-
sultation recommendations.* Based on these recommendations, the
NIH released their final NIH Policy for Data Management and
Sharing in October 2020, noting that they are still in the process of
developing supplemental information for researchers who plan to
work with Native communities.

Many tribal leaders recognize the benefit of academic research
partnerships,® and there has been agreement between tribal leaders
and the entities who work with them that certain core values should
be acknowledged when conducting research with tribal communi-
ties. These include an acknowledgment that Indigenous or American
Indian knowledge(s) are valid and should be incorporated into the
project, that there is no such thing as culturally neutral research, and
that responsible stewardship includes a shared interpretation of the
data collected.” Although the new final NIH policy takes these core
values into account, it is unclear how they can be implemented in
practice so that American Indian populations are both included in
the research, and so that their data are shared according to these
core values. In this context, we also note that around the world, In-
digenous Peoples are leading movements aimed at Indigenous Data
Sovereignty (IDSov), or, “the right of a nation to govern the collec-
tion, ownership, and application of its own data [...] deriv[ing]
from tribes’ inherent right to govern their peoples, lands, and
resources.”® IDSov movements are well underway in the United
States, Aotearoa/New Zealand, Australia, and Canada, where Indig-
enous leaders and scholars are pushing for self-governance of data,
including biomedical and genomic samples and information, in
alignment with Indigenous communities’ collective values and inter-
ests.” !

The new NIH policy is of particular interest to both researchers
and participants involved with the Strong Heart Study (SHS), the
largest epidemiologic study of American Indian health in the United
States.'>!'® Although the SHS began as a study focused on cardiovas-
cular disease, over the years, it has expanded to include other health
research on cancers, liver diseases, inflammatory conditions, genet-
ics, and genomics. Through this work, the study has resulted in the
production of a large amount of personally identifiable information,
including personal health information. Investigators affiliated with
the SHS are committed to the doctrine that research requires full
partnership and ongoing consultation with tribal communities.'*
The authors of this paper comprise one research team working on a
study ancillary to the SHS (integrating Data for Analysis, anonym-
ization and Sharing, or iDASH-SHS, NHLBI R01 HL136835). The
goal of iDASH-SHS is to facilitate shared access of clinical and ge-
netic data of tribal populations to researchers who are approved to
conduct a study or query by developing a framework to move the
analysis code to the data rather than moving the data outside the
SHS enclave.'® To inform the development of this framework, we
sought to gain an understanding of SHS tribal members’ data shar-
ing expectations and preferences, while keeping in mind the themes
and recommendations articulated through tribal consultation, to-
gether with the requirements and goals of the NIH data sharing
policy.

In line with calls for collaborative research practices among
researchers and communities,'*2° we opted to take a community-

based participatory research (CBPR) approach. CBPR focuses on the
development of equitable partnerships to coproduce and cointerpret
knowledge in order to realize shared benefits.>!~**> Under the CBPR
framework, community members function as full and equal partners
in the research rather than having a limited role as participants of
the investigation. This approach allows a greater diversity of voices
to be heard, which is particularly useful for research involving moral
and/or ethical complexities that must be addressed collaboratively.
In the case of genomic data sharing, for example, risks of harm are
unique due to the population group being highly identifiable and the
implications for critical issues such as sovereignty, kinship, and ties
to land." The harms faced by Indigenous communities when these
key considerations are overlooked in research are well documented,
for instance in the cases of the Human Genome Diversity Project,”*
Barrow Alcohol Study,?® or Arizona State University versus Havasu-

1926 1. . .
»“® which prompted a range of concerns including con-

pai lawsuit,
sent, handling of biospecimens, and the potential for patenting and
commercialization of genetic data.

We designed our general approach with 3 phases: (1) Phase 1—
Conduct a workshop with tribal leaders to discuss privacy and col-
laboratively identify a process to work with tribal members (ie,
codesign a research project to assess tribal perspectives on privacy
and health data sharing); (2) Phase 2—Implement the codesigned
approach identified in Phase 1; and (3) Phase 3—Hold a roundtable
discussion with tribal leaders to cointerpret the results collected
from Phase 2.

In this paper, we describe Phase 1 of this work: a collaboration
between researchers from the University of California San Diego
(UCSD), the SHS Coordinating Center at the University of Okla-
homa Health Sciences Center (OUHSC), and a subset of American
Indian tribes and their leaders who have been participating in the
SHS for over 30 years. We report the results of our Phase 1 work-
shop conducted in December 2019 that was focused on bringing
tribal leaders, tribal members, and SHS researchers together to code-
sign a research project to assess tribal perspectives on privacy and
health data sharing. The types of data of focus were clinical and ge-
netic data.

METHODS

We convened a workshop to codesign a research study to assess
tribal preferences pertaining to health data privacy. Formal work-
shop participants included a facilitator (BJF; a researcher and citizen
of another tribe in Oklahoma), four researchers, and nine tribal
community members (SHS tribes). Community members included
retired SHS staff, community health advocates, elders, physicians,
and tribal presidents and chairs. We utilized elements of design
thinking in our approach. Design thinking is a formal method that
encourages both practical and creative solutions by asking stake-
holders to thoughtfully generate as many ideas as possible in re-
sponse to specific prompts.?” A high-level goal of the workshop was
to plan a research project that would generate knowledge of SHS
tribal community perspectives about privacy and health data sharing
by ensuring that the right questions are posed to the most appropri-
ate groups of people.

Cultural safety

Prior to the conduct of the workshop, we sought feedback on our
study design and methods from a tribal research consultant. Our
study was also reviewed by the SHS steering committee, which
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includes an Ethics Sub-committee led by Native investigators. To-
gether, they provided cultural safety training during monthly meet-
ings. Members of our team also met multiple times per month with
SHS investigators, who have a long history and experience working
with the tribes in the SHS.

Reflexivity statement

Members of our research team hold unique positionalities, relations,
and experiences that shaped our approach to this work. Five mem-
bers of our team identify as female (71.4%), and education ranges
from having obtained a bachelor’s degree (one individual) to having
obtained a doctoral degree (five individuals). From a disciplinary
standpoint, our team has expertise in public health, ethnic studies,
communication, biomedical informatics, medicine, clinical psychol-
ogy, and epidemiology. The workshop prompts were shaped by
team members’ expertise in qualitative research, as well as lived
experiences of team members from marginalized identities.

Community consent

Prior to initiation, this project received tribal consent from the
Southwest Oklahoma Intertribal Health Board (SWOIHB), which is
comprised of representatives from each of the seven Oklahoma SHS-
participating tribes. The SWOIHB reviews all newly proposed proj-
ects, and if approved, provides the team with a Resolution of Sup-
port. Investigators are then responsible for presenting progress
reports at monthly SWOIHB meetings to keep tribal representatives
up to date.

Workshop process

Informal welcome

All participants were greeted at the door by research staff who were
familiar to them. Food that was purchased locally was provided for
invited participants as well as their accompanying guests. There was
a brief time of conversation prior to the consent process where par-
ticipants could, at a relaxed pace, catch up with each other and with
SHS staff.

Individual consent
Given the robust body of literature showing a correlation between

: 9
poor consent processes and research l’I'IIStI'uSt,ZB’2

we sought to en-
sure all individuals were adequately informed about our study, in-
cluding any potential benefits and risks to themselves or their
communities. To this end, we endeavored to review the consent doc-
ument thoroughly and communally. Specifically, we projected an
enlarged version of the consent form onto the wall and reviewed it
with all participants simultaneously. The facilitator read the consent
form section-by-section as participants followed along on their own
printed copies, stopping periodically to ask if anyone had any ques-
tions. The facilitator also pointed out key information, defined par-
ticular academic or scientific terminology, and periodically invoked
their own community affiliation as a citizen of another tribe in
Oklahoma. This approach addressed the individual consent pro-
cesses required of our institutional IRBs, while creating shared space
for participants to ask questions and discuss the implications of their
participation. Particular emphasis was put on how to opt out of the
study and with whom to speak if a participant had any concerns or
questions about the study. All nine community participants who
were present agreed to participate.

The discussion then began with roundtable introductions. This
was intentionally designed to be an unhurried time of sharing, start-

ing with the nine tribal community leaders and members seated
around the table, and then expanding to the other individuals (fam-
ily members of tribal members, researchers) in the room. Partici-
pants were asked to share their names, titles, tribal affiliations,
connection to SHS communities, and their reason for being in atten-
dance. It should be noted that no one was rushed through the intro-
ductory process as the goal was to create a relaxed, collaborative
environment. After introductions, the facilitator led a generative dis-
cussion in response to three major questions intended to codesign
Phase 2 of the study: (1) Who should we talk to? (2) What should
we ask them? and (3) When, where, and how should we talk to
them? These questions were intended to help us broach conversa-
tions and potentially sensitive topics about inclusive ways to recruit
participants, what facilitators should know about engaging partici-
pants, and what format might help people feel more comfortable
talking about health data privacy. Members of the research team
took written notes during the workshop; the session was not audio
or video recorded. The research team provided their personal con-
tact information and university email addresses for follow-up
thoughts. The group discussions related to each of the aforemen-
tioned questions are described below. The data that support the
findings of this study are available from the corresponding author
upon reasonable request.

RESULTS

During the introductions, many participants shared information re-
lated to their personal and professional ties to the SHS, either as
study participants, current and/or former employees, or sometimes
both participant and employee. They candidly shared their thoughts
on the opportunities and the challenges of such a long-running and
ever-expanding federally funded research study and shared ways in
which they could envision current and future SHS investigators en-
gaging with communities in ways that are focused on specific re-
search questions. Participants voiced that the continuation of the
SHS was crucial to the health of their respective communities, signi-
fying their personal investment in the success of the study. This por-
tion of the workshop suggested that participants were taking the call
to collaboration seriously.

As the facilitator moved the discussion toward the first of our
three main questions (ie, who we should talk to for this research), it
quickly became apparent that participants expected and recom-
mended that a wide swath of individuals be consulted. Participants
named specific individuals (eg, two individuals who are attorneys)
as well as groups of people (Figure 1). For the second question
(what should we ask participants), workshop attendees initially had
difficulty imagining the content of specific research questions, but
ultimately suggested that researchers start by asking people how im-
portant privacy is to them. During the brainstorm, the group voiced
wonderings about the policies governing existing data versus data
that had not yet been collected and warned that there might be cases
in which tribes have hard limits on data sharing, and that those lim-
its may not be expressly articulated in any easily accessible written
documents. The third and final question that was posed to partici-
pants involved logistical questions about when, where, and how to
best engage members of American Indian communities. The work-
shop participants provided several suggestions rooted in their cul-
tural practices (Figure 2). These suggestions emphasize the
importance of relationship-building through both formal (eg, struc-
tured meetings and presentations) and informal (eg, cultural events
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Individuals

= Past and present members of the
Southwest Oklahoma Intertribal
Health Board

Lawyers (including two specific
individuals)

Other tribal members identified by
name

Figure 1. Who in the community should be included in the research?

and local communal spaces) activities, and practices that foster in-
clusivity and accessibility of information.

As the formally guided discussion came to a close, participants
encouraged investigators to keep abreast of and in compliance with
Indian Health Services (IHS) regulations and other legislation that
impacts tribal-researcher relations. The conversation then turned to
a discussion of whether researchers, especially those who might ac-
cess data from tribal communities under the new NIH policy, would
be aware of the history of Presidential Directives about tribal consul-
tation.> One participant who self-identified as a retired medical pro-
fessional and US veteran expressed that all researchers working with
tribal communities need to recognize tribal sovereignty and should
understand the position of tribal governments within the larger
structure of American government prior to initiating any research.
Participants cited examples of noncompliance, leading to lawsuits
against federal agencies in which the tribes were victorious. Further
questions were raised about whether NIH leadership and staff were
aware of this history and whether it would be taken into account in
the final policy (given that this workshop was conducted after the
draft policy came out but prior to the release of the final policy).
Lastly, the group provided several ‘cultural tips’ for investigators
(Table 1). These tips are specific to the participating SHS communi-
ties with whom we partnered, and may not be generalizable to other
groups or Native communities.

DISCUSSION

Informaticians and biomedical researchers who collect and study
health information from Native communities have a unique respon-
sibility to safeguard these data in ways that align to the preferences
of specific communities. Here, we describe how a multidisciplinary,
NIH-funded research team applied an early-stage CBPR approach
to begin to ascertain community preferences and codesign further re-
search to inform data collection, data sharing practices, and safe-
guards for a biomedical informatics research effort. The insights
learned, while not generalizable to all Native communities, are the
result of a process that represents a valuable approach for research-

Elders & wisdom-keepers

Tribal councils & government officials
Past & present members of the IHS IRB
Native youth & their guardians

School staff at Native schools

Native doctors

Community health representatives
Public health nurses

ers in the informatics community who are working with (or seeking
to work with) tribal communities and their data.

As participants provided guidance about potential topics to dis-
cuss and individuals to consult, we were struck by the inclusivity of
the suggestions. For example, the response to one of our main ques-
tions (“Who should we talk to?”) was essentially “everyone”—from
elders and tribal councils to Native youth and their guardians. Like-
wise, the response to logistical questions of when, where, and how
we should speak to those identified was essentially “in as many
ways as possible”—individually, in groups, more than once, and
with the option of collecting written responses. This input suggests
that all members of tribal communities (ie, “everyone”) should be
consulted about the privacy of tribal health information, including
those individuals from whom we might not immediately think to so-
licit input (eg, Native youth). While it may be difficult in practice to
consult every individual within a large, diffuse tribal community or
nation, workshop participants’ desire for researchers to be as inclu-
sive as possible in such efforts is clear.

The communal nature of some American Indian tribal cultures
stands in contrast to individualistic Western conceptualizations of
privacy, and by extension, research about privacy. Western
approaches are focused at the individual level; Western definitions
of privacy are synonymous with self-governance and individualism,
and existing regulations are designed to protect against individual-
level risks. However, the focus on individual autonomy is incongru-
ent with “Indigenous communitarian ethics”>® and research has sug-
gested that privacy and consent policies fall short in protecting tribal
communities as group entities.>' % Indeed, Native and Indigenous
researchers have emphasized the importance of collective well-being
and protection in tribal communities, pointing out the high stakes of
research outcomes that may affect the entire tribe (eg, genomic re-
search that is or can be used to disenroll tribal members®®). Our
findings suggest that individual tribal members desire to have highly
inclusive collective discussions when making decisions about their
health data privacy, pointing to the need for additional studies about
Native perspectives on the use of health data for research.>®

Furthermore, there is a need for researchers to seriously consider
familial and kinship ties when developing research plans that involve
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Formal
Interactions

*  During tribal council or
other legislative meetings
* In peoples’ homes

Individually
& Together

Talk to people (e.g., Elders) in
small groups so they can
bounce ideas off each other,
then again individually in case
they are too shy or don’t want
to speak up in the small group.

Material

Give people flyers
so they have some
context for what you

Informal
Interactions

During cultural events
(e.g., powwow season)
In communal spaces

More Than
Once

Distribute anonymous and pre-
stamped envelopes so
participants might have an extra
chance to express themselves if
they were not able to share as
much as they wanted to during
the initial encounter.

want to talk about.

Figure 2. When, where, and how should we conduct this research?

Table 1. Cultural expectations expressed by workshop participants

Expectation Example

When interacting with elders, use a
gentle touch during your hand-
shake, and do not spend too much
time looking them in the eye.

Do not verbally admire their jewelry

Eye contact and physical
touch

Boundaries around compli-
ments because they may give it to you. If

given a gift, put it in your pocket

and look at it later.

Providing food to the com- The provision of food is an expecta-

munity tion—not just for the participant
but for the participant’s family as
well. It is also custom to offer a
blessing for the food prior to eating.

Spend time and attend tribal meet-

ings—with no agenda—just to hear

Spend time in the community

and learn how business is con-
ducted.

American Indian communities. For example, traditional assump-
tions of privacy during an individual research interview (eg, one re-
searcher and one participant, located in a room where the

conversation is not easily overheard by others, etc.) might not be
feasible nor desirable. At our workshop, one of the community
members was an uninvited individual who accompanied an invited
participant to the session. Participants mentioned this and explained
that tribal members often invite family and friends to join them at
local events, and if they live farther away from the town center, they
might travel with others who also need to go into town to run
errands. In these situations, participants noted, the expectation is
that investigators would invite such guests to stay, eat, and partici-
pate, if willing. This kind of pivot requires flexibility and fore-
thought on the part of the research team, for example, ensuring
extra incentives, meals, and seats are prepared so as to avoid any
discomfort to tribal community members.

The fact that conversation turned to US Presidential Directives is
also noteworthy. After the workshop formally concluded, the same
participant who raised the topic stopped to speak with CT and BJF
to reiterate their points. Table 2 charts the Executive Orders and
Presidential Memoranda, or “Presidential Directives,” to which this
Elder referred. Our takeaway from this encounter was that Native
community members are aware that researchers often come to their
communities with specific priorities—priorities which, according to
this participant, should be considered in light of the ongoing and
meaningful consultation outlined in the Executive Orders and Presi-
dential Memoranda. An awareness of federal directives for tribal
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Table 2. Examples of US policy development of tribal consultation

Directive Date

Description

Executive Order 12866
“Regulatory Planning and Review”

Executive Order 12875
“Enhancing the Intergovernmental Partnership”

Memorandum on Government-to-Government Relations
with Native American Tribal Governments

Executive Order 13175
“Consultation and Coordination with Indian Tribal
Governments”

Memorandum on Government-to-Government Relation-
ship with Tribal Governments

Memorandum on Tribal Consultation

September 20, 1993

October 26, 1993

April 29, 1994

November 6, 2000

September 23, 2004

November 5, 2009

Outlines guidelines to improve the internal workings of the
federal government and its regulatory processes so as not
to be costly, ineffective, and overly burdensome on the
American people, including the tribes.

Again addresses burdensome costs of federal mandates on
State, local, and tribal governments with the added intent
to allow these governments the flexibility to tailor
“Federal programs to meet the unique needs of their
communities.”

Addressed to the Heads of Executive Departments and
Agencies to “ensure that the rights of sovereign tribal
governments are fully respected” by federal government
officials and employees.

Addresses the unique relationship that the US government
has with sovereign tribal nations. This Order defines the
terms “Indian tribe,” “tribal officials,” and “policies that
have tribal implications,” and outlines fundamental prin-
ciples that should be upheld when interacting with sover-
eign tribal nations. Importantly, this Order cements the
idea of “meaningful and timely consultation.”

A second iteration of the 1994 memorandum reiterating
tribal sovereignty and tribal rights to self-govern. Again
addressed to Heads of Executive Departments and Agen-
cies, this Memorandum includes a renewed commitment
to the relationship between the Federal Government and
federally recognized tribes.

Provides clarification on Executive Order 13175 and
acknowledges that “consultation is a critical ingredient of
a sound and productive Federal-tribal relationship.”

consultation, as well as historic conflicts that have arisen when re-
search entities do not comply with them, will be particularly instruc-
tive for researchers as the NIH finalizes its supplemental
information for researchers working with Native communities.

In the context of the current project, “ongoing and meaningful
consultation” might include proactive efforts that seek to hear and
learn from community members, inclusively welcoming participants
and any guests they bring, and staying mindful of the inherent power
dynamic that exists between researchers and community members.
Our conclusions are aligned with the final NIH Policy for Data
Management and Sharing, and we supplement that report with our
own key takeaways and more specific recommendations for research
with SHS tribal communities (Table 3).

CONCLUSION

This paper describes our community-based participatory approach
to design a study to understand attitudes toward health data privacy
among SHS tribal community members. The workshop was the first
step (Phase 1) of our project, and we believe this process of consult-
ing with tribal elders and tribal leadership was valuable for building
relationships and trust, as well as generation of ideas and design ele-
ments that were novel to the research team. A common theme across
all the recommended research design elements was inclusivity and
the need to talk with a diverse cross-section of the community and
to use a range of methods, both formal and informal, particularly
when studying a concept as complex and sociopolitically fraught as
health data privacy.

There are some limitations of this work. First, it is important to
note that the findings reported in this manuscript reflect the ideas and
customs of leaders from six federally recognized tribes that participate
in the SHS. To put this into context, there are 574 federally recognized
tribes and over 200 tribes without federal recognition in the United
States, each with distinct lands, histories, traditions, and languages.
Our findings should therefore not be considered reflective of all tribal
communities across the United States. To preserve participant privacy,
we did not collect personal identifying information about the partici-
pants; we therefore cannot characterize our findings in terms of demo-
graphic traits, such as Native Americans living in urban versus rural
settings. Additionally, given the CBPR approach of this work, recom-
mendations regarding research design are specific to the context of the
SHS, an epidemiological study that works with participating tribes’
clinical and genetic data. Thus, the recommendations may have less
applicability for researchers working on projects that deal with differ-
ent types of data. It should also be noted that some participants of the
workshop were past or current SHS employees. These professional ties
to the SHS may have led participants to speak more cautiously, despite
our taking steps to design the workshop in such a way that would mit-
igate this possibility.

Recognizing that the development of new technology and analy-
sis techniques often outpace changes to governance and policy,
informaticians and biomedical researchers working with tribal com-
munities and their data must take initiative to adhere to community
wishes and preferences regarding the use of those data. The design
of any research study, especially one aiming to understand tribal
communities” health privacy and data sharing preferences, should
first and foremost consult with members of the communities. Our
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Table 3. Key takeaways and recommendations for research with SHS tribal communities

Listen to and learn from community members

* Build in extra time on site to accommodate invitations to gather with community members for imprompitu activities. Building rapport

and strengthening trust may take the form of meetings with no agendas, tours of reservation lands, or visits to cultural sites such as tribal

heritage museums.

*  Seek out the opinions, ideas, and actions of Native teenagers and young children. Both the young and the old in Native communities are
held in high regard with the knowledge that each generation is critical to familial and community well-being. The opinions, ideas, and

actions of teenagers and young children are heard and seen.

Radical inclusion

®  Provide a hot meal not only for participants but for people they bring. Like many peoples and cultures, Native Americans have long traditions of
sharing food, having hot food to offer extended family, friends, visitors, or sometimes unknown travelers. The custom of eating together is a

form of relationship-building.

® Prepare extra incentives to be able to pay unexpected participants. Consider uninvited or unexpected guests to be bonuses, rather than burdens.

Stay mindful of the power dynamic between researchers and communities

®  Put money back into the local/tribal economy. Demonstrating awareness of the inherently imbalanced power dynamic between researchers and
community members, researchers can respectfully contribute to the flourishing of tribal communities by purchasing food from local markets, res-

taurants, or Native vendors.

findings also suggest that research with some tribal communities
may also benefit from taking into account a relational worldview,
group identity and collective privacy protection prior to initiation.
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