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Abstract
The COVID-19 pandemic has given rise to unprecedented transformations in consumer behaviour. Less is known about how 
consumers react to privacy stress while being compelled to continuously purchase online during the pandemic. Therefore, 
underpinned by the stimulus-organism-response (SOR) theory, this paper aims to examine the impacts of perceived Inter-
net risk, self-efficacy, privacy stress, and trust on consumers’ continuous purchasing intention in China. Few studies have 
examined the mediating roles of privacy stress and brand trust in continuous purchasing intention. This research thus adds 
value by exploring the underlying mechanisms that explain how these factors affect purchasing intention where consumers 
have little choice but to make purchase online continuously. It employs a quantitative research design and uses a survey 
questionnaire to collect data. A total of 535 consumers responded and the data were analysed via PLS-SEM. We found 
mixed results for the direct and indirect paths. Perceived Internet risk, platform trust, and self-efficacy showed significant 
impacts on privacy stress and brand trust. While brand trust had a significant impact on continuous online purchase intention, 
contrary to previous literature, privacy stress did not. Moreover, while brand trust was found to be a significant mediator, 
privacy stress exerted no mediating effect. The results assist marketing practitioners, organizations, and policymakers in 
improving consumers’ online shopping experience in uncertain times by addressing the issues of trust and privacy. Specifi-
cally, we provide the foundation for future policies and strategies that build consumers’ trust and secure consumers’ privacy, 
especially in highly uncertain contexts.

Keywords  Privacy stress · COVID-19 · Continuous online purchasing intention · China

Introduction

At present, the calamitous COVID-19 has not ceased to 
threaten humankind. Not only is COVID-19 a medical 
and biological problem, it is a social problem penetrat-
ing every field and layer of society (Gong et al., 2021). 

As the virus continues to rampage and strict lockdown 
rules are still in place in many nations, the insurmountable 
pressure has caused businesses and consumers to undergo 
a messy, protracted, disordered, multifaceted, and abnor-
mal transformation. For instance, unusual retail consumer 
behaviours, such as hoarding toilet paper and food, have 

 *	 Jinghong Xu 
	 123abctg@163.com

	 Jiankun Gong 
	 ava190015@siswa.um.edu.my

	 Fareyha Said 
	 fareyhasaid@gmail.com

	 Hiram Ting 
	 hiramparousia@gmail.com

	 Amira Firdaus 
	 amira_firdaus@um.edu.my

	 Iffat Ali Aksar 
	 iffatali101@gmail.com

1	 Department of Media and Communication Studies, 
University of Malaya, 50603 Kuala Lumpur, Malaysia

2	 Faculty of Business and Accountancy, University of Malaya, 
50603 Kuala Lumpur, Malaysia

3	 Faculty of Hospitality and Tourism Management, UCSI 
University, 93050 Kuala Lumpur, Malaysia

4	 College of Business, Polytechnic University 
of the Philippines, 1016 Manila, Philippines

5	 Department of Journalism, School of Humanities 
and Communication, Xiamen University, 43900 Selangor, 
Malaysia

6	 School of Journalism and Communication, Beijing Normal 
University, Beijing 100875, China

http://orcid.org/0000-0003-4654-0603
http://crossmark.crossref.org/dialog/?doi=10.1007/s12144-022-02857-x&domain=pdf


	 Current Psychology

1 3

been reported all over the world (Miri et al., 2020). Indeed, 
COVID-19 triggered consumers’ fear, which led to various 
coping strategies and adaptation methods as extreme reac-
tions (Kirk and Rifkin, 2020). While many physical stores 
remain closed, consumers worldwide now rely heavily on 
online shopping. Interestingly, following the abnormal 
panic buying period, consumers have settled into a ‘tem-
porary normal’, which includes infrequently regular trips 
to certain stores or large amount of online orders to replen-
ish necessities. Responding to these changes in consumer 
behaviour, businesses have pivoted to online services. 
Examples include movie streaming via media channels 
to replace movie theatres, food delivery to replace eating 
out, and web conferences to replace physical face-to-face 
meetings. Thus, consumers are now mired in cyberspace, 
raising major concerns about cybersecurity and privacy.

In fact, amid this temporary period of normalcy, it 
appears that little attention has been given to the effects 
of consumers’ virtual privacy stress, level of trust on their 
subsequent purchasing intentions. A deeper examina-
tion into this issue indicates that firms and scholars alike 
appear to have given up on privacy since the pandemic 
struck. The increased sharing of consumers’ private and 
confidential information online at this time has exacer-
bated the risk of being leaked or stolen. This phenomenon 
is what Rosen et al. (2013) call ‘the dark side of online 
consumer behaviour’. Consumers are actually aware of 
these online risks, as a survey from Statista showed that 
64% of respondents perceived brands’ data privacy poli-
cies very important while 43% did not like to perform pay-
ment transactions on their phone due to concerns that their 
data would be stolen (Johnson, 2021). However, privacy 
paradox exists. On the one hand, consumers are concerned 
about putting their personal information at risk; on the 
other, they continue to do what they did before, simply 
ignoring the potential disadvantage they place themselves 
at. Under current circumstances, we consider this privacy 
paradox as a dilemma where consumers must weigh their 
privacy concerns from high Internet exposure against 
their need to continuously use it in the rampant epidemic. 
As such, in the face of dynamic changes and uncertainty, 
consumers undergo compelled continuity with online pur-
chasing. This study employs the term ‘privacy stress’ to 
indicate consumers’ worries about data privacy due to una-
voidable continuous use and applies it to understand their 
purchasing intention. Specifically, this study aims to exam-
ine: (i) the direct effects of perceived Internet risk, plat-
form trust, and self-efficacy on consumers’ privacy stress, 
brand trust, and continuous purchasing intention; (ii) the 
direct effects of privacy stress and brand trust on consum-
ers’ purchasing intention; and (iii) the indirect effects of 
perceived Internet risk, platform trust, and self-efficacy 

on consumers’ purchasing intention via the mediation of 
privacy stress and brand trust.

The effects of antecedent factors like privacy and self-
efficacy on purchasing intention have been examined previ-
ously. Nevertheless, this study contributes to the current lit-
erature in four key ways. First, we incorporate both platform 
trust and privacy stress into one model. This is important, as 
the ubiquitous nature of the Internet and the boom in online 
platforms have given rise to invasions of privacy that may 
influence consumers’ purchasing intention, especially during 
the pandemic. Second, we add to the relatively small body of 
literature that explores direct and indirect antecedents of pur-
chasing intention as well as the mediating impacts of brand 
trust and privacy stress in this context. Third, we examine 
the novel notion of privacy stress as the unavoidable con-
tinuous use of the Internet despite the risk of privacy inva-
sion. Particularly, we use this concept to predict consumers’ 
purchasing intention in an uncertain situation, which adds 
knowledge on perceptions of privacy in a pandemic. Lastly, 
our research was conducted in China, a country where 
privacy is justified as an instrumental good rather than an 
intrinsic one (Yao-Huai, 2005). Therefore, it is worthwhile 
to examine these constructs in the Chinese context.

Theoretical Foundations

The overarching framework is the stimulus-organism-
response (hereafter SOR) model, as extant studies have 
testified to its predictive power pertaining consumers’ reac-
tions to emerging situations (Gao & Bai, 2014). Addition-
ally, we adopt theoretical constructs from the protection-
motivation theory (Rogers & Prentice-Dunn, 1997) and the 
paradox theory (Smith & Lewis, 2011) to rationalise the 
causality between relevant variables. Initially, SOR frame-
work of Mehrabian and Russell (1974) focused only on the 
emotion-eliciting or emotional qualities of an individual’s 
surroundings. Jacoby (2002) presented an integrative SOR 
model with cognitive and affective systems. The SOR frame-
work conceptualises behaviour or behavioural intention as a 
product of a certain environment with specific stimuli. The 
stimuli influence the organism, most often a consumer’s 
emotional, cognitive, or affective process, which eventually 
give rise to his/her behavioural response. Kim and Len-
non (2013) applied the model by positing internal (website 
quality) and external (reputation) sources of information as 
stimuli that affect purchase intention (response) through con-
sumers’ cognition and emotion (organisms).

The protection-motivation theory (PMT) was employed to 
support the SOR framework. Originally used to understand 
the impact of fear appeal, it now posits that people protect 
themselves based on four factors: perceived severity of a 
threatening event, perceived probability of occurrence or 
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vulnerability, efficacy of recommended preventative behav-
iour, and perceived self-efficacy (Rogers, 1975). Farooq 
et al. (2020) utilized the PMT to explain the underlying 
motives of human actions amid the pandemic. The para-
dox theory is “a dynamic equilibrium model of organising, 
which depicts how cyclical responses to paradoxical ten-
sions enable sustainability-peak performance in the present 
that enables success in the future” (Smith & Lewis, 2011, 
p. 381). Previous works on paradox have occurred at the 
organisational level, neglecting the critical segment of indi-
viduals and their social interactions (Waldman et al., 2019). 
Moreover, a paradox can be treated not only as a tool to pre-
dict organisational success but also a problem. By treated as 
problem, contradictions surface as potentially harmful and 
likely to entail negative organisational outcomes (Cunha & 
Putnam, 2019). This study treats consumers’ paradoxical 
dilemma of online privacy as a problem to understand how 
privacy stress affects purchasing intention.

Thus, we use the SOR framework to model perceived 
Internet risk and platform trust as stimuli, consumer self-
efficacy, privacy stress, and brand trust as organisms, and 
purchasing intention as the behavioural response. Addition-
ally, we employ the PMT and paradox theory to unravel the 
intertwined relationships among these variables.

Research Model and Hypotheses

Perceived Internet Risk

Perceived risk serves as an important determinant of con-
sumers’ purchasing behaviour. It measures one's uneasiness 
about using the Internet, which is known for cyber threats 
that significantly jeopardize online users and businesses. 
A high level of perceived Internet risk may lead Internet 
users to exaggerate uncertainties on networking sites, exhibit 
unwarranted confidence in their judgment. Consumers' per-
ception of online shopping risk has thus become a critical 
topic of investigation because of its strong effect on custom-
ers’ attitudes towards online purchases. Accordingly, many 
studies have examined the direct and indirect effects of per-
ceived Internet risks in the context of consumers’ online 
shopping behaviour. LaRose et al. (2005) discovered that 
adult consumers' expectations of negative outcomes (risk), 
such as online scams or online identity theft, were positively 
related to their privacy loss. Other studies showed that trust 
is one of the essential in shaping repurchasing intention, 
while website reputation and perceived risk, which act upon 
repurchase intention (Lăzăroiu et al., 2020; Martin, 2018; 
Sullivan & Kim, 2018). Moreover, Kamalul Ariffin et al. 
(2018) found that only five types of perceived risks have 
significant negative influence on consumers’ online pur-
chase intention. Likewise, in studying Indian consumers’ 
online banking adoption, Chauhan et al. (2019) revealed that 

perceived Internet risk has a significant negative influence 
on consumers’ intention to adopt Internet banking. How-
ever, with regard to the COVID-19 outbreak, it is unknown 
whether people still perceive Internet risk in the critical situ-
ation. Thus, we postulate the following hypotheses:

H1a: Perceived Internet risk has a positive impact on pri-
vacy stress.
H1b: Perceived Internet risk has a negative impact on 
brand trust.
H1c: Perceived Internet risk has a negative impact on 
continuous purchasing intention.

Trust in Platform

“The ultimate goal of marketing is to generate an intense 
bond between the consumer and the brand, and the main 
ingredient of this bond is trust” (Hiscock, 2003, p. 1). When 
risk is present, trust is needed before a buyer is willing to 
transact with a seller. The concept of trust is multidimen-
sional (Lou & Yuan, 2019). Although various conceptuali-
sations and definitions of trust have been juxtaposed, there 
is a general consensus that trust is the expectation that the 
promise of another can be relied upon and that, in unforeseen 
circumstances, the other will act in the spirit of goodwill 
and in a benign fashion towards the trustor (Kim & Peter-
son, 2017). From this definition, trust appears to involve a 
process between the trustor and the trustee. Narrowing our 
focus to the marketing industry, it can thus be considered the 
process between the seller and the buyer. Within this pro-
cess, a consumer must consider whether he/she: (1) trusts the 
system facilitating the transaction (the Internet); (2) trusts a 
particular vendor (the seller); (3) trusts other third parties to 
safeguard the exchange (the platform); and (4) trusts certain 
brands before a decision is made to purchase online. We 
categorise trust into platform trust and brand trust.

Luo (2002, p. 115) defined platform trust as “institutions 
and other third-party guarantors that actually sell/provide 
certificates pledging integrity, ability, and intent ... [and] 
in the e-commerce context this type of trust is more likely 
to solve privacy concerns” and stated that certification pro-
vided by third parties “can balance the power and provide 
the needed trust between the e-vendor and customers.” Some 
scholars have found that institution-based structural assur-
ances (web seals) could positively and substantially affect 
trustworthiness (Kaplan & Nieschwietz, 2003). Unsur-
prisingly, platform trustworthiness is gradually becoming 
a potent factor affecting consumer purchasing intention. 
Indeed, consumers can choose various platforms for pur-
chasing, each with different strengths in gratification and 
visibility features, which may result in varying degrees of 
consumer trust (Geng et al., 2021). That is, consumers’ trust 
in a platform largely affects their trust in the brand, their 
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gratification, and thereby their purchasing intention and 
commitment to buy again from the same website/platform 
(Lăzăroiu et al., 2020; Sullivan & Kim, 2018).

However, when purchasing online, the extent to which 
consumers trust third-party platforms remains unclear and 
needs further exploration. For instance, Head and Hassanein 
(2002) found that the general awareness and influence of 
web seals is still relatively low, while the impact of third-
party referees vary according to phases of the trust lifecycle. 
Due to conflicting views in previous literature, it is vital to 
examine the relationship between platform trust and con-
sumers’ purchasing intention. Considering platform trust as 
a measure of how well firms comply with applicable infor-
mation privacy norms, practices, and laws in their day-to-
day business (Kauffman et al., 2011; Wei et al., 2019), we 
propose that:

H2a: Platform trust has a negative impact on privacy 
stress.
H2b: Platform trust has a positive impact on brand trust.
H2c: Platform trust has a positive impact on continuous 
purchasing intention.

Consumer Self‑efficacy

Self-efficacy refers to people's beliefs about their capabili-
ties to produce specific performance levels that influence 
events affecting their lives. It is a self-evaluation process 
that mirrors what people believe they can do with their 
acquired skills (Bandura, 1977). Internet self-efficacy 
refers to a person’s perception of his/her ability to accom-
plish tasks online (Eastin & LaRose, 2000). Similarly, 
Hernandez et  al. (2009) stated that e-commerce self-
efficacy describes an individual’s ability to apply his/her 
skills to complete a purchase on the Internet. Indeed, prior 
studies have highlighted the importance of self-efficacy in 
developing people’s present and future e-behaviour (Hill 
& Beatty, 2011; Lim et al., 2007). In consumer behav-
iour field, extant literatures have built causality between 
self-efficacy, privacy and brand trust. For instance, Akhter 
(2014)’s study revealed that internet self-efficacy and 
internet involvement affect privacy concern and stress 
negatively. Likewise, by investigating the determinants of 
behavioural responses to online privacy, Hichang (2010) 
indicated that risk beliefs and self-efficacy have a signifi-
cant impact on self-protective action. Through two experi-
ments, Keith et al. (2015) demonstrate the strong direct 
effect of self-efficacy on users' initial trust in location-
based app vendors as well as their perceived risk of dis-
closing information (privacy). Amid the COVID-19, the 
quality of the news, and communication in the cyberspace 
play paramount roles in individuals’ decision making and 
behaviour. With overload information, people increase the 

perceived Internet risk, which causes response (organism), 
or coping appraisal. This response contains self-efficacy, 
response efficacy, and response costs. Prior literature also 
indicated that environment, trust and self-efficacy could 
somehow affect individual’s behavioural response (Attiq 
et al., 2017).

Thus, we focus on self-efficacy as consumers’ ability 
to identify their needs and fulfil online purchasing tasks 
during COVID-19 within the SOR framework. Hence, we 
hypothesise that:

H3a: Self-efficacy has a negative impact on privacy 
stress.
H3b: Self-efficacy has a positive impact on brand trust.
H3c: Self-efficacy has a positive impact on continuous 
purchasing intention.

Trust in Brand

Delgado-Ballester et al. (2003, p. 11) defined brand trust 
as “the feeling of security held by the consumer in his/her 
interaction with the brand, that is based on the perceptions 
that the brand is reliable and responsible for the interests and 
welfare of the consumer.” In other words, brand trust can 
be regarded as consumers’ level of mutual confidence in a 
brand. Scholars have discovered that brand trust, as a critical 
precondition of the consumer-brand relationship, can help 
mitigate volatility, promote positive behaviour, and develop 
long-term commitment (Jain et al., 2018). Previous research 
revealed that brand trust mediates the significant effect of 
brand image on purchasing behaviour (Fianto et al., 2014). 
It has also been found that brand trust is among several key 
factors proven to be capable of positively influencing con-
sumer decisions (Amron, 2018). Since the rampant spread of 
COVID-19, fears and uncertainty concerning the virus have 
affected consumers’ brand trust and purchasing intention. 
For example, Jian et al. (2020) discovered that customers’ 
fear and uncertainty have raised their environmental aware-
ness, and consequently, their brand trust in green hotels, 
thereby indicating their willingness to pay more and to stay 
at green hotels. Therefore, it is worthwhile to explore how 
brand trust affects consumers’ online purchasing intention. 
Thus, we hypothesise that:

H4a: Brand trust has a positive impact on continuous pur-
chasing intention.
H4b: Brand trust mediates the effect of perceived Internet 
risk on continuous purchasing intention.
H4c: Brand trust mediates the effect of platform trust on 
continuous purchasing intention.
H4d: Brand trust mediates the effect of self-efficacy on 
continuous purchasing intention.
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Privacy Stress

Privacy issues in marketing and business have been a topic 
of interest. Although privacy is difficult to conceptualise, in 
online marketing, it generally has four dimensions: the col-
lection of personal information, the unauthorised secondary 
use of personal information, errors in personal information, 
and improper access to personal information (Gerber et al., 
2018; Stewart & Segars, 2002). Concern, according to the 
Oxford Dictionary, is defined as “be relevant or important 
to; affect or involve; be a cause of anxiety or worry.” Hence, 
privacy concern is an umbrella term that entails both con-
cern and worry. From the business perspective, it primar-
ily measures the extent to which individuals are concerned 
about their personal information, especially pertaining to 
problems like privacy invasion and information leakage or 
re-trading (Chen et al., 2017; Kehr et al., 2015). Wu et al. 
(2012) found that the effect of online privacy policies on 
consumers’ willingness to provide personal information on 
websites is mediated by consumers’ privacy concern and 
level of trust. Similarly, Jibril et al. (2020) established the 
significant mediating effect of online security and privacy 
concern on online purchasing intention. Alternatively, we 
focus on ‘privacy stress’ in this paper, as stress has a deeper 
meaning than concern. Privacy concern implies that though 
a person expresses care about his/her privacy, he/she con-
tinues to behave as before, simply ignoring whether the 
behaviour causes a privacy invasion – hence the term ‘pri-
vacy paradox’. Contrary to privacy concern, ‘privacy stress’ 
means one is so worried or concerned that he/she is driven 
by this anxiety to either take actions to protect his/her pri-
vacy or embrace the stressful yet unavoidable continuous use 
of online shopping. While experts often cite privacy concern 
as a barrier to e-commerce, there is a lack of understanding 
about how privacy stress impacts consumers’ continuous 
purchasing willingness. Thus, we postulate that:

H5a: Privacy stress has a negative impact on continuous 
purchasing intention.

H5b: Privacy stress mediates the effect of perceived Inter-
net risk on continuous purchasing intention.
H5c: Privacy stress mediates the effect of self-efficacy on 
continuous purchasing intention.
H5d: Privacy stress mediates the effect of platform trust 
on continuous purchasing intention.

Figure  1 presents the conceptual framework of this 
research.

Methods

Sample and procedures

To examine how Chinese consumers perceive privacy and its 
impacts on their purchasing behaviour, online questionnaire 
was used. The instrument was translated into Chinese, which 
necessitated several additional steps to be followed. First, 
the accuracy of the translation was checked through the 
back-translation method prescribed by Werner and Camp-
bell (1970). Second, the translated instrument was sent for 
content validity checking to relevant experts in the field.

We purchased the sampling services of WenJuanxing, 
a technology platform and market research company that 
arranges samples from the Chinese consumer population 
based on census data. The benefits of using this official 
dataset are the reduction of sample homogeneity and the 
guarantee of quality responses, since WenJuanxing has qual-
ity control measures to exclude invalid responses. This study 
used two filter questions to ensure the suitability of the sam-
pled respondents. The respondents would proceed with the 
questionnaire only if they provided an affirmative answer 
to the questions ‘Did you have two times or more online 
shopping experiences in the last month?’ and ‘Did you have 
online shopping experiences during the COVID-19?’.

It yielded 535 valid responses in May 2021, which fulfill 
the statistical and theory generalizability (Lee & Basker-
ville, 2003). As such, the study focused on the explanation of 

Fig 1.   Conceptual Framework
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the phenomena from valid responses rather than the general-
izability of the study through large number of respondents. 
Of these respondents, 267 of them (49.81%) were male and 
269 (50.19%) were female. The average age of the respond-
ents was between 31 and 40 years old. A majority of the 
participants (73.13 per cent) held a bachelor’s degree and 
earned a monthly income of 776USD to 1550 USD (41.6%).

It is important to clean and pre-check the data before 
the main analysis. Pre-checks include the identification 
of missing values, outliers, and common method variance 
(CMV). The issue of missing values was avoided through 
WenJuanxing’s quality control procedures. For outlier 
detection, z-scores were obtained using SPSS. The results 
showed a minimum and maximum z-score range from -2.91 
to -5.29 for all variables. Though a z-score greater than 3.0 
indicates an outlier, Hu and Bentler (1999) recommended 
that outliers not to be deleted from a data set because it 
can disturb actual results. Thus, no responses were deleted. 
Next, CMV occurs when all the variables in a study are 
examined using the same instrument. Harman’s single factor 

test in SPSS produced a result of 27% as the maximum vari-
ance explained by a single factor, which was lower than the 
threshold of 50% (Kock, 2015). Therefore, CMV was not an 
issue in this study.

Measures

This paper uses a 7- point Likert scale, and the measurement 
items are shown in Table 1. The items for perceived Inter-
net risk were adopted from Grazioli and Jarvenpaa (2000) 
and Chen (2013). Platform trust was measured using four 
items adopted from Chen et al. (2019). These items assess 
consumers’ trust towards a particular medium (i.e., Taobao, 
Facebook) that carries messages about a brand. The self-
efficacy of consumers was measured using the items devel-
oped by Hernandez et al. (2009) and Koufaris (2002). The 
measurement of privacy stress was adapted from Malhotra 
et al. (2004); Smith et al. (1996). The measure for brand 
trust followed the scale developed by Delgado-Ballester 

Table 1:   Scale properties

Constructs Labels Items Mean λ CR AVE

Perceived Internet
Risk

InR1 In general, I feel that it would be risky to engage in Internet activities 4.66 0.88 0.91 0.77
InR2 Using Internet will involve many unexpected problems 4.97 0.87
InR3 I feel unsafe while using Internet 4.05 0.88

Consumer
Self-efficacy

SeEf1 I feel capable of using the Internet for purchasing products 6.39 0.78 0.81 0.59
SeEf2 I feel capable of locating shopping sites on the Internet 6.13 0.77
SeEf3 I feel comfortable searching for information about a product on the Internet 6.01 0.74

Platform Trust PlaT1 believe that the shopping platform will protect my personal information in strict 
accordance with its "Privacy Statement".

4.82 0.89 0.93 0.79

PlaT2 I believe that the shopping platform will consider my interests when collecting, 
processing and processing my personal information.

4.66 0.87

PlaT3 I believe that the shopping platform will use the personal information I provide in 
accordance with the promise in the "Privacy Statement".

4.93 0.89

PlaT4 believe that the shopping platform is trustworthy in using my personal information. 4.73 0.89
Privacy stress PriStre1 I am uncomfortable with how my personal information from online purchases is 

continually used during the COVID-19.
4.87 0.77 0.78 0.57

PriStre2 I am concerned that my friends will see my purchase records on the online shopping 
platform if I use continually during the COVID-19.

4.33 0.78

PriStre3 I am worried that the personal information in the online shopping activities will be 
used by other parties without my authorization if I used continuously during the 
COVID-19.

4.80 0.87

PriStre4 To me it is the most important thing to keep my privacy intact from online compa-
nies during the COVID-19.

5.24 0.55

Brand Trust BranT1 I believe that Brand treats stakeholders like me fairly and justly 5.04 0.84 0.89 0.68
BranT2 Brand can be relied on to keep its promises to stakeholders like me 5.07 0.83
BranT3 I feel very confident about Brand capabilities 5.05 0.81
BranT4 Brand has the ability to accomplish what it says it will do 5.24 0.81

Purchasing
Intention

PurcIn1 I will likely purchase a product over the Internet again during the COVID-19 6.00 0.84 0.83 0.62
PurcIn2 It is likely that the Internet will continue to be the medium I use to make my pur-

chase during the COVID-19
5.93 0.83

PurcIn3 I intend to use the Internet to purchase a product regularly during the COVID-19 5.50 0.68



Current Psychology	

1 3

et al. (2003). Purchasing Intention’s scale was adapted from 
Hernandez et al. (2009).

Data analysis

Measurement model

The measurement model is evaluated to check convergent 
validity and internal consistency of the constructs. Gen-
erally, all listed indicators and constructs met the reflec-
tive measurement criteria. Most outer loadings (λ) were 
above 0.747, excluding two constructs (Hair Jr et al., 2016; 
Ramayah et al., 2018). Moreover, Composite Reliability 
(CR) values were 0.789 or higher, clearly above the required 
minimum level of 0.70 to secure internal consistency. The 
average variance extracted (AVE) values were all above 0.50 
as well, except for one construct that reported a value of 
0.425; however, the CR value was satisfactory, indicating 
that overall convergent validity was also achieved for this 
paper (Hair et al., 2017).

Discriminant validity was assessed by employing the Het-
erotrait-Monotrait (HTMT) ratio of correlations criterion. 
As displayed in Table 1, all values were under the threshold 
value of 0.90, which was considered satisfactory (Henseler 
et al., 2015; Ramayah et al., 2018). Additionally, the boot-
strapping procedure with 5,000 samples was performed 
using the no-sign changes option, bootstrap confidence inter-
vals, and two-tailed testing at the 0.05 significance level. 
The results suggest that none of the HTMT confidence inter-
vals included the values are above 0.90, indicating that all 
HTMT values were significantly different from each other 
(Henseler et al., 2015). Therefore, discriminant validity was 
established for all the constructs of this study.

Structural Model

Based on the research hypotheses, the structural model 
evaluated the effects of perceived Internet risk, self-efficacy, 
platform trust, brand trust, and privacy stress on continu-
ous purchasing intention using the bootstrapping approach. 
Privacy stress and brand trust were also tested as mediators 
between the three independent variables and continuous 
purchasing intention. The structural model is illustrated in 
Fig. 2.

Table 2 shows the direct path results. perceived Inter-
net risk was found to significantly increase privacy stress 
(β =0.523, p=0.00) and decrease brand trust (β =-0.097, 
p<0.001), supporting H1a and H1b. Likewise, platform 
trust showed a significant negative effect on privacy stress 
(β = -0.11, p<0.008) and a significant positive effect on 
brand trust (β =0.695, p=0.00); therefore, H2a and H2b 
were supported. Unexpectedly, self-efficacy demonstrated a 

significant yet positive impact on privacy stress (β =0.064, 
p<0.045) but had a predicted positive impact on brand 
trust (β =0.117, p=0.00). These results supported H3b but 
rejected H3a. Additionally, we found that privacy stress has 
a negative but insignificant influence on purchasing intention 
(β =-0.02, p<0.66), while brand trust positively and signifi-
cantly influences purchasing intention (β =0.257, p=0.00). 
Thus, H4a was confirmed while H5a was rejected.

Finally, perceived Internet risk revealed a positive but 
insignificant influence on purchasing intention (β=0.007, 
p=0.855). Likewise, the effect of platform trust on pur-
chasing intention was insignificant (β= -0.099, p<0.123). 
However, self-efficacy was found to significantly increase 
purchasing intention (β =0.451, p<0.000). These results 
indicate that only H3c was supported as H1c and H2c were 
rejected.

Mediation Analysis

The bootstrap function was used on Smart PLS to obtain the 
mediating effect of privacy stress and brand trust between 
the independent and dependent variables of this study. In 
order to determine the mediation effect, the direct and indi-
rect effects of privacy stress and brand trust were analysed 
on continuous purchasing intention following Ramayah et al. 
(2018). The mediation results in Table 3 shows that only 
brand trust was found to have a statistically significant medi-
ating effect, while privacy stress had no significant mediat-
ing effect.

Coefficient of Determination (R2) and Effect size (f2)

In this study, the Smart-PLS algorithm function was used 
to obtain the coefficient of determination, R2, values. The 
adjusted R2 for brand trust in this model was 0.565, which 
indicated that the endogenous latent variables explained 
almost 56% of the variance in brand trust. The adjusted R2 
for privacy stress was 0.318, which means that 31% of the 
changes in continuous purchasing intention were explained 
by endogenous latent variables. The endogenous latent vari-
ables explain 27% of continuous purchasing intention.

Another benchmark of examining the change in the 
dependent variable is through the assessment of effect size 
along with reporting of p-value (Durlak, 2009). Hair et al. 
(2019) have provided the threshold to interpret the effect 
size values. The values lower than or equal to 0.02 indi-
cates a weak small relationship. The moderate or medium 
strength of the relationship can be interpreted if the value is 
greater than 0.15 and lower than 0.35. The strong effect of 
the independent variable on dependent variable is predicted 
if the values are greater than 0.35. In this study, the effect 
of brand trust on continuous purchasing intention is 0.04, 
which is close to the threshold of small effect. The effect of 
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Fig 2.   Structural model

Table 2   Heterotrait-Monotrait (HTMT) Results

Note: CI=Confidence interval

1 2 3 4 5 6

1 Brand trust
2 Perceived

Internet risk
0.37
CI0.95(0.28;0.45)

3 Platform trust 0.83
CI0.95(0.78;0.88)

0.34
CI0.95(0.25;0.43)

4 Privacy Stress 0.22
CI0.95(0.15;0.32)

0.65
CI0.95(0.56;0.74)

0.25
CI0.95(0.18;0.35)

5 Continuous Pur-
chasing Intention

0.37
CI0.95(0.25;0.49)

0.18
CI0.95(0.12;0.27)

0.19
CI0.95(0.13;0.29)

0.13
CI0.95(0.09;0.21)

6 Self-efficacy 0.25
CI0.95(0.16;0.35)

0.19
CI0.95(0.15;0.28)

0.15
CI0.95(0.11;0.24)

0.15
CI0.95(0.12;0.23)

0.70
CI0.95(0.55;0.86)
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self-efficacy on brand trust value is 0.006, this shows a small 
effect whereas the effect size value of 0.268 for privacy 
stress shows a moderate effect of self-efficacy. The effect 
of internet risk on brand trust is 0.019, and on continuous 
purchasing intention is 0.00, which also shows a weak or 
minimal effect. A strong or substantial impact of internet 
risk on privacy stress can be observed of 0.361. Likewise, 
a large or strong effect size of platform trust on brand trust 
can be seen from the value of 1.00.

Discussion and Implications

Theoretically, this study has found that only consumers’ 
self-efficacy directly influences their purchasing intention, 
as opposed to their perceptions of perceived Internet risk and 
platform trust. Moreover, we concurrently tested the medi-
ating effects of privacy stress and brand trust. Although all 
these relationships have been proven separately in the extant 
literature (Compeau & Higgins, 1995; Featherman & Pav-
lou, 2003; Hernandez et al., 2009; McCole et al., 2010; Wu 
et al., 2012), to the best of our knowledge, there is limited or 
even no research that has tested these variables in the same 
model. Furthermore, this study examined them in the con-
text of crisis and uncertainty, wherein consumer attitudes, 
perceptions, and behaviours are changeable, unpredictable, 
and even abnormal (Laato et al., 2020; Liu et al., 2020). The 
findings also add new knowledge by introducing the notion 
of privacy stress to understand consumer’s unavoidable yet 
continuous use of online shopping in this uncertain condi-
tion. Hence, against the current backdrop, this study gives 
refreshing insights into consumers’ continuous purchas-
ing intention. Additionally, this study employed the SOR 
framework, coupled with supporting theories like the PMT 
and paradox theory, to investigate consumers’ purchasing 
intention in the context of a pandemic. It is important to 
synthesise various theoretical reasonings to explain emerg-
ing phenomena; in this regard, our study serves as a pioneer.

Interestingly, we found that privacy stress does not medi-
ate the impacts of perceived Internet risk, self-efficacy, and 
platform trust on consumers’ purchasing intention amid 
the worldwide pandemic, which conflicts with the works 
of Jibril et al. (2020) and Wu et al. (2012). The potential 
reasons are threefold. First, privacy is not only notoriously 
hard to define but is also a multidimensional umbrella term 
that is difficult to accurately examine (Gerber et al., 2018; 
Preibusch, 2013). Even though we proposed the concept of 
privacy stress as distinct from privacy concern or privacy 
valuation, the nuances among the terms are still hard for 
the general population to distinguish. Moreover, the privacy 
paradox is in motion, meaning that consumers are osten-
sibly concerned about their privacy when making online 
purchases, but are also known to provide personal informa-
tion in exchange for small discounts or rewards (Tsai et al., 
2011).

Second, when the pandemic is rampant, people exchange 
their privacy for security. As Jennifer King, Director of Pri-
vacy at the Centre for Internet and Society at Stanford Law 
School, put it: “There have been some different incursions 
into people’s lives.” People are locked down at home, so 
online shopping is the only way for most, if not all, to shop. 
Furthermore, they are not only encouraged to gather more 
data and expose themselves to more information in their 
daily lives, but are also convinced that this tracking may 
have public health benefits. To conclude, the pandemic and 
its ensuing uncertainty have transformed people to a new 
norm of online shopping, and it seems that the previous find-
ings of privacy concern/worry/ stress does not fit into the 
epidemic situation. This finding adds new sight into under-
standing privacy issue in different conditions.

Third, the socio-cultural background is a potent factor in 
examining privacy. This study was conducted in China, a 
densely populated country with a culture of collectivism that 
prescribes privacy as more of an instrumental good than a 
practical action (Yao-Huai, 2020). Kui (2021) gives a more 
updated idea, arguing that China is confronted with fulfilling 
the task of public health surveillance while simultaneously 

Table 3   Specific indirect effects

Path Βeta SE t-value p-value Confidence 
interval (CI)

Decision

LL UL
H4b Perceived Internet risk ➔ Brand trust ➔ Continuous Purchasing Inten-

tion
-0.025 0.01 2.399 0.016 -0.051 -0.01 Mediation

H4c Self-efficacy➔ Brand trust ➔ Continuous Purchasing Intention 0.03 0.011 2.663 0.008 0.013 0.056
H4d Platform trust➔ Brand trust ➔ Continuous Purchasing Intention 0.179 0.05 3.536 0.00 0.086 0.278
H5b Perceived Internet risk ➔ Privacy stress ➔ Continuous Purchasing 

Intention
-0.011 0.025 0.434 0.665 -0.058 0.04 No mediation

H5c Self-efficacy➔ Privacy stress  ➔ Continuous Purchasing Intention -0.001 0.003 0.391 0.695 -0.011 0.004
H5d Platform trust ➔ Privacy stress ➔ Continuous Purchasing Intention 0.002 0.006 0.407 0.684 -0.008 0.016
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protecting personal privacy. However, three factors have 
caused these balancing efforts to falter: a) the lack of a 
strong surveillance mechanism; b) huge social mobilisa-
tion; and c) collectivist thinking and obedience. These find-
ings happened to coincide with ours and are in line with the 
assertion that when we treat paradox as a problem, it has 
potentially harmful and negative outcomes (Cunha & Put-
nam, 2019). That is to say, consumers gave up their privacy 
when they contradicted themselves via continuous buying 
and limited privacy-protection. Overall, this implies that the 
privacy issue is still in its early stages in China. Thus, it is 
no surprise that privacy stress failed to exert a mediating 
effect in our study.

Regarding practical implications, since the mediation of 
trust is significant, it indicates a need to build and main-
tain trust in the online environment (McCole et al., 2010). 
This trust encompasses platform and third-party trust (Luo, 
2002), as well as brand trust. Since fears and risk related 
to the Internet remain an obstacle between businesses and 
their consumers, trust on behalf of both sides still serves 
as the precursor to online buying and recurrent purchas-
ing behaviour (de Morais Watanabe et al., 2020; Gefen & 
Straub, 2004). Therefore, when it comes to the dual relation-
ships between consumer and venders, trust in the vendor is 
important for the consumer to accept potential risk. This 
indicates that online vendors should put continued efforts 
to instill trust instead of taking it for granted. Also, high 
trustworthiness underpins individual wellbeing (Nataliya, 
2015), which suggests that the enhancement of trust could 
catalyse consumers’ and even societies’ wellbeing, which 
might remind policy-makers to take corresponding meas-
ures. Lastly, privacy stress is not significant, which reflects 
that people tend to concede privacy protection during uncer-
tainty. From a macro level, government bodies and decision 
makers should balance public health protection as well as 
privacy protection. It calls for a sounder response mecha-
nism and polices amid high-risk periods.

Limitations and Future Directions

The present study has some limitations that may provide 
further direction for future research. Firstly, the study was 
conducted in China, due to the diversity of demographics 
in China, different personality and social background might 
have an impact of consumer behaviour. As such the findings 
of the study cannot be construed to the entire population in 
China. Although the present study focuses on explanation 
rather than sampling generalizability, future studies with 
more substantial sample size can be done to make compari-
sons and provide more insights in different contexts. Sec-
ondly, the study only looked into privacy stress There are 
other forms of stress which might potentially affect their 

mental well-being and subsequent behaviour. Hence, it pro-
vides opportunities for further investigations to explore other 
potential determinants. Thirdly, the study was done when 
COVID-19 still poses a threat to health and social wellbe-
ing. Even though government has made efforts to allevi-
ate its negative impact and resume business activities into 
a new norm, it might not fully explain repeated behaviour 
during and after pandemic. Considering the uncertainty 
of the contemporary environment, future research should 
look into germane issues in order to gain better insights of 
continuous purchase intention and other behavioural factors 
(Cheer et al., 2021; Ting et al., 2020).
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