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Abstract

Introduction: Digital Health Technologies (DHTs) are currently being funneled through legacy regulatory processes that are
not adapted to the unique particularities of this new technology class. In the absence of adequate regulation of DHTs, the
briefing of a patient by their healthcare provider (HCP) as a component of informed consent can present the last line of
defense before potentially harmful technologies are employed on a patient.

Methods: This exploratory study utilizes a case vignette of a machine learning-based technology for the diagnosis of ischemic
heart disease that is presented to a group of medical students, physicians, and bioethicists. What constitutes the necessary
standard and content of the HCP–patient briefings is explored using a survey (N= 34). Whether participants actually provide
a sufficient HCP–patient briefing is evaluated based on audio recordings.

Results and Conclusions: We find that participants deem artificial intelligence use in medical context should be declared to
patients and argue that the explanation should currently follow the standard required of other experimental procedures.
Further, since our study provides indications that implementation of HCP–patient briefings lacks behind the identified stand-
ard, opportunities for incorporation of training on the use of DHTs into medical curricula and continuous training schedules
should be considered.
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Introduction
An increasing number of Digital Health Technologies
(DHTs) are coming to market and are gaining in use
among patient– consumers and Healthcare Professionals
(HCPs). While there is no universal definition of DHTs,
we refer to them as digital technologies applied to the exe-
cution of medical functions, such as diagnosis, prognosis,
and treatment of disease and other conditions of human
health. The U.S. FDA AI/ML database showed 521
entries of artificial intelligence (AI) or machine learning
(ML)-enabled approved medical devices as of October
2022.1 While not the same, the terms DHT and AI are
often used interchangeably—although we suggest that AI

should be understood as a technology enabling certain
forms of DHT.2 The pipeline for new devices coming to
market is filled given high funding both from business3

and governmental/academic sources. Even though DHTs
become increasingly prevalent in clinical practice,4 regula-
tion currently lags significantly behind technological
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capability and use. Harms may occur in violation of princi-
ples such as safety/non-maleficence, lack of efficacy/benefi-
cence, and privacy, among others, as a consequence of this
“regulatory gap.”5

Legislative bodies and regulatory agencies may not be
able to catch up immediately to this regulatory gap and
prevent unsafe, ineffective, or otherwise harmful technolo-
gies from coming to market. Thus, user handling of DHTs
—both by patient–consumers and professional HCPs—may
act as another layer of preventing harm. In the context of
professional use, the HCP–patient explanation of medical
procedures takes a central role in enabling the ethical use
of technologies via establishing informed consent.

At the same time, much debate is currently taking place
around the transparency of underlying mechanisms of digital
health devices as requirements for those being considered
trustworthy. An entire field of Explainable AI has evolved.6

It is striking that such discussions center around the complex
interactions between transparency and other ethical principles,
primarily fairness, but not practical aspects and the currently
prevalent standard of transparency in medicine.

That this is not a debate distanced from patients’ con-
cerns has recently been shown. In a focus group-based
study, patients indicated concerns about the safety of AI,
suffering from introduced biases and reduced autonomy—
and indicated they expect their HCP to ensure that AI use
is safe.7 The satisfaction of all stakeholders within health-
care delivery will lead to a higher degree of implementation
and potential benefits to healthcare systems, payors, provi-
ders, and—most importantly—patients.

The HCP–patient explanation standard for digital
health devices

What constitutes informed consent in detail depends on the
jurisdiction, procedure, and patient. However, certain ele-
ments have universal applicability mirroring the bioethical
principle of autonomy: (1) the patient must have legal
and/or mental capacity to make decisions, (2) the decision
of consent must be free of controlling influences and/or
coercion, and (3) the patient must have the information
necessary to make the decision. While all three elements
are critical, the latter is most relevant when DHTs as a rela-
tively new technology with limited application experience
by users are involved.

What constitutes information necessary for the patient to
make the decision? Over time and with a shift from a pater-
nalistic to a more patient-centered approach, the reasonable
patient standard has taken a dominant position across juris-
dictions, that is, considering what an average patient would
need to know as opposed to what a typical physician would
say about a procedure.8

This information content then depends largely on the
nature of the procedure, that is, whether it is a low-risk

and standard procedure or a high-risk and research study
procedure representing the respective ends of the risk spec-
trum. In Switzerland, the Swiss Academy of Medical
Sciences (SAMW) has issued a medicolegal guideline dif-
ferentiating three classes of procedures requiring different
levels of briefings: (1) standard therapy (with on-label or
off-label subcategories), (2) experimental therapy, and (3)
research study.

The closest category applicable to DHTs in the analogy
are experimental therapies that constitute non-standard
therapy or treatment in the absence of a standard treatment.
This will remain until a time when specific DHTs have
become incorporated into standard practice. Given the
close interconnection between medical functions (screen-
ing, diagnosis, prognosis, treatment, prediction, alleviation,
monitoring)—this definition of the standard should be
applied to such other acts, including diagnostic procedures
that may be invasive or non-invasive. The SAMW has
established a catalog of components that an HCP–patient
explanation should contain in the case of an experimental
therapy9 that may be deemed a maximum standard in
such non-research settings.

Contribution of this study

Despite there being tools to establish informed consent, for
example, leaflets or interactive patient decision-aids, the
HCP–patient briefing in verbal format takes center stage.
It can serve as an important reflection point for both HCP
and patient in determining whether to proceed with an
experimental procedure or its alternatives. Given the rapid
developments in DHTs and the regulatory gap described
above, it is the last line of defense to preventing harm.
How the HCP–patient briefing should look like and
whether Healthcare Providers are ready for the provision
of such briefings is currently unclear. There is initial work
on what constitutes informed consent in Medical AI from
a legal–theoretical perspective10 as well as on the disclosure
risks that stem from Medical AI use from a philosophical–
theoretical perspective.11 Empirical research has been
lacking in this area, however.

In that context, the aims of this exploratory study are (1)
to assess what components are perceived necessary for a
sufficient HCP–patient briefing when AI-based tools are
used in the provision of medical services (specifically: diag-
nosis) and (2) to identify the congruence (or discrepancy)
between identified necessary components of the briefing
and executed briefing following the presentation of a case
vignette.

Methods
To fulfill the aims of the study, both quantitative (survey)
and qualitative methods (presumption-focused coding of
audio recordings generated by the participants) were
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employed. In the survey, participants were asked to choose
components of an explanation that are to be included when
discussing DHT use with their patients. The list of compo-
nents presented to participants is the catalog list required for
experimental treatments by SAMW. For the qualitative
part, participants were asked to record and submit an
HCP–patient briefing later in the session. The audio record-
ings were transcribed and coded according to the SAMW
requirements list. Coding was done by two independent
coders (researchers JDI and MC) in Microsoft Excel and
resulted in an inter-coder reliability of 87.4%. For coder
conflict resolution, a verbal discussion led to 100% consen-
sus in the second iteration.

Participants and setting

Twenty-one medical students (11 male, six female, four
did not declare) between Year-2 and Year-4 (15 Year-2,
three Year-3, and three Year-4) participating in elective
classwork on AI in medicine provided by instructors at
the University of Zurich (UZH), Switzerland participated
in the study from Fall 2020 to Fall 2021 and submitted
complete survey responses. All UZH Medical Students
need to pass a Patient Communication & Interaction
required class which includes practicing their HCP–
patient briefing skills in the first year of their studies.
Also included in the sample are eight licensed physicians
(2 male, 6 female) and five PhD candidate/postdoc-level
bioethicists (2 male, 3 female). Six medical students,
three physicians, and two bioethicists also submitted an
audio recording. A pre-study was undertaken in spring
2020 informing the live online format of the study.
Participation was voluntary and participants could
choose to receive bookstore or supermarket vouchers
worth 20–30 CHF. Due to the ongoing COVID-19 epi-
demic, students participated in the study online during a
live streaming session.

To assess what components are necessary for a sufficient
HCP–patient briefing when AI-based tools are used in the
provision of medical services, an online survey was
employed and administered during class. While the term
HCP is broader in nature than the participant categories
of medical students and physicians, we see them as useful
proxies. The English language survey was implemented
using LimeSurvey hosted on the University of Zurich
servers. To identify the congruence (or discrepancy)
between identified necessary components of the briefing
and recorded briefing, a link to a University of Zurich-
hosted file server was provided where participants could
upload self-recorded simulated HCP–patient briefings fol-
lowing the presentation of a case vignette. The study was
approved in accordance with the institutional review
process at the Faculty of Medicine, UZH governing
studies not requiring cantonal ethics board approval.

Implementation of the study session, survey,
and audio recording

Following a short video sequence from a popular TV Show
showcasing issues of trust in medical products and HCPs
administering them, the informed consent statement for par-
ticipating in the study was verbally discussed and the link to
the online survey with the same written informed consent
statement was provided. Participants were free to fill out
the survey or, alternatively, follow the exercises that were
also presented in class. The approximately one-and-a-
half-hour-long sessions contained four segments: first, a
recapitulation of medical functions and ML was provided.
Second, a case vignette was presented following an introduc-
tion to ischemic heart disease (IHD). This introduction
included information on the definition, etiology, prevalence,
diagnostic criteria, risk factors, and treatment options for the
disease. In addition, the underlying data and performance of
ML models based on different algorithm classes were pre-
sented. Third, participants were asked whether the use of
an ML-based tool should be disclosed to the patient and
what an HCP–patient explanation should contain based on
amenu of options on the basis of the Swiss guideline of brief-
ings in non-standard therapy uses. A free field option for
further input was provided. Participants were then asked to
assume the role of an HCP and explain the procedure to
the patient sketched in the case vignette and they had
approximately 15 min time to record the statement that
then was uploaded by the participants. The sessions ended
with a general overview of the state of the art of ML in car-
diology. Supplemental Addendum 1 contains the relevant
survey questions and answer options.

Case vignette

The following case vignette to provide a relatable context to
participants and a basis for the simulated HCP–patient
explanation was developed together with a Board-certified
cardiologist. The concrete tool described in this case
vignette can be understood as a clinical decision support
system, which is one type of a DHT.

You are a physician practicing medicine in a small ski
resort in Graubuenden. It is a bitterly cold Christmas
Week and a 45-year-old male tourist—who just started
his month-long ski vacation with his family arriving from
all over Europe—shows up in your practice. He complains
of pain in the chest when carrying his skis to the lift on a hill
in the morning. Resting, the pain disappears quickly. The
patient mentions having had a checkup earlier this year at
a hospital during a medical tourism stay abroad and he
shares the records with you from his smartphone. Due to
the ongoing COVID-19 crisis, he cannot travel to that hos-
pital again and they are unavailable for consults during the
holiday season. The anamnesis, labs, and other exams point
towards IHD and exclude acute coronary syndrome/
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myocardial infarction but you are uncertain about the pres-
ence of IHD. The patient categorically denies undergoing
any sort of invasive procedures (including angiography)
and certainly does not want to see a specialist at a hospital
or leave the vacation chalet. The patient does not take any
medications.

You are left with having to make a diagnosis and poten-
tially starting a treatment regimen.

You have access to a digital health device application util-
izing data from a few hundred patients developed at UZH.
This application utilizes exactly the data points that you
have available. Its performance is at approximately 86%
accuracy versus the gold standard of approximately 97%.

The goal for the device development was to predict the
heart disease state (simplification as coronary arterial sten-
osis ≥50% signifies the presence of disease, <50% absence)
using only non-angiographic data listed in the table on the
next page.

ML model

The ML modeling underlying the heart disease case
vignette is described in Supplemental Addendum 2. The
model was explained during the session such that the parti-
cipants obtained a basic understanding of how the example
on the case vignette worked.

Results

Survey: Components of a sufficient HCP–patient
briefing when AI-based tools are used

Ninety-five percent of the medical students deemed the dec-
laration that an ML-based tool in the diagnosis process was
to be used to be a necessary part of the HCP–patient brief-
ing. All physicians (100%) and all bioethicists (100%)
concurred.

The results of which components an HCP–patient brief-
ing should contain varied considerably. There was great
agreement (at least two-thirds responding with inclusion)
between all three groups that the current health state of
the patient, risks of the procedures, alternatives, and the
right to a second opinion should be mentioned. Other pro-
viders, details of the procedures, and the off-label-specific
details of the procedure were much less agreed for inclusion
among medical students and physicians. Bioethicists gener-
ally desired more components for inclusion. The detailed
results can be found in Table 1.

Audio recordings: What was explained
to the vignette patient

HCP–patient briefings lasted between 0 m:57 s and 3 m:5 s
for medical students (six recordings), 1 m:49 s and 3 m:1 s

for bioethicists (two recordings), and 1 m:18 s and 4 m:15 s
for physicians (three recordings). Two of the medical stu-
dents opted to provide the briefing in German rather than
English, all others provided it in English. Due to the more
limited number of non-medical student audio recordings
submitted, only medical student recordings were analyzed.

All medical students included a mention of the technol-
ogy being used to assist in making a diagnosis of the
vignette patient. Also included in the respective briefing
recordings by most or all were the categories “information
on the procedure” (100%), (some) “details of the proced-
ure” (83%), and “mention of alternatives” (100%). At
only half the briefings (50%), the categories “current state
of the patient” and the “right to a second opinion” were
mentioned. Risks were mentioned in only a third of the
recordings. All other issues were either not mentioned or
in fewer than 20% of the recordings.

The match between the survey and audio recordings
shows differences

Comparing the results of the two study components—the
survey of what components are deemed necessary for a suf-
ficient HCP–patient briefing and the audio recordings of
what was actually explained—shows differences in both
possible directions. As listed in Table 2, medical students
listed most (8 out of 11) components more frequently in
the survey as necessary components but included them
less frequently in the actual briefing as recorded. A gap
was particularly apparent (>50%) for mentioning the costs
of the procedure, the right to withdraw, and a period to con-
sider for a reasonable time as well as the associated risks of
the procedure. On the other hand, information on the pro-
cedure and details of the procedure were provided more fre-
quently than what was considered necessary in the survey.

Discussion

Survey: Not all components of an HCP–patient
briefing for non-standard procedures deemed
necessary for AI use

The list presented to study participants contains all required
components of briefings by HCPs to patients when non-
standard treatments are used according to the SAMW, con-
stituting soft law in Switzerland. As the case vignette and
technology represent a non-standard procedure context, it
was surprising to find that medical students do not deem
all components essential. The greatest need (>80% choosing
these as necessary) was seen in explaining risks, alternatives,
the current state of the patient as well as costs followed by
explaining details of the procedure as well as the rights of
having some time to consider and to a second opinion (at
least two-thirds choosing those as necessary).
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This difference between medicolegal guidelines and opi-
nions of those surveyed can be termed a guideline–opinion
gap. This may be uncritical when the individual case does
not warrant the inclusion of some components in the briefing
(we remind that the case vignette has been shown before the
survey, so a framing by the case can be expected). While
survey data for physicians is more limited, some differ-
ences—particularly regarding the rights to withdraw and to
a second opinion may exist. Bioethicists in contrast largely
deem all presented components necessary parts of an
HCP–patient explanation. This disconnect between clinical
practitioners and theoretical bioethicists is strong and may
be noteworthy when considering also a potential gap
between bioethical guidelines and clinical implementation.
Bioethicists are rarely also the clinicians providing the
explanation and an overly long list of requirements for inclu-
sion proposed in theoretical elaborations on informing about
AI in medical contexts12,13 may lead to more information
being offered than can reasonably be expected to be
absorbed by the patient. In the written sphere, the terms of

use of a mobile app for download may be such an example
of legally required but seldom useful information.

A gap between what is deemed necessary and what
is executed in an HCP–patient briefing

While there were already fewer components identified as
necessary for inclusion in the HCP–patient briefing than sti-
pulated by the medicolegal guideline, these components
were not as frequently included in the recordings as they
should have been according to the survey. Given the par-
ticularities of the presented case vignette that underlies
the audio recording, the difference between survey men-
tions of what is required and actual mentions in the record-
ing (Δvaluesurvey–valuerecording) needs to be distinguished.
Critical from a safety, efficacy and general harmfulness per-
spective are risks of the procedure (here: uncertainty of the
target diagnosis and lack of differential diagnosis process
potentially leading to lack of or wrongful intervention)

Table 1. Survey results (percentage that answered that component should be included in HCP–patient explanation, absolute numbers
in brackets) for medical students, physicians, and bioethicists.

Code/abbreviation Description
Medical
students Physicians Bioethicists

CurrentState Current state of health of patient as well as the assumed further
progress of disease

81 (17/21) 88 (7/8) 100 (5/5)

Procedure Proposed procedure 76 (16/21) 63 (5/8) 100 (5/5)

Risks Potential risks and burdens of procedure—further than just mentioning
risks and general probabilities as well as severity of harms, the
meaning of the risk and its concrete probability for the individual
patient shall be mentioned

90 (19/21) 88 (7/8) 100 (5/5)

Off-Label In the case of off-label use, all relevant information that is not covered
on the label documentation

43 (9/21) 50 (4/8) 80 (4/5)

Details Type, extent, process, duration, effect, and urgency of the proposed
procedure

62 (13/21) 63 (3/8) 80 (4/5)

Alternatives Potential alternatives 86 (18/21) 75 (6/8) 100 (5/5)

Period The right to have a reasonable period for consideration until
communicating a consent decision

71 (15/21) 63 (5/8) 100 (5/5)

Withdraw The right to withdraw consent without giving reasons 52 (11/21) 88 (7/8) 100 (5/5)

2ndOpinion The right to a second opinion (potentially with referral to another
HCP or hospital)

71 (15/21) 88 (7/8) 100 (5/5)

Costs Potential financial consequences/costs (e.g. co-pay for pharmaceutical
or surgical procedures)

81 (17/21) 63 (5/8) 100 (5/5)

Other providers Other providers with greater experience in the procedure 33 (7/21) 50 (4/8) 60 (3/5)
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that should have been mentioned—only 33% of participants
even mentioned some risk of the proposed procedure. The
essential patient rights to withdraw and have a period of
time to consider were also not mentioned in a majority of
cases despite being deemed necessary leading to a signifi-
cant opinion–execution gap. However, given the particular-
ities of the case, inclusion in the briefing is not essential.
The vignette patient wants a non-invasive diagnostic pro-
cedure to which a later withdrawal and time for consider-
ation seem to have limited applicability. Also, costs play
a very minor role in the application of an existing applica-
tion and their lack of mention does not seem critical. Since
an experimental, unapproved procedure always has off-
label character (strictly: it has no label legally), the lack
of mention is of concern. What unequivocally stands as a
critical difference is that risks were not mentioned. The
opinion–execution gap has been described in other
medical contexts as a “knowledge–behavior gap”—with
rationalizations and other conditions being identified as
reasons for the gap.14

All downhill from here?

The patient briefing components analyzed here only consti-
tute a fraction of an HCP–patient briefing that is embedded
into an HCP–patient relationship. The focus on unidirec-
tional knowledge transmission from an HCP (medical
student) to a patient in this study narrows this down in
scope for the sake of the experiment to one of the basic
building blocks of informed consent: the provision of infor-
mation. It is thus worrying to find that under the simplified
and optimized conditions presented here to the participants
(introduction to disease, explanation of the technical back-
ground of DHT, written survey and presentation on explan-
ation components, unidirectional explanation without a
patient), the audio recordings still showed a significant
opinion–execution gap for medical students, particularly
with regard to risks. This is in some contrast to the
finding that medical students tend to be better communica-
tors at the beginning of their medical education journey,
whereas later, such skills deteriorate.15 Communication
skills are also positively associated with clinical outcomes,
including patient safety.16 At the same time, junior physi-
cians are more likely to benefit from the support of
AI-based tools in their diagnosis-making process than
more experienced physicians17 and will be more likely
users. Such junior physicians would also be more affected
by healthcare information technology breakdowns.18

When even those with recent patient communication train-
ing and exposure to this technology class cannot provide an
explanation sufficient even according to their self-defined
standard, doubt must be cast on the readiness of the wider
HCP population to explain this broad technology class.

Limitations and future studies

This study due to its nature as being exploratory has several
limitations. First, the low participant numbers do not permit
a generalization beyond the immediate context of the study.
Second, fewer participants submitted an audio recording
than survey responses. This means there is not necessarily
a representative match between those participants that sub-
mitted the survey and those that submitted the audio record-
ing. This limits the comparability of results from those two
study components. A one-on-one match between the survey
and audio recording would have been preferred but the
online setting made this difficult as the token approach
would likely have led to technical issues for some partici-
pants during the live sessions and thus a lower participation
rate. Third, the audio recording of a simulated HCP–patient
explanation also lacks the two-way communication pattern
that is typical of an actual HCP–patient communication
situation and is thus not entirely representative of real-world
communication. Nevertheless, as the focus is on the HCP
explanation of technology use to a patient and identifying
congruence (or discrepancy) between content components

Table 2. Comparison of survey results (percentage choosing
requirement of mentioning explanation component, absolute
numbers in brackets) and audio recording coding results
(percentage actually mentioning explanation component, absolute
numbers in brackets) showing a significant gap (lack of
mentioning).

Code/
abbreviation

Medical
students
(survey)

Medical
students
(audio
recording)

ΔValuesurvey–
Valuerecording

Declaration 95 (20 of 21) 100 (6 of 6) −5

CurrentState 81 (17 of 21) 50 (3 of 6) 31

Procedure 76 (16 of 21) 100 (6 of 6) −24

Risks 90 (19 of 21) 33 (2 of 6) 57

Off-Label 43 (9 of 21) 0 (0 of 6) 43

Details 62 (13 of 21) 83 (5 of 6) −21

Alternatives 86 (18 of 21) 100 (6 of 6) −14

Period 71 (15 of 21) 17 (1 of 6) 55

Withdraw 52 (11 of 21) 0 (0 of 6) 52

2ndOpinion 71 (15 of 21) 50 (3 of 6) 21

Costs 81 (17 of 21) 17 (1 of 6) 64

Other providers 33 (7 of 21) 17 (1 of 6) 17
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of an HCP–patient briefing and the actual content in a simu-
lation, this limitation has only limited impact.

Despite those limitations, the results do help in formulat-
ing hypotheses for future, larger studies and can inform
areas of concern: first, we hypothesize that there is a guide-
line–opinion gap, that is, that medical students and physi-
cians did not deem all stipulated components in the
applicable guideline as necessary. Second, we hypothesize
that there is an opinion–execution gap, that is, those compo-
nents that were identified as necessary to be included in an
HCP–patient briefing (particularly risks of the procedure)
were not actually executed to the same degree. Future
studies should explore assessing HCP readiness (also by
understanding the reasons for the opinion–execution gap)
and propose changes to the medical curriculum and/or con-
tinuous training requirements for HCPs.

Conclusion
The presented technology use based on the case vignette falls
under the non-standard/experimental use category and there-
fore warrants a higher standard of explanation to patients.
The survey part of this study showed that participants did
not deem all stipulated components as necessary (guide-
line–opinion gap). The audio recording part of this study
then demonstrated that some of those components that
were identified as necessary to be included in an HCP–
patient briefing (particularly risks of the procedure) were
not actually executed to the same degree (opinion–execution
gap). This finding based on the limited data of this explora-
tory study should thus form the hypothesis of larger studies
differentiating potentially between different technologies,
different physician specialties, and seniorities.

In the situation that DHTs are non-standard, relatively
recently introduced procedures, we recommend for the
time being that they are treated as experimental procedures
in terms of the standard of HCP–patient briefings, as applic-
able. Ideally, the applicability of related guidelines, such as
the one from SAMW, should be explicitly mentioned in
such. We also recommend exploring opportunities to
strengthen training in HCP–patient communication and
develop communication materials, such as patient decision-
aids, to supplement the information provided by HCPs in
this evolving technology area. DHTs line up in a row of
new technology classes recently being introduced to the clin-
ical and near-clinical practice. The experience with personal
genome testing—for example by using a tiered-layered-
staged model19 for informed consent, may provide pointers
that should be explored.
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