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ARTICLE INFO ABSTRACT

Keywords: Advanced Persistent Threat (APT) attacks pose significant challenges for AI models in detecting
Ad"a.“ced Pe"SiSt‘en_t th}—eats and mitigating sophisticated and highly effective cyber threats. This research introduces a novel
Harris Hawk optimization concept called Hybrid HHOSSA which is the grouping of Harris Hawk Optimization (HHO) and

Sparrow search algorithm
Light GBM
Bi-LSTM classifiers

Sparrow Search Algorithm (SSA) characteristics for optimizing the feature selection and data
balancing in the context of APT detection. In addition, the light GBM as well as the weighted
average Bi-LSTM are optimized by the proposed hybrid HHOSSA optimization. The HHOSSA-
based attribute selection is used to choose the most important attributes from the provided
dataset in the early step of the quasi-identifier detection. The HHOSSA-SMOTE algorithm effec-
tively balances the unbalanced data, such as the lateral movements and the data exfiltration in the
DAPT 2020 database, which further improves the classifier performance. The light GBM and the
Bi-LSTM classifier hyperparameters are well attuned and classified by the HHOSSA optimization
for the precise classification of the attacks. The outcome of both the optimized light GBM and the
Bi-LSTM classifier generates the final prediction of the attacks existing in the network. According
to the research findings, the HHOSSA-hybrid classifier achieves high accuracy in detecting at-
tacks, with an accuracy rate of 94.468 %, a sensitivity of 94.650 %, and a specificity of 95.230 %
with a K-fold value of 10. Also, the HHOSSA-hybrid classifier achieves the highest AUC per-
centage of 97.032, highlighting its exceptional performance in detecting APT attacks.

1. Introduction

Advanced persistent threat (APT) attacks are a serious and harmful type of cyberattack that is frequently used to target business
organizations and the key government [1]. APT is defined by three words: (1) Advanced: APT attackers are technologically advanced
in various attack methods and attack tools expertise (2) Persistent: APT attackers are tenacious in their pursuit of the attack’s goal. (3)
Threat: The threat component of APT stems from the possibility of losing sensitive data or mission-critical components [2]. An APT is a
highly advanced and focused cyberattack method used by knowledgeable adversaries with substantial resources and skills. APTs are
distinguished by their determination, hiding, and prolonged nature. The fundamental goal of an APT is to acquire unauthorized access
to sensitive data or systems and to keep it there for a long time while avoiding detection. Attackers find it challenging to mount threats
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against resources in the network traffic [3,4]. To detect APT in the network the authors test semi-supervised algorithms on the Dataset
for Advanced Persistent Threats (DAPT 2020) dataset and demonstrate that they struggle to identify attack traffic at different stages of
an advanced persistent threat [5,6]. As a result, any machine learning-based system must include defense measures against various
attacks. Organizations have begun to take proactive measures to anticipate dangers. Detecting APTs is a difficult challenge for which
no resolution has yet been identified due to the employment of a large variety of approaches and the difficulty of the attacks [7].

To overcome this challenge this research introduces a novel concept called hybrid HHOSSA that combines the characteristics of
Harris Hawk Optimization [8] and Sparrow Search Algorithm [9] to optimize feature selection, data balancing, and model perfor-
mance within the context of APT attack detection at an early stage. Harris Hawk Optimization, known for its sharp observation and
analytical skills, represents the ability to carefully analyze and observe the dataset to identify the most significant attributes for APT
attack detection. Similar to the keen vision and attention to detail of the Harris Hawk Optimization, the HHOSSA approach leverages
this characteristic to select the most relevant attributes from the initial stage of the quasi-identifier detection. On the other hand,
Sparrow Search Algorithms are known for their adaptability and agility. They possess the ability to navigate diverse environments and
adapt to changing conditions. In the context of the HHOSSA approach, the characteristics of the Sparrow Search Algorithm are utilized
to address the challenge of imbalanced data present in the DAPT 2020 attack dataset. The HHOSSA algorithm incorporates the
adaptive and balancing capabilities of the Sparrow Search Algorithm, specifically through the implementation of the HHOSSA SMOTE
algorithm. This algorithm effectively balances the imbalanced data and mitigates the lateral movements and data exfiltration, enabling
a more comprehensive and accurate analysis of the dataset.

By combining the sharp observation and analytical skills of Harris Hawk Optimization with the adaptability and agility of the
Sparrow Search Algorithm, the HHOSSA approach aims to optimize the entire APT attack detection process. It not only focuses on
selecting the most relevant attributes but also addresses the challenges of imbalanced data ultimately enhancing the performance of
the Light GBM and Bi-LSTM classifiers used for APT attack detection. Light GBM is made to be much more computationally efficient.
For feature discretization, it employs a histogram-based method, which utilizes less memory and speeds up training. This facilitates
faster experimentation and model iteration and makes it appropriate for handling large-scale datasets. Due to its bidirectional nature,
Bi-LSTM models by default gather contextual data from both past and future inputs. Hence these two classifiers are integrated to get
fast training with less memory space. The HHOSSA optimization is proposed by integrating the behavior combination of two birds
which helps the classifier by providing an astonishing result of the high convergence rate and less computational time.

Hence, in this research, HHOSSA optimization is proposed for attribute selection involved in the data and data balancing using the
HHOSSA SMOTE algorithm. The significant parameters present in the light GBM as well as the Bi-LSTM classifier are optimized and
well-trained by the proposed HHOSSA optimization. The time domain-based statistical features and the relevant data attributes are
selected to enhance the performance of the HHOSSA-hybrid classifier in advanced persistent threat attack detection. The major
contribution to this research is,

a) HHOSSA-based attribute selection: The most significant attributes present in the provided dataset are selected by the proposed
HHOSSA-based attribute selection from the initial stage of the quasi-identifier detection.

b) HHOSSA-SMOTE and Hybrid Classifier: The imbalanced data, including lateral movements and the data exfiltration present in
the DAPT 2020 database are well balanced by the proposed HHOSSA SMOTE algorithm. Light GBM is made to be much more
computationally efficient. For feature discretization, it employs a histogram-based method, which utilizes less memory and speeds
up training. This facilitates faster experimentation and model iteration and makes it appropriate for handling large-scale datasets.
Due to its bidirectional nature, Bi-LSTM models by default gather contextual data from both past and future inputs. Hence these two
classifiers are integrated to get fast training with less memory space.

HHOSSA Optimization: The optimization is a behavioral combination of Harris Optimization and Sparrow Search Algorithm
where the Harris Hawk is the only predator bird that hunts in the group that has the advantage of best hunting capacity and
unexpected attacks these behaviors are integrated with the best global position of Sparrow Search Algorithm that helps to provide
the best optimal solution and balances the data and finds the attack accurately.

—
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The remainder of the paper is arranged as follows: the review of the existing techniques for attack detection with the evolved
challenges is described in section 2. Section 3 explained the proposed method for attack detection using HHOSSA optimization for the
Light GBM and Bi-LSTM classifier. Section 4 revealed the results and discussion of the existing and proposed method. Finally, the paper
is concluded in section 5.

2. Related work

The detection of Advanced Persistent Threats (APTs) has become a significant concern for organizations and researchers in the field
of cybersecurity. APTs are long-term and targeted cyber-attacks that aim to gain covert access and control over a network.

Chowdhary et al. [10] address the need for a benchmark dataset specifically designed for modeling and detecting Advanced
Persistent Threats (APT). The authors highlight the limitations of generic intrusion datasets in capturing the complexity and so-
phistication of APT attacks. To overcome these limitations, the authors propose the DAPT 2020 dataset, which consists of attacks that
are part of APTs. The dataset includes traffic from both the public-to-private interface and the internal network, reflecting the diverse
attack vectors employed in APT scenarios. By benchmarking the DAPT 2020 dataset on semi-supervised models, the authors
demonstrate the challenges of detecting APT attacks, particularly in the presence of severe class imbalance. The DAPT 2020 dataset
provides a valuable resource for researchers and organizations working on APT detection. Sailik et al. [11] focus on APT attacks, and
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the inclusion of diverse attack vectors makes it more representative of real-world scenarios. The dataset’s utilization of
semi-supervised models highlights the difficulties in accurately detecting APT attacks, further emphasizing the need for novel ap-
proaches and techniques in this domain. Overall, the DAPT 2020 dataset contributes to advancing the field of APT detection by
addressing the limitations of existing datasets and providing a foundation for the development and evaluation of more effective
machine-learning models tailored to detect APT attacks.

Wang et al. [12] the authors address the challenge of identifying the different stages of Advanced Persistent Threat (APT) attacks.
APT attacks are covert and targeted attacks that pose serious security risks to vital information systems. Traditional intrusion detection
systems struggle to capture the behavioral features of APT attacks, making it difficult to detect and mitigate them effectively. To
overcome this challenge, the authors propose APTSID, an ensemble learning method based on network traffic analysis. The APTSID
method utilizes an anomaly detection-attack stage detection pipeline to achieve multi-stage identification of APT attacks. By accu-
rately identifying the attack stage, security engineers can understand the implemented damage and devise precise defense strategies.
Experimental results demonstrate that the APTSID method outperforms traditional machine learning algorithms in terms of detection
performance. The proposed approach offers promising prospects for enhancing APT attack detection and establishing a more robust
defense against these sophisticated threats.

Alrehaili et al. [13] elaborate that the authors propose an efficient and flexible deep-learning model for detecting indications of APT
attacks by analyzing network traffic. They employ a hybrid approach that combines a Stacked Autoencoder with Long Short-Term
Memory (SAE-LSTM) and Convolutional Neural Networks with Long Short-Term Memory Network (CNN-LSTM). Using the reliable
dataset "DAPT2020,” which covers all APT stages, the experimental results demonstrate that the hybrid deep learning approach
outperforms individual models in detecting malicious behavior at each APT stage. Serkan et al. [14] and SAVAS et al. [15] proposed
this research highlights the efficacy of machine learning techniques in detecting phishing attacks. By leveraging various machine
learning algorithms and utilizing email features, the proposed system demonstrates robustness and accuracy in distinguishing mali-
cious phishing emails. The study emphasizes the importance of machine learning in combating cybersecurity threats beyond APTs,
specifically in the context of phishing attacks.

Meng et al. [16] proposed the research emphasizes the significance of cybersecurity governance and management in addressing
cyber threats. They emphasize the need for careful handling of attacks and the importance of making informed decisions based on data.
By conducting systematic literature reviews and surveys, these studies contribute to the understanding of best practices, frameworks,
and approaches that can enhance cybersecurity governance and risk management. The findings from these articles underscore the
importance of a proactive and well-structured governance framework to effectively protect against cyber threats. Dijk et al. [17]
authors explore the limitations of signature-based IDSs and the need for anomaly-based detection in APT scenarios. They highlight that
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signature-based IDSs primarily protect against known attacks, leaving organizations vulnerable to unknown malware and zero-day
vulnerabilities. APT attacks, characterized by their long-term nature and state-sponsored origins, require detection mechanisms
that can differentiate between benign and unseen attack traffic. The paper presents the analysis of different APT stages, including
reconnaissance, foothold establishment, lateral movement, and data exfiltration. Data exfiltration, the act of stealing non-public and
high-value data from a network, is the focus of the proposed Al-based detection method. By leveraging DPI and Al techniques, sig-
nificant improvements in the detection of anomalies in the data exfiltration APT stage are demonstrated.

Overall, the related work demonstrates the growing interest in addressing the challenges posed by APT attacks through the use of
advanced techniques such as deep learning and deep packet inspection. These approaches aim to overcome the limitations of
signature-based detection, detect complex and targeted attacks, and differentiate between benign and malicious network traffic. The
proposed methods show promising results in terms of accuracy and detection performance on specialized APT datasets, paving the way
for further advancements in APT detection and mitigation.

3. Proposed methodology

Datasets are critical for developing neural network models that can identify advanced and complicated risks like APT. APT datasets,
however, that may be utilized for modeling and detecting APT attacks are not yet available. APT attacks are included in the dataset
DAPT 2020 which are (1) difficult to differentiate from typical traffic streams and (2) include traffic on both the private networking
and the public-to-private interfaces. Data movement through a computer network is referred to as network traffic. Network traffic, also
known as data traffic, is split up into packets of data and transferred over a system before even being pieced back together by the
computer or device that is receiving it. One of the most negative consequences of a network traffic issue is data loss and the packet loss
results from data traffic when an Internet route is overloaded. There is no more data that can be transmitted over the entire Internet
route and the data packets didn’t even reach the receiving system as a consequence. Imbalanced data in the DAPT 2020 dataset should
be improved which has a low sample size in the lateral movements and the data exfiltration.

The proposed schematic representation for the four different types of attack detection is illustrated in Fig. 1. The network traffic
database is provided as input to determine the attacks and then the Quasi-identifiers are identified based on the availability of risk
attributes in the database. After determining the risk attributes in the database, the attributes are preprocessed to recognize the missing
values, and also the significant features are designated. From the selected features, the statistical features are extracted depending on
the time domain-based technique to gather the required features and the data attributes are also extracted. The extracted statistical
features and the data attributes have the issue of data imbalance which is resolved by the proposed HHOSSA optimization. The
optimized light GBM and the weighted average AF-enabled Bi-LSTM classifier are well-tuned by the proposed HHOSSA optimization
which is separately trained and modeled. The output of the two trained models is ay; and (1 — @)y, which is compared with the test
stream to identify the attackers in the database, where the y; and y are the output of the Light GBM as well as the Bi-LSTM classifier, a
be the random variable generated by the trial and error method.

3.1. DAPT 2020 dataset

The DAPT 2020 dataset gathers the five publicly available data during the period of Monday to Friday with five various types of
attacks. The data is provided in.csv (comma-separated values) file format, which is commonly used for storing tabular data. The DAPT
2020 datasets focus on key characteristics of APT attacks, such as persistence, slow movement, and low visibility. The attacks were
carried out on Tuesday, Wednesday, Thursday, and Friday, while normal traffic was generated throughout the day on Monday. The
files are the dimensions of 8728 x 85,29242 x 85,17487 x 85,9685 x 85, and 7361 x 85. The DAPT 2020 dataset has 45 float, 34 int,
and 6 object features available. From the available features, the irrelevant features are removed during the preprocessing stage of the
Quasi-identifier detection, that is the flow ID as well as the time stamp. The labels, such as the activity and the stage are removed for
enhancing the performance of DAPT attack detection and now the attributes are reduced from 85 to 81. The time domain-based
statistical features and the data attributes are integrated into the existing 81 attributes, now the attributes are increased to 85.
Then, the attained feature vector with the dimension of 72503 x 85 and were the label size as 72503 x 1. The benign, data exfiltration,
established foothold, lateral movement, and reconnaissance attack are involved in the provided DAPT 2020 database. The data
exfiltration and the lateral movement have imbalanced data, in which the data are kept balanced using the proposed HHOSSA
optimization. Let C be the input streaming traffic data with "'n” entries each consisting of "m” attributes and is formulated as

C[:{d;[i]; 1<g<n; 1<i<m 1)

where the time series data are represented as dy[i] in equation (1).

3.2. Quasi-attribute detection using the proposed risk attribute ranking approach

The risk attributes are detected using the proposed risk attribute ranking approach in the quasi-identifier detection, initially, the
identified attributes are preprocessed to remove the irrelevant attributes present in the DAPT database [18], which are described as
follows,
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3.2.1. Data preprocessing

At first, 85 attributes are present in the DAPT 2020 database, after preprocessing the provided data in the quasi-identifier detection,
the 85 attributes are reduced to 81 by eliminating the two irrelevant attributes, such as flow-id and stamp, in addition to eliminating
the two labels as activity and stage. Irrelevant attributes in the raw data are modified in an understandable way to enhance data
quality. The initial step of pre-processing involves filling in any missing numbers or values, correcting dataset discrepancies, and
standardizing the data. The transformation of sample variables yields numerical and ordinal values, and the removal of unbalanced
data occurs during pre-processing before further processing.

3.2.2. Proposed risk attribute ranking approach
To identify the similarity between two different data attributes, the risk factor r is proposed in this approach, and is formulated as,
r=Cos(dy[i, k]) + Eu(d,[i,k]) + BA(dli, k]) @)

2
1

where the attribute "i" is declared as a significant attribute, if the risk factor is higher than the threshold value or else the attribute is
declared as an insignificant or redundant attribute, cosine similarity is denoted as Cos [19], Euclidean [20] and Bhattacharya distance
[21] are represented as Fu and BA. The k™ attribute in the dataset is represented as k in equation (2). The most significant steps
involved in the proposed risk attribute ranking approach are as follows:

Step 1. Attribute centroid initialization: The attribute centroids are initialized as,

d={dy,ds,....ds, .....d,} @)

where, the attributes are randomly initialized for the detection of the Quasi attribute in the dataset, and the total clusters or the
significant attributes are denoted as v in equation (3).

Step 2. Estimate the similarity (Fitness Function): Call 't the rank of the attribute to evaluate the similarity between the i as well as the
k™ attribute.

Step 3. Ranking the attributes: The attributes are ranked depending on the value of the estimated risk factor.

Step 4. Declare the quasi-attributes of the dataset and terminate. Finally, the selected attributes are represented as,
c={asf]; 1<5<0; 1<g<n )

where the quasi attributes are represented as S in equation (4). The attribute selection procedure is performed optimally using the
proposed optimization discussed in section 4.6.

3.3. Formation of attribute vector (time domain-based statistical feature extraction)

The features from the selected attributes are extracted by utilizing the time domain-based statistical feature extraction for the
formation of the attributes vector, and the features are extracted by assigning a particular time in the dataset.

3.3.1. Mean
The mean value is the sum of the significant attributes to the total number of quasi-attributes present in the dataset.

1 Q
K=5 Zl d:¥ i) ©)

where the quasi attributes are denoted as S, the significant attributes are denoted as i, and the total number of quasi attributes present
in the data are represented as Q at a time instance of t in equation (5).

3.3.2. Kurtosis
Kurtosis K is estimated by the ratio of mean value to the standard deviation considering the time series data dgs [i] in equation (6) as,

[
Al
K=l ®

@)
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3.3.3. Skewness
The skewness is used to measure the lack of symmetry in the provided data, which depends on the positive and negative signs in the
distribution of signals which is formulated in equation (8) as,

0 3

= ézl (1 - w5 ®)

3.3.4. Variance
The square of the standard deviation is represented as the variance, and is formulated in equation (9) as,

1 &y
o 1,5+ 1
Ve 76 Z (d.z' (i - ”.z) 9
i=1
The attribute vector depending on the time domain-based statistical feature from the dataset is formulated in equation (10) as,

8778 "8

Ag:{ﬂwa v c} i<Q;g<n (10)

3.4. Data balancing using HHOSSA-SMOTE algorithm

In the DAPT 2020 dataset, the benign attack, data exfiltration, established foothold, lateral movement, and reconnaissance attacks
are involved with the adequate amount of data as 51848, 9, 8600, 137, and 11909. The data exfiltration attack data as well as the
lateral movement data are not balanced with less amount of data. To balance the imbalanced data, the proposed HHOSSA SMOTE is
utilized to attain better classification accuracy in attack detection from the DAPT 2020 dataset. The HHOSSA SMOTE method is
initially trained on the unbalanced data for a specific sample that is present in both the data characteristics and the temporal domain-
based statistical features. The fitness function is then assessed for each sample once optimal sampling has ended and there are no longer
any training data available. After the termination of optimum sampling, training data are absent, and then the fitness function is
evaluated for each sample. Depending on the fitness function, the data to be trained and the attain the balanced data for further
processing. According to the fitness function, the training data, and the goal of obtaining balanced data for further analysis have been
done.

3.5. APT attack detection

The light GBM classifier is easily implemented but the tuning of hyperparameters is quite difficult, some of the commonly used
parameters are control parameters, core parameters, metrics, and the IO parameter. These parameters are tuned by the HHOSSA
optimization for achieving better operation in detecting the attack as normal or abnormal. The light GBM tends to handle a large
amount of data with higher accuracy by minimizing the loss function using the decision tree structure of the optimized light GBM and
attaining a significant output. The performance of detecting the attacks is additionally enhanced by integrating the optimized Bi-LSTM
classifier with the accurate output.

3.5.1. Optimized light gradient boosting machine for attack detection
To minimize the loss function G(L,p(x)), light GBM [22] tends to identify the approximation p(x) to a particular function p*(x) in
equation (11) as follows,

p =arg minl; ,G(I, p(x)) (1)
»

To estimate the final model, the light GBM assimilates the various w regression trees >, ;p.(P), which are formulated in equation
(12) as,

P)= > p(h) 12)

The regression trees are described as, O, (x),e € {1,2,....0}, where the presence of leaves are denoted as o, the rules that arise for the
decision tree are denoted as e, and the leaf nodes sample weight is represented as a vector O. Thus, the light GBM is trained with the
step size of z as follows,

q
c= Y Gl Jo1(5) +p: (1)) (13)
b=1

The constant in equation (13) can be eliminated by introducing the loss function gradient statistics, and is renovated as follows,

q
=Y <c,,p~(x;, %Nbpf(x;,)) 14)
b=1
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where the loss function gradient statistics in the first and second order is represented as c; and N, the leaf 0 sample set is denoted as X,,
and then equation (14) can be described in equation (15) as follows,

r.— i<<26b>00+; (ZN,,H) oi) (15)

o=1 beX, beX,

The maximum value of I', can be determined by considering the loss function gradient statistics in the first and second order in
equation (16) for a particular decision tree e(x) with the best weight score of an individual node O;.

O = — stchb
’ Zhex,,Nb +4

F* _ 71 i (ZbEX(,c”) (17)

v 2 =y ex Ny + 4

(16)

The quality of the decision tree structure e is measured by utilizing the scoring function I';, in equation (17), and the objective
function attained from the light GBM is y; after integrating the splitting function in equation (18) as,

2
» :l (ZbEXGCb) + (Zb&Xsz)z _ (EbEch)z (18)
2 stonb +4 ZbeXsz +4 (ZbeXNh + l)

The samples involved in the right and left branches of the decision tree are represented as X; and X;. Light GBM processes vast
amounts of features and data efficiently since it grows the tree vertically rather than horizontally, as do other methods. In general,
hyper-parameters would have a considerable impact on predicting accuracy. Therefore, establishing the range as well as the number of
fluctuations of its hyper-parameter before employing Light GBM.

3.5.2. Weighted average AF enabled Bi-LSTM for attack detection

When processing the provided input data by the LSTM network, the data processing occurs sequentially, and only recovers the data
available above the appropriate sample depth, while the data present below the sample depth is lost. The existing LSTM classifier need
not encode the data from back to front thus, processing the data in reverse order is also significant. The Bi-LSTM [23] enhances the
LSTM network by integrating the forward as well as the reverse LSTM to create a two-way RNN model. Initially, the input data is fed
forward in unidirectional which is the forward transmission, and after the data is processed in the reverse order that is the backward
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Fig. 2. Bi-LSTM architecture for attack detection.
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transmission in vice versa to enhance the performance of the classifier. To attain better performance, and also to well-tune the
hyperparameters available in the Bi-LSTM classifier revealed in Fig. 2 which is optimized by the proposed HHOSSA optimization. This
optimization assists to maintain the average weight of the Bi-LSTM network and the final output of the Bi-LSTM network with both the
backward as well as forward directions are described as y;.

The final output detection of both the optimized light GBM and the weighted average AF-enabled Bi-LSTM classifier is described in
equation (19) as,

Y=a*y +(1—a)y 19)

where, the random factor is represented as a7, which is within the range of 0-1.

Fig. 2 showcases the backward layers, which play a crucial role in the model. These backward layers operate in conjunction with
the forward layers to capture contextual information from both past and future time steps. By processing the input sequence in reverse
order, the backward layers enable the model to capture dependencies and patterns that may not be captured by the forward layers
alone. This bidirectional approach enhances the model’s ability to understand and detect attack patterns in the given data.

3.6. Proposed HHOSSA optimization for APT attack detection

The proposed HHOSSA optimization is the grouping of Harris Hawk Optimization and Sparrow Search Algorithm characteristics for
optimizing the feature selection and data balancing. In addition, the light GBM as well as the weighted average AF-enabled Bi-LSTM
are optimized by the proposed HHOSSA optimization. The Harris Hawk Optimization has assisted with one or more factors individ-
ually or all of them combined for improving performance. First, HHOSSA optimization is a technique that benefits from the time-
varying elements and has a very positive result on effectiveness and improves the harmony of the sturdiness of the exploring cores
across the iterations when the escaping energetic component has such a dynamic randomized time-varying attribute. At almost the
same time, this property enables HHOSSA optimization to convert the aforementioned phases completely. Second, HHOSSA opti-
mization features a multiphase (flexible) exploring stage (global search) which also takes into account the center of mass or the average
location of Harris Hawks, this feature can make the process more effective and innovative during the initial iterations. The third crucial
characteristic is a variety of levy-triggered patterns with different bouncing configurations throughout the exploitation stage. This
bouncing potential has improved the local search’s area and depth in practically all HHOSSA optimization variations as well as in its
initial form. The fourth feature results from the incremental selection strategy used during the random walk enhanced search prop-
agation. This skill enables exploration agents (Harris Hawk Optimizations) to increase the range of their space travel while only
choosing the best move. In the swindling stage, the HHOSSA optimization multiphase design makes it simpler to access a wider range
of intermittent, brief patterns. As a result, if one enclosing approach fails, another can be used, and ultimately, the finest is preserved
for development in the following iteration. The next characteristic is a result of the skillfully created randomized bouncing velocity,
which has also helped to further integrate local, and global exploration as well as local optima avoidance.

Like every randomized population-based optimization, the HHOSSA optimization has some restrictions for its initial potential in
addition to all of its benefits. The first is that a suitable adjustment will be required to speed up the exploring stage of the algorithm
when the population of the HHOSSA optimization is constrained to local optima for a challenging task. As a result, HHOSSA opti-
mization cannot always be free from local optima and sometimes displays the results or exhibits a tendency for convergence that is
premature. Another drawback is that HHOSSA optimization occasionally struggles to maintain the appropriate balance between the
centers, identify the true instances, or make the shift smoothly, particularly when working with extremely complex attribute spaces.
These limitations are overcome by grouping the Sparrow Search Algorithm’s characteristics with the Harris Hawk Optimization which
enhances the performance of better DAPT attack detection.

3.6.1. Inspiration

The Harris Hawk Optimization behavior during exploration, unexpected attack, and hunting strategy served as an inspiration for
the construction of the HHOSSA optimization as well as the exploring and swindling trends of the traditional form. The three sig-
nificant phases involved in the hunting behavior of Harris Hawk Optimization are the exploration, changeover from exploration to the
swindling stage, and the swindling. While other birds sometimes hunt alone, the Harris Hawk Optimization is unique in that it hunts
together in tolerant bands. The intellectual ability of Harris Hawk Optimizations, which enables them simple to learn and has produced
such a well-liked bird, has been related to their interactive nature. This species inhabits reasonably steady populations. In Harris Hawk
Optimization, there is a predominance hierarchy in which the adult female is the dominating bird, preceded by the adult male and then
the offspring from earlier years. Normally, 2 to 7 birds form a group in which the birds work together during both the hunting and
nesting processes. This species of bird of predator is the only one known to regularly hunt in groups. Harris Hawk Optimizations hunt in
communal groups of two to six, unlike the majority of birds, which are independent and only congregate during migration and
hatching. This is thought to be adaptable to the absence of prey in their native desert environment. One method of hunting involves a
small group flying ahead and scouting, followed by another member of the group flying ahead and scouting, and so on until the target is
caught and distributed. In another, the prey is surrounded by all the Harris Hawks, and one of them chases it out. Because most birds do
not even spend lots of time on the land, Harris Hawk Optimizations frequently pursue prey on foot and are particularly swift on the
ground, their extended, yellow legs are designed for this.
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3.6.2. Mathematical modeling of the HHOSSA optimization

In the HHOSSA optimization, the major steps involved in attacking the targeted prey are the exploring stage, shifting from
exploring to swindling, and the swindling stage with the four tactics soft encircle, hard encircle, soft encircle with advanced rapid
dives, hard encircle with advanced rapid dives.

3.6.2.1. Exploring stage. In Fig. 3 the exploring stage explains the Harris Hawk location while exploring their targeted prey which is
based on the two different tactics. Depending on the location of the real members, the exploring stage initial tactics explain how the
Zen folio identifies the prey which is described in equation (21). Depending on the presence of the Harris Hawk in the branch of a
random tree M,.,4, the second tactic in the exploring stage explains how the Harris Hawk identifies the targeted prey which is also
described in equation (21). The location of the real members is initialized in equation (20) as,

Mj?.j:17273747 """ 7H (20)
where the total number of Harris Hawk in the proposed HHOSSA optimization is denoted as H.

M),, — Ri[M},, — 2RoM"|,h > 0.5
MT+1 _ rand rand
j (MT 7MT7D>,h<O.5

prey a

(21)

where the renovated location of Harris Hawk is represented as MjT+1 in the next iteration T, the present location of Harris Hawk is

,Tand, the random members available in the set of (0,1) is denoted as R;, Ry, R3, R4, and h, the location of the targeted

prey is denoted as Mgrey, and the average location of all the Harris Hawk is denoted as M! which is described in equation (22) as

represented as M

follows,
IMT
M = 2 M (22)
H
where the variables of upper and lower bounds differences are represented in equation (23) as,
D=R;(L+Rs(U —L)) (23)

The renovated location of the Harris Hawk in the exploring stage is renovated by integrating the present global best location of the
Sparrow Search from the standardized equation of (33) in Ref. [24].

Casel. h>05
From equation (21), the renovated location of the HHO for h > 0.5 is represented as follows,

M =My, — Ri[MJ,, — 2RM" | (24)

rand rand

Fig. 3. Different phases of HHO (Heidari et al., 2019).
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The present global position of SSA is represented as,

M =ML, + AIMT — My, (25)

best

where the control parameter for the step size is described as $, and the present global position of Sparrow Search is represented as Mpes;.
The standardized form of an equation for enhancing the performance of HHOSSA optimization is formulated in equation (26) as,

M = 0.5 MT 4 MI! (26)

MT+1 =0.5 [MT

rand

= RiM},; — 2RM" | + ML, + BIM" — My ] 27)

rand best

Let us as assume that || is the appropriate value in equation (27), and equation (28) is rewritten as follows,

M™! = 0.5[MJ,, + Ri[ML,, — 2RM" |+ MY, + AIM — My | (28)
M =0.5[ML,,(14+R;) — 2R RM" + Mj,, + M| (29)
M™ 0.5 (ML, (1+R) + M (5 = 2RiR2) + M, (1 - §)] 7 =05 ©0

thus, the renovated position of the Harris Hawk is improved by integrating the Sparrow Search global best location during the
exploration stage in equation (29) which further improves the tactic in the detection of prey formulated in equation (30).

3.6.2.2. Shifting from exploring to the swindling stage. In this stage, the shifting characteristics of Harris Hawk from the exploring to the
swindling stage are described which is based on the energy of the targeted prey during their escaping behavior in equation (31) as
follows.

B=2By (1 —%) GD

Initially, the energy of the targeted prey is denoted as By which randomly varies in the range of —1 and 1. The energy of the targeted
prey by the Harris Hawk is considered maximum if the energy is increased from O to 1. The energy of the targeted prey by the Harris
Hawk is considered as a minimum if the energy decreases to —1 from 0. Depending on the value of B, the exploring stage, as well as the
swindling stage, is considered, if the value of |B| > 1, then the exploring stage will be uncompleted, and if the value of [B| < 1, then the
swindling stage is occurring.

3.6.2.3. Swindling stage. In the swindling stage, the significant hunting tactics of the Harris Hawk and the escaping behavior of the
targeted prey are the two major elements. The Harris Hawks’ unexpected pounce is designed in this stage with the four significant
tactics soft encircle, hard encircle, soft and hard encircle with advanced rapid dives. The following tactics are involved in the swindling
stage of the proposed HHOSSA optimization,

3.6.2.4. Tactic 1: soft encircle. At the condition of energy as |B| > 0.5 and the random members as R > 0.5, there is the occurrence of
soft encircle behavior of Harris Hawk. This indicates that the targeted prey is unable to effectively move since the Harris Hawks deplete
their energy during the process of soft encircling. Then equation (32) formulates the model for the soft encircling behavior of the Harris
Hawk,

M = AM" - B|FM],, — M" (32)
AMT=M]  —M" (33)
M =M, — M — B’FM;,.Q, —M" 34
Mt =M, (1 -BF) - M'(1+B) (35)

where the rabbit is considered as the target here and the variations between the rabbit position vector as well as the present location in
the iteration T are denoted as AM™. The escaping tactics of the targeted prey are represented as F = 2(1 — Rs) which varied randomly
depending on every iteration formulated in equation (34) and equation (35). The random member is denoted as Rs within the range of
0 and 1.

In the swindling stage, the soft encircle tactic that is equation (14) is combined with the Sparrow Search global best present location
in equation (25) with the standardized form in equation (36) as follows,

M™ =0.5M! + 0.5M] ! (36)
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M™ = 0.5{M;my(1 —BF) = M'(1+B) +Mj,, +pM" - M“-“')} 7
M™=0.5{ ML (1~ BF) = M"(1+B) + My, +AM" — Mo, | ~
M1 =05{M? (1 - BF) — M"(1+B+5)+ ML, (1- )} -

thus, equation (37), equation (38) and equation (39) are modified by the Sparrow Search behavior, the hunting behavior of the Harris
Hawk is improved in the initial tactic of the swindling stage for catching the targeted prey which reduces the consumption time of
tuning the classifier parameters.

3.6.2.5. Tactic 2: hard encircle. At the condition of energy as |B| < 0.5 and the random members as R > 0.5, there is the occurrence of
hard encircle behavior of Harris Hawk, which indicates that the targeted prey is tired out and unable to properly escape. In this sit-
uation, equation (40) provides the renovated location of Harris Hawk.

M =M! — B|AM"| (40)

prey

3.6.2.6. Tactic 3: soft encircle with advanced rapid dives. When the targeted prey still has enough energy |B| > 0.5 to effectively escape
and the hunting Harris Hawk continues constructing a soft encircle in the range of R < 0.5 thus, this tactic 3 model modifies the
location of Harris Hawk. The hunting Harris Hawks must choose the most advantageous dive toward the prey in such a situation which
is attained by performing several moves, assessing the new moves according to equation (41), comparing the movement’s outcome
with that of the previous dive toward the targeted prey, and the levy flight strategy is considered for enhancing the swindling capacity
in the way of rapid dives by the group of Harris Hawks if the optimal dive is not determined in the comparison outcomes while
attacking the prey and are modeled in equation (42).

D=M,,  —B|FM] —M" 41
E=D+V x LS(W) (42)

where W denotes the problem dimension, the random vector is described as V with the size of 1 x W. The levy flight strategy is
represented as LS and is formulated in equation (43) as follows,

(1 + in(=) |
LSM) =—+, 8= ( a)xsm<2) (43)

F(T’)XUXZ( >

where the random values inside the range of 0 and 1 are denoted as r and s, the constant is assumed as 1.5 which is represented as f.
Thus, the modified location of the Harris Hawk in the soft encircle with advanced rapid dives is determined by equation (44) as
follows,

v _ [ D if (D) < f(MT)
M ‘{E if F(E) < f(MT) “4)

where the optimization problem fitness function is represented as f, utilizing equations (41) and (42), the value of D and E is
determined.

3.6.2.7. Tactic 4: hard encircle with advanced rapid dives. At the condition of energy as |[B| < 0.5 and the random members as R < 0.5,
there is the occurrence of hard encircle with advanced rapid dives behavior of Harris Hawk. With this tactic, the Harris Hawk is
attempting to minimize the typical distance between the position and the targeted rabbit, as opposed to the prior strategy (soft encircle
with advanced rapid dives). This tactic is modeled using equation (45) by the hard encircle.

mi_ D iff(D) <f(M")
M {E if f(E) < (M) “

where D is attained using equation (46) as follows, My(T) is attained using equation (24), and E is calculated using equation (47) as
follows,

prey prey

D=M},, —B|FM,, — M (46)

11
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E=D +V x LS(W) 47

By utilizing the proposed HHOSSA optimization, the imbalanced data present in the database are well-balanced, and the light GBM
as well as the weighted average Bi-LSTM parameters are well-tuned to improve the performance of attack detection. The Bi-LSTM is
trained by the proposed HHOSSA optimization by selecting the appropriate parameters involved in the classifier. The parameters, such
as learning rate, minimum data in leaf, bagging, and feature fraction are optimally well-tuned by the HHOSSA optimization in the light
GBM classifier. The learning rate, minimum batch size, a parameter for dropout regularization, number of neurons in hidden layers,
and the number of neural network layers parameters in the Bi-LSTM are well trained by the HHOSSA optimization.

The pseudocode of the HHOSSA optimization is described in algorithm 1 as follows,

S. No Algorithm 1. HHOSSA optimization-based Bi-LSTM classifier
1. Input: H and ¢t;

2. Output: location of prey and fitness function

3. Initialization

4. M;,j =1,2,3,4,....H

5. Exploring stage

6. Position renovation of Harris Hawk

7. Ifh>0.5

8. M1 = 0.5[Mygng(1 + R1) + M"(5 — 2R1Ra) + M (1~ )]
9. Else h < 0.5

10. (Mprey (T) — Ma(T) - D)

11. Shifting from exploring to swindling stage

12. If B > 1

13. Exploring stage happening

14. Else [B| < 1

15. Swindling stage occurring

16. Swindling stage

17. Tactic 1: soft encircle

18. If |B|>0.5and R > 0.5

19. Tactic 2: hard encircle

20. If Bl <05andR > 0.5

21. Tactic 3: soft encircle with advanced rapid dives
22. If [B| >0.5and R < 0.5

23. Tactic 4: hard encircle with advanced rapid dives
24. If Bl <0.5and R < 0.5

25. End while

4. Results and discussion

The performance of the proposed HHOSSA-hybrid classifier in detecting the attacks is explained in this section, in addition to the
relative discussion of various existing methods. The comparative analysis involves the performance of classification, attribute selec-
tion, and data balancing of the proposed HHOSSA-hybrid classifier, HHOSSA-based attribute selection, and the HHOSSA-SMOTE

algorithm. The performance metrics involved in the performance analysis of the HHOSSA-hybrid classifier are accuracy, sensitivity,
and specificity [25].

4.1. Experimental setup

This performance analysis and the comparative performance of the proposed HHOSSA-hybrid classifier are implemented in the
Python tool in Windows 10 OS with 8 GB RAM using the DAPT 2020 database.

4.2. Relative methods

The methods used for comparing the performance of the HHOSSA-hybrid classifier are [22,23,26-32], and [33].
4.2.1. Comparative analysis

The performance of the HHOSSA-hybrid classifier in attack detection, the HHOSSA-SMOTE algorithm for data balancing, and
HHOSSA-based attribute selection are compared with the various existing methods depending on the value of K-fold and training
percentage.

i) Comparison based on K-fold value

The efficiency of the HHOSSA-hybrid classifier with the other existing methods is revealed in Fig. 4. The attained accuracy of the
HHOSSA-hybrid classifier and the various existing methods is revealed in Fig. 4 a). The accuracy of the HHOSSA-hybrid classifier in the

12
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classification of attacks is 94.468 % with a performance improvement of 4.79 % than the HHO-BiLSTM for the K-Fold value 10.

Fig. 4b) reveals the attained sensitivity of the HHOSSA-hybrid classifier and the various existing methods. The sensitivity of the
HHOSSA-hybrid classifier in the classification of attacks is 94.65 % with a performance improvement of 8.7 % than the HHO-BIiLSTM
for the K-Fold value 10.

Fig. 4c) reveals the attained specificity of the HHOSSA-hybrid classifier and the various existing methods. The specificity of the
HHOSSA-hybrid classifier in the classification of attacks is 95.23 % with a performance improvement of 0.89 % than the HHO- BiLSTM
for the K-Fold value 10. Thus, the performance of the HHOSSA-hybrid Bi-LSTM attains better performance in classifying the attacks
from the provided dataset.

ii) Comparison based on training percentage

The efficiency of the HHOSSA-hybrid classifier with the other existing methods is revealed in Fig. 5a) which reveals the attained
accuracy of the HHOSSA-hybrid classifier and the various existing methods. The accuracy of the HHOSSA-hybrid classifier in the
classification of attacks is 96.18 % with a performance improvement of 1.22 % than the HHO-BiLSTM for the training percentage of 80.

Fig. 5b) reveals the attained sensitivity of the HHOSSA-hybrid classifier and the various existing methods. The sensitivity of the
HHOSSA-hybrid classifier in the classification of attacks is 96.723 % with a performance improvement of 6.65 % than the HHO-
BiLSTM for the 80 % training.

Fig. 5¢) reveals the attained specificity of the HHOSSA-hybrid classifier and the various existing methods. The specificity of the
HHOSSA-hybrid classifier in the classification of attacks is 96.6 % with a performance improvement of 0.73 % than the HHO- BiLSTM
for the 80 % training. Thus, the performance of the HHOSSA-hybrid classifier attains better performance in classifying the attacks from
the provided dataset.

4.3. Comparative for data balancing

The existing methods taken into consideration for evaluating the performance of the HHOSSA- SMOTE algorithm in data balancing
are No balancing, Random Over sampler [34,35], PSO-SMOTE [36,37], GA-SMOTE [38], SSO-SMOTE [39], and HHO-SMOTE [40].
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Fig. 5. Comparability based on training percentage with a) Accuracy b) Sensitivity, and c) Specificity.

i) Comparative based on training percentage

The efficiency of the HHOSSA-SMOTE algorithm in data balancing is compared with the other existing methods is revealed in
Fig. 6a) revealing the attained accuracy of the HHOSSA SMOTE algorithm and the various existing methods. The accuracy of the
HHOSSA SMOTE algorithm in the data balancing is 96.038 % with a performance improvement of 0.145 % than the HHO-SMOTE for
the 80 % training.

Fig. 6b) reveals the attained sensitivity of the HHOSSA SMOTE algorithm and the various existing methods. The sensitivity of the
HHOSSA SMOTE algorithm in the data balancing is 91.400 % with a performance improvement of 0.832 % than the HHO-SMOTE for
the 80 % training.

Fig. 6¢) reveals the attained specificity of the HHOSSA SMOTE algorithm and the various existing methods. The specificity of the
HHOSSA SMOTE algorithm in the data balancing is 97.286 % with a performance improvement of 0.025 % than the HHO-SMOTE for
the 80 % training. Thus, the performance of the HHOSSA SMOTE algorithm attains better performance in data balancing for the
imbalanced dataset.

4.4. Comparative for attribute selection

The existing methods taken into consideration for evaluating the performance of the HHSSA-based attribute selection are GA-based
selection [41], HHO-based selection [42], and SSO-based selection [43].

i) Comparison based on training percentage

The efficiency of the HHOSSA-based attribute selection is compared with the other existing methods is revealed in Fig. 7a)
revealing the attained accuracy of the HHOSSA-based attribute selection and the various existing methods. The accuracy of the
HHOSSA-based attribute selection is 96.191 % with a performance improvement of 0.102 % than the SSO-based selection for the 80 %
training.

Fig. 7b) reveals the attained sensitivity of the HHOSSA-based attribute selection and the various existing methods. The sensitivity of
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Fig. 6. Comparative for data balancing a) accuracy b) sensitivity c) specificity.

the HHOSSA-based attribute selection is 90.998 % with a performance improvement of 0.102 % than the SSO-based selection for the
80 % training.

Fig. 7c) reveals the attained specificity of the HHOSSA-based attribute selection and the various existing methods. The specificity of
the HHOSSA-based attribute selection is 97.530 % with a performance improvement of 0.102 % than the SSO-based selection for the
training percentage of 80. Thus, the performance of the HHOSSA-based attribute selection attains a better performance than the other
existing methods.

4.5. ROC_AUC analysis

The performance of the HHOSSA-hybrid classifier in classifying the attacks based on the true and false positive rates is revealed in
Fig. 8. The sensitivity of the HHOSSA-hybrid classifier is 93.7 % for the minimal 10 % error, while the other existing HHO-BiLSTM
classifier attains a sensitivity of 91.5 %. The sensitivity of the HHOSSA-hybrid classifier is improved to 97.9 % for the maximal 90
% error, which is 3.86 % better than the existing HHO-BIiLSTM classifier with a sensitivity of 94.1 % [44].

The ROC curve figure showcases the performance of different methods used for APT attack detection. The x-axis represents the
various methods, while the y-axis represents the AUC percentage. Starting from the left side of the graph, we can observe the AUC
percentages gradually increasing as we move toward the right. Table 1 reveals the SVM method achieves the lowest AUC percentage of
72.435, indicating its relatively lower performance in APT attack detection. As we progress towards the right, we see performance
improvements. The SAE-LSTM method achieves an AUC percentage of 74.441, followed by the KNN method with 77.157. The Hy-
bridized CNN and Bi-LSTM method show further improvement, reaching an AUC percentage of 79.218.

Continuing, we see the Light GBM method performing even better with an AUC percentage of 80.518, followed by the Adaboost
method with 82.141. The BiLSTM method demonstrates a higher AUC percentage of 83.861, indicating its stronger performance in
APT attack detection. Moving toward the right side of the graph, we observe significant performance improvements. The PSO-BiLSTM
method achieves an AUC percentage of 85.452, followed by the SSO-BiLSTM method with 87.373. The HHO-BiLSTM method dem-
onstrates a notable improvement, reaching an AUC percentage of 91.751.

Finally, the HHOSSA - Hybrid classifier showcases the highest AUC percentage of 97.032, highlighting its exceptional performance
in detecting APT attacks. This method surpasses all others in terms of AUC, indicating its effectiveness and superiority for APT attack
detection [44]. Overall, the AUC curve figure clearly illustrates the comparative performance of different methods, with the HHOSSA -

15



I. Kumari and M. Lee

Heliyon 9 (2023) e21377

95.5

—— GA based Selection
—— HHO based Selection
—— S50 based Selection
—— HHOSSA based Attribute Selection

P 45 50 55 60 65 70 75 80
Training Percentage(%)

©)

Hybrid classifier standing out as the top-performing method in APT attack detection.

%0
9.5
95.0
88
R us :\;
=
8 2
S %40 ]
86
< &
935
93.0 GA based Selection - —— GA based Selection
—— HHO based Selection HHO based Selection
92.5 —— SSO0 based Selection —— SSO based Selection
—— HHOSSA based Attribute Selection —— HHOSSA based Attribute Selection
92.0 82
40 5 50 55 60 65 70 75 80 a5 50 S5 60 65 70 75 80
Training Percentage(%) Training Percentage(%)
a) b)
975
97.0
g%
2z
S
$ 9.0
a
&

Fig. 7. Comparative for attribute selection a) accuracy b) sensitivity c) specificity.

BiLSTM
PSO-BiLSTM
—— SSO-BiLSTM
HHO-BILSTM
—+— HHOSSA-Hybrid Classifier

100 4
80
60 4
g
4
&
=
40
—e— SVM
20 —&— SAE-LSTM
—*— KNN
—&— Hybridized CNN and Bi-LSTM
—%— LightGBM
04 —— Adaboost
0 20

60

80

100

Fig. 8. ROC_AUC of the HHOSSA-hybrid classifier with other existing methods.

4.6. PRC AUC analysis

The PRC_AUC analysis of the HHOSSA hybrid BiLSTM and the existing methods are revealed in Fig. 9. The five different attacks
include benign traffic, reconnaissance, established foothold, lateral movement, and data exfiltration. The efficient classification

performance of the method most significantly depends on the precision and recall value.
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Table 1
AUC of the HHOSSA-hybrid classifier and other existing methods
based on ROC.

Methods AUC %
SVM 72.435
SAE-LSTM 74.441
KNN 77.157
Hybridized CNN and Bi-LSTM 79.218
Light GBM 80.518
Adaboost 82.141
BiLSTM 83.861
PSO-BiLSTM 85.452
SSO-BiLSTM 87.373
HHO-BiLSTM 91.751
HHOSSA -Hybrid classifier 97.032

Fig. 9a) reveals the performance of the HHOSSA-hybrid classifier during benign traffic, which attains a precision of 80.737 % with
an accuracy improvement of 2.76 % than the existing HHO-BIiLSTM classifier for the sensitivity of 50 %. It outperforms all other
methods listed, including SVM (AUC% 64.081), SAE-LSTM (AUC% 65.293), KNN (AUC% 67.003), and others. This significant dif-
ference in AUC% values indicates that the HHOSSA-Hybrid classifier exhibits a higher level of accuracy and precision in distinguishing
benign traffic from potentially malicious activity. Its ability to correctly identify normal network behavior ensures fewer false positives
and provides a solid foundation for reliable threat detection [44].

Fig. 9b) reveals the performance of the HHOSSA-hybrid classifier during the reconnaissance, which attains a precision of 81.096 %
with an accuracy improvement of 4.51 % than the existing HHO-BiLSTM classifier for the sensitivity of 50 %. It outperforms SVM
(62.276), SAE-LSTM (62.939), KNN (64.939), and other algorithms. This indicates that the HHOSSA-Hybrid classifier effectively
identifies and thwarts initial probing and information gathering by potential attackers. Its higher AUC% value demonstrates its su-
perior ability to detect reconnaissance activities, allowing for early detection and proactive defense measures to be implemented.

Fig. 9¢) reveals the performance of the HHOSSA-hybrid classifier during the established foothold, which attains a precision of
79.097 % with an accuracy improvement of 0.91 % than the existing HHO-BiLSTM classifier for the sensitivity of 50 %. This out-
performs SVM (64.960), SAE-LSTM (66.715), KNN (68.097), and other methods. The higher AUC% value indicates that the HHOSSA-
Hybrid classifier is more accurate in detecting and mitigating attempts by attackers to gain persistent access within a network. By
effectively identifying the presence of established footholds, the classifier aids in prompt response and containment of potential
threats, bolstering the overall security posture of the system.

Fig. 9d) reveals the performance of the HHOSSA-hybrid classifier during the lateral movements, which attains a precision of 77.914
% with an accuracy improvement of 4.51 % than the existing HHO-BiLSTM classifier for a sensitivity of 50 %. It Outperforms SVM
(59.925), SAE-LSTM (60.560), KNN (62.471), and other methods. The significant difference in AUC% values demonstrate the clas-
sifier’s effectiveness in detecting and preventing unauthorized lateral movement attempts. Its ability to accurately identify suspicious
activities related to lateral movement enables swift response and containment, minimizing the potential impact of intrusions and
reducing the risk of lateral spread of attacks.

Fig. 9e) reveals the performance of the HHOSSA-hybrid classifier during the data exfiltration, which attains a precision of 83.094 %
with an accuracy improvement of 4.51 % than the existing HHO-BiLSTM classifier for the sensitivity of 50 %. Surpassing the AUC%
values of SVM (63.751), SAE-LSTM (64.434), KNN (66.489), and other methods. This indicates that the HHOSSA-Hybrid classifier is
highly effective in detecting and preventing unauthorized attempts to extract sensitive data. Its advanced classification capabilities
enable it to identify patterns and anomalies associated with data exfiltration, reducing the risk of data breaches and enhancing overall
network security.

In summary, Table 2 the HHOSSA-hybrid classifier consistently achieves higher AUC% values across all attack categories, sur-
passing the performance of other algorithms such as SVM, SAE-LSTM, KNN, and others. Its advanced classification performance, as
indicated by the higher AUC% values in the PRC_AUC analysis, makes it the preferred choice for detecting and mitigating network
attacks. The HHOSSA-hybrid classifier’s enhanced accuracy, precision, and ability to detect various attack types make it a powerful
tool for ensuring robust network security and safeguarding against evolving threats. From all the compared methods, the HHOSSA-
hybrid classifier attains the greater AUC based on the PRC_AUC analysis.

4.7. Comparative discussion

The HHOSSA-Hybrid Classifier is evaluated by considering the performance measures as accuracy, sensitivity, and specificity based
on the value of K-fold and training percentage using the DAPT 2020 dataset. Table 3 reveals the overall performance of the HHOSSA-
Hybrid Classifier with their performance metrics. Variable length sequences can be handled using Bi-LSTMs. They don’t need fixed-size
inputs since they can efficiently handle sequences of any length. This adaptability is especially useful for tasks where the total length of
the sequence fluctuates, such as natural language processing applications that require processing phrases of various lengths. Unlike
several other gradient boosting methods, Light GBM is intended to be extremely effective and quick. Instead of the level-wise technique
employed by conventional gradient boosting algorithms, it employs a leaf-wise tree growth strategy. When working with huge
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Fig. 9. PRC_AUC for a) Benign traffic b) Reconnaissance c) Established foothold d) Lateral movements e) Data exfiltration.

datasets, this strategy can result in quicker training times and improved scalability.

Table 4 reveals the HHOSSA-Hybrid Classifier attains a classification accuracy of 80.737 % of Benign traffic, 83.094 % of Data
exfiltration, 79.097 % of Established foothold, 77.914 % of Lateral movements and 81.096 % of Reconnaissance with all APT attack
phases. The HHOSSA-Hybrid Classifier attains a classification accuracy of 94.468 %, a sensitivity of 94.65 %, and a specificity of 95.23
%with the K-Fold value of 10. The HHOSSA-Hybrid Classifier attains a classification accuracy of 96.18 %, a sensitivity of 96.723 %, and
a specificity of 96.6 % with the training percentage.

5. Conclusion

In this research, the initial step of the quasi-identifier discovery is carried out by selecting the most significant attributes from the
provided dataset using the proposed HHOSSA-based attribute selection method. The irrelevant data attributes present in the dataset
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Table 2
AUC of the proposed HHOSSA Hybrid Classifier and other existing methods based on PRC.
Attacks
Methods . . ¥ . . :
Benign traffic Data exfiltration Established foothold Lateral movements Reconnaissance
AUC %
SVM 64.081 63.751 64.960 59.925 62.276
SAE-LSTM 65.293 64.434 66.715 60.560 62.939
KNN 67.003 66.489 68.097 62.471 64.939
Hybridized CNN and Bi-LSTM 68.270 68.863 68.269 64.679 67.249
Light GBM 69.384 70.044 69.328 65.777 68.398
Adaboost 71.159 71.374 71.564 67.014 69.692
Bi-LSTM 72.905 72.873 73.291 68.409 71.151
PSO-BiLSTM 75.536 73.746 77.588 69.220 72.000
SSO-BiLSTM 76.558 75.342 77.714 70.704 73.553
HHO-BiLSTM 78.554 79.301 78.501 74.386 77.405
HHOSSA-Hybrid Classifier 80.737 83.094 79.097 77.914 81.096
Table 3

Performance of the HHOSSA Hybrid Classifier over other existing methods.

DAPT 2020 database

Methods K-Fold 10 Training percentage 80
Accuracy % Sensitivity % Specificity % Accuracy % Sensitivity % Specificity %

SVM 73.167 71.36 75.705 70.299 69.279 76.555
SAE-LSTM 75.197 71.506 79.64 75.661 72.517 79.561
KNN 76.445 73.088 80.567 78.225 76.261 80.972
Hybridized CNN and Bi-LSTM 78.865 77.839 80.679 78.923 77.419 81.216
Light GBM 80.537 81.104 80.776 80.97 80.614 81.389
Adaboost 81.988 82.077 82.719 80.913 81.156 81.479
BiLSTM 87.034 82.327 88.496 88.147 81.337 88.614
PSO-BiLSTM 86.924 83.206 91.512 89.605 81.699 92.325
SSO-BiLSTM 87.875 84.93 91.699 90.627 89.646 92.514
HHO-BiLSTM 89.946 86.413 94.379 95.011 90.295 95.891
HHOSSA -Hybrid classifier 94.468 94.65 95.23 96.18 96.723 96.60

Table 4
The performance of the HHOSSA -Hybrid Classifier.

HHOSSA -Hybrid Classifier

Attacks Benign traffic 80.737
Data exfiltration 83.094
Established foothold 79.097
Lateral movements 77.914
Reconnaissance 81.096

K-Fold (%) Accuracy 94.460
Sensitivity 94.65
Specificity 95.23

TP (%) Accuracy 96.18
Sensitivity 96.72
Specificity 96.60

are eliminated and then integrated with the time domain-based statistical features, as well as the data, attributes to enhance the
performance of the better classification. The unbalanced data, such as the lateral movements and the data exfiltration in the DAPT
2020 database are successfully balanced by the HHOSSA-SMOTE method, which further increases the performance of the classifier.
The developed HHOSSA optimization is well-tuned with the light GBM and Bi-LSTM classifier hyperparameters for the accurate
classification of the attacks. The final detection of the attacks existing in the DAPT database is generated by the output of both the
optimized light GBM and the Bi-LSTM classifier. The proposed HHOSSA-hybrid classifier attains performance improvement of 4.79 %,
8.70 %, and 0.89 % when compared to the HHO-BiLSTM classifier with an accuracy of 94.468 %, the sensitivity of 94.650 %, specificity
of 95.230 % for the K-fold value 10. The limitation of this research is the lack of real-world evaluation. Therefore, future work should
focus on conducting rigorous evaluations using real-world data to assess the performance and practical applicability of the proposed
HHOSSA approach. As every organization has started adopting cloud services there is a need to adapt for APT detection to find cloud-
based detection techniques hence the cloud-based APT detection scheme will be developed in the future. Hence, In the future, a model
that automatically adapts to various environments and traffic will be developed with large datasets.
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