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ARTICLE INFO ABSTRACT
Method name: A landslide involves the downward movement of a mass of rock, debris, earth, or soil. Landslides
Landslide monitoring method using loT and happen when gravitational forces and other types of shear stresses on a slope surpass the shear
machine learning strength of the materials. Additionally, landslides can be triggered by processes that weaken the

shear strength of the slope’s material. Shear strength primarily depends on two factors such as

Keywords: .. L R . . X

Laﬂslide frictional strength, which is the resistance to movement between the interacting particles of the
Machine learning slope material, and cohesive strength, which is the bonding between those particles. A landslide
Forecasting is a terrible natural disaster that causes much damage to both human life and the economy. It
Monitoring often occurs in steep mountainous areas or hilly regions, ranging in scale from medium to large.

It progresses slowly (20-50 mm/year), but when it occurs, it can move at a speed of 3 m/s. There-
fore, early detection or prevention of this disaster is an essential and significant task. This paper
developed a method to collect and analyze data, with the purpose of determining the possibility
of landslide occurrences to reduce its potential losses.

» The proposed method is convenient for users to grasp information of landslide phenomenon.

» A machine learning model is applied to forecast landslide phenomenon.

« Internet of things (IoT) system is utilized to manage and send a warning text to individual
email address and mobile devices.

Specifications table

Subject area: Engineering
More specific subject area: Landslide warning system
Name of your method: Landslide monitoring method using IoT and machine learning
Name and reference of original method: N/A
Resource availability: N/A
Background

A landslide is the phenomenon of the movement of soil, dust, and rocks sliding down from slopes in hills and mountains. It is a
natural disaster that causes massive damage to human life, the economy, and the environment. Various types of landslides include
rockfalls, topples, and debris flows... According to USGS (United States Geological Survey), an average of 25-50 people is killed
by landslides each year in the United States [1], and worldwide, the number can go up to thousands. In Vietnam, landslides often
occur in hilly areas during the rainy season. Vietnam is one of the countries that have suffered the most significant damage from this
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disaster. Just in 2023, landslides in Vietnam caused the death of 49 people and about 1000 billion VND (about 41 million dollars) to
the economy [2]. From 2000 to present, the average number is 15 large landslides per year. The results of geological investigations
and surveys have been verified at 15,000 locations across 21 provinces and cities where geological incidents have occurred. Among
them, there are 13,233 points identified as rock landslides [3]. The resulting damage is indeed serious and impactful. In August
2023, Vietnam had to suffer many severe landslides, leading to the consequence that 13 people died and eight injuries. In addition,
approximately 82 houses were destroyed and uninhabitable, while over a thousand others suffered varying degrees of damage.
Regarding infrastructure, the number of structures that had been affected and damaged is about 261 irrigation systems, 26 schools,
and four health facilities. In agriculture, 1277 hectares of crops have been ruined, 30.43 hectares of aquaculture area have suffered
damage, and about 2052 poultry and 255 cattle have died or been swept away. The traffic was also under impact, with about 709
landslide points identified on highways and local streets [4]. Therefore, it is necessary to monitor and detect the occurrence of
landslides early to minimize the potential damage.

In fact, the primary factors that lead to landslides are rain and soil conditions in the area. In hilly and mountainous regions, heavy
rainfall has the potential to destabilize soil and rocks, leading to landslides. Additionally, deforestation can also contribute to this
instability, as the absence of tree roots to anchor the soil may result in various types of landslides. Numerous methods and equipment
are available to analyze or detect landslides worldwide, such as remote monitoring (analyzing images from satellites) [5-7], topo-
geodetic survey (geological analysis) [8]. For example, Matteo Del Soldato and his colleagues researched on satellite interferometry
for landslide detection in Italy [9]. Likewise, Hiroshi Kimura and Yasushi Yamaguchi integrated satellite radar interferometry with
the Digital Elevation Model Elimination (DEME) method [10]. In addition, Amrita Mohan applied a convolutional neural network
(CNN) to detect the landslide phenomenon [11]. Mohammad Azarafza addressed the application of a deep convolutional neural
network (CNN-DNN) on forecasting landslide with geo-hazard assessment and analysis of the landslide phenomenon happened in
the past in Isfahan, Iran [12]. Likewise, research on applying CNN to categorize the shape of rock blocks and evaluate the level of
impact on slopes was presented by Honghu Zhu [13]. The other researchers focus on the geological analysis method such as Paul
Sestras proposed multi-instrumental approach to slope failure monitoring in a landslide susceptible newly built-up area [8]. Another
paper from Arzu Arslan and Kelam Mehmet Abdullah indicated a method based on optical fiber to monitor the movement of slope
[14-17]1, which has very quick, sensitive, and continuous responses to the movement of soil to predict the chance of landslides.
These methods are expensive and complicated to apply worldwide. The developing countries require more suitable and affordable
solutions. Besides, there are many algorithms that can predict landslides based on analyzing natural conditions, such as Guzzetti’s
research on rainfall thresholds for the possible occurrence of landslides [18]. Thiebes developed the stability model for sloping roofs
based on physics, integrating stability and hydrological models [19]. This paper applied the random forest algorithm combined with
weather data collected from sensor systems and the weather forecasting center to train a prediction model of landslide phenomenon
in Vietnam. The proposed method is convenient to deploy and apply because it uses affordable electronic equipment but still has
an effective response and predictions with a trained model using the decision tree algorithm. However, this method relies heavily
on the authenticity and completeness of the data that provide for training and the environmental conditions such as soil quality, air
temperature, and moisture.

Method details

This method is constructed with numerous sensors and embedded components as follows:

NodeMCU ESP8266;

Solar and lithium battery;

DC-DC converter 5 V module LM2596;
Real-time clock module DS3231;
Relay 5 V module;

Mini pump 365 12 V module;

Digital weighing scale;

Soil moisture sensor module;
Temperature sensor module DHT11.

Determining threshold to detect landslide

Rain is recognized as the main reason that leads to landslides, and scientists all over the world have tried to determine exactly
the amount of rainfall that triggers the landslides. In 1980, Nel Caine listed 73 conditions of rainfall intensity and duration that led
to the occurrence of landslides and debris flows worldwide [20]. This data is a global threshold of rainfall intensity and duration (ID)
for the occurrence of landslides. The threshold curve proposed by Caine was described by Egs. (1) and (2).

I,=0,1+8,5%xD —0,65mm) 1

I,= 14,82 x D — 0, 39(mm) 2

Where I; is warning of intense rainfall threshold, I, is the dangerous intense rainfall threshold, and D is the time of rain (hour).
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Fig. 1. Decision tree model [21].

1 |Day Time luvongmua  thoigianmua  nguycosatlo

2 1/1/2023 0:00 2.6 1 0
3 1/1/2023 1:00 5.23 2 0
4 1/1/2023 2:00 4.55 3 0
5 1/1/2023 3:00 4.44 4 0

Fig. 2. The collected data.

Forecasting landslide phenomenon using decision tree and random forest

Decision Tree as shown in Fig. 1 is a supervised learning algorithm that can address both regression and classification tasks.

The root node is the starting point of the decision tree, created by dividing the data based on a specific condition. The decision
node is where the decision tree tests the data on a specific feature and divides the data into two or more subsets based on the test
result. This node represents the decision rules used for classifying or regressing the data.

The terminal node (Leaf node) is the result of the decision tree and contains a class or regression value. In the decision node,
computers require data to evaluate and compare different splitting conditions. Indexes for evaluation have been introduced, including
entropy and information gain.

Random forest model is a popular machine-learning algorithm used for prediction and classification tasks. It is an ensemble model
constructed from multiple decision trees [22]. The main idea behind Random Forest is to combine predictions from many individual
decision trees to produce a more accurate and stable prediction. To build every individual decision tree, this research used a bootstrap
technique to create a dataset. Each dataset has the same size as the original dataset but may contain duplicate or missing data points
to ensure diversity and randomness in the data for each decision tree. The result of random forest is combined from multiple decision
trees. When predicting the outcome for a new data point, the decision trees built from the previous step will "vote" to determine the
result. Each decision tree contributes its own result, and the result is the one chosen by the majority. Data described in Fig. 2 is soil
moisture and daily rainfall collected from the sensor system in the area.

Data collected in the data table include day, time, rainfall (luongmua) (mm), the time of rain (thoigianmua) (hour), and the
potential of landslide happening (nguycosatlo) (0 means there is no risk of landslide, 1 means there is a risk of landslide). This
research applied Egs. (1) and (2) to calculate the probability of a landslide as shown in Figs. 3 and 4.

The Panda library in Python was applied to read data from data files in a machine-learning model and then assign labels to input
data as presented in Fig. 5.

The training data for the machine learning model was collected in 9 months (May 2022 to February 2023) from the Vrain system
[23] at the rainfall measurement station in Quang Ninh. The total data points were 7296 as shown in Fig. 6.

Next, this research used the scikit-learn library in Python to create the Random Forest model, then divided the dataset into two
parts: The training part and the test part (80-20). n_estimators and random_state were set to 100 and 42, respectively as described
in Fig. 7.



V.-T. Nguyen, Q.-A. Nguyen and N.-K. Nguyen MethodsX 12 (2024) 102797

if rainfall > (Icanhbao[rainfalltime-1]):
nguycosatlo = 1
if rainfall < Icanhbao[rainfalltime-1]:
nguycosatlo = 0
data.append([hour.strftime('%Y-%m-%d'), hour.strftime('%H:%M'), rainfall,rainfalltime, nguycosatlo])

Fig. 3. Determine the risk of landslide.

= Al_TRAIN1.py @ Al_TEST.py File Data.py = data_train.csv
Plugins supporting *.csv files found.
Day, Time, luongmua, thoigianmua,nguycosatlo
2022-05-01,00:00,5.48,1,0
2022-05-01,01:00,3.01,2,0
2022-05-01,02:00,2.0,3,0

Fig. 4. File collected data.

# (d a1 + 1 n +hAr - £

data = pd.read_csv("data_train.csv")

X = data[["luongmua", "thoigianmua"]]
y = data["nguycosatlo"]

Fig. 5. Loading data to model.

After training the model, the test file was used to evaluate the performance of the model based on using indexes such as accuracy,
sensitivity, specificity, or F1-score to assess the model’s classification ability as presented in Fig. 8.

Accuracy: Accuracy is the percentage of the number of correct predictions to the total number of the data in the test set. This
index can be used to assess the overall performance of the model simply.

Marco avg: Marco average calculates the average value of Precision, Recall, and Fl-score across all classes by computing the
average of the values for each class without considering the number of data points in each class.

Weighted avg: Weighted average computes the average value of Precision, Recall, and F1-score based on the total number of data
points in each class, weighing the value of each class based on its presence in the dataset.

F1-score (F): This index is used to assess the performance of the model when precision and recall have the same value. This index
is calculated as described in Eq. (3).

2 X (P+R)

(P X R 3

Where P is the percentage of the number of true positive predictions to the total number of positive predictions. This index indicates
the model’s ability to accurately predict positive cases; R is the percentage of the number of true positive predictions to the total
number of positive data in the data set.

Data processing

A database is a collection of organized data related to each other, typically stored and accessed electronically from a computer
system. When databases become more complex, they are often developed using formal design techniques and modeling. This research
used Firebase, which is a real-time database service provided by Google, operates on the cloud platform. It helps developers quickly
develop mobile applications by simplifying interactions with the database. To connect the sensor system to the database, this research
utilized API (Application Programming Interface). API could provide access to one of its functions or utilities so it can exchange data
between specific applications.

The system’s API operates with the API Websocket protocol. This protocol supports communication between the client and the
server. The server can send callback messages to connected clients, making this type of API more efficient than API REST. A Web
API is a method used to allow different applications to communicate with each other by exchanging data back and forth. This data is
returned by the Web API in the form of JSON or XML through HTTP or HTTPS protocols. FireBase database has a token to connect
from the microcontroller as described in Figs. 9 and 10.
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» Backup_Data.py

= backup_data.csv

Plugins supporting *.csv files found.

e A

19 —
L7 ”

27/2/2023,21
27/2/2023,22
27/2/2023,23
28/2/2023,0:
28/2/2023,1:
28/2/2023,2:
28/2/2023,3:
28/2/2023, 4:
28/2/2023,5:
28/2/2023,6:
28/2/2023,7:
28/2/2023,8:
28/2/2023,9:

28/2/2023,10:
28/2/2023,11:
28/2/2023,12:
28/2/2023,13:
28/2/2023,14:
28/2/2023,15:
28/2/2023,16:
28/2/2023,17:
28/2/2023,18:
28/2/2023,19:
28/2/2023,20:
28/2/2023,21:
28/2/2023,22:
28/2/2023,23:

:00,1.58,3,0
:00,5.61,4,0
:00,0,0,0
00,1.64,1,0
00,4.2,2,0
00,3.43,3,0
00,3.96,4,0
00,5.93,5,0
00,3.58,6,0
00,0,0,0
00,5.28,1,0
00,4.85,2,0
00,2.27,3,0
00,6.26,4,0
00,4.63,5,0
00,5.96,6,0
00,1.67,7,0
00,5.18,8,0
00,0,0,0
00,5.39,1,0
00,1.92,2,0
00,2.49,3,0
00,3.39,4,0
00,3.97,5,0
00,0,0,0
00,6.69,1,0
00,0,0,0

Fig. 6. Data for training.

» File Data.py

= data_train.csv
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v

Install plugins

Ignore extension

2 A
p A i

Busc 3: Xay dung va huan luyén mé hinh Random Forest

26 model = RandomForestClassifier(n_estimators=100, random_state=42)

21 model.fit(X_train, y_train)
22 Class_count = Counter(y_train)

Validation of the method

Fig. 7. Create the model.

When the proposed system is connected to the internet, it can send the data to the cloud, including environment temperature,
humidity, soil moisture, rainfall, and the real-time location of the system (longitude and latitude). For example, this paper tested the

system at the location of (21.0047537, 105.8438662) as shown in Fig. 11.

5
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precision recall fi-score  support

0 0.78 0.81 0.79 1443

1 0.94 0.79 0.86 17

accuracy 0.79 1460
macro avg 0.87 0.80 0.83 1460
weighted avg 0.86 0.74 0.79 1460

Bao cao so luot du lieu huan luyen: 5836

Fig. 8. Performance of the model.

Canh-bao-ngap-lut-va-sat-io v

Project settings

General  Cloud Messaging  Integration  Serviceaccounts  Dataprivacy  Users and permissions

IManage service account eNMissions 2

O+ Firebase Admin SDK Database secrets

A\ Database secrets are currently and use a legacy
(generator. Update your source code with the Firebase Admin SDK.

Learn more 2

entication tokens using a legacy Firebase token generator. At least one
Learn more &3

Add secret
Database Secrets

canh-bao-sac-lo-dat-cefa ouFnYCCD5P1 duzyZexkaAyDhpNwATEBMGOhgECBJ D

Fig. 9. Token of database.

3 fine FIREBASE_HOST "canh-bao-sac-lo-dat-default-rtdb.firebaseio.com"
14 #define FIREBASE AUTH "ouFnYCCDS5Pl4uzyZcxkdAyDhpNwAfEBMGDhgéC8J™

Fig. 10. Connect from microcontroller.
Lum. 2y
v Station_1

Humidity: "82.00"
HumidityLand: "85°
KD: "21.0047537"
RainFall: "20"
Temperature: "31.80"

» Test

VD: " 105.8438662" B

Fig. 11. Data sent to the database.
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i ALLTRAIN1.py {= AI_TEST.py i File Data.py = data_train.csv = data_new.csv

Plugins supporting *.csv files found.

1 Day,Time, luongmua,thoigianmua,nguycosatlo
2 2/9/2023,0:00,5.3,14,0

3

17 #@In k&t qua du doan cho ngay thuw 31

18 print("Dyu doan nguy co sat 1& dat 24h tiép theo:")

19 print(y_pred_new)

20

21 if y_pred_new ==

22 print("Cé nguy co lat 13")

Services
P = T Y M+ "C:\Program Files (x86)\Microsoft Visual Studio\Shar
% ¥ P RunDashboard Dy doan nguy co sat 1& dat 24h tiép theo:
v & Python [1]

v @ Failed C6 nguy co lat 1o
= © File Data

~ (& Finished Process finished with exit code @

ALTEST

Fig. 12. Test system with high-risk data.

= AI_TRAIN1.py @ AI_TEST.py ~ File Data.py = data_train.csv = data_new.csv

Plugins supporting *.csv files found.

il Day,Time, luongmua,thoigianmua,nguycosatlo
2 2/9/2023,0:00,3.2,10,0
17 # In két qua dy dodn cho ngay thu 31

18 print("Dy doan nguy co sat 1& dat 24h tiép thed: &)
1 print(y_pred_new)

21 if y_pred_new == 1:
22 print("Cé nguy co lat 1&")

PR, DR

Services
P = - YA + "C:\Program Files (x86)\Microsoft Visual Studio\Shai
#% v P RunDashboard Dy doan nguy co sat 1& dat 24h tigp theo:
v @ Python [@! )

v © Failed Khong c6 nguy co lat 1&
= © File Data

v (& Finished Process finished with exit code ©

ALTEST

Fig. 13. Test system with low-risk data.
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Fig. 14. Test system in real life.

« Station_1
Canhbao: "1"
Humidity: "82.00"
HumiditylLand: "85"
Imuc1: "4.26"
Imuc2: "150"
KD: "21.0047537"
RainFall: "100"
Temperature: "31.80"

»  Test

vD: " 105.8438662"

Fig. 15. Final data is sent to the user.

After receiving data from the system, the machine learning model will evaluate the risk of landslides. Firstly, this paper tested
with high-risk data: rainfall is 5,3 mm and the time of rain is 14 h as presented in Fig. 12.

In addition, this paper tested with low-risk data: the rainfall is 3.2 mm and the time of rain is 10 h as shown in Fig. 13. Fig. 14
performed the working state of the device in real life and the analyzed data was sent to the user as illustrated in Fig. 15.

Conclusion

A landslide is a terrible disaster, early prediction of landslide phenomenon becomes an essential task to reduce consequences for
the humans and the economy. Using a machine learning model to automatically determine the risk of landslides can save time and
human resources but still get high performance. This paper proposed a method for monitoring and forecasting landslide phenomena
based on machine learning. The proposed method was effectively validated at the location of (21.0047537, 105.8438662) in Quang
Ninh, Vietnam.
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