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THE BIGGER PICTURE The surveillance economy in healthcare has become a commonplace tool to target
patient populations with ads on social media. Howmight sensitive personal health data be shared between
health diagnostics and/or services to patients and Facebook?What are the legal implications under existing
federal health privacy laws? This study’s methods take an infosec and coordinated disclosure approach to
health ad targeting on Facebook.

Proof-of-Concept: Data science output has been formulated,
implemented, and tested for one domain/problem
SUMMARY
In this study, we analyzed health-advertising tactics of digital medicine companies (n = 5) to evaluate varying
types of cross-site-tracking middleware (n = 32) used to extract health information from users. More specif-
ically, we examine how browsing data can be exchanged between digital medicine companies and Facebook
for advertising and lead generation and advertising purposes. Our analysis focused on companies offering ser-
vices to patient advocates in the cancer community who frequently engage on social media. We co-produced
this study with public cancer advocates leading or participating in breast cancer groups on Facebook.
Following our analysis, we raise policy questions about what constitutes a health privacy breach based on
existing federal laws such as the Health Breach Notification Rule and The HIPAA Privacy Rule. We discuss
how these common marketing practices enable surveillance and targeting of medical ads to vulnerable pa-
tient populations without consent.
INTRODUCTION

Digital medicine technologies offer convenience and can

improve outcomes for chronically ill patients navigating their

health journeys. An essential element for patients to adopt new

health technologies is trust4. By providing digital tools designed

to improve health, sometimes the most sensitive personal and

medical information is shared. Digital medicine apps and ser-

vices must maintain that trust by ensuring that all uses and pri-

vacy of personal health data are protected across the complex

technology ecosystem that these companies utilize.

In this study, we analyzed advertising and marketing tactics of

digital medicine companies (n = 5) to evaluate varying types of

cross-site-tracking middleware (n = 32) used to extract health in-

formation from users. More specifically, we examine how

browsing data can be exchanged between digital medicine com-
This is an open access article under the CC BY-N
panies and Facebook for advertising and lead generation to

target a specific patient population. The examples we analyzed

focused on companies offering services to patients in the cancer

community who frequently engage on social media. We co-pro-

duced this study with public cancer advocates leading or partici-

pating in breast cancer groups on Facebook.

The ways in which internet browsing data reveal facts about

health to advertisers can be deceptive when patients seek

knowledge on the internet. A ‘‘dark pattern’’ is a user interface

design that benefits an online service by nudging, coercing, or

deceiving users into making unintended and potentially harmful

decisions.5 ‘‘Privacy Zuckering’’ is a known type of dark pattern,

originally identified by Tim Jones at Electronic Frontier Founda-

tion in 2010. Privacy Zuckering happens when a user is tricked

into publicly sharing more information than a user really intended

to share.6 When this specific type of dark pattern is employed to
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elicit public data from patient populations online, one might

consider the sensitivity of health data involved. In the field of

health privacy and cybersecurity, when protected health infor-

mation (PHI) is leaked or stolen, the potential harms include

physical, economic, psychological, reputational, and societal

harms.7,8

With the explosion of social media over the past decade, on-

line communities of patients exist on social media platforms.

Health and pharmaceutical companies spent almost one billion

on just Facebook mobile ads in 2019.9 Patient populations

who have shared knowledge about their health by engaging on

social media have generated increasingly large marketing chan-

nels for digital medicine and pharma companies to target ads to

patient populations.10

Social media platforms like Facebook have become common

places for patients to seek support from their peers online, while

social media is filled with ads relating to health conditions.11 We

focus solely on Facebook’s ad model in this analysis and may

broaden it to other social media platforms in future studies. While

this analysis does not tie specific harms to dark patterns utilized,

examples of harmwhen publicly exposing health information can

include risk of discrimination, psychological harm, and exposure

to fraud or scams based on the health information shared. In a

broader context, inability to protect patients from such harms

may hinder adoption of life-saving diagnostics or digital medi-

cine interventions.

In this study, we focused on cross-site-tracking middleware

used by digital medicine companies within the cancer commu-

nity. We chose this focus because these tools may make can-

cer-patient populations vulnerable to online scams, medical

misinformation, and privacy breaches.7 The patient commu-

nities’ digital footprint expanded exponentially when patients

turned to social networks such as Facebook seeking support,

knowledge, and advice during a health diagnosis.10 Genetic-

testing companies offering cancer diagnostics, health services,

and patient communities can all become unwitting participants

in digital dark patterns when posting or engaging with ads on

Facebook.

We analyzed cancer-related health companies (n = 5) using

third-party cross-site-tracking tools to patients’ behavior be-

tween their own websites and Facebook. This process identi-

fied how companies are able to leverage Facebook’s health-

related ad targeting tools to generate data about cancer-pa-

tient advocates on social media as marketing leads. Our anal-

ysis showed that only 3 of the 5 companies did not comply with

their own policies or claims about privacy. Two of the 5 com-

panies, Ciitizen and Invitae, targeted ads but were consistent

with their privacy policies. Yet, all companies in our analysis

created digital footprints to enable ongoing tracking and sur-

veillance of patient populations on Facebook. Findings of

non-compliance were similar in a recent cross-sectional study

demonstrating that in an ecosystem of medical and digital

health or digital medicine apps available on Google Play, only

47% user data transmissions complied with each company’s

own privacy policies.11

The scope of this study focused on examples that may fit the

definition of Federal Trade Commission’s personal health re-

cord (PHR) vendor3 and also examples of CLIA-certified diag-

nostic testing laboratories that are likely HIPAA-covered en-
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tities.12 Some examples deal with PHI if they are HIPAA-

covered entities.13 Other examples may qualify as ‘‘PHR iden-

tifiable health information,’’ as defined by the Health Breach

Notification Rule. By following the reproduction steps, the com-

mon theme in examples we identify shows how each company

tracks patients off Facebook while targeting ads to reach pa-

tients on Facebook. Three of the 5 used third-party tools rei-

dentify patients as leads using common advertising tools.

These companies may have unknowingly exposed more about

the patient populations they serve through Facebook by

creating rich digital footprints of patient populations who

interact with their ads and services.

There are policy loopholes for the HIPAA Privacy and Security

Rules that disqualify certain companies, ‘‘HIPAA Covered En-

tity.’’ When generating data outside the digital walls of a

HIPAA-covered entity or ‘‘Business Associates Agreement,’’ pa-

tients are mostly on their own with respect to understanding how

companies utilize their personal and health data, especially when

asking questions about their health conditions on social media.

Despite the known gaps in regulation, end-user license agree-

ments remain the standard for eliciting consent for data use

with most digital toolsets and platforms, and patients are typi-

cally on their own in assessing the risks of using third-party mar-

keting tools.14 While utilizing similar marketing practices, the line

between ‘‘market’’ research and ethical human subject research

remains unclear when patient populations lack comprehensive

privacy regulation in the United States.
RESULTS

Through this study, we were able to demonstrate and repro-

duce how sensitive data flow from our examples of digital med-

icine vendors to Facebook through cross-site trackers or con-

tent delivery networks (CDNs). Some of those same vendors (2

out of 5) used services that target ads on Facebook in order to

reidentify users as marketing leads. Trackers and types of

CDNs passing data between Facebook and digital medicine

vendors varied widely. The common user experience may be

described as follows, although steps may vary by vendor and

user (Figure 1).

Step 1: User signs up for digital medicine app or genetic

testing and agrees to the company’s (i.e., the vendor’s) terms

of service.

Step 1a: Separately, the user creates an account on Face-

book or already has an established account.

Step 2: Vendors embed third-party tracker in a vendor’s

website.

Step 3: Multiple third-party trackers share Off-Facebook

Activity.

Step 4: Off-Facebook Activity from the vendor updates user

‘‘ad interests’’ algorithms on Facebook.

Step 5: Facebook’s predictive algorithms begin to promote

health-related ads to the user based on health interests.

Step 6: The vendor targets ads to users with specific health

interests and, in some cases, uses quizzes or sign-up forms

to enrich their lead data. Lead data are passed from Face-

book to the vendor’s customer relationship management

(CRM) system.



Figure 1. Process for enabling data to pass between digital medicine companies and Facebook
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While these steps vary in detail between participants who

shared their off-Facebook tracking, the remainder of this anal-

ysis will detail the examples of vendors where we have examples

of Off-Facebook Activity and ad targeting that did not match pri-

vacy policies and/or user settings. While Facebook does not

disclose how their proprietary algorithms predict health interests

about a user, further research is needed to understand how

health ad targeting is available based on data collected from

Facebook about users’ web-browsing behavior.

We outline specific examples where off-Facebook tracking

showed examples of digital medicine companies in JSON ar-

chives of participants. While this is a small sampling of a larger

population and digital ecosystem, these examples highlight

how cross-site tracking works when users navigate between

PHRs and social media while being tracked through web

browsing.
Figure 2. Color’s representation to users on coronavirus 2019 (COVID
Example #1: Color Genomics
One participant identified Color Genomics (also known as Color

Health) in their Off-Facebook Activity JSON files. Color Geno-

mics provides a DNA health report that analyzes up to 74 genes

that fall into 3 categories: 30 genes that impact risk for breast

(including the breast cancer genes BRCA1 and BRCA2), ovarian,

uterine, colon, melanoma, pancreatic, stomach, and prostate

cancers. Color Genomics is a CLIA-certified lab and a HIPAA-

covered entity.

With respect to privacy practices, Color states that they

require a user’s authorization before disclosing PHI formarketing

purposes in a notice datedMay 25, 2018, at the time of our study.

They represent to users that they do not rent, sell, or otherwise

use patient data (Figure 2). One participant noted their cookies

on Color’s website are turned off, which indicates that users

did not authorize sharing of information for advertising purposes.
-19) testing
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Figure 3. Summary of third-party trackers by company
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Using the reproduction steps outlined in experimental proced-

ures, we identified 3 cross-site trackers (Figure 3).

Notably, Color used Leadfeeder, which is a marketing solution

that enables companies to reidentify leads based on their visits

to a website and enrich the data without explicit consent from

users (Figure 4).15 From the Facebook ad side, we also looked

at trackers being used by Color when users click on their ads.

In one ad, the ‘‘shop now’’ button goes to the following URL,

providing data to a social advertising service called Nanigans

(Figure 5).16 Here is one example of an ad link passing from Face-

book to Nanigans, where we have redacted the IDs exposed

in the URLs: http://api.nanigans.com/target.php?app_id = [re-

dacted]&nan_pid = [redacted]&target = https%3A%2F%2F

home.color.com%2Ft%2Fstart%3Futm_source%3DFacebook

%26utm_campaign%3DProspecting_OC%26utm_medium%

3DROF%26utm_content%3Dvideo%26code%3DVAF6OM0J

MH%26%26nan_pid%[redacted]%26ad_id%[redacted].

As a third-party marketing service, Nanigans was acquired by

a data-analytics company called Sprinklr in 2019.17 Sprinklr pro-

vides a service to companies called Unified-CXM, which brings
4 Patterns 3, 100561, September 9, 2022
together user interests across platforms. For example, Unified-

CXM works across platforms to reidentify and join data about

users across social media platforms (Figure 6).18 We did not

have visibility into Color’s specific use of Nanigans, nor did we

receive a response during our disclosure process. The history

of ads that we originally analyzed were removed from Face-

book’s Ad Library during the disclosure process, sometime

before December 2021.

Example #2: MySupport360 and HereditaryCancer
Quiz.com
One participant identified MySupport360.com and Hereditary

CancerQuiz.com in their JSON files. These services are patient-

facing hereditary cancer awareness campaigns created byMyriad

Genetics that focus on three of the company’s genetic tests.

Myriad Genetics is a CLIA-certified lab that provides diagnostic

testing for cancer genetics. Myriad’s tests provide patients and

healthcare providers with insights into inherited cancer risk and

molecular features of cancer tissues and also has genetic tests

related to psychiatric drugs and other conditions. As a covered

http://HereditaryCancerQuiz.com
http://HereditaryCancerQuiz.com
http://HereditaryCancerQuiz.com
http://HereditaryCancerQuiz.com


Figure 4. Cross-site trackers for Color Ge-

nomics

Weuse other tracking technologies similar to cookies, such as

flash cookies, web beacons, or pixels. These technologies

also help us understand how you use our Services in the

following ways:

d ‘‘Flash Cookies’’ (also known as ‘‘Local Shared Objects’’

or "LSOs") to collect information about your use of our Ser-

vices. Flash cookies are commonly used for advertise-

ments and videos.

d ‘‘Web Beacons’’ (also known as ‘‘clear gifs’’) are tiny

graphics with a unique identifier, similar in function to

cookies. Web beacons are embedded invisibly on web pa-

ges and do not store information on your device like

cookies. We use web beacons to help us better manage

content on our Services and other similar reasons to

cookies.

d ‘‘Pixels’’ track your interactions with our Services. We

often use pixels in combination with cookies.

We generally refer to cookies, web beacons, flash cookies,

and pixels as ‘‘cookies’’ in this Policy.
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entity under HIPAA, Myriad’s lab, MySupport360, and Hereditary

CancerQuiz.com may or may not be covered by the FTC’s

breach-notification rules. TheMySupport360 site specifically pro-

vides consumers with tools to find genetic tests for the BRCA ge-

netic mutation and other genes without engaging directly with a

physician, yet they are a diagnostic lab covered by HIPAA.

Through our analysis from participants, we identified two in-

stances of Off-Facebook Activity as late as June 24, 2021, in

participant JSON files. The user did not provide written authoriza-

tion toMySupport360, HereditaryCancerQuiz.com, orMyriad Ge-

netics to disclose any information to Facebook for marketing, ad

targeting, or any other purpose. Myriad, the parent company of

MySupport360, showed targeted ads on Facebook in the form of

a ‘‘hereditary cancer quiz’’ to gather personal details about a per-

son’s health and family history. It is not disclosed to users that PHI

for hereditary cancer entered in the quiz or input formwill be used

as lead information for Myriad.

The adsweoriginally analyzed fromFacebook’sAdLibrary have

sincebeen removedwithout explanation. Thisexample came from

a specific user clicking on the hereditary cancer quiz link in the

following format: https://www.hereditarycancerquiz.com/?fbclid=

[redacted]_0AJ_[redacted].

Before ads were removed, when a user clicked on the ad from

Facebook to Myriad’s quiz, a parameter called ‘‘FBCLID’’ was

used as shown in the example above. FBCLID stands for Face-

book Click Identifier.18 Since mid-October 2018, a FBCLID has

been appended to all outgoing links in Facebook.

The software development kit (SDK) documentation from

Facebook on FBCLID indicates that data are gathered about

the user when clicking on an ad.19 For example, once the

FBCLID ID is created and passed to Crowdtangle, the landing

page quiz appears as if it is a public-health service, and this

health quiz passes personal health information to both Facebook

and Myriad Genetics as lead information.

Information collected in the quiz included the following:

d Date of birth

d Sex

d Are you of Ashkenazi Jewish ancestry?

HereditaryCancerQuiz.com also included some of

the more invasive trackers out of the examples we
identified and posted similar ads

by Myriad Genetics. For example,

HereditaryCancerQuiz.com was the only

example we identified with Facebook

Pixel installed directly on their website

(Figure 3). Further, we noted one custom

field being shared between Myriad and

Facebook. In legal and policy analysis,

we draw a comparison with the way

that Flo Fertility had shared custom fields

with Facebook. Given that custom fields

had been created for users, it would be
helpful for Myriad to disclose what type of data had been

shared.

Example #3: Invitae
Invitae is a CLIA-certified diagnostic testing lab that offers clin-

ical genetic tests. The company states the following:

Invitae’s mission is to bring comprehensive genetic informa-

tion into mainstream medical practice to improve the quality of

healthcare for billions of people. From day one, patients owning

and controlling their genetic data has been one of our core

principles.

Two participants showed Invitae in their JSON files in the

form of content views and page views on their website (Fig-

ure 7). However, Invitae is perhaps the most benign example

in this report compared with the others. Invitae transparently

discloses that they use cookies and clearly states that they

share information with advertisers. Invitae is a CLIA-certified

diagnostic testing company. Invitae’s privacy practices clearly

outline how cookies are used. Their cookie policy states the

following:
Patterns 3, 100561, September 9, 2022 5
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Figure 5. How Leadfeeder’s service reidenti-

fies patients

ll
OPEN ACCESS Article
At the time of this study, we identified five cross-site trackers

on Invitae’s main website (Figure 3). The majority of these mid-

dleware tools used cookies to improve operation of Invitae’s

site, not to specifically gather leads or reidentify website visitors

as leads. Invitae does not show ads targeted to users passing

through Crowdtangle. While page views passed to Facebook

do not reidentify patients as leads or pass custom fields to Face-

book, any users clicking on Facebook ads are then sharing infor-

mation with Facebook about their health interests. These ad

interests are then available for other companies to retarget the

patient on Facebook.

Example #4: Health Union
Participants identified ads for AdvanceBreastCancer.net in

their social media feeds but did not find cross-site activity in

their JSON files. These ads were run by a digital medicine ser-

vice called Health Union. Health Union states that their

online health communities provide support, information, and

a sense of connection across a variety of chronic health con-
Figure 6. Sprinklr and Nanigans Unified-CXM, used by Color Genomics
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ditions in oncology, immunology, neuro-

degenerative, genetic, and general

medicine.

Health Union’s business solutions are

targeted to pharma, marketing research,

and clinical trial services as their primary

customer to ‘‘enable companies to con-

nect and engage in transparent ways

with highly qualified people who interact

with our communities.’’ AdvancedBreast

Cancer.net is one of several online com-

munities run by Health Union. We identi-
fied five cross-site trackers or CDN’s in our analysis of

AdvancedBreastCancer.net (Figure 3).

Notably, we saw a disconnect between Health Union’s claims

about privacy and their activities. The company claimed on their

main page that they never sell health information without ‘‘spe-

cific permission to do so.’’ (Figure 8). However, Health Union’s

privacy policy stated that users must submit a request to opt

out the sale of information to privacy@health-union.com or visit

the Walt Disney Company’s privacy rights page (Figure 9). While

Health Union did not respond to us directly during the coordi-

nated disclosure process with Cert.org, the company updated

their privacy policy on December 28, 2021.

Example #5: Ciitizen
Ciitizen isaservice thatenablespatients toorganizehealth records

from multiple sources, such as different EHR systems.20 Ciitizen

was acquired by Invitae, example #3, in 2021.21] This is one of

the two more benign examples we analyze in our report. Ciitizen

disclosed in their privacy policy how they use cookies and

http://AdvanceBreastCancer.net
http://AdvancedBreastCancer.net
http://AdvancedBreastCancer.net
http://AdvancedBreastCancer.net
mailto:privacy@health-union.com
http://Cert.org


Figure 7. Example of cross-site tracking

from Invitae
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providedstatementsabout how theyshare informationwithadver-

tisers.Nocustomfieldswere identified in the JSONfilesof the par-

ticipants in our study, only views of web pages and content on

Ciitizen’s website. The data passed back to Facebook are shown

onlyascontent viewsonCiitizen’s service,which include thedates

that a patient viewed content on Ciitizen’s site. The ads we re-

viewed for Ciitizen in Facebook’s Ad Library have since been

removed from Facebook’s Ad Library and from JSON files. Yet,

any ads created by Ciitizen and other examples in this study

feed predictive algorithms to Facebook through cross-site

tracking, which enables retargeting of patients based on their

health interests. Notably, Ciitizen provided the most comprehen-

sive response to our initial report during coordinated disclosure.

In direct response to revelations in our report, both Ciitizen and

Invitae reported back that they took down Facebook’s ad tools.

Ciitizen is further assessing the impact of ad targeting tools they

are using on other social media sites.

Legal and policy analysis
At the time of this study, the FTC has not once enforced the

Health Breach Notification Rule since its creation in 2009.3
Both HIPAA-covered entities and health

services covered by the FTC will need to

evaluate these real-world examples that

may apply to enforcement of the FTC’s

Health Breach Notification Rule. There

are a range of questions to consider. Do

some of the examples in this study fit the

definitions in the Health Breach Notifica-

tion Rule? To what extent does information

‘‘managed, shared, and controlled by or

primarily for the individual’’ fit legal defini-

tions in this rule for different types of com-

panies outlined? Are general statements

about marketing practices in privacy pol-

icies sufficient ‘‘disclosure’’ for purposes

of the Health Breach Notification Rule?

Given the sensitive health information

exchanged between Facebook and

HIPAA-covered entities, does Facebook it-

self fit the legal definition of a vendor of

PHRs? Where do we draw ethical lines be-

tween market research and medical/

human subject research in this exploding

digital medicine ecosystem? What consti-

tutes a ‘‘breach’’ if patient data are com-

bined with existing information on other

platforms or if patients are tracked across

platforms?

We hope that our analysis provides

helpful insight on real-world data from

the perspective of these patient popula-

tions. Notably, Facebook announced in

November 2021 that they would be
removing all detailed ad-targeting endpoints for sensitive health

information.22

A recent FTC settlement with a digital medicine app called Flo

may serve as a legal precedent for the comparisons in our

study.23 In this FTC settlement, Flo handed users’ health infor-

mation out to numerous third parties, including Google, Face-

book, marketing firm AppsFlyer, and analytics firm Flurry.24

Notably, the Flo settlement did not include a violation of the

Health BreachNotification rule but rather was focused on decep-

tive statements to users, per section V of the FTC Act. One of the

key activities from Flo’s case was using CDN trackers to pass

custom fields about users’ menstrual cycles directly to Face-

book using custom fields. Based on our understanding of the

Health BreachNotification Rule, exampleswe share in this report

must meet the following criteria to qualify as a ‘‘breach’’:3

1. The business or service must ‘‘offer or maintain a personal

health record.’’

2. The PHR vendor’s terms of service and privacy disclo-

sures must disclose sharing of personally identifiable in-

formation with third parties.
Patterns 3, 100561, September 9, 2022 7



Figure 8. Example messaging to patients

from Health Union
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3. If unauthorized access to PHR identifiable health informa-

tion occurs, the PHR vendor must notify users of a breach.

Further research is necessary to enumerate ways that popula-

tions on the platform may have been targeted by malicious

actors, scams,andmedicalmisinformation through thesametools

and methods we have identified. It would be beneficial to investi-

gate how thesemiddleware options can be utilized to discriminate

against patientsandpotentially target large-scalepopulationswith

medical misinformation. Upon discovering health apps using

cross-site tracking, someof theadvocateswho reported their find-

ings that they felt ‘‘duped,’’ ‘‘exploited,’’ and ‘‘violated’’ after seeing

ways that digitalmedicine services and genetic testing companies

were tracking the cancer community’s Off-Facebook Activity.

DISCUSSION

Health privacy is a basic requirement in digital medicine for

reducing the abuse of power and supporting patient autonomy.8

We demonstrated that personal data and personal health data

can be easily obtained without the aid of highly sophisticated cy-

berattack techniques but with rather commonplace third-party

advertising tools. While privacy Zuckering dark patterns are

deceptive, it is not clear that companies in our study intended

to deceive their users. Nor is it clear the extent to which these

companies were aware how tools are feeding data about users’

health information to Facebook as they engage with ads.24

While tools we identified are not inherently good or bad,

applying commonplace advertising tools designed for social me-

diamarketing can expose sensitive health information in the form

of leads. These marketing tools reveal a dark pattern used to

track vulnerable patient journeys across platforms as they

browse online, in some ways unclear to the companies and pa-

tient populations who are engaging through Facebook.

While thedigitalmedicineecosystemreliesonsocialmedia to re-

cruit and build their businesses through advertising-related mar-

keting channels, these practices sometimes contradict their own

statedprivacypoliciesandpromises tousers.Aspreviouslystated,

the authors have disclosed findings through proper channels prior

to the submission of this work to allow each company time to

respondandnotifyusers if abreachoccurred.Wehope that thede-

tails around these vulnerabilities inspire deeper introspection into

the tools and tactics that PHR companies utilize to increase their

reach toward the patients they seek to serve and protect.

EXPERIMENTAL PROCEDURES

Resource availability

Code from this study is open source and provided by The Markup and Mozilla

Foundation and from https://github.com/the-markup/blacklight-collector and

https://github.com/EFForg/privacybadger.
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Lead contact

Further information and requests for resources should be directed to and will

be fulfilled by the lead contact, Andrea Downing (andrea@lightcollective.org).

Materials availability

This study did not generate new unique reagents.

Data and code availability

We co-created this analysis with patient advocates who are listed in our

acknowledgement section. Public patient advocates in the hereditary can-

cer community (n = 20) were invited to participate in co-production of this

research at a response rate of 50% (N = 10). These patient advocates

include a small sampling of the broader population. Specifically, public

metadata for hereditary cancer communities on Facebook consist of about

73 groups ranging in size from 36 to 13,000 people.1 Out of this population,

3 of the 10 participants were active administrators of at least one Facebook

support group for breast cancer. All participants were a member of at least

one breast cancer support group over a time period between 2008

and 2021.

Facebook has a tool in user settings that allows users to see companies

tracking browsing data in Off-Facebook Activity, which can also be down-

loaded into an archive of JSON files.2 The patient advocates who co-pro-

duced our data (N = 10) were asked to download their full Facebook ar-

chives as JSON files. Participants could also look at the data via

Facebook’s user interface using Off-Facebook Activity in their user settings

and provide screenshots. Each participant checked if they found digital

medicine apps in their Off-Facebook Activity JSON files and then verified

whether these users of PHR vendors or HIPAA-covered Entities had autho-

rized access to their data. In order to determine whether an individual

authorized access, we first analyzed each digital medicine company’s

cross-site-tracking tools.2 We then compared the tools each company

used with their privacy policies and applied the FTC’s September 2021

guidance on the Health Breach Notification Rule.3 As a final step, we

checked Facebook’s Ad Library to identify types of ads being run by

each company. We also examined how each ad’s URL passed data from

Facebook to third parties. From the 5 companies we identified in JSON

files, we identified 27 third-party CDNs.
Cross-site-tracking tools

Advertising cookies are text files that enable companies to build profiles of

user interests in order to target ads (Figure 3). Our method was to take the

following reproduction steps to identify digital medicine companies who use

advertising cookies to track users off of Facebook.

1. Download the full archive history of ‘‘My Facebook Information.’’

2. For each of their archives, we asked participants to specifically review

the audit log of your_off-facebook_activity.json.

3. Within this JSON file, we asked participants to provide the list of health

apps that appeared in their history.

4. We then took this list to check each vendor’s website for third-

party ad trackers. This can be done with any basic tool

such as Electronic Frontier Foundation’s Privacy Badger (https://

privacybadger.org) or The Markup’s Black Light Tool (https://

themarkup.org/blacklight).25,26

5. If third-party ad trackers were found, we checked the privacy policy to

see what was disclosed to users and whether that matched what

we found.

6. We checked Facebook’s disclosures to users about how PHI is shared

and how it is used.

https://github.com/the-markup/blacklight-collector
mailto:andrea@lightcollective.org
https://privacybadger.org
https://privacybadger.org
https://themarkup.org/blacklight
https://themarkup.org/blacklight
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7. As a final step, we checked Facebook’s Ad Library to check each

advertising history and the types of ads posted (Figure 3).
Coordinated disclosure and timeline

While the CDN and cross-site-tracking tools utilized in our study are commonly

used in digital advertising, 3 of the 5 digital medicine companies in our analysis

used third-party tools to reidentify or retarget users as marketing leads without

clear language in their privacy policies or authorization from users. Given that

our analysis uncovered examples that may qualify as a breach of personally

identifiable information either under HIPAA or the Health Breach Notification

Rule, a crucial step to our research was a coordinated disclosure with com-

panies involved. See legal and policy analysis to see the steps required to qualify

as a breach.

According to CERT.org, coordinated disclosure of a vulnerability requires

multiple stakeholders to analyze a vulnerability to be able to disclose it to the

public and provide guidance on how to mitigate or fix it.27 Vulnerabilities and

disclosures to impacted parties often follow unique paths where no two dis-

closures are alike. Through the process of coordinated disclosure, our goal

has been to work in good faith with various stakeholders and make sure

the vulnerability is addressed accordingly and that the correct information

reaches the public.

When attempting to locate coordinated disclosure policies for some

of the impacted companies, we were unable to find points of contact at

2 of the 5 companies to coordinate our findings. The companies we

analyzed only represented a small sampling of PHR vendors or genetic

testing companies, and it became apparent it would not be feasible to

reach out to thousands of other potentially impacted companies who target

ads. Therefore, we reached out to Cert.org to assist with multi-party disclo-

sure to impacted vendors. Cert.org provided guidance and helped navigate

coordinated disclosure to impacted companies.

Cert.org provided assistance to ensure we were following proper guidance

for coordinated disclosure in 2021.

d November 15, 2021: Attempted to locate points of contact for disclosure

at each company but realized that direct coordination would not be

possible. (Disclosure was not possible for some parties if their websites

did not provide a coordinated disclosure policy or a security point of

contact. Further, this study only analyzed a small sampling of 5 com-

panies, where impacted health vendors using these practices number

in the thousands.)

d November 24, 2021: Disclosure to BioISAC.

d December 1, 2021: Disclosure to Cert.org.

d December 10, 2021: Disclosure to Ciitizen and Invitae.

d December 13, 2021: Disclosure to Color Genomics.

d December 16, 2021: Submitted report to FTC.

d December 17th: Disclosure to Cert.org to request help with multi-party

disclosure.

d December 31st: One of 5 vendors (Health Union) updated their privacy

policies.
d January 2022: Invitae and Ciitizen responded to disclosure, initiating

investigation into third-party tracking tools.

d January 2022: Facebook removes all sensitive health ad targeting end-

points.

d February 6, 2022: Preprint of our study covered in Wired.

d March 8: Disclosure to Myriad Genetics when invited to join case

created by Cert.org.

d May 6, 2022: As of this date, third-party middleware for each company

in our analysis had either been removed by all companies or privacy pol-

icies have been updated by companies in this study.

Cert.org solicits and posts authenticated vendor statements and refer-

ences relevant vendor information in vulnerability notes. While one company

requested detailed notes, we did not provide JSON files of participants to the

companies involved in order to protect the privacy and user IDs of partici-

pants. Myriad Genetics provided specific changes to its policies as a result

of the findings, but it said that ‘‘no personal health information’’ from its

quiz products is used to target individuals and that it complies with Face-

book’s healthcare advertising policies. Color Genomics provided public

comment that it hasn’t actively used two of the cross-site trackers (Lead-

feeder and Nanigans).

During our coordinated disclosure, it is notable that Ciitizen and Invitae

were the only examples that responded to our disclosure and formally shared

that they were investigating the privacy of these third-party tools further.

While Ciitizen and Invitae showed only content views and page views in par-

ticipants’ JSON files, Ciitizen and Invitae responded by removing all social

media ad targeting tools to further assess the impact of these tools on their

users.
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