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The viral era
New biotechnologies give humans an unprecedented control over Nature and require appropriate
safeguards

Bernd Giese*

W e are entering a new phase in our

relationship with nature: after

mechanization, automation and

digitalization, a new era of autonomous

technical objects is dawning. The most

advanced of these technologies are charac-

terized by viral behaviour. The COVID-19

pandemic has again aptly demonstrated the

power of viral systems: not only because of

the SARS-CoV-2 virus’ ability to jump into

and rapidly spread among the human popu-

lation while wreaking havoc with human

societies, but also because some of the

vaccines developed against the virus are

themselves based on viruses. Both develop-

ments give us some ideas of the possible

impact of new biotechnologies that aim to

create artefacts with viral behaviour in order

to shape and control our natural environ-

ment. In this essay, the focus is on the use

of genetically engineered organisms and the

genetic manipulation of wild species. This

change has a more direct relationship to our

natural environment than autonomous soft-

ware artefacts such as computer apps or

digital viruses that “live” in their artificial

“ecosystems” of information-processing devices.

The development of artificial biological

systems will therefore require new methods

for monitoring and intervention given their

potential to autonomously spread within

natural ecosystems.

First steps

This change is not happening overnight nor

has it just begun. Biological control has been

used with great success, especially since the

late 19th century using naturally occurring

species to control or eradicate pests, weeds

or pathogens (van den Bosch et al, 1982).

However, even without genetic manipula-

tions, classical biological control has risks:

an exotic control agent introduced for pest

control can become a pest species in itself if

it is no longer under the control of its origi-

nal environment as happened with the intro-

duction of cats (to fight rodents) or the cane

toad to fight cane beetles in Australia. Since,

the field has gone through a learning process

and established strategies to avoid adverse

ecological effects. It also raised awareness

among scientists and the general public

about the critical implications of using living

organisms as autonomous objects.

......................................................

“Biological control has been
used with great success,
especially since the late 19th

century using naturally
occurring species to control or
eradicate pests, weeds or
pathogens. . .”
......................................................

The development of the sterile insect

technique (SIT) increased the power of

biological control and the depth of interven-

tion with natural species. SIT aims to control

insect pests by releasing large numbers of

preferably male individuals that are steril-

ized with radiation or chemicals. “Steril-

ized” in the context of SIT means that the

treated males still produce sperm, but the

majority of their eggs will not hatch. If a suf-

ficiently large number of sterilized males are

released over several years, the natural

population eventually collapses as females

find it increasingly difficult to mate with

propagable males. SIT was first applied in

the 1950s against the New World screw-

worm and has been successfully used to

eradicate this pest in the United States,

Mexico and Libya. A similar joint effort by

Guatemala, Mexico and the United States

under the Moscamed programme has also

prevented the Mediterranean fruit fly, a

major invasive pest of fruit and vegetable

crops, from moving north of Guatemala. SIT

is also being considered to eradicate disease-

transmitting mosquitoes in Europe and

North America.

However, the technique does have disad-

vantages. Radiation or chemical treatment to

sterilize the males also reduces their fitness

and thereby chance of mating. It therefore

requires releasing an enormous number of

sterile insects over several years to control

or eradicate the target population. Moreover,

in terms of induced genetic and phenotypic

changes, SIT is a rather imprecise method

that randomly damages the insects’ genome

and germline.

Sterile insect technique still represents an

era where chemistry and physics dominated

the technological approaches. The subse-

quent transgenic approach of “Release of

Insects carrying a Dominant Lethal” (RIDL;

Thomas et al, 2000) is more representative

of the new era of biotechnologies and the life

sciences. RIDL adopts the SIT strategy but

uses genetic engineering instead of radiation

or mutagenic chemicals to avoid random

effects on the genome. Since the first

releases in 2009–2010 in the Cayman Islands

to eradicate Aedes aegypti, the mosquito

vector of infectious diseases such as dengue

or Zika fever, further applications of RIDL

are being tested. Currently, a variant with

female-specific lethality against A. aegypti

(fsRIDL; Fu et al, 2010) is being released as
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part of a pilot study in the Florida Keys.

fsRIDL is specifically designed as a self-

limiting system the genetic “footprint” of

which should be lost over time with subse-

quent generations. Other applications target

insect pests such as the Diamondback moth

or the Mediterranean fruit fly.

Another version of SIT currently being

explored does no longer require genetic

modification but uses RNAi to inhibit the

expression of essential genes in the target

species. Recently, Leonard et al (2020)

showed that it is even possible to produce

RNAi through a symbiotic gut bacterium and

thereby kill Varroa mites, a devastating para-

site of honeybees. RNAi technology is also

used for another biological pest control strat-

egy called maternal effect dominant embry-

onic arrest (MEDEA). MEDEA is based on

selfish genes that naturally occur in flour

beetles; in pest control applications, it can be

used as a gene drive to spread traits that make

populations susceptible to suppression.

Gene drives

Synthetic gene drives represent another

qualitative revolution not only for popula-

tion control but also in terms of genetically

modified organisms (GMOs) because these

are deliberately designed to spread in wild

species (Simon et al, 2018). As MEDEA, they

have archetypes in selfish genes; the specific

molecular setup of a synthetic gene drive—

partially copied from naturally occurring

drives—enables a propagation of the drive

itself along with “cargo” genes within the

population even when these transgenes

represent a high fitness burden for their

carriers. Some elaborated types of synthetic

gene drives use homing endonucleases like

the CRISPR/Cas system to multiply them-

selves within the target genome and thereby

convert heterozygous individuals to

homozygous. Gantz and Bier presented the

experimental proof for their CRISPR-homing

drive under the telling label “mutagenic

chain reaction” (Gantz & Bier, 2015). Gene

drives pass themselves and their target

genes on the offspring of sexually reproduc-

ing organisms with a higher frequency than

the 50% normal Mendelian inheritance: it is

a technology for “cheating evolution”

(Champer et al, 2016).

Some of the applications currently under

development aim to suppress or eliminate

populations of disease vectors, pests and

invasive species. Others aim to spread a new

trait in wild species. Both strategies are

currently being pursued in the fight against

infectious diseases such as malaria. Another

development targets the vinegar fly Droso-

phila suzukii, an invasive crop pest native to

Southeast Asia that causes severe damage to

stone fruit and berries. In Australia and New

Zealand, gene drives have been proposed to

control invasive species such as rats, stoats,

possums, cane toads and other species that

harm agriculture and nature. Gene drives

have also been discussed as a means to

protect endangered species from pathogens,

such as birds from avian malaria.

Whereas the elimination of major plagues

would potentially require unlimited propa-

gation, control of invasive species could be

achieved with locally acting drives. At

present, however, it is not clear whether

gene drives can be controlled in any way to

prevent their spread and adverse effects

outside the intended location. In addition, a

spread to non-target species via horizontal

gene transfer or rare cross-species mating

events must also be considered, even if,

depending on the species, this probability is

very low.

Gene drives would clearly and profoundly

change the nature of pest control, and labora-

tory experiments indicate a very high

effectiveness in particular for gene drives

based on the CRISPR tool. If we assume that

such drives will also be successful in the

wild, their application represents an enor-

mous expansion of human intervention

possibilities. Many scientists are well aware

of this potential and call for careful selection

and control of its applications to avoid detri-

mental effects beyond their target species and

region (Esvelt & Gemmell, 2017).

......................................................

“If we assume that such drives
will also be successful in the
wild, their application
represents an enormous expan-
sion of human intervention
possibilities.”
......................................................

Virus-based approaches

A major limitation of gene drives is the fact

that they depend on vertical transmission

via sexual reproduction. Applications to

target rapidly reproducing insect species will

probably show effects after a few months or

a year, but in mammals such as rodents, it

may take several years to reach the majority

of individuals in a population.

Research is now underway to shorten the

time by exploiting virus-based technique to

spread transgenes horizontally. Virus-based

approaches have already been successfully

used for genome editing in plants: Ma et al

(2020) used a negative-strand RNA virus to

introduce the large expression cassette of

the endonuclease Cas9 and its guide RNA

(gRNA) into plant tissue for genome editing

even beyond the infection site. However,

these approaches are still confined to the

laboratory, as the technique uses Agrobac-

terium tumefaciens to infect the plant cells

with these viruses. The use of natural

vectors like aphids or cicada would theoreti-

cally enable the genetic modification of plant

populations on a much larger scale within a

few generations.

In 2018, Reeves et al (2018) discussed the

dual-use character of a research programme

that had received little attention so far:

the development of genetically engineered

viruses to alter crop plants outside the labora-

tory. They called this new type of mediated

genetic engineering “horizontal environmen-

tal genetic alteration agents” (HEGAAs).

Funded by the US Defense Advanced

Research Projects Agency (DARPA), three

research consortia were tasked to realize such

systems with the aim of “addressing national

security challenges in agriculture domesti-

cally and abroad” (DARPA, 2016). As

mentioned above, the key feature is to trans-

mit genetically engineered viruses via plant-

eating insects: this could enable a rapid

response to pathogens and pests, but also

increase drought or flooding tolerance of

plants within one growing season. Neverthe-

less, the self-propagating nature of the tech-

nology would also allow misuse as an

offensive weapon to destroy important crop

plants. One group of the consortium already

demonstrated a heritable effect in plants via

this path (Ellison et al, 2020). This approach,

however, still relied on Cas9 endonuclease

expression by the plant because it was not

possible to include the Cas9 gene in the virus.

Beyond horizontal gene transfer, the

number of applications for genetically modi-

fied viruses has grown in recent years. In

addition to virus-based human vaccines

against SARS-CoV-2, most developments

concern vaccines for livestock and pest

control and, potentially, wild species.
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Recombinant transmissible vaccines, geneti-

cally engineered chimeras of two viral

genomes—a harmless “vector” virus contain-

ing genes from a pathogenic virus—have

already been developed for wildlife and are

now being considered for use in humans.

Compared to attenuated live viruses, they

have the advantage that they cannot revert to

wild-type virulence. However, controlling

their autonomous spread to suitable recipi-

ents and the risk of mutations that could alter

their antigenic potential remains a challenge

(Bull et al, 2018).

......................................................

“Recombinant transmissible
vaccines, genetically engi-
neered chimeras of two viral
genomes [. . .] have already
been developed for wildlife and
are now being considered for
use in humans.”
......................................................

Implications of a viral age

If we consider SIT as a technology from the

pre-biotechnological era when physics and

chemistry shaped the character of technolo-

gies, RIDL already represents the age of

biotechnology and begins to unlock the

potential of the information age. Gene drives

and HEGAA now further make use of biotech-

nology and information technology to

advance our possibilities to control and

manipulate nature. The evolution from SIT to

RIDL to gene drives and virus-based tech-

nologies also means that less and less human

actions and labour are required to apply it.

Meanwhile, the increasing viral character

in the sense of autonomous action shows

similarities to information technology’s self-

replicating software and computer viruses as

well as communication via social networks

that enables messages to go “viral”. The dif-

ference to software autonomous agents is

that engineered viruses and gene drives leave

the artificial environment of technical infras-

tructures and act in the natural environment.

The hallmarks of the viral age are the

increased autonomy of means and a focus

on manipulating the genotype instead of the

phenotype. Indeed, we just begin to realize

the true relevance and power of information

as represented by the genotype; it enables

dematerialization, a distinctive feature of the

information era, and an increased autonomy

and invasiveness of its technologies. Instead

of producing, shipping and spraying pesti-

cides to control an insect pest at great cost,

we can now directly control a pest and/or

its host organism by releasing autonomous

agents that manipulate its genome. This

gives us a much more precise and far-

reaching influence on our natural living

environment, but these technologies have

also limited reversibility compared to infor-

mation technology, where deletion or refor-

matting remains as a last resort.

Information is power

Information has another key advantage: it

does not wear off. It is flexible and can be

easily and quickly adapted. Manipulating

the genotype allows infinite possibilities for

shaping the natural environment and, at the

same time, gives humans an unprecedented

power over nature. Whatever organism—

virus, prokaryote, animal or plant—it can in

principle be manipulated by accessing its

software in the same way as any other data-

processing artefact. Biology and biotechnol-

ogy now allow to remotely rewrite the code

that determines the shape and function of

the living world. And the living world in

turn becomes a gigantic system of interact-

ing Turing machines that invites us to

control them. In this way, gene drives and

HEGAA help to fulfil a central claim of

synthetic biology: the ability to shape nature

according to our specific needs.

......................................................

“Whatever organism – virus,
prokaryote, animal or plant –
it can in principle be manipu-
lated by accessing its software
in the same way as any other
data-processing artefact.”
......................................................

In the course of this, genetic modifi-

cations would leave the laboratory and

become self-perpetuating processes in the

wild (Simon et al, 2018). But modifications

in the wild require a systemic ecological

understanding of the target population and

its relationships with other elements of the

ecosystem, to be effective and avoid nega-

tive impacts. Moreover, the specific charac-

ter of genetic information presents some

difficulties: The genetic information sent

into the wild is not consumed like a

substance but may become unusable owing

to mutations. Furthermore, it might reach

only a limited part of the target population

due to naturally occurring genetic variations

in the target sequence. Additional problems

can arise from unintended directions of hori-

zontal spread in the case of virus-based

approaches that are not intended to be

inherited or vertically through hybridization

with closely related non-target species. Stef-

fen et al (2015), in their much-noticed publi-

cation on planetary boundaries, introduced

novel entities as another control variable for

which a safe operating space should be

defined, but their focus is mostly on pollu-

tion by synthetic chemical substances.

Under their term “modified life forms”, one

could include genetically modified organ-

isms, which do require much more attention

since genetic artefacts are both mobile and

able to reproduce. Even if the problems

caused by chemicals are still in the fore-

ground—due to the large quantities released

as well as their persistence and diversity—it

is to be expected that genetic artefacts of the

viral age will gain in importance.

Command and control

Autonomous genetic artefacts allow control

of living things and remote domestication of

wild species. But with the increased power,

efforts to control these technologies have to

increase as well. Systems of unprecedented

reach and power require correspondingly

potent means of control and containment.

Unless genetic artefacts contain a built-in

expiration date, control can hardly be

achieved without harnessing the potential of

living entities to be replicative and mobile.

Inherent containment by expiration dates

and release of secondary control agents are

the main control strategies.

......................................................

“Systems of unprecedented
reach and power require corre-
spondingly potent means of
control and containment.”
......................................................

To be effective, secondary control agents

must reach a certain number of individuals

to prevent the primary agent from spreading

further. Relying on natural evolution of resis-

tance to a gene drive would be largely unpre-

dictable, although drive-immune organisms
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may, over a few generations, replace individ-

uals with the original first drive if they

provide a fitness advantage. Another mean

for inherently limiting its spread is designing

gene drives with several elements that are

dependent on each other but are successively

lost over subsequent generations, such as

the “Daisy Drive” (Noble et al, 2019). Such

so-called split-drive systems separate the

transgenes necessary for the gene drive in

two parts, whereby only one part is inherited

as a gene drive and the other is correspond-

ingly lost. This split approach could also

prevent uncontrolled spread for virus-based

approaches to genome editing. However, the

question remains whether accidental recom-

bination of the separated parts can be

excluded to an acceptable degree. Further-

more, there is the possibility of recombina-

tion events between genetically modified

and naturally occurring viruses.

......................................................

“The key question is whether
our understanding of nature is
too simple to allow a compre-
hensive management of
ecological and socio-ecological
systems.”
......................................................

In synthetic biology, orthogonality—in

the sense of lack of interference—between

different systems or system components

is sought for new creations. Current

approaches to controlling gene drives also

aim for orthogonality, but at a higher level of

organisms, populations and species. To keep

information under control, orthogonality and

reversibility have to be guaranteed before

any releases. As with chemical substances,

where persistence and bioaccumulation are

reasons for concern, the same should apply

to genetic information released into nature.

Complementing the increasingly powerful

artefacts of the viral era requires creating

and constantly updating safeguards against

misuse and failure, such as we have created

for computer networks. However, any

control is necessarily bound by the limits of

our understanding of natural systems. The

key question is whether our understanding

of nature is too simple to allow a compre-

hensive management of ecological and

socio-ecological systems. The greater the

depth of intervention, the greater the need

for knowledge to be able to predict and

control the consequences of our actions

since we do not have the freedom for trial

and error like evolution has. Test runs as

with pesticides are not possible given the

self-propagating nature of the new autono-

mous techniques and the mobility of organ-

isms and seeds. The release of autonomous

genetic agents will therefore largely become

a major experiment in our environment.
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