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ABSTRACT

Objective: To describe a user-centered approach to develop, pilot test, and refine requirements for 3 electronic

health record (EHR)-integrated interventions that target key diagnostic process failures in hospitalized patients.

Materials and Methods: Three interventions were prioritized for development: a Diagnostic Safety Column

(DSC) within an EHR-integrated dashboard to identify at-risk patients; a Diagnostic Time-Out (DTO) for clinicians

to reassess the working diagnosis; and a Patient Diagnosis Questionnaire (PDQ) to gather patient concerns

about the diagnostic process. Initial requirements were refined from analysis of test cases with elevated risk

predicted by DSC logic compared to risk perceived by a clinician working group; DTO testing sessions with clini-

cians; PDQ responses from patients; and focus groups with clinicians and patient advisors using storyboarding

to model the integrated interventions. Mixed methods analysis of participant responses was used to identify

final requirements and potential implementation barriers.

Results: Final requirements from analysis of 10 test cases predicted by the DSC, 18 clinician DTO participants,

and 39 PDQ responses included the following: DSC configurable parameters (variables, weights) to adjust base-

line risk estimates in real-time based on new clinical data collected during hospitalization; more concise DTO

wording and flexibility for clinicians to conduct the DTO with or without the patient present; and integration of

PDQ responses into the DSC to ensure closed-looped communication with clinicians. Analysis of focus groups

confirmed that tight integration of the interventions with the EHR would be necessary to prompt clinicians to

reconsider the working diagnosis in cases with elevated diagnostic error (DE) risk or uncertainty. Potential

implementation barriers included alert fatigue and distrust of the risk algorithm (DSC); time constraints, redun-

dancies, and concerns about disclosing uncertainty to patients (DTO); and patient disagreement with the care

team’s diagnosis (PDQ).
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Discussion: A user-centered approach led to evolution of requirements for 3 interventions targeting key diag-

nostic process failures in hospitalized patients at risk for DE.

Conclusions: We identify challenges and offer lessons from our user-centered design process.

Key words: diagnostic errors, diagnostic safety, user-centered intervention design, electronic health records, acute care

Lay Summary

The purpose of this study was to develop, test, and refine requirements for electronic tools to improve the safety of the

diagnostic process in patients who are hospitalized based on input from users. Three tools were prioritized for development:

a new column in an electronic dashboard for clinicians to easily identify high-risk patients; a structured safety pause for clini-

cians to ensure that they have considered all diagnostic possibilities; and a questionnaire for patients to report their con-

cerns about the diagnostic process to clinicians. Initial requirements were refined through testing with clinicians and patients

individually, and in focus groups in which we used a storyboard to model how the interventions would work together. We

analyzed responses from participants to identify final requirements and possible obstacles for using these tools in actual

clinical practice. Final requirements included a mechanism to adjust risk estimates as new data emerged; flexibility for clini-

cians to conduct safety pauses with or without the patient present; and a way to ensure patients concerns about their diag-

nosis are reported directly to clinicians. These tools would need to be tightly integrated into the electronic health record so

that clinicians could easily access and use them to decrease risks and uncertainty for patients. Finally, we identified chal-

lenges and offer lessons from our experience that should be useful to others.

BACKGROUND AND SIGNIFICANCE

Diagnostic errors (DEs), defined as “failure to (a) establish an accu-

rate and timely explanation of the patient’s health problem(s) and

(b) communicate that explanation to the patient”, are common in

US hospitals and often lead to preventable harm.1 DEs likely explain

22% of paid malpractice claims in the acute care setting.2,3 Emerg-

ing data based on use of validated instruments (eg, Safer Dx) suggest

that the rate of harmful DEs is between 5% and 7% in patients

transferred to intensive care or readmitted.4,5 Using the Safer Dx

instrument adapted for acute care, our preliminary data suggest that

the incidence of harmful DEs is 6.7% in a cohort of patients hospi-

talized on the general medicine service.6 These DEs were frequently

associated with failures in several diagnostic process domains,

including initial patient-provider encounter and assessment; diag-

nostic test ordering, performance, and interpretation; diagnostic

information and follow-up; and subspecialty consultation.7

Singh et al. have recommended a “Safety Dx Checklist”

approach to prioritizing and refining practices for mitigating DEs;

most checklist items were directed at improving organizational

accountability, case surveillance, measurement, and improving

processes.8 To date, technique-based interventions (changes in

equipment, procedures, and clinical approaches), system level

technology-based tools (clinical decision support for diagnosis9–13),

and structured process changes (feedback loops or additional stages

in the diagnostic pathway) have been studied most often.14,15 Edu-

cational initiatives and cognitive interventions16–21 and personnel

changes (additional or fewer healthcare members) have potential as

well, but have not been rigorously studied.14,15 These interventions

have been tested via case simulations10,11,17–19,22 and are usually

limited to emergency20 or ambulatory settings,16,21,23 where DE

rates have been better characterized.14,15,24

These prior efforts have had variable effects on improving diag-

nostic safety for several reasons. First, few have incorporated knowl-

edge gained from analyzing actual cases of DEs that led to harm. A

systematic approach to analyzing failures in the diagnostic process is

an important first step as it would enable the identification of the

most frequent cognitive, systems, and patient factors contributing to

harmful DEs which then could be targeted for intervention develop-

ment.25 Second, none have employed a user-centered approach to

refine intervention requirements to ensure maximal use, usefulness,

and usability by clinicians and patients. Third, few interventions

have been tested in complex clinical settings to characterize poten-

tial barriers and facilitators prior to implementation.15

OBJECTIVE

The purpose of this study was to describe a user-centered approach

(Figure 1) to develop, pilot test, and refine initial clinician and

patient requirements for 3 electronic health record (EHR)-integrated

interventions that address common and impactful diagnostic process

failures to mitigate DEs from occurring in hospitalized patients in

real time.7,25

MATERIALS AND METHODS

Overview and prior work
As part of our Agency for Healthcare Research and Quality

(AHRQ)-funded Patient Safety Learning Lab study, our interdisci-

plinary team adapted the modified DE and Evaluation Research

(DEER) Taxonomy for acute care by mapping 44 specific diagnostic

process failures to 6 Safer Dx process dimensions (Table 1, first col-

umn).25–29 Of note, healthcare communication and collaboration

was added to the original 5 Safer Dx dimensions based on recom-

mendations from our steering committee.25,29 Based on an in-depth

analysis of a cohort of cases with DEs using this framework,25,29

our systems engineers identified common and impactful diagnostic

process failures (eg, failure or delay in ordering needed tests) at our

institution that would serve as potential targets of intervention

within the corresponding Safer Dx dimension (eg, diagnostic test

performance and interpretation).25,29

Setting and participants
This study was approved by the Mass General Brigham Institutional

Review Board and was conducted at Brigham and Women’s
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Hospital, an academic medical center in Boston, MA. Eligible par-

ticipants included English-speaking patients hospitalized on the gen-

eral medicine service and hospital-based clinicians (registered nurses

[RN], advanced practice providers [APPs], medical residents, and

attendings) caring for these patients. Clinicians had access to our

commercial EHR (Epic Systems, Inc., Verona, WI) and previously

developed EHR-integrated digital health applications.26,30–36 This

infrastructure included our Quality and Safety Dashboard (Figure 2),

a custom-developed, extensible, and configurable application that

applies logic to EHR data retrieved from application programming

interfaces (APIs) to flag patients at low, medium, and high risk for

certain hospital-acquired harms.26,30–32,37 For example, risk for

catheter-associated urinary tract infections can be quickly visualized

via a “Urinary Catheter” column.

Potential interventions
Broad clinician and patient needs pertaining to each Safer Dx

dimension were identified from local context, clinician stakeholders

practicing on the general medicine services, and patient advocates,

as in our prior work.26,30–34,38,39 These user needs served as our ini-

tial requirements. Next, we searched the literature and assessed the

available infrastructure at our institution to compile a comprehen-

sive list of interventions (Table 1, fourth column) that could both

satisfy initial user requirements (Table 1, second column) and pre-

vent key diagnostic process failures (Table 1, third column) identi-

fied at our institution.7,25,29

Prioritized interventions
An expert panel of 12 individuals (core study team and steering

committee) prioritized 3 of the 20 interventions (Figure 2) for proto-

typing, development, and testing. These 3 interventions were chosen

based on organizational, technical, and study requirements, includ-

ing alignment with concurrent quality, safety, and educational ini-

tiatives; feasibility of rapidly extending or enhancing these tools

based on user feedback; the likelihood of approval by emerging digi-

tal health governance bodies within our study’s implementation

timeframe; and the ability to facilitate other interventions.26,33

•Review literature and prior studies
•Assess local context
•Obtain input from clinician stakeholders, pa�ent advocates

Iden�fy Ini�al User
Needs & Requirements

Across Safer Dx
Dimension

•Target one or more key diagnos�c process failures
•Align with organiza�onal goals
•Meet technical feasibility requirements
•Address ini�al user needs and requirements
•Can rapidly extend or enhance based on user feedback
•Have high likelihood of approval by digital health governance

Catalog & Priori�ze
Poten�al Interven�ons

•Create visual logic trees for risk stra�fica�on and evaluate
against clinician assessed risk based on validated tools
•Assess external landscape to iden�fy per�nent risk factors
and similar tools (e.g., structured safety pause)
• Examine emerging literature for assessing pa�ents’
understanding of their diagnosis

Develop & Test
Priori�zed

Interven�ons

•Test working prototypes with end-users and stakeholders in individual and
group se�ngs, and obtain and analyze feedback
•Run EHR-integrated tools in “silent” mode for preliminary valida�on
•Use storyboarding to illustrate how individual interven�ons work as an
integrated system, and obtain and analyze feedback

Analyze Feedback,
Refine Requirements,
Iterate Prototypes

Figure 1. User-centered approach for developing, testing, and refining diagnostic safety interventions.
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Table 1. Potential interventions that satisfy initial user requirements and address common and impactful diagnostic process failures

Safer Dx process dimension Example of initial user requirement Example of DEER diagnostic process failures Potential interventionsa

Patient-provider encounter and ini-

tial diagnostic assessment

Clinicians want to easily access all previously collected

data when prompted, including out-of-network

information

Failure or delay in providing or eliciting a piece of his-

tory data

Epic care everywhere

Quality and safety dashboard

Diagnostic Time-Out

“MyLife, MyStory”

Diagnostic test performance and

interpretation

Clinicians want to be aware of the pre-test probability

of disease and the likelihood that a test would

increase or decrease post-test odds

Failure or delay in ordering needed test(s) Best Practice Advisory (BPA)

Diagnostic Time-Out

Subspecialty consultation Clinicians want to be able to rapidly obtain subspecialty

expertise when risks are high or uncertainty persists

Failure or delay in ordering a referral or consult Quality and safety dashboard

Diagnostic Time-Out

Best Practice Advisory (BPA)

Follow-up and tracking of diagnostic

information

Clinicians want to identify the conditions and clinical

states at high risk for deterioration

Failure or delay in recognizing or acting upon urgent

condition or complications

Smart Notification Platform

Best Practice Advisory (BPA)

Deterioration Index (Epic)

Automated Hospital Principal Prob-

lem (HPP) Documentation

Patient factors Patients want to be able to participate in the diagnostic

process

Clinicians want to know when patients are not receiv-

ing adequate explanations about their plan

Failure to communicate an accurate and timely explan-

ation of the patient’s health problem(s) to the

patient/caregiver

Patient Diagnosis Questionnaire

Patient Portal

Diagnostic Time-Out

Healthcare team communication and

collaboration

Clinicians want to ensure that key care team members

understand why the patient was admitted and the

plan

Failure or delay in communicating initial encounter and

assessment findings between healthcare team

members

Diagnostic Time-Out

Digital Communication Tools

aPotential intervention candidates based on organizational, technical, and study requirements addressing initial user requirements (bolded items, our prioritized interventions, were fully developed and tested):.

Quality and Safety Dashboard: Clinician-facing platform that uses EHR data to calculate safety risks across a variety of domains (pressure injuries, falls, venous thromboembolism, delirium, foley catheter, and central

lines) by clinical unit or team. HPP Documentation and Deterioration Index were incorporated into the dashboard.

Diagnostic Time-Out (DTO): A structured checklist prompting clinicians to pause and reevaluate the working diagnosis.

Automated Hospital Principal Problem (HPP) Documentation: Application programming interface (API) to automatically extract and update the HPP based on clinical note documentation at the time of admission and

subsequently during hospitalization.

Patient Diagnosis Questionnaire (PDQ): A web-based survey for patients to report their understanding of the diagnosis and satisfaction with care team communication.

Deterioration Index (Epic): Probabilistic model using EHR data to predict clinical deterioration during hospitalization.

Digital Communication Tools: Secure, patient-centered care team messaging, and collaboration integrated with the EHR.

Smart Notification Platform: A rules-based notification platform that uses “If-This-Then-That” logic (eg, if hemoglobin <6, then send a page to responding clinician).

Best Practice Advisory (BPA): A pop-up that could be configured to apply Bayes’ theorem based on EHR data advising clinicians about the pre-test and post-test probability of certain condition-specific safety risks (eg,

sepsis, pulmonary embolism, etc.).

Other interventions: “MyLife, MyStory”,40 Epic Care Everywhere, enterprise patient portal, laboratory test alerts, condition-specific monitoring using patient-reported outcomes, order templates, consultation alert,

structured hand-off tool, virtual meeting room, care process adaptation to involve patients in bedside rounding discussions, clinician decision support to suggest alternative diagnoses (eg, DxPlain) or corrective actions.13
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The first intervention was a new Diagnostic Safety Column

(DSC) in the Quality and Safety Dashboard, enhanced to enable

clinicians to view curated information from the EHR to visualize a

patient’s risk of DE in real-time, navigate to and update specific

structured EHR documentation (flowsheet, problem list, etc.), and

access patient-reported data submitted via web-based question-

naires. Because the Quality and Safety Dashboard was tightly inte-

grated with the EHR, the DSC could be enhanced to facilitate

Hospital Principal Problem (HPP) Documentation in the EHR’s

problem list via a hyperlink, and access to the EHR’s Deterioration

Index. The second intervention, a Diagnostic Time-Out

(DTO), was a short checklist based on the concept of a safety

pause,20,21,41–43 providing clinicians a structured process to address

diagnostic uncertainty and rethink the primary working diagnosis.

The third intervention, a Patient Diagnosis Questionnaire (PDQ),

was a web-based survey assessing patients’ perceptions of their

Figure 2. Prioritized interventions across Safer Dx process dimensions.

Table 2. Diagnostic error risk state, initial logic, communicated actions

Risk state Initial logic Actions communicated to clinicians

Green Risk Score <2 Get input from patients and care team members, re-assess the primary working diagnosis as appropriate

Yellow Risk Score between 2 and 5 At risk for diagnostic error, consider a diagnostic time-out

Red Risk Score >5 At risk for diagnostic error. Take a diagnostic time-out and reconsider the primary working diagnosis

Risk factors identified from the literature5,45–48 and our case cohort analysis6,25,29 include:

• Altered mental status, Delirium, Dementia, Depression, Bipolar, Psychosis, or End-Stage Renal Disease on EHR Problem List
• Primary language not English
• 3 or more subspecialty consultants
• Inter-hospital transfer
• 2 or more outpatient visits within 10 d prior to admission
• A prior hospitalization within 7 d of index hospitalization
• Emergency department visit for undifferentiated sign or symptom within 10 d of admission
• 1 daytime responding clinician and 1 attending change, or 3 or more different attendings in last 72 h
• New or increasing oxygen requirement
• 2 or more blood gases (arterial or venous) resulted within 24 h
• High risk for clinical deterioration based on Epic’s deterioration index

JAMIA Open, 2023, Vol. 6, No. 2 5



diagnoses and satisfaction with communication by the care team

about the diagnostic process early during hospitalization.44 The 3

interventions (Figure 2) spanned all 6 Safer Dx diagnostic process

dimensions and targeted 16 out of 44 DEER failure points that rep-

resented common and impactful diagnostic process failures identi-

fied in hospitalized patients at our institution.7,25,29

Development and testing of prioritized interventions
Diagnostic safety column

The DSC was designed with the intent of identifying patients at risk

for DE (Table 2) based on patient, clinical, and system factors iden-

tified from the literature5,45–48 and preliminary analysis of a DE case

cohort at our institution.6,25,29 By identifying at-risk patients, the

DSC could then suggest actions to clinicians (such as recommending

a DTO) to mitigate DEs from occurring in these specific patients.

We used expert consensus and our prior analysis of diagnostic proc-

ess failures to define initial logic (Table 2) to stratify patients into

low (green), moderate (yellow), or high (red) risk states. The DSC

logic was modeled as follows: DE Risk Score ¼ X1 þ X2 þ X3 þ X4

. . . þ Xn, where Xn represents baseline risk factors. Based on this

logic, our software development team generated an initial functional

prototype of the DSC, which we released into our EHR’s production

environment in “silent mode” (ie, accessible only to the study team

but not clinicians). This enabled our team to test the initial logic dur-

ing weekly case review sessions using live data from hospitalized

patients.

Over an 8-week period, we used the EHR to identify 1–2 test

cases per week based on actual patients who were admitted to the

general medicine service with an undifferentiated symptom (eg,

abdominal pain) entered as the HPP. We tracked the DSC flag status

(predicted risk state) for each test case over the course of hospitaliza-

tion and recorded pertinent clinical information from the EHR.

Summarized data were presented to our clinician working group

(JLS, AKD) who had expertise in hospital medicine and evaluating

the diagnostic process using the Safer Dx instrument to assess the

likelihood of DE.6,7,25,29 The clinician working group determined

whether the DSC correctly or incorrectly flagged patients at the

appropriate risk state based on the initial logic and expert clinical

judgment. Iterations to the logic were made based on issues identi-

fied from analysis and discussion of each test case. We focused on

cases in which DE was perceived as likely but the risk state was

“green”, and those in which DE was perceived as unlikely but the

risk state was “yellow” or “red”.

Diagnostic time-out

A preliminary version of the DTO was modeled after a structured

safety pause used for other high-risk processes such as surgery and

discharge.41,49 Our goal was to encourage clinicians to reconsider

the primary working diagnosis for patients with an uncertain admis-

sion diagnosis (undifferentiated symptom, sign, or clinical state

from the HPP) or who had 2 or more DE risk factors (Table 2). We

first reviewed existing instruments and mapped their content to cor-

responding diagnostic process failures within each Safer Dx process

dimension.20,21,43 Next, we identified gaps in these instruments and

generated an initial prototype targeting key diagnostic process fail-

ures.7,25,29 Risk factors reported in the literature and common cog-

nitive biases encountered by clinicians were included.4,5,45,47,50,51

Finally, we presented an initial prototype of the DTO to clinical

stakeholders and subject matter experts and incorporated their

input. We tested the working prototype with clinicians (MDs, APPs,

and RNs) and solicited feedback during testing sessions. The work-

ing prototype was iterated between each session based on analysis of

feedback.

Patient diagnostic questionnaire

An initial prototype of the PDQ was designed to assess patients’

understanding of their diagnosis, aligning with the “Patient Experi-

ence” Safer Dx process dimension.27 Initial questions were based on

literature examining the role of suboptimal patient-clinician com-

munication as a contributing factor to DEs52 and incorporated input

from our systems engineers, human factors experts, and patient

advisors. After initial cognitive testing to ensure each question’s

wording conveyed the intended meaning, we conducted a 4-week

pilot in which a research assistant (AJG) administered the question-

naire to patients admitted to the general medicine service within the

preceding 24 h.44 For all patient participants, we recorded responses,

elicited feedback about wording of questions, and discussed percep-

tions of communication with their clinicians regarding the diagnos-

tic process. We observed clinical unit workflow to identify optimal

times to administer the questionnaire and relay feedback to the care

team. Based on our analysis of input, feedback, and observations,

we iterated questions and identified strategies for incorporating the

questionnaire into workflow.

Integrated intervention

We conducted focus groups, first with the research team to identify

gaps in functionality, and then with clinicians (MDs, APPs, and

RNs) and patient advisors to understand the perceived value of the

interventions when integrated into clinical workflow. We created

storyboards to illustrate how the 3 interventions functioned together

(Supplementary Appendix S1). The storyboards were used by our

Human Factors expert (PG) to lead a semi-structured discussion

with participants to identify potential facilitators and barriers for

implementing the interventions into clinical workflow. All sessions

and feedback were recorded.

Mixed methods analysis
For the DSC, descriptive statistics were used to determine the pro-

portion of sampled test cases that flagged concordantly to the risk

state perceived by clinician working group based on chart review.

For the DTO, key issues were identified from analysis of feedback

from clinicians and confirmed by the study team using a group con-

sensus approach. For the PDQ, descriptive statistics were used to

quantify questionnaire responses, and a 2-clinician adjudication

process (AKD and JLS) was used to rate concordance between

patient-reported diagnosis and the HPP entered in the EHR’s prob-

lem list at admission. For the integrated intervention, 2 research

assistants (AJG and HF) independently coded focus group tran-

scripts in Excel (Microsoft, Inc.), extracted quotes, and generated

common categories for implementation facilitators and barriers. A

group consensus approach was used to confirm major themes and

identify additional requirements for implementation.

RESULTS

Diagnostic safety column

Of the 10 test cases sampled for review by our clinician working

group, the DSC logic correctly flagged the patient perceived as hav-

ing moderate or high risk for DE in 7 (70%) cases, based on prede-

fined DE risk states (Table 2). In 6 (60%) cases, the risk state did
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not change over the course of hospitalization despite expert

clinician consensus suggesting increasing DE risk based on chart

review. For example, in a case of a 65-year-old male admitted

with abdominal pain who deteriorated and expired during a 12-day

hospitalization, the clinician working group determined that a flag

color change from low risk (green) to elevated risk (yellow or red)

was warranted given the persistence of an undifferentiated symptom

for the HPP (reflecting diagnostic uncertainty) and objective clinical

evidence of deterioration (patient did not respond to initial

treatment).

Based on similar findings from analysis of all other test cases, a

decision was made to add configurable parameters (Supplementary

Appendix S2: DSC) to the initial logic to address emerging require-

ments. These requirements included: (1) incremental contribution of

undifferentiated diagnoses (eg, ICD-10 “R” codes for undifferenti-

ated signs or symptoms) to DE risk if present for more than 24 h

into admission; (2) a mechanism to add risk factors acquired during

hospitalization based on newly available EHR data (multiple consul-

tation orders, poor lactate clearance, certain laboratory tests (arte-

rial blood gases), and low-frequency studies (electroencephalogram)

requiring complex interpretation); (3) ability to add EHR prediction

models (Epic’s Deterioration Index) that were concurrently being

released into production during our study’s timeline once retrievable

via enterprise APIs; and (4) a mechanism to assign each risk factor a

configurable weight based on findings from concurrent research

(multivariate analyses and regression modeling). These additional

requirements would ensure that new clinical data that became avail-

able during hospitalization would contribute to the overall DE risk

score, in addition to the baseline risk factors (Table 2).

The final logic for our prediction algorithm was modeled as fol-

lows: DE Risk Score ¼ a1X1 þ a2X2 þ a3X3 þ a4X4 . . . þ anXn,

where Xn represents baseline risk factors and in-hospital clinical fac-

tors retrievable from the EHR via our enterprise APIs, and an repre-

sents the coefficient (weight) of each independent variable. See

Supplementary Appendix S3 for final DSC logic.

Diagnostic time-out

The initial DTO prototype was tested with 18 hospital-based clini-

cians (MDs and APPs) during eight sessions conducted over a 4-

week period. Modifications (Supplementary Appendix S2: DTO)

made in response to observations of, and feedback from clinician

participants primarily included decreasing the number of steps and

communicating flexibility for conducting the DTO inside or outside

of patients’ rooms. The final DTO (Figure 4) had 5 steps, each with

1–2 sub-bullets, and took approximately 2–3 minutes per simulated

Figure 3. Three interventions functioning as an EHR-integrated system to improve diagnostic safety.
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case. Overall, participants perceived that the DTO would be useful,

leading clinicians to consider additional history, testing, and diag-

nostic possibilities (correlating with key steps in the diagnostic proc-

ess) when confronted with diagnostic uncertainty and/or risk factors

for DE.

Patient diagnosis questionnaire

Of 78 patients approached, 39 patients (50%) agreed to complete

the PDQ; the remainder were unavailable (eg, off-unit, approaching

discharge). Of 39 participants, 22 (56.4%) answered yes to all ques-

tions (had no concerns); 29 (74.4%) were confident about their

diagnoses; and 32 (82.1%) affirmed that they had enough informa-

tion to be involved in shared decision-making. The patient-reported

diagnosis was concordant with the HPP entered in the EHR in 18 of

39 (46.2%) cases. Analysis of input and feedback from patients,

clinicians, and research team consensus identified issues which led

to modifications to initial requirements. These modifications

included adapting the PDQ to facilitate patient access and integrat-

ing PDQ responses with the DSC to communicate patients’ under-

standing of their diagnosis as well as other concerns to the clinical

team (Supplementary Appendix S2: PDQ). The final, 11-item ques-

tionnaire (Table 3) assessed patients’ understanding of their admis-

sion diagnosis and confidence that it was correct; whether all

symptoms were being addressed; satisfaction with care team

communication about their diagnosis; and involvement in shared

decision-making.

Interventions as an EHR-integrated system to improve diagnostic

safety

Figure 3 and Supplementary Appendix S1 illustrate how the 3 inter-

ventions function as an EHR-integrated system to improve diagnos-

tic safety which hospital-based clinicians could use as part of

existing workflows (eg, morning rounds, afternoon sign-out

rounds). For example, during afternoon sign-out rounds, the clinical

team could systematically review the Quality and Safety Dashboard

(A) directly from the EHR to identify patients at risk for DEs (using

the DSC) as well as other hospital-acquired harms (using other col-

umns). Clicking yellow or red flags would display patients’ individ-

ual risk factors and suggest potential actions. These actions include

clicking a hyperlink in the DSC to review the PDQ (B), completed

by patients on their mobile device, a bedside nurse, or research staff

members on the patients’ behalf early during admission. By clicking

a hyperlink in the DSC, clinicians could also “walk through” the

DTO (C) procedure in a pop-up window. They could also access

and view the 5-step procedure independently on the DTO mobile

app (which also provides a link to a clinician diagnosis support tool,

DxPlain)13 or a laminated pocket card (Figure 4). A checklist icon

on the DSC would identify patients who complete the PDQ,

DIAGNOSTIC TIME-OUT

Complete for pa�ents with risk factors for diagnos�c
error (see reverse) either in or out of the room.

1. Name the primary working diagnosis.
• Could the pa�ent have a different understanding of this
diagnosis?

2. Iden�fy what does and doesn’t fit with the
primary working diagnosis.
• Are there unexplained signs and symptoms, unexpected
responses to treatment, and/or discrepancies with test results?

3. Discuss alterna�ve diagnoses.
• Could there be a varia�on of a common disease, mul�ple
diagnoses, or a complica�on of treatment?

• Have “don’t-miss” diagnoses been ruled out?

4. Iden�fy poten�al gaps in the diagnos�c process
and consider changes to the plan.
• Revisit historical and clinical data with pa�ent,
family caregiver(s), and providers.

• Consider possible changes to the diagnos�c plan
(e.g., addi�onal tests or studies).

5. Communicate diagnos�c uncertainty.
• Assess whether the pa�ent understands and agrees with the
diagnos�c possibili�es and plan.

• Update EHR documenta�on to communicate diagnos�c
uncertainty as well as the current diagnos�c thought process.

When to Consider a Diagnos�c Time-Out
• Mul�ple ambulatory visits prior to admission, early readmission

• Limited history or physical exam (altered mental status, language barrier,
isola�on precau�ons)

• Undifferen�ated symptoms (e.g., abdominal pain, SOB)
• No clear trigger for exacerba�on of chronic disease
• Co-morbid psychiatric disease or personality disorder

• Transi�ons (admission from ED, inter-hospital transfer, new team,
transfer from a different service)

• Mul�ple consultants or team members with differing opinions
• Clinical deteriora�on or response to treatment not as expected

• Unexpected events: Rapid response, codes, unplanned
procedure/surgery

• Pa�ent concerns about their diagnosis

Anchoring Bias: Locking on to a diagnosis too early and failing to adjust to new
informa�on (e.g., dismissing a nega�ve urine culture in a pa�ent admi�ed with
presumed UTI).

Visceral Bias: Emo�onal influence on behavior when pa�ent is perceived as
difficult or special (e.g., stereotyping symptoms as psychosoma�c).

Availability Bias: Thinking that a similar recent presenta�on is happening in the
present situa�on (e.g., pu�ng hemophagocy�c lymphohis�ocytosis on ddx a�er
it was featured in morning report).

Confirma�on Bias: Looking for evidence to support presumed diagnosis, rather
than for informa�on to prove oneself wrong (e.g., asking only about symptoms
that fit a certain diagnosis).

Representa�veness Restraint: Looking for classic presenta�ons of disease rather
than common atypical variants (e.g., missing diffuse alveolar hemorrhage in a
pa�ent with pulmonary infiltrates and anemia but no hemoptysis).

What is a diagnos�c error?
A diagnosis that is missed, incorrect, or delayed

Common Cogni�ve Biases to Consider During the Diagnos�c Process

Figure 4. Diagnostic time-out.
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directing the clinical team to their responses. Other potential work-

flows include pulling up the dashboard from within the patient’s

chart during morning rounds (similar to the use of safety checklists

in the intensive care unit)53–56 or when reviewing standardized

“safety bundles” when writing admission or progress notes.

Facilitators and barriers to implementation

Potential facilitators and barriers to implementation (Supplementary

Appendix S4) were identified from 8 focus groups involving a total

of 20 nurses, 7 physicians, 1 physician assistant, and 4 patient advi-

sors. Participants described the value of all components of the inter-

vention in mitigating diagnostic safety risks in the hospital (“I’m

really excited about [the intervention]. . . it prompts us to help us

think. I just need to see it to go through the process of saying that’s a

possibility and not a possibility, but you can’t think of what you’re

not thinking about”—an attending). They embraced the DSC, espe-

cially if it would populate the EHR with optimally timed flags and

alerts (“If it’s someone that I’ve been taking care of for a few days, I

think it becomes more difficult to rethink a new diagnosis if I’m not

prompted [to do so]”—an attending); and if the algorithm logic

could be clearly communicated (to minimize distrust). Overcoming

these barriers would ensure that clinicians reconsider the working

diagnosis in cases with elevated DE risk or uncertainty. Regarding

the DTO, additional suggestions included using it during less busy

hours (eg, in the afternoon); encouraging its use by non-MDs

(“Going through it collectively would be most helpful because the

nurse and pharmacist might have some helpful input to share too”—

an APP); and addressing concerns about disclosing uncertainty to

patients. Finally, while participants suggested that the PDQ would

be ideally accessible from the patient portal and administered by

research assistants serving as “digital navigators”, they expressed

concerns about patient disagreement with the care team’s diagnosis

(“Sometimes a patient doesn’t agree with a specific diagnosis

because they’re refusing it. . . they don’t want that diagnosis to be

the case. . . we may do further testing when it’s not really that

warranted”—an attending).

DISCUSSION

We employed a user-centered approach to pilot test and refine initial

user requirements for 3 EHR-integrated interventions to mitigate

risk of DE in hospitalized patients. The 3 interventions targeted the

most common and impactful process failures within all Safer Dx

dimensions previously identified at our institution.7,25,29

The DSC, when added to our EHR-integrated Quality and Safety

Dashboard, appropriately flagged patients with baseline DE risk fac-

tors present on admission in most test cases. Nonetheless, we deter-

mined that configurable parameters would be required to adjust

baseline risk estimates as new clinical data become available over

the course of hospitalization, and when new research findings

emerge about the relative contribution of individual risk factors.

While clinicians perceived the value of the DTO in providing a

structured approach to addressing diagnostic uncertainty and DE

risk (often leading to additional diagnostic considerations), they

expressed concern about time constraints and conducting it in the

presence of patients. Also, while the PDQ was feasible to adminis-

ter, many patients did not participate. Of those participating,

responses demonstrated suboptimal patient-clinician concordance

regarding the main reason for hospitalization, underscoring the

importance of features to ensure “closing-the-loop” with clinicians,

in part by providing access to PDQ results from the DSC and alert-

ing clinicians within their workflows (eg, a BPA, email notification).

While the integrated interventions were perceived as having poten-

tial to improve diagnostic safety, potential implementation barriers

included alert fatigue and distrust of the algorithm (DSC); time con-

straints, redundancies, and concerns about disclosing uncertainty to

Table 3. Final Patient Diagnostic Questionnaire (PDQ)

Questions Choices

1. Has your care team told you your diagnosis in a way that you understand? [Your diagnosis is the main reason

why you’re in the hospital.]

• Yes
• Unsure/not yet

2. Can you tell me your main diagnosis? [Your diagnosis is the main reason why you’re in the hospital.] Free text entry

3. Are you confident that your diagnosis is correct? • Yes
• Unsure/not yet

4. Do you think your care team is treating your main medical problem appropriately? • Yes
• Unsure/not yet

5. Is the team addressing all of your symptoms? • Yes
• Unsure/not yet

6. Have you had the opportunity to ask questions about your diagnosis? • Yes
• Unsure/not yet

7. Are you satisfied with how your care team has communicated with you about your diagnosis? • Yes
• Unsure/not yet

8. Are you comfortable with your current involvement in the decision-making process? These decisions could be

about what tests you are getting, what treatments you are getting, etc.

• Yes
• Unsure/not yet

9. Do you have enough information to be involved in making decisions about your care? • Yes
• Unsure/not yet

10. Do you feel that your care team is telling you all the information about your diagnosis? • Yes
• Unsure/not yet

11. Does your care team always treat you with respect? • Yes
• Unsure/not yet
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patients (DTO); and patient disagreement with the care team’s

admission diagnosis (PDQ).

Most clinicians and patient advisors who participated in design

sessions supported the 3 interventions, which we attribute to our

iterative, participatory process (Figure 1) for refining requirements

based on direct user input and feedback. Indeed, the application of

human factors and usability approaches are increasingly recognized

for improving the diagnostic process (though often under-

resourced).57,58 As in our prior studies, we tested many versions of

the Quality and Safety Dashboard with clinicians, including individ-

ual columns such as the DSC.26,30–34,37 While the DSC did not per-

fectly flag risk in all cases tested, we identified opportunities to

further refine our logic based on discrepancies between actual and

ideal risk states as judged by our clinician working group. For exam-

ple, in addition to using baseline variables present at admission (eg,

primary language, number of encounters preceding hospitalization),

we now update DE risk in real-time based on newly available clini-

cal data (eg, high or increasing deterioration index, new orders for

certain tests, new consults, etc.), and attribute variable weights to

individual risk factors based on emerging findings from our research

activities. Additional requirements for the DTO (making it available

via a mobile app and pocket reference card, and prompting clini-

cians from the DSC) were heavily influenced by trainee perceptions

largely because we designed it concurrently with the development of

a diagnostic safety educational curriculum for internal medicine

trainees. Finally, results from our PDQ pilot supported the ongoing

need for incorporating patient-reported concerns directly into clini-

cian workflow, consistent with prior studies demonstrating poor

patient-clinician care plan concordance.59–61

We are not aware of other reported attempts at refining user

requirements for EHR-based preventative interventions targeting

common and impactful diagnostic process failures during the hospi-

tal encounter.8,12,14,15 While prior studies have evaluated the poten-

tial for clinical decision support tools, quality improvement

collaboratives, diagnostic pauses, and diagnostic questionnaires

administered to patients,13,16,21,58,62 these studies have generally

been conducted in ambulatory settings and do not include a mecha-

nism to target interventions to specific patients through use of real-

time prediction algorithms that leverage EHR data obtained via

APIs.26,30,31,33 As a preliminary attempt, we recognize that how the

3 interventions are ultimately implemented and sustained in the

EHR and clinical workflow will determine its success at preventing

DEs from occurring in hospitalized patients. While clinicians could

use the DSC to identify patients at risk for DE, clinicians could still

dismiss high-risk states if they are overconfident about the working

diagnosis, distrust the prediction algorithm, or do not routinely

access the dashboard as part of their workflow. Similar to the expe-

rience of others, we plan to implement institutional diagnostic safety

Table 4. A User-centered approach to developing an EHR-integrated diagnostic safety intervention for acute care: challenges & lessons

learned

Challenges Lessons learned

Clinician User

Reconciling clinicians’ understanding of DE risks and perception of

diagnostic uncertainty in specific cases

Cases with multiple DE risk factors (calculated by EHR data) but no diag-

nostic uncertainty (overconfident clinician) could slip through the

cracks, suggesting the need for formal diagnostic safety training and

coaching

Addressing perceptions that additional support for diagnosis (eg,

DTO) is redundant with current workflows, rounding structure, and

training

Formal diagnostic safety training and coaching can address need for struc-

tured checklists to revisit working diagnoses and supplement existing

processes

Understanding how practices for structured problem-based charting in

the EHR vary by clinician type (attending, physician trainees, APPs)

Reliably entered structured diagnosis data (principal problem entered at

admission) should be used in core intervention components

Patient User

Ensuring completion of diagnostic questionnaires by the patient or

caregiver

An incomplete questionnaire itself may be a marker of DE risk

Enabling multi-modal accessibility for independent or facilitated ques-

tionnaire submission

Integration of questionnaires into the patient portal and use of research

assistants as digital navigators are essential

Explaining uncertainty in the diagnostic process without alarming the

patient or caregiver

Communicating uncertainty and risk is a delicate balance which cannot be

achieved by technology alone

EHR Considerations

Generating useful insights for real-time prediction algorithms that

require a variety of EHR data and are often constrained by limited

data available in pre-production environments

Running prediction algorithms is optimally accomplished in a live produc-

tion environment (ie, in “silent mode”) to enable the research team the

ability to rapidly test and iterate logic and input variables

Adequately assessing whether existing and forthcoming EHR function-

ality could be used in context of the planned initiative

Because of institutional governance constraints, certain favored EHR func-

tionalities (eg, BPA) might be utilized once the research or pilot phase is

complete

Withdrawal of vendor support for core functionality (eg, hyperlinks

navigating users to specific EHR flowsheets, reports, widgets, etc.)

Vendor development roadmaps may limit use of third-party applications

by end-users that rely on functionality enabling seamless interaction

with the EHR

DTO: diagnostic time-out; BPA: best practice advisory; APP: advance practice provider.

10 JAMIA Open, 2023, Vol. 6, No. 2



training to coach clinicians on how and when to use the DTO, even

if used independently of the DSC.16,21 Furthermore, aligning our

planned implementation with a formal training would help build

awareness about clinicians’ general reluctance to acknowledge diag-

nostic uncertainty with patients and how effectively to engage nurses

in the diagnostic process. We identify challenges and offer lessons

(Table 4) based on our user-centered design approach.

Our study is limited by its small sample of participants within a

single academic medical center, and thus, may not accurately repre-

sent the perspectives of front-line clinicians and patients who ulti-

mately use these interventions, either at our or at other similar

institutions. While we considered other types of interventions

(Table 1), these were not feasible to implement because of study

timeline constraints; institutional governance roadblocks (limited

access to certain APIs); and technical challenges. For example, while

we explored developing a BPA or other types of “smart

notifications” (to notify clinicians about test results discordant with

pre-test probabilities) during our study timeline, our enterprise’s

governance process for EHR extensions was still emerging. Also,

because we were concurrently validating specific EHR data that

could serve as risk factors in our prediction algorithm, the types of

risk factors included were not exhaustive. In the future, formal vali-

dation of the DSC and its configurable algorithm could provide

insight into the combination of EHR data elements that would most

accurately predict DE during the hospital encounter, which could

then be operationalized as part of a BPA. Finally, while our interven-

tion did not address all failure points (such as failure or delay in act-

ing on or following-up on test results or failure or delay in

communication between consultants and the primary team) identi-

fied by our prior analysis, APIs will eventually become available that

correspond to these failures which we can then utilize.

CONCLUSION

We pilot tested and refined requirements for 3 EHR-integrated inter-

ventions to improve diagnostic safety in acute care at our institution

and offer lessons learned based on our user-centered design process.

Our next steps include assessing the of ability of our prediction algo-

rithm to accurately discriminate DE-positive from DE-negative cases

confirmed by chart review, optimizing our algorithm, implementing

this intervention for general medicine teams, and evaluating impact

on DE rates. We will consider further refinements to workflow inte-

gration and usability based on user feedback obtained during imple-

mentation. We also plan to investigate how other clinical decision

support tools (eg, BPAs) can complement our intervention, espe-

cially if certain diagnostic process failures (such as misinterpretation

of test results) persist.
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