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In March 2020, the U.S. Department of Veterans Affairs (VA), De-
partment of Energy (DOE), Department of Health and Human Serv-
ices (HHS), and National Security Council (NSC) formed the
COVID-19 Insights Partnership. Initially suggested by the VA Office
of Research and Development, the partnership represents a major
milestone in cooperation among U.S. federal agencies to advance
public health. The goal is to establish a secure computing enclave at
the DOE’s Oak Ridge National Laboratory (ORNL), where datasets
from multiple federal agencies can be brought together and com-
bined for public health research purposes. With appropriate regula-
tion, data governance, and data access policies in place, qualifying
investigators from multiple federal agencies will be able to combine
the DOE’s high-performance computing and artificial intelligence

expertise with national longitudinal electronic health record data
from veterans as well as health data from nonveterans diagnosed
with coronavirus disease 2019 (COVID-19).'~ This research will
bolster the nation’s ability to understand, prevent, and treat
COVID-19 and will better position the nation to respond to future
public health emergencies.

This advance would not have been possible without 2 inter-
agency programs. The first began before COVID-19. In 2016, the
VA and DOE formed an interagency collaboration known as Com-
putational Health Analytics for Medical Precision to Improve Out-
comes Now (CHAMPION) to demonstrate the power of combining
the VA’s health record system, Million Veteran Program (MVP) ge-
netic data, and clinical research expertise with the DOE’s high-
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performance computing infrastructure and artificial intelligence ex-
pertise. The second occurred as part of the Insights Partnership in di-
rect response to the pandemic. This was a novel application of the
public health authority already invested within HHS to allow for
sharing of health data among federal agencies for purposes that sup-
port public health. The use of this public health authority set the
stage for collaboration not only for the current pandemic, but also
for future national health emergencies, and for ongoing concerns
such as suicide prevention or cancer care.

THE NEED FOR DATA INTEGRATION

As of this writing, severe acute respiratory syndrome coronavirus 2
(SARS-CoV-2) vaccines have been brought from conception to mass
deployment in under 12 months. Similarly, the case fatality rate
(confirmed COVID deaths/confirmed COVID cases) has decreased
from ~7% to ~1%, through a combination of caseload reduction
and improved clinical practice. Yet many critical public health ques-
tions remain. These concern epidemiological situational awareness
and disease transmission and manifestation that can best be an-
swered through data integration across clinical, pathophysiological,
disease mechanism, epidemiological, and decision-support perspec-
tives. Some examples include the following:

® Characterizing and determining the extent of long-hauler syn-
drome

* Understanding the impact of SARS-CoV-2 strain evolution

* Rapidly identifying and characterizing patients in whom reinfec-
tion may have occurred

* Understanding impact on reduced transmission and morbidity
and mortality of various vaccination protocols

* Characterizing the role of viral exposure, genetic factors (like nu-
merous other viral infections), comorbidities, and prescribed
medications on outcomes

* Combining mechanistic and clinical studies to better understand
COVID-19 pathogenesis and to identify potential new therapies

* Situational awareness of the accurate costs of COVID morbidity
and mortality, in the context of clinical history and improved un-
derstanding of pathophysiology

* Expediting design, development, and validation of diagnostics in
a real-world setting

Common to each of the previous items is a targeted computational
analysis of appropriate clinical data in an epidemiological context.
Each of these attributes falls under the purview of a different agency
and requires input from both policymakers and scientists. The
COVID-19 Insights Partnership brings these capabilities together in
support of an improved national response.

LEVERAGING THE PUBLIC HEALTH AUTHORITY

Drawing on the expertise of the regulatory and privacy community,
we and our collaborators came to the conclusion that use of the
HHS public health authority would make such sharing possible with
the least burden and highest data quality while still preserving the
privacy of the record subjects. While many researchers had previ-
ously considered combining individually identifiable health informa-
tion covered by the Health Insurance Portability and Accountability
Act (HIPAA) across federal agencies, no group had ever found a via-
ble pathway. This partnership represents a first in that regard. The
heart of the partnership is a memorandum of understanding signed

by HHS, VA, and DOE. The Partnership plans additional data use
agreements for the future.

Each agency plays a unique and critical role: HHS will establish
the COVID-19 Insights Collaboration Records Database to support
understanding and tracking of SARS-CoV-2 and responses to
COVID-19 outbreaks. The DOE will maintain this database for
HHS at ORNL in Tennessee. The Food and Drug Administration
(FDA) and the Centers for Disease Control and Prevention within
HHS are identifying research questions that can be answered
through analyses by this partnership, and the NSC is providing lo-
gistics support and oversight.

The VA, in addition to clinical research expertise, will contribute
data from patients with positive COVID-19 test results to this data-
base. As of February 2021, the Veterans Health Administration
(VHA) Corporate Data Warehouse had records of approximately 1
million patients tested for COVID-19 and over 110 000 who have
tested positive. Initial analyses with VA data have begun using the
existing VA computing resources at ORNL under previously estab-
lished agreements.

Veterans who receive VHA healthcare services may also obtain
services from other providers, including from the Department of De-
fense and from providers reimbursed by other health insurance pro-
grams, such as Medicare. Indeed, the VA has identified an
additional 60 000 individuals as COVID-19 cases who do not have
tests recorded within the VA Healthcare System. Negotiations are
underway to add records for these patients to the COVID-19
Insights Collaboration Records Database from the Centers for
Medicare and Medicaid Services and the Department of Defense’s
Military Health Information System.

Relying on the public health authority permitted the integration
of records sets and analytic tools in a privacy appropriate environ-
ment. Protected health information that is collected by the federal
government is restricted from sharing without patient authorization
by privacy laws and regulations except in limited circumstances. Use
of the public health authority is one of those exceptions. The agen-
cies are also establishing a new “system of records” under the Pri-
vacy Act with a public notice in the Federal Register, preparing a
privacy impact assessment under the E-Government Act, and have
concluded data use agreements to set the rules for data sharing and
retention.

The NSC has formed the COVID Insights Task Force to oversee
the partnership’s work. The task force has representatives of the
VA, HHS, DOE, and NSC. The task force initially met daily and
now meets twice a week to review requests from the FDA for analy-
ses to address related public health questions of national impor-
tance. The task force determines the priority level of each request
based on the latest trends in the COVID-19 pandemic, and it has the
authority to determine which analyses will be conducted.

SECURE HIGH-PERFORMANCE COMPUTING ON
IDENTIFIABLE HEALTH INFORMATION

The COVID-19 Insights Partnership leverages the experience gained
from a collaboration formed in 2016 to combine the VA’s health re-
cord system and MVP data with the DOE’s high-performance com-
puting infrastructure and expertise. Through this collaboration,
known as MVP CHAMPION, a copy of the VA’s corporate data
warehouse data, consisting of billions of health, medication, and
laboratory test records; physicians’ notes; and genetic and survey
data from the MVP have been housed at ORNL since MVP CHAM-



1580 Journal of the American Medical Informatics Association, 2021, Vol. 28, No. 7

PION began. Access to the MVP CHAMPION resource has been
granted to approved VA and DOE researchers for studies in high-
priority research areas with clinical translational potential. For ex-
ample, MVP CHAMPION is using VA and MVP data to develop
risk-prediction tools for suicide, metastatic prostate cancer, and car-
diovascular disease for use by VA clinicians along with clinical deci-
sion support tools.

MVP CHAMPION taught the VA and DOE how to bring their
disparate research cultures together for innovative collaborative in-
vestigation. Furthermore, this collaboration has produced a cadre of
VA and DOE scientists familiar with VA patient data and experi-
enced in conducting joint research successfully. It is also leading to
the integration of omics data with clinical data for a better mecha-
nistic understanding of COVID-19 pathogenesis and potential thera-
pies. Because of this collaboration between the VA and DOE,
interagency teams were prepared at the start of the COVID-19 pan-
demic to develop the required agreements. >~

The COVID-19 Insights Collaboration Records Database will
only have data deemed necessary by the Task Force to address
COVID-19 pandemic questions. Although HHS will have ultimate
responsibility for the dataset, the VA and any other agencies contrib-
uting data expect that the data will not be used for purposes beyond
SARS-CoV-2 or COVID-19 public health activities.

The database resulting from the combination of records may
contain personally identifiable information but is not designed to
maintain direct identifiers such as names or social security numbers.
The HIPAA Privacy Rule allows protected health information to be
disclosed from a covered entity, such as the VHA, for public health
activities to a public health authority, such as HHS. In addition,
while in the custody of VHA, the records are covered by the Privacy
Act of 1974, and require a separate authority to disclose under that
law. The Privacy Act permits a federal agency to disclose Privacy
Act records to parties outside the agency without the consent of the
individual record subjects, for purposes compatible with the records’
original collection purpose by establishing such a disclosure through
an administrative process. The resulting disclosure is known by a
term of art in the Privacy Act as a “routine use.”

For this reason, as the nation’s public health authority, the HHS
Office of the Assistant Secretary for Health published a system of
records notice specifically for this project, 09-90-2002 COVID-19
Insights Collaboration Records, at 85 FR 43242 (July 16, 2020), de-
scribing the HHS Privacy Act records that will be involved and the
routine uses for which HHS may disclose them to non-HHS parties
without the subject individuals’ consent. This notice explains that
the department has the authority to maintain the records under 42
U.S.C. §§ 214 and 247d.

To ensure the safety and confidentiality of the database, the VA
is storing its data in a high-security computing facility in the United
States. Other federal agencies that contribute data will also have this
option. An institutional review board must review and approve all
partnership studies to ensure that potential ethical and regulatory
concerns are addressed. The uses of the partnership data are similar
to the ways in which healthcare systems use their own data to con-
duct chart reviews and other retrospective studies with institutional
review board approval and a waiver of HIPAA authorization.

The VA has recommended to HHS that all data released from
the COVID-19 Insights Collaboration Records Database be de-
identified (per the HIPAA definition) and that investigators from fe-
deral agencies (other than the DOE) or other institutions that have
not provided data never have an opportunity to view identifiable
forms of the data.

ENABLING DIVERSE STUDIES ON COVID-19

The COVID-19 Insights Partnership hopes to combine data on care
provided to veterans inside and outside the VA. This enables investi-
gators from any agency contributing data to understand the pan-
demic in new ways by bringing together data on health care received
by veterans before, during, and after each COVID-19 episode. The
partnership can also more efficiently identify modifiable mediators
of COVID-19 healthcare outcomes and design appropriate interven-
tions to address them. An important goal is to create generalizable
knowledge from the data for translation beyond the VA population.

Using previously established interagency agreements and data
governance, the partnership has already conducted research showing
that the bradykinin storm is likely to play a role in many COVID-19
symptoms' and, using VA data, compared COVID-19 testing pat-
terns, positive test results, and 30-day mortality rates by race and
ethnicity among VA patients.” Other recently completed studies
have developed and validated short-term mortality indices in indi-
viduals with COVID-19 based on their preexisting conditions,’
assessed the generalizability of VA COVID-19 experiences to the
U.S. population, and evaluated the effectiveness of hydroxychloro-
quine with and without azithromycin in VA patients with COVID-
19. The most recent study demonstrates the benefit of prophylactic
anticoagulation at initial hospitalization.® Ongoing studies are eval-
uating experiences with steroid therapies and with antibody tests,
and in collaboration with Centers for Disease Control and Preven-
tion, are beginning to explore the long-hauler syndrome. As
COVID-19 infections continue, the partnership will conduct public
health analyses on the longer-term complications of this infection as
well as on a “steady-state” approach to curbing infection that will
include vaccination programs.

The VA is also providing the FDA with daily reports on aggre-
gate VA COVID-19 cases and their distribution across the VA sys-
tem, demographics of VA patients with COVID-19, and analyses of
predictive models for positive test results and death. The VA also
sends to the FDA on a regular basis aggregated data showing pat-
terns of medication use and retrospective analyses of the effective-
ness of certain medications (including remdesivir and some
antithrombotic agents). The FDA can use these data to understand
the scope of the pandemic and to predict drug shortages or needs for
additional medical equipment, including ventilators. This informa-
tion was critical at the start of the pandemic, and it might become
important again in the event of further waves of the pandemic.

Establishing the Insights Collaboration Records Database and
integrating relevant datasets from other federal agencies will acceler-
ate public health advancements related to COVID-19.

LAYING THE FOUNDATION FOR FUTURE
FEDERAL DATA-SHARING INITIATIVES

The DOE’s Summit, the fastest supercomputer in the United States,
will help speed this research and make new types of research possi-
ble by running complex analyses on the vast health data in the
COVID-19 Insights Collaboration Records Database. Summit,
housed at ORNL, can complete 200 000 trillion calculations per sec-
ond at 64-bit precision and 2.41 x 10'® calculations per second at
16-bit precision.* This supercomputer’s ability to analyze massive
integrated datasets will make it possible to identify rapidly and ad-
vance potential COVID-19 treatment and prevention strategies and
improve outcomes for patients who have the disease. Such analyses,
applying the most advanced and powerful artificial intelligence
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Figure 1. Schematic organization of component parts of COVID-19 Insights
Partnership. DOE: U.S. Department of Energy; HHS: U.S. Department of
Health and Human Services; NSC: National Security Council; VA: U.S. Depart-
ment of Veterans Affairs.

methods and leveraging the partnership’s shared expertise and ro-
bust infrastructure, would not be possible in more conventional re-
search settings.

The VA electronic health record data, which capture longitudinal
care information on veterans, are an equally valuable resource. The
VHA has records for some patients that go back decades. Furthermore,
the VA covers costs of medications and provides a death benefit. As a
result, VA data include medications used by patients before, during, and
after each COVID-19 episode. Similarly, the VA has complete mortality
data on its patients, whereas other large health systems do not capture
mortality events after patients leave the hospital.

Lessons learned from the model established through the COVID-
19 Insights Partnership include the following:

* The necessity of establishing interagency programs and data inte-
gration ahead of need

* The necessity of clear and rapid communication among all par-
ties including investigators, public health authorities, regulatory
and privacy communities, and policymakers

* The utility of high-performance computing and artificial intelli-
gence for rapid, complex, real-world data analyses

* The power of multiagency interdisciplinary teams that can unite
mechanistic and clinical perspectives

* The continued importance of clinical knowledge and insight to
differentiate real from artifactual associations identified using
machine learning, statistical, and epidemiological techniques

These lessons will help the nation prepare nimble responses to
the ongoing COVID-19 pandemic as well as to the inevitable next
epidemic, especially to protect those who are most vulnerable. The
partnership will help determine how new artificial intelligence tech-
niques can best complement traditional statistical and epidemio-
logic methods for real-world data analyses. Efforts will also be
needed to ensure rapid implementation of the lessons from this
partnership.

This regulatory pathway for sharing data under the HIPAA Pri-
vacy Rule’s public health authority should be considered in any ongo-
ing or future public health emergency with HHS support. The ability
to leverage medical data from federal datasets to address critical pub-
lic health questions developed through the COVID-19 Insights Part-
nerships will be valuable in the future whenever the nation faces a
rapidly evolving epidemic or other public health emergency.
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