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Security of modern classical data encryption often relies on computationally

hard problems, which can be trivialized with the advent of quantum compu-
ters. A potential remedy for this is quantum communication which takes
advantage of the laws of quantum physics to provide secure exchange of
information. Here, quantum key distribution (QKD) represents a powerful
tool, allowing for unconditionally secure quantum communication between
remote parties. At the same time, microwave quantum communication is set to
play an important role in future quantum networks because of its natural
frequency compatibility with superconducting quantum processors and
modern near-distance communication standards. To this end, we present an
experimental realization of a continuous-variable QKD protocol based on
propagating displaced squeezed microwave states. We use superconducting
parametric devices for generation and single-shot quadrature detection of
these states. We demonstrate unconditional security in our experimental
microwave QKD setting. The security performance is shown to be improved by
adding finite trusted noise on the preparation side. Our results indicate fea-
sibility of secure microwave quantum communication with the currently
available technology in both open-air (up to - 80 m) and cryogenic (over
1000 m) conditions.

Quantum key distribution (QKD) is a method to securely exchange
information between two authenticated remote parties. Contrary to
classical encryption relying on computationally asymmetric tasks, the
security of QKD protocols is based on quantum mechanical properties.
Among the variety of existing QKD protocols, continuous-variable (CV)
protocols have been extensively developed due to their technological
compatibility with existing classical communication platforms, their
ability to deliver high secret key rates over large distances, and less
demanding experimental requirements as compared to discrete-

variable protocols". Contrary to discrete-variable QKD, CV-QKD pro-
tocols usually rely on experimentally measurement techniques, such
as the homodyne or heterodyne methods, which are less demanding
than single-photon detection or counting. In the optical domain, CV-
QKD protocols have been successfully implemented within large net-
works and achieved high secure bit rates®®. In parallel, a tremendous
progress has been made in quantum information processing with
superconducting circuits operating at microwave frequencies’%
Arguably, this field holds one of the biggest promise to achieve
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scalable quantum computing. Microwave CV-QKD protocols possess a
huge potential due to their intrinsic frequency compatibility with
superconducting quantum processors, while providing access to
unconditionally secure communication. In addition, CV-QKD proto-
cols typically operate with Gaussian states, such as coherent or
squeezed states, which can be generated and controlled in the steady-
state regime. Recent theoretical studies™* indicate that microwave
CV-QKD protocols can be implemented in open-air conditions,
potentially complementing short-distance classical communication
protocols such as WiFi, Bluetooth. There, microwave communication
benefits from a strong resilience to weather conditions, as compared
to optical communication™¢,

A general CV-QKD protocol aims to securely exchange informa-
tion between a sender (Alice) and a receiver (Bob) using coherent or
squeezed states. Information is encoded as a sequence of numbers,
referred to as a key, in the g- and p-field quadrature bases of these
states. The quantum states propagate through a quantum channel,
which is assumed to be under the full control of a malicious eaves-
dropper (Eve) who tries to syphon information about the key. The
security of CV-QKD protocols relies on a single use of each state pre-
pared by Alice, since averaging over multiple copies reveals too much
information to Eve. Further details about this protocol can be found in
ref. 14. For protocols based on squeezed states, where information is
encoded into a single field quadrature, Bob implements single-shot
quadrature measurements (SQMs) of the encoding quadrature. In the
optical domain, this task is conventionally performed using a homo-
dyne detection technique. In the microwave domain, we achieve an
equivalent signal detection using superconducting phase-sensitive
amplifiers” %,

In this work, we present an experimental realization of a one-way
CV-QKD protocol based on the Gaussian modulation of propagating
squeezed microwave states® in a cryogenic environment. Our experi-
ment serves as a proof-of-principle for microwave CV-QKD protocols
and sheds light on their practical limitations. For SQMs, we use a
superconducting Josephson parametric amplifier (JPA), which enables

strong phase-sensitive amplification and high quantum efficiency well
beyond the standard quantum limit****, We focus on a scenario, where
preparation losses and a detection noise are trusted. The quantum
channel is an untrusted noisy loss channel, experimentally imple-
mented by a cryogenic directional coupler (highly asymmetric
microwave beam splitter) with fixed power losses & and tunable
coupled Gaussian noise. The latter is characterized by n artificially
generated noise photons coupled to the propagating signal. As such,
our experiment can be viewed as a quantum simulation of a real CV-
QKD implementation, where we controllably vary the temperature of
the thermal background in the quantum channel. To prove the security
of our protocol, we study the case of a collective Gaussian attack by
Eve over the ensemble of states sent by Alice”. Our analysis demon-
strates a feasibility of unconditionally secure microwave CV-QKD in a
cryogenic environment over distances approaching 1200 m, which
corresponds to open-air conditions with distances up to 80 m. Owing
to the finite length of the exchanged keys, we extend our security
analysis by considering both conventional finite-size induced terms*
and quantum channel parameter estimations”. Here, we experimen-
tally demonstrate secure communication for a key length of N=16,665
numbers, also commonly referred to as symbols. We find that our
experiment allows for an accurate statistical estimation of the channel
losses and coupled noise.

Results

Microwave CV-QKD protocol implementation

Our CV-QKD protocol relies on the generation of displaced squeezed
microwave states to encode a key from Alice. Each squeezed state is
generated by implementing a squeezing operation along the g —or p -
quadrature, randomly chosen by Alice, which are to be displaced in
phase space to encode Alice’s key. In Fig. 1, we illustrate its concept and
present the microwave scheme of our experimental implementation.
Here, we choose the carrier frequency of all quantum states to be
w/2m=5.48 GHz. We use a superconducting flux-driven JPA for gen-
eration of squeezed microwave states, which are characterized by a
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Fig. 1| General concept of a prepare-and-measure CV-QKD protocol based on
displaced squeezed states and its microwave experimental implementation.
an the CV-QKD protocol, Alice encodes her key K, = {oc,-}ie(1 bbbbb w, inanensemble of
g- or p-displaced squeezed states. These states propagate as microwave signals
through a quantum channel, which is assumed to be under Eve’s control and is
parametrized by power losses &g and an added noise photon number 7. Bob per-
forms SQMs to extract displacement amplitudes of each incoming state, resulting
in a measured key Ky = {;},.; _», (see Supplementary Notes 2 and 3). b Experi-
mental scheme of the microwave CV-QKD protocol with superconducting JPAs in
the cryogenic environment. For each symbol, Alice generates a g- or p-squeezed

state which is subsequently displaced using a directional coupler coupled to a
strong coherent signal. The resulting state propagates through a quantum channel
consisting of a second directional coupler with transmissivity 1 - &g = 0.9885. This
coupler is used to inject a variable number of noise photons n and, thus, simulate
different channel conditions. On Bob’s side, a strong phase-sensitive amplification
is performed using a second JPA, resulting in the SQM of each received microwave
signal. Each of these signals is sampled using a field-programmable gate array
(FPGA) to compute a single //Q point from which the displacement j; is obtained.
Color plots in boxes depict Wigner functions of quantum states in the quadrature
phase space (g, p). ¢ Legend for various experimental components in (b).
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squeezing level S below vacuum??. Our JPAs consist of a coplanar
waveguide A/4 resonator short-circuited to the ground by a direct
current superconducting quantum interference device (dc-SQUID).
The dc-SQUID provides a flux-tunable inductance, which allows for
frequency tuning of the JPAs. For the generation of squeezed states,
our JPAs are operated in the phase-sensitive regime by pumping them
at twice their resonance frequencies, w, = 2w. The squeezed states are
subsequently displaced in quadrature phase space using a cryogenic
directional coupler®®. Each displacement operation encodes a
symbol a; drawn from a codebook following a Gaussian distribution
with the fixed variance 03. These symbols constitute Alice’s key
the g or p directions in phase space, chosen randomly for each symbol
but always along the same direction as for the squeezing operations.
For maximal security, we impose the condition o2 +03% = 0%, where
(0%,) 0% denotes the (anti-)squeezed quadrature variances, in order to
prevent Eve from extracting information on the encoding basis by
averaging over the ensemble of Alice’s states. In our measurements, we
keep a constant average squeezing level S = 3.6(4) dB. Each displaced
squeezed state propagates through the quantum channel under Eve’s
control, implemented in our experiment with a second directional
coupler, as illustrated in Fig. 1, adding to incoming states fixed losses &g
and a tunable coupled noise n. For signal readout, Bob uses a second
JPA to perform the SQMs with a quantum efficiency that depends on
the added JPA noise. This noise is related to intrinsic losses, pump-
induced noise**, and higher-order nonlinearities®. Single-shot mea-
surements, ideally implemented with quantum efficiency close to
unity, are obtained with a quantum efficiency well above 50 % and
without any averaging of measured signals. The SQM is performed for
each symbol encoded by Alice and results in a measured key for Bob
Kg = {ﬂi}ie(l,...lm- In practical implementations, a CV-QKD protocol
includes additional post-processing. In particular, Bob does not know
the encoding basis chosen by Alice. Therefore, Alice and Bob proceed
to an additional step, commonly referred to as sifting. In this step, Alice
discloses which basis she chose once Bob performed all his SQMs,
resulting in half the data being discarded. Afterward, Alice and Bob
implement a classical error correction algorithm which uses either
Alice’s or Bob’s keys as a reference to provide them with a common
key. Here, we consider the direct reconciliation (DR) regime, where
Alice’s key is used as a reference, known to offer a better resilience to
the coupled noise n as compared to reverse reconciliation, where
Bob’s key is taken as the reference®*.

Single-shot measurements and correlations

To describe the strong phase-sensitive amplification resulting in SQMs,
we use the covariance matrix formalism. When the g quadrature is
amplified, we write the covariance matrix of an amplified single-mode
state as

G 0
V'=)TVJ+N, J=(\/O“J 1/\/5) @
{

where G; is the degenerate JPA gain and V is the input covariance
matrix. An equation on the p quadrature is obtained by swapping
diagonal terms. In addition, N is a diagonal matrix representing the
noise added by our amplification chain. From Eq. (1), we find that the
second diagonal element is attenuated by the degenerate gain to

2 =V2/Gy+Ny. As aresult, in the case G, > 1, information about the
deamplified quadrature becomes inaccessible from SQMs as opposed
to the amplified quadrature. Experimentally, we characterize the
quadrature amplification noise N, using the quadrature quantum
efficiency defined as n = 1/(1 + 2N,)*. In Fig. 2b, we show an exemplary
normalized histogram of single-shot measurements of Bob’s symbols
with G;=19.1(4) dB and n = 65(2)%. Superimposed to the histogram, we
plot an extrapolated quadrature distribution model (see “Methods”)

which coincides well with our data without any fitting parameters. The
model parameters are obtained from independent calibration mea-
surements (see “Methods”) of the experimental setup. We show in
Fig. 2a an exemplary Wigner function evolution of quantum states in
our protocol.

Following these measurements, Bob possesses a set of symbols
correlated to the initial set sent by Alice. For the rest of this work, we
consider the case where Alice’s encoding basis and Bob’s measurement
basis coincide, effectively implementing the sifting step of the proto-
col. However, the effect of a realistic sifting is taking into account by
adding a 50% multiplier to the secret key rates in the asymptotic limit.
We note that sifting leaves the measured mutual information and
calculated Holevo quantity unchanged”. We characterize these cor-
relations by computing the mutual information (MI) between Alice’s
encoded key K, and Bob’s corresponding measured key K. For
continuous-variable states, the MI, assuming SQMs, is expressed as
(K, : Kg) =log,(1+SNR)/2, where SNR is the signal-to-noise ratio. In
Fig. 2c, we plot the MI extracted from our measurement for the
amplified (deamplified) quadrature, denoted as Xs (Y3). We note that
the Ml is insensitive to any linear rescaling of either Alice’s or Bob’s
keys and, therefore, captures core correlations between their datasets.
For the quadrature X, we observe a clearly non-zero M, indicating
strong correlations between Alice’s and Bob’s key. Conversely, we
observe a nearly zero MI for the deamplified quadrature, demon-
strating an almost complete loss of information, as expected from the
Heisenberg principle for conjugate variables. Additionally, we show
values for the Ml based on our model under the assumption that Alice’s
and Bob’s keys follow a Gaussian distribution. The accuracy of our
model is quantified using the Bhattacharyya coefficient 5%, which
evaluates the overlap between measured quadrature distributions and
our model predictions. Based on the measurements presented in
Fig. 2, we compute B(P.(Xp), P,(Xp)) =99.98(1)%, where P.(Xp) is the
probability distribution of the measured amplified quadrature Xg
and P (Xp) is its corresponding model quadrature distribution.
For the deamplified quadrature VY, this analysis results in
B(P.(Yg), Pr(Y))=99.87(2)%. The B values close to unity indicate
excellent agreement between our model and experimental measure-
ments, which can be interpreted as a proof of genuine single-shot
quadrature measurements in our experiments.

Security analysis

In order to extract secret information from their datasets, Alice and
Bob estimate an upper bound for the amount of information leaked
during the quantum communication using the Holevo quantity xg.
First, we consider the asymptotic case, where communicated keys are
assumed to be infinitely long. In this case, we rely on our calibration
measurements to have an exact knowledge about the channel losses
and coupled noise and show in Fig. 2¢ the resulting Holevo quantity.
Without loss of generality”>*, we can assume that Eve employs a col-
lective Gaussian attack® with an optimal joint measurement and
restrict her attack to an entangling cloner attack®. From the perspec-
tive of Alice and Bob, the signal coupled by Eve’s attack appears as a
thermal noise signal with n, =2n/gg. The security of communication
in the asymptotic case is determined by bounding the number of
secure bits communicated per symbol K., with the secret key
K=1(Ky : Kg) — Xg <Keyp- In Fig. 3a, we show the secret key K asso-
ciated with the MI presented in Fig. 2c. We observe a clear positive
secret key, which indicates that Alice and Bob share more information
than what leaks to Eve, resulting in an unconditional security in the
asymptotic regime. More precisely, the secret key remains positive up
to 0.062(2) of coupled noise photons. To improve the protocol per-
formance, we can increase the codebook size, squeezing level, or
quantum efficiency. However, various limitations, such as compres-
sion effects of the JPAs, JPA noise performance, and experimentally
achievable squeezing levels, must be taken into account. In our
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Fig. 2 | Tomography and single-shot measurement histograms of displaced
squeezed microwave states. a Exemplary reconstructed Wigner function of the
evolution of a quantum key symbol, starting from its preparation at Alice, followed
by propagation through the quantum channel while being exposed to losses and
noise (Eve’s attack), finishing at Bob with a strong phase-sensitive amplification.
The inset of the left Wigner function plot shows the 1/e contours for an ideal
vacuum (red circle) and experimental squeezed state (blue ellipsoid) indicating
squeezing below the level of vacuum fluctuations. b Exemplary measured histo-
grams for Alice’s and Bob’s key symbols. For comparison with the measured
probability distribution P, (X;), we plot our quadrature model (solid lines)

noise photon number i

resulting in a zero-mean Gaussian probability distribution P, (X3 ), whose variances
are obtained from independent calibration measurements (see “Methods”). ¢ MI
between Alice’s and Bob’s keys for the amplified (deamplified) quadrature Xz (Y )
as a function of the coupled noise photon number n. We additionally show the MI
computed from our model, which is also based on the independent calibration
measurements. We emphasize that the model is not a fit of the measurement data.
Lastly, we show the corresponding Holevo quantity. The shaded green (red) area on
the left (right) represents the region where the Ml is larger (smaller) than the
Holevo quantity, resulting in a unconditionally secure (insecure) communication.
The error bars denote SD of the experimental data.

experiments, we enlarge the codebook variance 0% by allowing for
additional input noise from the first JPA (originating from a pump-
induced noise and intrinsic losses) while simultaneously keeping the
squeezing level constant. This results in an increase of the anti-
squeezing level from 7.1to 7.6 dB and, hence, in an enhancement of 0%
by ~14%. As shown in Fig. 3a, this increased codebook variance leads to
a higher secret key, extending the noise tolerance to 0.071(2) photons.
During this 2nd measurement run, we also obtain a slightly higher
quantum efficiency of = 68(2)% as compared to the initial 7= 65(2)%.
However, based on our model, this increase in 7 alone is insufficient to
induce the observed higher secret keys. The increase in secret key
values with added preparation noise illustrates a general beneficial
effect of adding trusted noise on the reference side of error
correction®”’. Based on the relation o2 +03% =02, this effect in our
protocol leads to a larger increase of the mutual information than the
Holevo quantity, and thus, to an increase of the secret key rate. For the
case of the lowest coupled noise, 7 ~ 2x10~° (given by the coupling
to our sample stage at T~ 15 mK), we measure a relatively high secret
key up to 0.74 bits/symbol and a corresponding SNR of 2.16, similar to
optical implementations in long-distance communication®®,

Our security analysis can be extended to include limiting effects
arising from the finite size of the transmitted key”. These finite-size
effects, inducing a decrease of the secret key, are reflected by addi-
tional finite-size terms 4 (see Supplementary Note 8). Equally impor-
tant, in practical QKD implementations, Alice and Bob are unaware of
the exact quantum channel parameters and must estimate them using
part of the communicated key. To achieve maximal security, the

channel parameters are obtained from worst-case-scenario statistical
estimators £; and n* for the channel losses & and coupled noise 7,
respectively. Following the approach in ref. 13, the secret key bound
takes the form r[BI(Ky : Kg) — Xp(€f, 1) — ANeyp)] < Keyp,  Where
r = Nec Pec/N is a rescaling prefactor with ne. denoting the fraction of
the exchanged key not used for parameter estimation. The efficiency
of the error correction protocol is denoted as f and its success prob-
ability pe., with an achievable B > 90%* for an SNR around unity. As
illustrated in Fig. 3a, if we account only for the finite-size terms 4, we
can observe a region of positive secret key up to n=0.004 (n=0.009)
for the 1st run (2nd run). These effects can be largely mitigated by
extending the key length to a more demanding but realistic value of
N=>10° From our experimental keys, we compute a worst-case
unbiased estimator for the losses and noise as & =& +wo; and
n*=n+wo;, with unbiased estimators & and 7, built using N — nec
symbols of Alice’s and Bob’s key. Here, w is a confidence parameter for
a chosen error &, reducing to w=+/2erf (1—2e,). Considering an
error of e, =107 and not accounting for the finite-size terms 4, we vary
the fraction N - ne. to build the estimators leading to a positive secret
key up to roughly n=0.012 (7=0.017) for the 1st run (2nd run). We
conclude that all finite-size effects can be straightforwardly solved by
increasing the key length to N>10°.

Finally, to provide a more application-oriented outlook, we esti-
mate maximal communication distances the microwave CV-QKD pro-
tocol could achieve with the current experimental performance. To
this end, we consider a communication protocol, where Alice and Bob
keep the same experimental parameters as in the 2nd run, except for
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Fig. 3 | Secret key of the microwave CV-QKD protocol. a Measured secret key of
the CV-QKD protocol for two experimental runs: 1* with squeezing (anti-squeezing)
levels of 3.6 (7.1) dB and 2nd with squeezing (anti-squeezing) levels of 3.6 (7.6) dB.
The dashed lines represent the finite-size terms, which impose lowered noise cut-
offs for reaching the unconditional security. The error bars and shaded areas
denote SD of the experimental data and model, respectively. b Estimation of
maximally tolerable losses (solid line) for positive secret keys as a function of the
photon number in the thermal background, ny,. This analysis is based on the
experimental data from the 2nd run. The green shaded area indicates the region of
positive (i.e., secure) secret keys. We emphasize two particular temperatures on
this curve: the cryogenic temperature ~30 mK and room temperature (RT) ~300K.
At millikelvin temperatures, we assume characteristic losses in superconducting
cables of y=1.0 x 107> dB/m while for the open-air conditions, we restrict ourselves
to atmospheric microwave losses y = 6.3 x 10 dB/m due to pure absorption. Under
these conditions, we estimate the maximum communication distance, d ~ 1190 m
at30 mK and d’ ~ 84 m at 300 K. For the open-air scenario, we neglect possible path
losses, assuming those can be fully compensated by appropriate antennae, and
focus on unavoidable physical limitations.

modified losses & and noise photon numbers n=nyé&g/2 of the
quantum channel. In Fig. 3b, we show maximally tolerable losses for a
given photon number n,. We find that the unconditionally secure
microwave communication up to 1190 m is feasible in a fully cryogenic
environment at 7T~30mK based on commercial superconducting
cables with characteristic losses of ~107 dB/m*’, making microwave
CV-QKD relevant for secure local area quantum networks*. In a cryo-
genic environment further, proof-of-principle, experiments can be
implemented using a several meter long spool of the superconducting
cable. Alternatively, one can rely on the already existing cryogenic
links**** to verify the CV-QKD microwave protocols over distances up
to several tens of meters. There, it is also possible to employ micro-
wave waveguides, which might offer even lower attenuation losses*’,
as compared to superconducting coaxial cables while not as flexible as
them. We also find that the unconditionally secure microwave com-
munication should be possible up to 84 m in the open-air environment

with ny, >~ 1250 for signals at w/2m ~ 5 GHz. This finding results from
considering the very low microwave atmospheric absorption losses of
6.3x107°dB/m in clear weather conditions. Furthermore, we esti-
mate a path loss for the possible communication distance of 84 m of
~80dB. A typical parabolic antenna with a diameter of around 2 m
provides gain around 40 dB", implying that a pair (as an emitter and a
receiver, Alice and Bob) of such antennae would fully compensate the
considered path loss. In this context, implementation of a low-loss and
sufficiently broadband interface between the cryogenic part and the
antennae remains an important technological challenge for the future.
Therefore, we focus on fundamentally unavoidable physical limita-
tions due to absorption losses and treat the estimated communication
distance as an upper bound for unconditionally secure microwave
QKD based on the performance of our existing JPAs. We note that the
presence of a finite uncompensated path loss does not necessarily
prevent secure communication but may reduce the secure commu-
nication distances. As such, microwave CV-QKD demonstrates a
notable potential for secure short-range open-air microwave commu-
nication, where microwave signals additionally benefit from a resi-
lience to weather imperfections'.

Discussion

Our experiments reveal that the main limiting factor of the perfor-
mance of the microwave CV-QKD protocol is the total noise, which is
composed of the coupled noise and the amplification noise. Another
limitation is the codebook size, which can be increased by adding
trusted noise on Alice’s side or by increasing the initial squeezing level.
This approach is limited by compression effects of our JPAs, which
typically set on at input signal powers around -130 dBm. Traveling-
wave parametric amplifiers** could serve as alternative phase-sensitive
amplifiers in future experiments, commonly tolerating higher input
powers with quantum efficiencies comparable to our JPAs. Their
broadband amplification properties also enable the implementation of
frequency multiplexing techniques, which deliver significantly higher
secure bit rates.

Our experiments show that SQMs implemented with phase-
sensitive amplifiers can be considered as a microwave equivalent of
optical homodyne detection. More precisely, our experiment
demonstrates the possibility of using these SQMs to unravel properties
of quantum states, particularly relevant for quantum state
tomography®>®. This approach can be further extended to non-
Gaussian state tomography and complements error correction codes
by offering a single-shot quadrature detection technique***’. Lastly, we
extrapolate an experimental secret key rate of 42 kbit/s in our CV-QKD
realization. By using the Shannon-Hartley theorem with our measure-
ment bandwidth of 400 kHz, we estimate an upper bound of our raw
secret key rate up to 152 kbit/s for the 2nd run, paving the way for
secure high-bit-rate microwave CV-QKD communication. We find that
these key rates are mainly limited by the phase stabilization of our JPAs
(see “Methods”) which could be minimized in future experiments by
using better frequency filtering in our experimental setup and addi-
tional magnetic shielding. Increasing the measurement bandwidth
results in an initial increase of the secret key rate at the cost of a larger
background noise. To remedy this problem, various multiplexing
approaches, such as time, frequency, or code-division multiplexing
methods, can be used. These approaches may require technical
improvements of the JPAs, e.g., enlarged instantaneous bandwidths
and saturation powers. Secret key rates can be further increased by
extending the codebook size via adding an extra trusted preparation
noise or using larger squeezing levels. Similarly, improving the quan-
tum efficiency of the measurement JPA would greatly increase the final
secret key rate. Our demonstrated results promote the ongoing
development of local microwave networks**>, where short-distance
secure microwave quantum communication platforms could comple-
ment current classical microwave communication technologies such
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as Wifi and Bluetooth due to the intrinsic frequency and range
compatibilities.

Methods

Experimental squeezed microwave states

We experimentally generate squeezed states with JPAs, which are flux-
tunable superconducting devices consisting of a harmonic A/4 reso-
nator shorted to ground with a dc-SQUID made of Al/AlOyx/Al Joseph-
son junctions. These JPAs are operated in the phase-sensitive
regime pumping them with strong coherent microwave tones.
The squeezed states are described using the squeeze operator
S=exp((&a* - &a')')/2), where a=g+ip (a' =g — ip) is the annihi-
lation (creation) operator with the quadrature operators ¢ and p such
that [g,ip] =1/2 and § = re” is the complex squeezing amplitude. Here,
the phase ¢ = - 2y is related to the squeezing angle y between the anti-
squeezed quadrature and the p quadrature in the quadrature phase
space. In addition, r represents the squeeze factor, related to the
amount of squeezing. The latter is quantified using the squeezing level
S= —10log;,(02/0.25). Similarly, we define the anti-squeezing level
A=101log;,(0%/0.25). In our measurements, we implement a phase-
locked loop with a feedback, which periodically adjusts the phase of
our pump tones to maintain a stable squeezing angle*®.

Quadrature model and calibration measurements

The microwave CV-QKD protocol is modeled by describing each ele-
ment presented in the experimental schematic in Fig. 1 with a corre-
sponding operator. The squeezing operation from the first JPA is
described by a squeeze operator S‘A. Each directional coupler is mod-
eled with a beam splitter operator, C, and C;, and their associated
power transmissivity, 7T and ¢ = 1 — &, respeg,tively. For the mea-
surement JPA, we use a noisy squeeze operator, S, to account for the
added noise n; of the JPA. Since we are considering single-shot mea-
surements, we also include the HEMT amplifier, described by an
amplification operator 4 to account for an amplification noise Ni.
Additionally, we introduce path losses in between each component
which are described by a beam splitter operator L; for i € {1,2,3,4]}.
The final output state after the HEMT can be expressed as

. A ot
Pou=lonl @
T=HL,Sgl;Cel,CoL,S,,

where p;, is the overall input state of our experimental setup,
accounting for signal modes and all other modes involved with the
action of the operators. All experimental parameters used in Eq. (2)
are extracted from independent calibration measurements, where we
perform full Wigner tomography of the measured signals, under the
assumption that all quantum states are Gaussian, to obtain the para-
meters individually (see Supplementary Note 7). The accuracy of our
tomography method relies on a precise photon number calibration
performed using Planck spectroscopy measurements*’. Wigner func-
tion tomography is performed using a reference state tomography
based on measured quadrature moments associated with a to-be-
reconstructed quantum state’**°,

Holevo quantity

The Holevo quantity of Eve, giving an upper bound on her accessible
information about Alice’s key, is computed as

Xe=Sx ( / daf, (a)f)g,a> - / Aaf @Su(pea) )

by integrating over the ensemble of states, {p; ,| & € A}, with A being
the codebook ensemble of Alice and individual density matrices py ,,

obtained by Eve using the entangling cloner attack. The function f,
represents the probability density function of Alice’s random variable.
Here, the integral is taken over the ensemble of displacements that
Alice can use during the communication and Sy is the von Neumann
entropy. We note that the function f, describing the displacement
choice of Alice is a Gaussian function, therefore all states involved in
computation of the Holevo quantity are also Gaussian. A more detailed
description of the computation of the Holevo quantity can be found in
Supplementary Note 6.

Data availability
Data that support the findings of this study are available from the
corresponding author upon request.

Code availability
The code used for data analysis and visualization is available from the
corresponding author upon request.
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