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A B S T R A C T   

Social media platforms have led to the creation of a vast amount of information produced by users 
and published publicly, facilitating participation in the public sphere, but also giving the op
portunity for certain users to publish hateful content. This content mainly involves offensive/ 
discriminative speech towards social groups or individuals (based on racial, religious, gender or 
other characteristics) and could possibly lead into subsequent hate actions/crimes due to 
persistent escalation. Content management and moderation in big data volumes can no longer be 
supported manually. In the current research, a web framework is presented and evaluated for the 
collection, analysis, and aggregation of multilingual textual content from various online sources. 
The framework is designed to address the needs of human users, journalists, academics, and the 
public to collect and analyze content from social media and the web in Spanish, Italian, Greek, 
and English, without prior training or a background in Computer Science. The backend func
tionality provides content collection and monitoring, semantic analysis including hate speech 
detection and sentiment analysis using machine learning models and rule-based algorithms, 
storing, querying, and retrieving such content along with the relevant metadata in a database. 
This functionality is assessed through a graphic user interface that is accessed using a web 
browser. An evaluation procedure was held through online questionnaires, including journalists 
and students, proving the feasibility of the use of the proposed framework by non-experts for the 
defined use-case scenarios.   

1. Introduction 

News aggregation and automated extraction of semantic information from unstructured text has become an essential task for 
adding value to existing massive data volume. Opinion mining and sentiment analysis (OMSA) is a natural language processing task 
that uses an algorithmic formulation to identify opinionated content and categorize it as having “positive”, “negative”, or “neutral” 
polarity [46,47]. Stance detection is another important task, with a blurry difference from sentiment analysis, since it focuses on the 
stance concerning an object of evaluation; “favour”, “against”, “none” [1]. Popular approaches include different classification tech
niques (e.g., machine learning and lexicon-based approaches) and levels of analysis (e.g., document, sentence, or aspect-level). It is 
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observed that reviews constitute the most frequently worked on dataset for OMSA research followed by tweets and news articles [68]. 
Нate speech is defined as “any speech, which attacks an individual or a group with an intention to hurt or disrespect based on 

identity” (gender, race, religion, disabilities, etc.) [13]. In the case of hate speech detection, automated techniques can be applied to 
moderate content, but also for socio-political understanding and content analysis. A strong connection is considered to exist between 
hate speech and actual hate crime [38]. Thus, it has a solid impact on the lives of vulnerable communities that are victimized. Two 
dangerous types of hate speech are identified; those directed at the victims, and those directed at like-minded individuals [10]. In 
direct hate speech, the victims are injured immediately by the hate content, while in indirect hate speech harm may be immediate or 
delayed, and perpetrated by the agents, rather than the original actor [13]. In Ref. [64] the results of an online experiment show that 
participants who are exposed to hate, or civil negativity in user comments concerning the refugee crisis, are significantly affected, and 
are less likely to develop pro-social behavior. Such conclusions support the need for moderation. The real-time moderation of huge 
volumes of content that are published constantly indicates the need for automated workflows. The PHARM project introduces tech
niques and an interface for the automated detection of hate speech and it can also support users in checking their own texts before 
publishing. Moderation does not necessarily result in rejecting the publication of hateful content. In the US, hateful content is covered 
by freedom of speech law, while in the EU its removal is required [25]. Some social media companies automatically remove messages 
using a hate speech reference database [20]. This requires high-quality databases, manually annotated by experts. Human moderation 
is expensive and, in addition, often implies a significant negative psychological impact on the moderators [52]. 

2. Related work 

2.1. User generated content and hate speech 

With the advent of Web 2.0, users can contribute to a vast number of online frameworks through several forms of user-generated 
content (UGC), creating enormous data volumes with positive and negative contributions [17,60]. The information produced is 
difficult to be monitored and handled even for media professionals, thus new models are developed [44], in order -among others-to 
increase user awareness against harmful online communication [19]. In the same framework, research on people’s ability to distin
guish real from fake images is performed in the context of “crowdsourced validation” [29]. However, in the field of journalism, the 
trustworthiness of reporting with incorporated UGC is disputable and presents negative or no overall effect [4,22]. Research conducted 
among social media users suggests that hate speech is expressed at higher levels in social media platforms [8,24], potentially leading to 
personal distress [49]. 

Exposure to hateful content online is more common among younger ages and is more frequently used to stereotype groups, centred 
on race or ethnicity [16,40], although with some variations among countries [24]. Furthermore, other factors, such as income and 
education, have been linked to inequalities in access, skills, and patterns of the Internet and social media use [18]. In a similar vein, 
lower social-grade individuals who use fewer sources of online news on average, are less likely to go directly to news organisations for 
news online and are consequently more reliant on the distributed discovery of news via social media and search engines [27]. Research 
results also suggest that digital media rather reinforce social inequalities in cultural consumption [65] and, while moving from a 
relatively low-choice offline media environment to a high-choice online media environment with more intense competition for 
attention, social inequalities in news consumption are likely to increase [27]. 

In order to prevent and counter the spread of hate speech online, the European Commission has agreed with Facebook, Microsoft, 
Twitter, and YouTube in a “Code of conduct on countering illegal hate speech online”, while other Internet giants, such as Instagram 
and TikTok, have also joined in it later. In parallel, a series of European Union (EU) Directives aim to control racist and xenophobic 
behaviors in the media (e.g. The Audiovisual Media Services Directive 64). Within mainstream media platforms, professionals try to 
counter problematic UGC using moderation methods [12], often engaging users in the process [59,69]. Moreover, some organisations 
utilize artificial intelligence techniques to tackle this massive work automatically [63] or implement semi-automatic approaches that 
integrate machine learning into the manual process [51], while considering the impact of the conversational context along with the 
combination of text content with social context in the process of automated hate speech detection [39,45]. 

Twitter is a major choice for social network studies research, thanks to its popularity, as well as its simple data model and 
Application Programming Interface (API) [2]. One of the advantages of exploring data from Twitter in social studies is that it is 
possible, besides content, to process user-related data, as well as the social graph, containing network-related data, like user in
teractions and connections. Sentiment analysis is one of the most promising techniques for textual content analysis in the context of 
social studies. 

Several techniques exist for the support of such tasks. Lexical features that can be used in the computational analysis include word 
stems, Part Of Speech (POS), and n-grams. Named Entity Recognition is the extraction of the semantic identity of a word (person, place, 
etc.) and can also play an important role in the analysis. Emoticons are an element of a message that often carries affective information. 
Several language-dependent tools exist for the extraction of such tags [2]. In the work of [66] memes, a popular format on the modern 
web, are taken into consideration for the expression of hateful ideas. Another issue noted by Ref. [46] is that user-generated texts in the 
Web 2.0 tend to be noisy. The evaluation shows that for all text-mining approaches (unsupervised, supervised, semi-supervised), text 
pre-processing is a crucial part of the analysis pipeline. 

2.2. Affective computing and sentiment analysis: tackling hate speech 

As emotions play an integral role in communication, relative surveys are conducted via a variety of spectra and implementation 
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techniques, such as the involved emotional aspects in terms of Quality of Experience (QoE) on the communication process through the 
influence of audiovisual content encoding decisions and properties [26,31], and the degree of agreement between the perceived 
emotion and the intended expressed emotion in a framework of applied Speech Emotion Recognition (SER) for theatrical performance 
and social media communication [62]. Affective computing and sentimental analysis is an interdisciplinary research area associated 
with advancements in machine learning relating computational interpretation and human emotions. On the field’s presented chal
lenges, adversarial training appears to be helpful in the development of generative and related discriminative models [23]. 
Furthermore, as convictions and feelings are spread among social media users, research on community detection based on users’ 
behavioral similarity in personal neighborhood communities is performed while processing social interaction data [55,56]. 

A plethora of techniques (Machine/Deep Learning, Rule-based and Fuzzy Logic) can be found in the literature for hate speech 
detection, as well as hybrid methods that result in combinations of the above [7]. Likewise, a model employing a multichannel 
convolutional bidirectional gated recurrent unit was developed to identify toxicity in social networking sites [32]. Such techniques aim 
at the classification of texts regarding the existence of hateful or abusive language, depending on the classification scheme and the 
specific task. Similarly, regarding sentiment analysis, machine learning models are used either for classification schemes (positive-
negative), or as regression models that calculate the degree of polarity in a given scale [67]. In the work of [6]; to overcome the 
limitations of a binary hate-speech classification scheme, an unsupervised clustering approach, combined with fuzzy logic rules is 
proposed to discover emotional patterns in tweets. 

A major bottleneck in the field is set by the existence of a few benchmark datasets, limited in volume and with no uniform 
annotation schema [28]. follow a deep multi-task learning (MTL) framework in order to address several text classification tasks to 
improve performance for the individual task of hate speech detection. The formulation of large amounts of high-quality manually 
labelled data is often the most challenging task in the automated detection of abusive content. Creating a dataset with variations, may 
increase the likelihood of mining more informative instances [37]. This can be the work of experts or crowdsourcing [2]. Data 
augmentation refers to the actions of increasing the number of available data, using several techniques, depending on the data type. 
This can lead to better robustness and generalization of the trained deep learning models. In Ref. [9] an augmentation technique for 
text is presented, using a Back Translation and a Paraphrasing technique to produce similar versions of the available texts. Evaluation 
on different datasets proves increased performance. According to Ref. [3]; July), the experimental results of state-of-the-art models 
contradict with the performance of automated detection in actual applications. This is due to the evaluation on specific datasets. Better 
user distribution is important for better generalization in English models and, ultimately, robust multilingual models. Annotators can 
play also an important role in the integrity of datasets, and consequently in the effectiveness of models. Demographic characteristics 
and personal beliefs are important aspects of the subjective perception of offensive language. Some approaches consider these aspects 
for model training [30]. 

Multilingual text mining (MLTM) includes a set of techniques in order to address multilingual text input to extract semantic in
formation, by applying some kind of automated process to discover the relationships between different languages. Also, although 
several models achieve good performance in benchmark datasets, cross-dataset model generalization remains a challenge. The 
feasibility of reusing models in different contexts, as well as the overfit of generated features in smaller corpora, can set the bottleneck 
of real-world applications [20]. This is what makes the creation of big, heterogeneous, multi-source datasets essential for the field. In 
the research of [42]; multilingual and cross-domain detection is investigated. Several models are trained for language-specific 
misogyny detection in social media. The performance of these models in datasets of general offensive language and multiple lan
guages is evaluated, showing that deep learning models can generalize better in cross-domain and multilingual tasks [43]. evaluate 
several methodologies for transferring knowledge between corpora in different languages, in the direction of multi-lingual hate speech 
detection. Hate speech detection models, as well as most text recognition-related tasks, are much more advanced for the English 
language since more resources are available [48]. evaluate transfer learning of pre-trained models for hate speech detection in Spanish. 

Social Network Analysis based on the social media messages’ metadata can play an important role in abusive language detection 
[41]. investigated the behavior patterns of certain users and their effect on the propagation of toxic content in social networks in the 
topic-specific context of COVID-19 related abusive comments. They applied topic modelling based on Latent Dirichlet allocation (LDA) 
to discover topics related to the COVID-19 umbrella topic [11]. [36]. propose that social media posts should not be considered as 
standalone text. It is interactive, and posts are context-dependent, which means that knowledge concerning preceding posts can be 
crucial for recognizing aggression [7]. propose a JSON-based Metadata Representation Structure Model (MRSM) that includes met
adata information concerning the temporal, spatial, and semantic attributes of every social media object. 

The Perspective API created by Google developers can assist moderation by suggesting the detection of toxic content in a con
versation, based on a ground truth created by experts and crowdsourcing [50]. Another interface based on web browser plugins to 
visualize aggressive content expressed either implicitly or explicitly is presented in the work of [36]. The plugins are developed for the 
two most popular media: Facebook and Twitter. Hatemeter is a European project that aims at the documentation, analysis, and 
prevention of hate speech on social media, connecting researchers and non-governmental organisations (NGOs) in Italy, France, and 
Great Britain. The delivered Hatemeter Platform allows automatic data gathering and real-time analysis. Social scientists may use the 
platform to explore large amounts of data, while NGOs can monitor speech trends and produce counter-narratives [33]. In CyberAid 
[58], a number of features (textual, user-related, and network-related) are combined in a mobile application that aims at cyberbullying 
detection, improving accuracy compared to existing approaches [14]. propose an architecture for the regulation of the circulation of 
hate speech in mobile environments. Their architecture consists of different layers that match the different stages of content creation, 
distribution, and consumption and include users’ (sender/receiver) intermediaries, at national and international levels. 
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3. Research aims and project motivation 

Based on the elaboration of the related work, there is a lack of user-friendly services that can address the full work cycle of 
analyzing hateful content online through a user-friendly graphic interface. This realization fuels the motivation to provide a frame
work that can be used by individuals with no technological background and training to collect content from Social Media and the web, 
access state-of-the-art models to analyze it in terms of sentiment polarity, hateful content, and context (e.g. geographical information), 
interpret the results, monitor hateful content publication real-time, access a well documented structured repository through highly 
configurable queries, annotate content and contribute to this repository. Therefore, a web interface that provides the aforementioned 
functionality, has been envisioned in the scope of Preventing Hate against Refugees and Migrants (PHARM) project [61]. The goal of 
the PHARM project is to monitor and model hate speech against refugees and migrants in Greece, Italy, and Spain. Ultimately, the 
project’s anticipation is to predict and combat hate crime and also counter its effects using text-processing algorithms. Therefore, 
computing interfaces for Natural Language Processing (NLP) have been designed, along with the implementation of a graphical web 
tool for allowing a more intuitive user interaction. These have been named the “PHARM Scripts” and “PHARM Interface”, respectively, 
forming the “PHARM Software”. 

This particular work concerns the design process of the PHARM Interface, aiming at validating the targeted usability and impact of 
the analyzed application. Hence, standard application development procedures are followed through the processes of rapid proto
typing and anthropocentric design, i.e., the so-called logical-user-centred-interactive design (LUCID). Audience engagement is crucial, 
not only for communicating and listing the needs and preferences of the targeted users but also for serving crowdsourcing and data 
annotating tasks. In this perspective, focusing groups with multidisciplinary experts of various kinds are assembled as part of the design 
process and the pursued formative evaluation, including journalists, media professionals, communication specialists, subject-matter 
experts, software engineers, graphic designers, students, plenary individuals, etc. Furthermore, online surveys are deployed to cap
ture public interest and people’s willingness to embrace and employ future Internet tools. Overall, following the above assessment and 
reinforcement procedures, the initial hypothesis of this research is that it is both feasible and innovative to launch semantic web 
services for detecting hate speech and emotions spread through the Internet and social media and that there is an audience willing to 
use the corresponding software application. The interface can be designed as intuitively as possible to achieve high efficiency and 
usability standards so that it could be addressed to broader audiences with minimum digital literacy requirements. In this context, the 
risen research questions (RQ) elaborated on the hypotheses are as follows. 

[RQ1] What are the targeted usefulness and estimated usability of the application? 
[RQ2] What are the use scenarios that the application addresses (personal use, contribution, personal publication, literacy)? 

4. Materials and methods: design and evaluation framework 

The methodology of the current research includes the documentation of the design and evaluation protocol of the required web 
interface. 

4.1. The PHARM web interface: functionality, information processing, and management flow 

The PHARM Interface should serve as the front-end of the PHARM Software. The core functions of the Interface are the following: 
monitor, search, analyze, scrape, annotate, and submit. Moreover, two types of users have been defined: the visitor and the 
contributor. A visitor can monitor, search for and analyze hate speech data, while the contributor can also scrape, annotate and submit 
relevant content. The functions that are available to all users are public, while the rest are private. The private functionality is only 
accessible by registered users which are intended to be media professionals (Fig. 1). 

These functional requirements are summarized in Fig. 2. All presented functions concern the user group of the contributors, while 

Fig. 1. The PHARM web interface roles and workflow.  
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the first three (highlighted in blue) are available for anyone who visits the website of the PHARM Interface. 
In the scope of the current research, these three functions are under evaluation, and more detailed descriptions follow. 
Monitor: The spatiotemporal visualization of the detected hate-speech content should be a distinctive feature of the user interface 

(UI). In order to enable such a visualization, an interface needs to be created and put into use. 
Search: Navigation through the hate speech records present in the PHARM database must be one of the interface’s primary fea

tures. Users should have the ability to search, receive a list of entries that match their criteria, and examine specific details for each 
record. The following filters must be accessible.  

• Language (English, Greek, Italian, Spanish)  
• Source selection (Facebook posts, tweets, YouTube comments, web articles, and comments).  
• Date selection (show results inside a specific period).  
• Annotation filtering (hate/no hate, positive/neutral/negative sentiment).  
• Keyword filtering (a search query for finding occurrences in texts). 

The user may also download the results as CSV or JSON files. 
Analyze: A thorough report ought to show up if a record is chosen or if text is entered in the home screen. The results of the text 

analysis algorithms should be shown with graphics, and the estimated location of where the text has been composed may be high
lighted on a map (icons, bars, etc.). The results concern sentiment analysis and hate speech detection (for both unsupervised and 
supervised classification methods). An early, low-fidelity mockup of the interface’s analysis screen is shown in Fig. 3. When the 
Interface was first released, this screen served as its home page. Later, a different home screen was created and put into use. 

The functionality and the architecture of the web interface were designed in the context of addressing several scenarios, and 
purposes of use of the application. The main use cases include checking one’s texts for hate speech detection and analysis, texts from 
other users, contributing to the project’s database, retrieving relative comments from the project’s database, and conducting geo- 
location monitoring of articles. These use cases can be proved essential in addressing several scenarios like secondary and univer
sity education, multidisciplinary research, vocational training, and digital literacy, events in social media, and participatory 
infotainment. 

Regarding the backend of the system, PHARM’s data management and analysis features are referred to as PHARM Scripts. The 
source code of the PHARM Scripts, along with their documentation, is publicly available as a GitHub repository (https://github.com/ 
thepharmproject/set_of_scripts). As for data management, it is worth mentioning that information is arranged in records of a single 
format with the text (i.e., content) as the primary field and the id, annotations, and meta fields as secondary fields. The meta field is a 
container for all metadata, such as source, language, date, location, hate, and sentiment load. Concerning data analysis, the most 
noteworthy methods include sentiment and hate speech analysis, language detection, time, and geolocation estimation. These methods 
have been implemented by exploiting a variety of programming libraries as well as coding custom scripts. As mentioned, the PHARM 
Interface primarily reads and analyses texts written in Greek, Italian, and Spanish. However, much of the scraped data may also include 
texts written in other languages or regional dialects. Therefore, a method for identifying the language of a text when it is not explicitly 
defined has been implemented. Python’s textblob and googletrans libraries are two of the ones that are often utilized. Next, to estimate 
geolocation, named entities are taken out of texts and geocoded. Geopolitical entities (GPE), locations (LOC), faculties (FAC), and 
organisations (ORG), are among the named entities (e.g., countries, mountains, buildings, companies, etc.). This approach makes use 
of openstreetmap data and the Nominatim geocoder [15]. In addition to these, a technique for extracting date and time information 
from text has also been put into practice. To find datetime objects in texts, a variety of Python libraries are utilized, including date
parser, datefinder, and parsedatetime. As one of the project’s main objectives is hate speech detection, two different methods have 
been implemented: a lexicon-based one and a machine-learning one. Both methods rely on the utilization of a language-specific model 

Fig. 2. The main functional requirements for the PHARM Interface.  
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and make use of common normalisation techniques for pre-processing (e.g., lower-casing, lemmatisation, and stop-word removal). In 
the first case, terms are searched in the text, while, in the second, hate speech detection is handled by a recurrent neural network (RNN) 
[5]. Similarly, the PHARM interface incorporates two methods for sentiment analysis [53]. Many essential components of the Sen
tiStrength algorithm, including the recognition of booster, question, and negating words, are adopted by the lexicon-based method 
[57]. The supervised model for sentiment analysis, trained on a separate corpus, has the same architecture as the model for hate speech 
identification. 

4.2. Interactive design and assessment framework 

The questions are formed as part of the user experience (UX) design process, aiming at validating the targeted usability and impact 
of the analyzed application, as it will be explained further in the methodology section (typical system evaluation through surveys). The 
overall evaluation of the web interface along with the usability scenarios were supported by an empirical survey, concluding in the 
statistical results in the respective section of the manuscript. This survey was based on a guided interaction of users with the service, 
and afterwards, their opinions were recorded via a multi-factor questionnaire. “In this context, Nielson model [21,34] was mainly 
employed to evaluate aspects of the platform such as the Learnability (easy to learn), the Efficiency (meeting users’ expectations, 
effectiveness), Satisfaction (pleasant in use, potential entertaining character). However, the assessment criteria were augmented ac
cording to Quality in Use Measurement (QUIM) model [35,54] to involve factors such as Navigation (for accessible and organized 
navigation in the platform environment), Content (productive and informative material in web service, without errors). The final set of 
the 8 assessment factors is defined below, while a more detailed description is exhibited in Table 1.  

• Efficiency (7 questions) 

Fig. 3. A low-fidelity mockup of the analysis screen that served as the homepage of the Interface at the early stages of development.  
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• Usability (12 questions)  
• Learnability (5 questions)  
• Satisfaction (11 questions)  
• Navigation (4 questions)  
• Content (6 questions)  
• Interactivity (5 questions)  
• Design (3 questions) 

As described in the functionalities section of the PHARM project, the main target of the developed interface is the detection of hate 
speech and the NLP-based sentiment load implication. For this reason, a dedicated question/item was involved in the survey assessing 
the fulfilment/contribution of the service towards the identification of hate speech mechanisms and sentiment loads in text data. 
Moreover, the involved participants posed their attitudes about possible purpose-of-use scenarios of the platform according to their 
knowledge, beliefs, and interests, along with potential area/scope of utilization in public services.  

• Hate speech detection (1 item)  
• Purposing scenarios (5 items)  
• Addressing scenarios (6 items) 

All the above questions/items were monitored in a Likert scale with 5 levels, ranging from Strongly Disagree (1) to Strongly Agree 
(5). 

Furthermore, the demographic information of the respondents was recorded in categorical form concerning their Age, Gender, 
Educational level, and Profession. Since the evaluation process refers to a specialized web-based NLP service, the participants’ 
Computer and Internet Familiarity were measured in separate binary variables referring to Low and High competencies/skills. Finally, 
taking into consideration that the dynamically evolving database of the PHARM project derives from social platforms and news sites, 
the respondents were asked about their News Awareness (Likert scale 1–5) and if they work/have worked as Journalists (Yes-No). 
Table 1 presents a detailed description of the questionnaire that supported the current survey. 

The survey was conducted on a volunteer basis via the LimeSurvey online tool during the period February 1, 2021–March 31, 2021, 
while the final number of respondents reached to N = 298. Each participant was asked to visit the web platform and navigate/interact 
with the various pages, buttons, and processing modules and observe the returned results. Afterwards, each user had to complete the 
formulated questionnaire regarding the web service evaluation inquiries along with the possible use-case scenarios and demographics. 

Table 1 
Questionnaire of the conducted survey.  

# Factors Measure 

1 Efficiency – 7 items (effectiveness, productivity, usefulness, helpful, timesaving, covers user’s needs, meets expectations) Likert Scale for ordinal 
variables: 
1-Strongly Disagree to 5- 
Strongly Agree 

2 Usability – 12 items (easy to use, simple, user-friendly, low number of steps for execution, flexible, no special effort for use, 
use without manual, use without consulting, no inconsistencies, oriented to occasional/systematic users, minimum 
number of errors and easy recovering, successful using every time) 

3 Learnability – 5 items (quick learning, perceiving of use without memorizing options, easy to learn, user can easily be 
skillful in using it, helps the user to easily be productive into it) 

4 Satisfaction – 11 items (satisfied with it, recommendation to a friend, entertaining, functions as the user wants, excellent, 
feels to obtain, pleasant, good function integration, inspires confidences while using, effective completion of posed use 
scenarios, easy completion of posed use scenarios) 

5 Navigation – 4 items (clear hierarchical web structure, comprehensive web page, clear and precise navigation and 
processing options, easy web interface orientation) 

6 Content – 6 items (comprehensive terminology, comprehensive information structure, comprehensive information 
highlighting, adequate and precise content, no content errors and inaccuracies, clear details and instructions) 

7 Interactivity – 5 items (adaptivity and flexibility, options visibility, control handling during interaction, consistent control 
options with menus and buttons, minimizes the needed memory for using it) 

8 Design – 3 items (colors, graphics, web pages organization, and appearance) 
9 Hate Speech Detection 
10 Purposing Scenarios – 5 items (check my texts, check others’ texts, contribute to the project’s database, retrieve relative 

content from the project’s database, conduct geo-location of articles) 
11 Addressing Scenarios – (secondary education, academic education, multidisciplinary research, vocational training, and 

digital literacy, events in social media, participatory infotainment scenarios) 
12 Gender (Male, Female, Other) Binary Nominal 
13 Age (18–22, 23–30, 31–40, 41–50, 50+) 5-level Ordinal 
14 Education (Highschool, Bachelor, Master, PhD) 4-level Ordinal 
15 Computer Familiarity (Low – folders/files management and Office software knowledge, High – specialized software and 

data analysis and programming) 
Binary Nominal 

16 Internet Familiarity (Low – search engines, emails, social networking, High – web page developing and skills in advanced 
web services) 

Binary Nominal 

17 News Awareness Ordinal 5-level Likert Scale 
18 Profession (Student, Academic Staff, Non Academic Profession) 3-class Nominal 
19 Working/has worked as Journalist Binary Nominal  
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The overall length of the survey ranged from 8 to 11 min, terminated at the point of recording the user’s response. 
It has to be highlighted that a preliminary assessment procedure was conducted by Ref. [61]; extracting initial feedback in a beta 

evaluation mode from a lower number of participants (N = 64), since the questionnaire was disseminated via the authors’ social 
networks. The pool of participants in the pilot (alpha) testing of the platform derived from the Schools of Electrical and Computer 
Engineering, and Journalism and Mass Communications of the Aristotle University of Thessaloniki. The aim was to form a multi
disciplinary assessment group with prior experience both in the implementation and evaluation of user interfaces as well as in the 
development of backend services (machine/deep learning architectures analyzing audiovisual and textual content in terms of senti
ment analysis, fake news, hate speech, etc.). Hence, the motivation behind this choice was to initially evaluate the purposing scenarios 
of the web service (how useful would be for journalists that want to detect hate speech/fake news, if the platform is easy to be handled 
by non-technical personnel, UX-design, etc.), also taking into consideration engineering and computing aspects (data flow, real-time 
geolocation, algorithmic optimizations, etc.). The users’ remarks and opinions were taken thoroughly into consideration towards the 
optimization of crucial aspects of the web interface, while more processing modules are currently integrated to facilitate a user-friendly 
and efficient web environment that lives up to the users’ needs and standards. In this context, during the current survey, the project is 
subjected to a generic evaluation framework, implemented via the LimeSurvey platform, in which the increased pool of participants 
were free to navigate in the “upgraded” version of the web interface. 

Before proceeding into the results section, it has to be mentioned that reliability tests and internal consistency tests were imposed 
on the assessment factors (inner class and generic) based on the calculation of Cronbach’s alpha measure, revealing in all cases co
efficients ranging from a = 0.91 to a = 0.96. Hence, it can be supported that the subsequent statistical analysis supports confident 
statistical results and conclusions. Finally, Table 2 presents the basic demographic information of the respondents. 

During the survey preparation, all ethical approval procedures and rules suggested by the “Committee on Research Ethics and 
Conduct” of the Aristotle University were followed. 

5. Results and discussion 

5.1. The implemented web interface 

The Python web framework Flask has been used to build the interface. This choice was made because all functionality can be 
bundled into a single software project using Python, as the NLP algorithms have been coded in Python too. The widely used HTML, 
CSS, and JavaScript package Bootstrap were used to create the graphical user interface (GUI). Waitress, a high-performance pure- 
Python web server gateway interface (WSGI), is used to serve the web tool. The PHARM Project and the aims that serves is presented at 
https://pharmproject.usal.es. The five following figures depict the main graphical interfaces for the monitor, search, and analyze 
functionalities. The home screen of the Interface provides some basic information about the PHARM project and input for performing 
the analyses on user-defined text. It also features sample content for analysis in the Greek, Italian, and Spanish languages. These three 
languages are natively supported, but content in all languages can be analyzed as well, via translation. The next screen concerns the 
“monitor” capability (Fig. 4). The Interface features real-time hate speech monitoring capabilities across the regional area of Europe. In 
specific, geolocated tweets are constantly being analyzed for containing hate speech, and detected hate-speech events are stored and 
displayed on a map (Fig. 4). In order to make the platform’s functionality more comprehensible, the user may interact and experiment 
with self-imported content and extract the semantic description of the respective text in the following link: http://pharm-interface. 
usal.es/. Furthermore, the platform’s presentation along with its inner properties can be accessed in http://pharm-interface.usal. 
es/static/quick_start_guide.pdf, while a detailed guide/instructions for all steps that are conducted during semantic analysis process 
can be found in http://pharm-interface.usal.es/instructions. 

Next, the search screen is presented. Fig. 5 demonstrates the available filters and their corresponding controls. Search results are 
presented as a list of records. The user can preview the records, and display details for each one of them. Either the “Simple” or the 
“Scientific” view can be chosen. The “scientific” view presents metadata along with data. The list can be downloaded as a CSV or JSON 
file. Sample files in both formats can be previewed via the following links: Standard View and Scientific View. 

When a record is selected (or for a text that is placed on the home screen), a view presenting detailed information appears (Fig. 6). 

5.2. User experience and usability assessment 

The development of the web platform launched on October 2020, while major optimizations and flaws corrections took place, 

Table 2 
Distributions of demographic data.  

# Factor Distribution 

1 Gender Men (36%), Women (64%) 
2 Age 18-22 (38.3%), 23–30 (25.5%), 31–40 (18.1%), 41–50 (12.1%), 50+ (6%) 
3 Education Highschool (40.9%), Bachelor (24.5%), Master (22.8%), PhD (11.8%) 
4 Computer Familiarity Low (54.6%), High (45.4%) 
5 Internet Familiarity Low (37.1%), High (62.9%) 
6 News Awareness Not at all (4.4%), Rarely (13.1%), Sometimes (27.5%), Often (26.2%), Very Often (28.9%) 
7 Working/has worked as a Journalist Yes (16.2%), No (83.8%)  
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based on preliminary alpha evaluation testing by domain experts (in fields of web design and graphics, software engineering, etc.) and 
the subsequent beta evaluation of web interface. In this section, the experimental results of the conducted survey (N = 298) are 
presented regarding an overall usability assessment along with the purpose-of-use scenarios of the PHARM project. 

To begin with the evaluation of the usefulness of the approach, Fig. 7 answers to the suitability of the web service to meet the main 
designated aim of supporting the detection of hate speech and sentiment load in text data, concluding in an increased acceptance of 
60% of Agree/Strongly, while only 19.2% of the participants Disagree/Strongly Disagree with it. 

Furthermore, as Table 1 exhibited, the 8 assessment factors were represented by a different number of items, therefore, the mean 
scores of Likert-scale responses were computed, towards the computation of average evaluation metrics, since the Cronbach’s alpha 
measure validates the respective factor integrity (above 0.91 in all cases). Fig. 8 exhibits the mean score and standard deviation of 
every factor for the N = 298 participants, revealing in almost all aspects satisfactory results that are prone to 4 (with standard de
viations lower than 1). In this context, early conclusions are drawn, indicating a well-designed web interface with increased usability, 
withholding comprehensive and easy-to-learn content, interaction, and navigation mechanisms. Further experiments/tests within 
groups of the correspondents were subsequently employed and presented to pinpoint differences among the formulated clusters. 

Towards a more thorough evaluation of the developed web service, the mean scores were compared within the 5 groups of par
ticipants, according to their agreement regarding the fulfilment of the main purpose of the platform for hate speech detection. Taking 
into consideration that Levene homogeneity of variance test and Shapiro-Wilk normality test indicated values of p < 0.001, the non- 
parametric method of Kruskal Wallis H method was utilized for detecting the mean scores differentiations among the 5 groups (df = 4). 
Table 3 presents the H and p-values values that were calculated for each assessment factor along with the effect size of the statistically 
significant differences, while Fig. 9 exhibits the mean evaluation scores for the groups of participants. 

In all cases there is a large effect that combined with the subsequent post-hoc Mann Whitney tests pointed in the direction that the 
participants that didn’t agree that the web service support its main task, evaluated it in statistically significant lower scores (p < 0.001) 
compared to those who agreed to the respective question. This fact is also validated in Fig. 9, where the average values range between 
1.5 (for efficiency) to 2.6 (for learnability), while all the assessment metrics are scored around 4 for those who strongly Agree/Agree to 
the question under examination. The above remarks lead to the conclusion that platform optimizations are essential to convince for its 
orientation and therefore increase the evaluation scores. 

Because of the core functionality of the web platform towards aggregating and checking news feeds from Twitter, YouTube, and 
News webpages, an interesting relation had to be examined between the assessment factors and the variables of users’ News Awareness 
and that representing whether they work/have worked as Journalists. For the first analysis the Kruskal-Wallis method was utilized 
because of the five participants groups (based on answers: Not at all, Rarely, Sometimes, Often, Very Often – df = 4), while the Mann- 
Whitney test for the Journalist binary variable (Yes, No). 

One crucial aspect of the whole implementation refers to the potential use case and scenarios of the developed platform. For this 

Fig. 4. The real-time monitoring screen of the PHARM Interface.  
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reason, the main purpose of the hate speech detection along with the purpose and addressing scenarios (expressed in Likert scale as 
stated in Table 1) of the web service were statistically analyzed in overall terms and within groups of participants. 

Figs. 10 and 11 present the respondents’ opinions (%) about the suitability and use-case potentials, showing that participants would 

Fig. 5. The search input form (a) and search results (b) screens of the PHARM Interface.  
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mostly utilize the platform for checking other’s texts (64% agreement) and retrieving relative content from the project’s database (61% 
agreement). Furthermore, they suggested that the web service would be more suitable in Academic Education and Multidisciplinary 
research (72% agreement), closely followed by events in social media (71% agreement). However, the respective percentages are 
above 65% for all scenarios, proving the versatile nature that the web service withholds, offering various/adaptive ways for its uti
lization. The subsequent statistical analysis investigates the evaluated mean scores differentiations within groups of variables, aiming 
to extract more specific knowledge about users’ preferences. 

In the beginning, the relations between Computer and Internet Familiarity were examined with the agreement on the aforemen
tioned scenarios. Table 4 presents the results of the Mann-Whitney tests, while Figs. 12 and 13 the respective group scores. For 

Fig. 6. The analysis screen of the PHARM Interface.  

Fig. 7. Suitability of web service for hate speech detection.  
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Fig. 8. Mean scores of the eight (8) assessment factors.  

Table 3 
Kruskal Wallis H tests and effect sizes for mean scores differences into the groups of participants for purpose 
fulfillment of the web service.  

Factor H p-value η2 

Efficiency 149.801 <0.001a 0.498 
Usability 85.889 <0.001a 0.279 
Learnability 52.967 <0.001a 0.167 
Satisfaction 126.307 <0.001a 0.417 
Navigation 58.201 <0.001a 0.185 
Content 100.174 <0.001a 0.328 
Interactivity 84.957 <0.001a 0.276 
Design 58.671 <0.001a 0.187  

a Statistically significant difference between groups at a = 0.05 significance level. 

Fig. 9. Mean evaluation scores of the groups of participants for purpose fulfillment of the web service.  

Fig. 10. Participants’ agreement on purposing scenarios of the developed web platform.  
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Computer Familiarity groups there was no statistical difference in use-case evaluation scores, but when moving into more focused 
knowledge of Internet orientation the situation changes. Specifically, the High Familiarity group was evaluated with a statistically 
significant increased score compared to the Low one in the addressing scenarios of Vocational Training and Digital Literacy (p = 0.009, 
μhigh = 3.86, μlow = 3.63), Events in Social Media (p = 0.017, μhigh = 3.86, μlow = 3.72) and Participatory Infotainment Scenarios (p =
0.010, μhigh = 3.79, μlow = 3.56), however with small effect sizes (η2 ≈ 0.020 in all cases). In general, the results imply that the users’ 
technical background/knowledge brings a small impact on the multivariate utilization/character of the developed web platform. 

Moving forward, the participants’ news relationship is investigated towards their respective evaluation/agreement on the suit
ability of web service in the proposed potential utilizations. Specifically, Table 5 exhibits the statistical Kruskal Wallis test for News 
Awareness factor (5 groups, df = 4), while the Mann-Whitney method was employed for the variable of Working/has Worked as 
Journalist (binary variable). Again, statistically significant differentiations of scenarios evaluation appear solely among the re
spondents’ groups in News Awareness and only for the addressing cases of Events in Social Media (p = 0.022, η2 = 0.025) and 
Participatory Infotainment Scenarios (p = 0.026, η2 = 0.024), with small to intermediate effect sizes. The subsequent Mann-Whitney 
post-hoc tests determined that these differences are located for both factors only between the groups of participants that replied Often 
and Very Often to the News Awareness inquiry. Specifically, the group of Often respondents evaluated statistically higher (compared to 
the Very Often one), the case of Events in Social Media (p = 0.011, μoften = 4.13, μvery often = 3.43) and the Participatory Infotainment 
Scenarios (p = 0.010, μoften = 4.03, μvery often = 3.33). On the other hand, the journalistic profession doesn’t appear to affect the 
general, purpose and addressing scenarios, while it has to be highlighted that in all cases the group related to Journalism participants 
noted a pattern of slightly decreased scores. 

Finally, the statistical analysis proceeded into the investigation of the scenarios’ evaluation rate within the demographic groups of 
participants, while Tables 6 and 7 gather the respective results. Starting from the Profession attribute, statistically significant dif
ferences appeared for the purpose scenario of Contributing to the project’s database (p = 0.032) and the addressing one related to 
Secondary Education (p = 0.048), however with small effect sizes. Specifically, the corresponding Mann-Whitney post-hoc tests 
revealed that this difference appeared only between of 31–40 with 50+ age clusters for both scenarios, with the first one evaluating 
statistically higher the suitability of the web service for Contributing to the project’s database (p = 0.047, μ31-40 = 3.70, μ50+ = 2.83) 
and utilization into the Secondary Education (p = 0.048, μ31-40 = 3.91, μ50+ = 3.06). Furthermore, it has to be highlighted that the Age 
group of 31–40 noted higher scoring for all use cases compared to the rest participants’ groups. On the other hand, the Educational 
level seems to impact more strongly the proposed utilization scenarios as Table 6 exhibits, specifically into 3 Purposing variables and 3 
Addressing-to ones. Master’s degree holders agree higher on all the use-case scenarios of the web service, compared to the rest of the 

Fig. 11. Participants’ agreement on addressing-to scenarios of the developed web platform.  

Table 4 
Statistical tests for mean scores of use scenarios into the groups of Computer and Internet Familiarity.   

Use Scenarios Computer Familiarity Internet Familiarity 

U p U p η2 

Main task The web interface helps into hate speech and sentiment load detection 10,776 0.746 9517 0.255  
Purpose Scenarios Check my texts 10447.5 0.435 10,278 0.992  

Check others’ texts 10914.5 0.901 9159 0.098  
Contribute into project’s database 10,077 0.192 9399.5 0.196  
Retrieve relative content from project’s database 10392.5 0.384 9204.5 0.111  
Conduct geo-location of articles 10888.5 0.872 9897 0.571  

Addressing Scenarios Secondary Education 10515.5 0.491 9410 0.200  
Academic Education 10655.5 0.622 9268 0.134  
Multidisciplinary Research 10,872 0.853 9020 0.062  
Vocational Training and Digital Literacy 10,986 0.981 8513 0.009a 0.021 
Events in Social Media 10624.5 0.590 8666 0.017a 0.017 
Participatory Infotainment Scenarios 10,723 0.693 8533 0.010a 0.020  

a Statistically significant difference between groups at a = 0.05 significance level. 
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categories of educational background. However, the biggest effect sizes yield in the Contribution to the project’s database (p = 0.007, 
η2 = 0.031) and Vocational Training/Digital Literacy (p = 0.009, η2 = 0.029), while the post-hoc tests revealed differentiations for 
both scenarios between Highschool with Master (p = 0.027 and p = 0.019 respectively) and PhD with Master educational levels (p =
0.013 and p = 0.027 respectively). For the rest 4 use cases, the mean agreement scores differentiations are detected with small effect 
sizes between Master and PhD groups of educational levels (p = 0.033 for Checking others’ texts, p = 0.049 for Conducting articles 
geolocation, p = 0.021 for Events Social Media orientation and p = 0.017 for Participatory Infotainment Scenarios). Proceeding into 
Gender effects, female participants expressed increased agreement rates for all the utilization scenarios compared to male ones, 
possibly pointing towards more awareness for hate speech detection tasks and multivariate utilization of the web service. As 

Fig. 12. Purpose scenarios scores in Computer and Internet Familiarity groups.  

Fig. 13. Addressing scenarios scores in Computer and Internet Familiarity groups.  

Table 5 
Statistical tests for mean scores of use scenarios into the groups of news awareness and working/has worked as Journalist.   

Use Scenarios News Awareness Working/has Worked as Journalist 

H p η2 U p 

Main task The web interface helps with hate speech and sentiment load detection 3.565 0.468  5688.5 0.546 
Purpose Scenarios Check my texts 2.102 0.717  5927 0.889 

Check others’ texts 6.713 0.152  5900.5 0.848 
Contribute to the project’s database 3.779 0.437  5959.5 0.938 
Retrieve relative content from the project’s database 4.933 0.294  5812.5 0.717 
Conduct geo-location of articles 6.084 0.193  5981.5 0.972 

Addressing Scenarios Secondary Education 4.282 0.369  5762.5 0.649 
Academic Education 3.206 0.524  5412.5 0.258 
Multidisciplinary Research 6.536 0.163  5607 0.449 
Vocational Training and Digital Literacy 6.354 0.174  5764 0.651 
Events in Social Media 11.423 0.022a 0.025 5633.5 0.479 
Participatory Infotainment Scenarios 11.007 0.026a 0.024 5946.5 0.918  

a Statistically significant difference between groups at a = 0.05 significance level. 
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Table exhibits the larger effect sizes are recorded in Check my texts orientation (η2 = 0.078), while the mean scores appear quite 
different between male/female participants for the utilization of the web service in Academic Education (η2 = 0.043). Finally, the 
profession of the respondents didn’t seem to impact their evaluation regarding the purposing and addressing scenarios. 

6. Conclusion and future directions 

Overall, the presented interface was positively evaluated by the participants, indicating a well-designed web application for a wide 
variety of user groups. Moreover, the users’ technical background has a small impact on the multivariate utilization of the developed 
web platform. The interface can be primarily used for checking texts with possible hate speech content and, secondly, for retrieving 
relevant content from the database. Furthermore, the results denote that the platform is more suitable for Academic Education and 
Multidisciplinary research, while it can be taken into consideration in users’ social media actions/events. 

However, the analysis revealed some weaknesses of the platform, and special attention will be given towards overcoming these 
issues. Most notably, the participants who didn’t agree that the web service supports its main task, evaluated the platform lower 
compared to users that acknowledged the usefulness of the PHARM project. According to the aforementioned observations, platform 
optimizations are crucial to persuade for its importance and orientation, hence raise assessment ratings. This finding indicates that the 
improvement of the usability and design aspects of the platform alone cannot guarantee an improved overall experience. It is important 
to define the different use cases, target groups, and user roles to support the value of the provided functionality in order to engage users 
in using the interface. This can be addressed through dissemination acts that include new users in the process of reevaluation of the 
project and the definition of future directions. 

The increasing data volumes that are being gathered and annotated using the PHARM Interface are being monitored while users’ 
feedback is constantly evaluated. This feedback, combined with the examination of web analytics, direct the next steps for further 
refining the design of the interface and improving its usability. According to the chosen human-centred LUCID design, additional 
evaluation phases will follow towards succeeding in delivering an online tool for text analysis that can be easily adapted and deployed 
in other than detecting hate speech contexts, as well. 

Table 6 
Statistical tests for mean scores of use scenarios into the groups of the demographic variables age (df = 4) and education (df = 3).   

Use Scenarios Age Education 

H p η2 H p η2 

Main task The web interface helps with hate speech and sentiment load detection 3.027 0.553  3.508 0.320  
Purpose Scenarios Check my texts 7.093 0.131  5.467 0.141  

Check others’ texts 8.444 0.077  9.377 0.025a 0.022 
Contribute to the project’s database 10.536 0.032a 0.022 12.042 0.007a 0.031 
Retrieve relative content from the project’s database 9.375 0.052  6.622 0.085  
Conduct geo-location of articles 9.431 0.051  9.656 0.022a 0.023 

Addressing Scenarios Secondary Education 9.598 0.048a 0.019 6.015 0.111  
Academic Education 4.847 0.303  5.253 0.154  
Multidisciplinary Research 3.016 0.555  7.258 0.064  
Vocational Training and Digital Literacy 7.077 0.132  11.465 0.009a 0.029 
Events in Social Media 3.630 0.458  8.919 0.030a 0.020 
Participatory Infotainment Scenarios 8.502 0.075  9.377 0.025a 0.022  

a Statistically significant difference between groups at a = 0.05 significance level. 

Table 7 
Statistical tests for mean scores of Use Scenarios into the groups of the demographic variables Gender and Profession.   

Use Scenarios Gender Profession 

U p η2 H p 

Main task The web interface helps with hate speech and sentiment load detection 7870.5 0.047a 0.012 2.163 0.339 
Purpose Scenarios Check my texts 6031.5 <0.001a 0.078 0.150 0.928 

Check others’ texts 7729.5 0.029a 0.015 2.044 0.360 
Contribute to the project’s database 8511.5 0.354  1.638 0.441 
Retrieve relative content from the project’s database 7810 0.038a 0.014 2.257 0.324 
Conduct geo-location of articles 8168.5 0.14  3.839 0.147 

Addressing Scenarios Secondary Education 7133 0.002a 0.032 0.169 0.919 
Academic Education 6819.5 <0.001a 0.043 0.525 0.769 
Multidisciplinary Research 7260.5 0.003a 0.028 1.035 0.596 
Vocational Training and Digital Literacy 7732 0.029a 0.015 1.402 0.496 
Events in Social Media 7405.5 0.006a 0.024 1.240 0.538 
Participatory Infotainment Scenarios 7102 0.001a 0.033 0.780 0.677  

a Statistically significant difference between groups at a = 0.05 significance level. 
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