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Abstract

As the new coronavirus (SARS-CoV-2) surged across the globe, new technical solutions have supported policy makers and
health authorities to plan and modulate containment measures. The introduction of these solutions provoked a large debate
which has focused on risks for privacy and data protection. In this paper we offer an analysis of the available technical
approaches and provide new arguments to move beyond the ongoing discussions. In particular, we argue that the past debate
missed the opportunity to highlight the societal aspects of privacy and to stimulate a broader reflection on the actions needed
to serve the good of society. With this paper, as well as providing an accessible review of the technical and legal aspects of
the proposed solutions, we aim to offer new stimuli to reconsider contact tracing and its role in helping countries navigate

the current pandemic.
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1 Introduction

Since the beginning of the COVID-19 pandemic, the com-
puter science community has been contributing ideas and
practical solutions to tackle this global crisis. Significant
efforts have been directed towards developing digital contact
tracing applications to complement lockdown measures and,
ultimately, curb the spread of the virus. In general, the goal
of these apps is to notify people who have recently been in
contact with a person diagnosed positive, and to provide
them with guidance on how to proceed to avoid the further
spreading of the disease, such as observing the quarantine
period and getting in touch with public health authorities.
Proposals of this sort abound in literature and vary in several
respects including the technology employed. Contact tracing has
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already been used in past epidemic diseases such as the Ebola
virus [1]. Traditionally, it is conducted manually by human inter-
viewers. Because of the magnitude of COVID-19, more recent
methods rely on mobile applications and attempt to improve the
extent and the efficiency of data collection and retrieval.

In the spectrum of tracing methodologies, the role of
digital technology can vary significantly. At one extreme,
the application only supports the work of human interview-
ers replacing the paper forms [2]. At the other extreme, the
system, infused with learning capabilities, acts as a well-
informed orchestrator making risk predictions and recom-
mendations at personal level [3].

This variety is not only a matter of technological diversity
but also a societal dilemma. Indeed, a more effective track-
ing process, enabled by mobile technology’s pervasiveness,
can also translate into privacy breaches and, at worst, sys-
tematic forms of societal control.! These possibilities raised
several concerns about the practical effectiveness and the
privacy guarantees of these apps. Also, many organisations
put forward guidelines and principles for the design and
deployment of digital contact tracing apps following data
protection legislation and human rights (European Commis-
sion [4] and European Data Protection Board [5]).

! Breaches have, for instance, been reported with regard to the sloppy
roll-out of the NHS app in the UK. See: https://www.theguardian.com/
technology/2020/jul/20/uk-government-admits-breaking-privacy-law-
with-test-and-trace-contact-tracing-data-breaches-coronavirus
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In this paper we argue that the discussion was framed too
narrowly in terms of technical requirements and competing
architectures. An example of this narrow focus is given by the
polarized discussion between the centralised vs. decentralised
approaches (see Sect. 2.2.), which differ in the way they gener-
ate the identifiers needed for the system to properly work, share
information between devices and compute the risk score for
each individual. We believe that this and similar debates, albeit
essential, distracted from a broader reflection on the needed
actions to put the tracing process to service for the good of
society, not only for the contingency of a large-scale crisis.

We first provide an overview of three different contact
tracing methodologies and suggest to what extent humans
and machines can (co)operate. We then survey the main
principles put forward in legal literature and discuss some
limitations which affect the ongoing discussions. Finally, we
suggest three arguments highlighting the importance of the
societal context and human oversight.

2 Tracing methodologies

Contact tracing methodologies were already in use over
500 years ago to control the great pox (also known as syphi-
lis) when a group of Italian doctors started investigating the
spread of the disease in the search for the “patient zero”.>
There are several examples over the history of medicine, from
AIDS to Ebola, where tracing methods were implemented to
identify symptomatic individuals and, when needed, apply
strategies of isolation. The societal and ethical concerns
raised by such techniques at the time are still largely present
today. Those include the fear of disclosing personal informa-
tion on our societal interactions, the lack of trust in the public
institution tasked with the collection and further processing
of the said data, the potential for discrimination and stigma-
tisation and the necessity to partially bypass the democratic
debate due to the urgency of the situation. The use and the
efficacy of digital technologies for tracking and curbing the
spread of the virus are still under review and different insti-
tutions are monitoring their introduction around the world.>

In this section we provide our own classification which
aims at suggesting different levels of human and machine

2 https://theconversation.com/contact-tracing-how-physicians-used-
it-500-years-ago-to-control-the-bubonic-plague-139248

3 For example, see the tracker systems provided by the Ada Lovelace Institute
(https://www.adalovelaceinstitute.org/our-work/identities-liberties/
covid-19-digital-contact-tracing-tracker/), Privacy International (https:/
privacyinternational.org/examples/tracking-global-response-covid-19?
field_location_region_locale_target_id=Italy+%28238%29&sort_
by=field_date_value&sort_order=DESC) and the report exploring the
European landscape delivered by AlgorithmWatch and Bertelsmann
Stiftung (https://algorithmwatch.org/en/publication/new-report-on-adm-
systems-in-the-covid19-pandemic/).
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computation. On the one hand, there are methods which rest
on the human capability to collect information through inter-
views or self-reports. These have already been in use in past
pandemic diseases and can also exploit digital devices to
support and improve data collection tasks of health profes-
sionals. On the other hand, there are methods using technol-
ogy to warn users of a potential exposure either in the form
of a binary signal (e.g. “being in contact with a positive case
or not”) or a risk score. We are aware that our taxonomy is
all but exhaustive and, in certain respects, it may even be dis-
putable,* but our goal is not to cover the plethora of all exist-
ing applications. Instead, the primary purpose is to suggest
the continuity between digital solutions and human tracing
and, secondly, to highlight the role played by machines and
the different types of human—-machine interaction. In other
cases, the machine could be a silent medium replacing pen
and paper, in other cases, the machine can be more active
and sends alerts to the user automatically, often after a given
consent. We call this second type of application “machine-
driven™ since the technological element takes an active role
in eliciting a desired course of actions based on a “simple”
warning alert or a risk prediction and personalised messages.
Technically speaking, what is automated here is the notifica-
tion process or the prediction of infection and humans can
still take care of other important activities (e.g. instructing
users who have been notified), but the human intervention is
somehow dependent on the tech layer. Table 1 summarises
the main benefits and limitations of each contact-tracing
method that is described in the following subsections.

2.1 Human-driven tracing

Traditionally, contact tracing has been handled through per-
sonal interviews between health professionals and patients.
The aim is to identify possible contacts of the infected per-
son and monitor them for several days after the notification
of infection. Protocols need to be put in place as soon as the
case is confirmed to be effective, although they may vary
among countries and viruses. In the case of COVID-19,
health agencies try to identify contacts where transmission
could have happened (e.g. interactions longer than 15 min
and within a distance of 2 m over the last 14 days prior

* For instance, one may contend that the layer of automation intro-
duced by notification apps is limited and does not justify their attri-
bution to a machine-driven methodology. But, we believe that auto-
mated notifications have a serious impact on the whole tracing
process, in particular with respect to the elicited behaviour. Indeed
any notification is supposed to trigger a course of action involving the
user, its contacts and the health authority.

3 Note that a machine-driven solution includes one or more (semi-)
automated mechanisms but does not necessarily imply the use of
Artificial Intelligence components.
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Table 1 Benefits and limitations con contact-tracing methods

Ethical limitations

Practical limitations

Contact-tracing method Benefits

-Collection of personal information of contacts

-Well-known protocol, used in previous epidemiologi- -Requires human infrastructure to guarantee that the

Human

-Could create stigmatisation towards vulnerable groups

social environment of an infected person is properly

followed-up
-Accuracy relies on the contacts provided by the

cal crisis
-Notifications are made by other humans

infected person, which might be incomplete

-Automated notifications without human supervision

-Technology is sensible to environmental barriers

-Increases the ability to collect data and find possible

Location/Proximity

might have a negative impact on human acceptance
-Lack of trust in the technology and the use of the data
-Feeling of surveillance and fear of law enforcement

(walls, windows) which might lead to false positives
-Accuracy also relies on the number of people using

social interactions with infected people
-Privacy-preserving approach should encourage citi-

these apps

zens to use the app and increase its efficiency

-In addition to binary outcome infection, solutions can -Data interoperability among different agencies and ~ -Techno-solutionism increases social inequality by

Al-based

not guaranteeing the same access to information to

vulnerable groups
-Environmental impact of data collection and AI model

countries could be challenging

offer levels of risk of infection based on the kind of
interaction or forecast spread of disease by combin-

ing and analysing different sources of information

training

to the positive result). This allows to elaborate on the list
of personal contacts, albeit it risks to be very imprecise as
they rely on the imperfect recollection of persons inter-
viewed as well as their criteria to measure if a contact was
significant enough to be considered as a random contact or
as a case to be analysed. Some studies (e.g., Ferretti et al.
[6] suggest that this technique is not sufficient to control a
pandemic such as COVID-19 and the individuals at risk of
transmission.

Manual contact tracing can also make use of mobile
applications. For example, in 2016 a group of researchers
proposed a software to improve data collection and storage
for Tuberculosis tracing in Botswana [2]. The intended users
are health care workers who need to operate in settings with
limited resources, and the interaction with the patients is
still guided by humans. In the early days of the COVID-19
pandemic the technological intermediation moved towards
more distributed forms of data collection. For example,
several governments, research centres and institutions cre-
ated online survey forms to gather health information from
self-reports. The common structure of these surveys starts
by asking for some personal information: gender, age range
and location (the level of detail depends on each survey and
country, going from the name of the city, to the zip code
or even the street name), but could also be extended to the
professional sector, level of income and others. Next, a series
of questions were asked to reveal possible COVID-19 symp-
toms. All this information is collected and analysed in order
to study the evolution of the pandemic and identify those
areas where the pandemic was more active, and ultimately to
help governments and health authorities to make decisions.
Note that, while these tools are offered to large populations
(not just a group of professionals), the interactions with user
is limited to (voluntary) self-reporting and not intended to
deliver specific messages or recommendations.®

2.2 Machine-driven contact tracing

For decades, economic, health or environmental emergencies
have led to crisis-driven innovation. In the case of COVID-
19 crisis, one of the main topics of discussion has been the
digital contact tracing methodologies, generally deployed
in mobile apps. While in human-driven methodologies

6 Consider for example the app designed by Umea University https://
simassocc.org/assocc-agent-based-social-simulation-of-the-coronavirus-
crisis/the-reporting-app/# The aim of the application is “to collect infor-
mation from Swedish inhabitants on their daily movements and overall
situation. Reporting through the app is not based on any tracking or
sensors but on the voluntary filling of a form.” In combination with an
agent-based social simulation software, it provides information that can
help governments and policy makers understand the effect of the poli-
cies that are being used to contain the spread of the virus.
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people are notified by other people, with machine-driven
approaches the notification mechanism is automated. On the
one hand, this feature can significantly reduce costs in terms
of time and people needed to deal with large pandemics. On
the other, the active intermediation by digital tools in trac-
ing processes can introduce further privacy and surveillance
concerns (see Sect. 3). In addition, since people can have
different reactions depending on the nature of the interme-
diation (i.e. human or technological), we may expect that, in
the long run, different notification mechanisms can gener-
ate distinct behavioural patterns within the population. For
example, machine-driven solutions, and in particular those
incorporating learning capabilities, could favour the initia-
tive and the autonomy of individual users with respect to
actions to be taken after an exposure notification and, as
a consequence, increase chaos in associated services (e.g.
when a large number of users contacts health operators
simultaneously these may not be able to serve all requests).

2.2.1 Location-based and proximity-based solutions

The main purpose of contact tracing apps is to reduce the
spread of the pandemic and support policy makers in plan-
ning alternatives to stringent interventions such as lockdown
measures. Indeed, lockdowns are not sustainable in the long
term and cause significant impacts in our daily lives, both
from an economic and societal perspective. The objective of
digital contact tracing is to monitor contacts among citizens
and identify those at risk of being contagious. This method-
ology is designed to help governments and health authori-
ties in making decisions more efficiently by sending prompt
alerts to people who were in contact with a confirmed case
and applying selective measures like isolation. The reaction
time in these situations is crucial to tackle the contagion rate
and avoid the spreading of the virus.

We can differentiate between two prevailing means of
digital contact tracing. The first one uses a location tracing
methodology with GPS or network-based location tracking.’
This option has been ruled out in many countries across the
EU since, according to the recent Guidelines of the (Euro-
pean Data Protection Board [5], other less privacy-invasive
can achieve the same goal. With respect to this option, the
main concern regards privacy since both GPS and network-
based solutions can be active 24/7 in users’ phones. Also,
they can collect more data than strictly necessary to check
whether an encounter could lead to an infection and inform-
ing the concerned persons of such risk. Another critical

7 Though GPS and network-based location tracking differ in accuracy
and the way in which they gather location data, we consider them as
part of the same class of location-based approach for the sake of sim-
plicity.
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aspect regards network-based solution which can do not
require active user’s participation (i.e. download and instal-
lation), thereby guaranteeing penetration. To the best of our
knowledge, Israel, Iran, Cyprus, China, Indonesia, Bulgaria
and Ghana have made use of location-based solutions.

The second option is based on proximity data usually col-
lected via Bluetooth Low Energy (BLE), a technology used to
transfer data from one device to another, mostly over a short dis-
tance. BLE is most commonly used to connect peripherals (e.g.
headphones) to devices like smartphones and is omnipresent in
almost all modern mobile devices and thus accessible to a large
number of people. The characteristics of BLE against other tech-
nologies are (i) low power consumption, allowing contact tracing
apps to run for hours without draining mobiles’ batteries too fast
and (ii) indoor operation as a short-distance tracker. However,
BLE is also sensitive to false positives as proximity estimation
does not always detect architectural obstructions between two
individuals that have been identified as exposed [7].

The EDPB has promoted proximity-based solutions as they
adopt a privacy-preserving design following the basic prin-
ciples of the General Data Protection Regulation (GDPR),
such as data minimisation and purpose limitation. Among
these solutions, two types of protocols have been proposed:
(i) centralised solutions such as the ROBERT protocol (that
store the data in a central server [8, 9] and (ii) decentralised
options such as the DP-3 T protocol that ensures that personal
data and computation stays entirely on the user’s phone [10,
11]. The main purpose is to help epidemiologists to build the
network of contacted people that are potentially infected. No
other personal or health information is collected or required.
The DP-3 T protocol enhances user control by giving them a
choice to voluntarily share the information gathered by their
mobile devices with health authorities. Note that the DP-3 T
solution is more properly acknowledged to be an exposure noti-
fication app since contact data are stored in the user’s phone.

2.2.2 Al-based solutions

Another option to track and limit the spread of the virus is
to incorporate Artificial Intelligence into tracing applica-
tions. Note that the role played by Al in the control of the
COVID-19 pandemic is considerable and not limited to trac-
ing applications. Significant efforts went to diagnosis from
medical imaging or voice analysis,® drug discoveries and
societal simulations (see [12] for a review). Here we will
focus on Al solutions for tracing purposes.’

8 See for example https://www.sondehealth.com/sondeone-page

° According to the World Health Organization, contact tracing is “the
process of identifying, assessing, and managing people who have
been exposed to a disease to prevent onward transmission. When sys-
tematically applied, contact tracing will break the chains of transmis-
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Usually Al-based tracing applications allow to infer
knowledge about the risk of infection and the spread of the
virus in a geographical area. A proposal going in this direc-
tion came from Yoshua Bengio’s team (at Mila, Canada)
with the so-called COVI app, whose main functions are:
(i) to inform individuals of their infection risks and (ii) to
support governments in better understanding the disease
transmission and planning containment policies [3]. Another
mobile application proposes to use an Al algorithm for clas-
sifying users into four classes (no risk, minimal risk, moder-
ate risk and high-risk) and sending an alert for check health
recommendation to both the users and health departments
[13].

An important distinction between location- and proximity-
based apps (such as those described in Sect. 2.2.2) and Al-
based solutions is the type of information sent to the user.
Instead of sending binary information about whether a user
has been in contact with an infected person or not, Al-based
applications inform the user of the risk of infection through
the aggregation of thousands of data points. For example,
COVI sends a message reflecting the probability that the per-
son has been infected and recommending a specific course of
actions. The prediction of the risk of infection is enabled by
a machine learning model combining different information
sources regarding both users’ individual profile (e.g. demo-
graphic, existing health issues and presence of new symp-
toms) and users’ interaction, based on Bluetooth proximity
detection. The machine learning model computes users’ cur-
rent and past contagiousness (their risk level) locally. When
two phones with the app meet, they exchange information
about each other’s risk. As the app accumulates information
the risk estimated is revised and, if a revision is sufficiently
important, an updated message is sent to its relevant contact.

Some scholars claim that the introduction of Al and, in
particular, machine learning models into tracing applications
can help detect the early signals of the disease before they
propagate throughout the population [3, 14]. This argument
is also reinforced by the lack of human tracers, whose num-
ber turns out to be insufficient to interview high volumes
of positive cases and find out new potential infections. For
example, a study claimed that last year in England “tracers
typically reached less than half of the close contacts of peo-
ple who’d had a positive COVID-19 test” [15].

In general, although their use is meant to support and
complement manual tracing, Al-based applications are pro-
posed to offer a greater automation level reducing human
efforts in the early phases of the pandemic where symptoms

Footnote 9 (continued)

sion of an infectious disease and is thus an essential public health tool
for controlling infectious disease outbreaks.” https://www.who.int/
publications/i/item/contact-tracing-in-the-context-of-covid-19

are either absent or not clearly discernible [3]. Also, the
proponents of Al-based solutions claim that, by offering
risk predictions and customised recommendations, these
apps promise to empower individuals with knowledge to
protect themselves and take preventive measures [3]. To
increase public trust, moreover, Al-based solutions can
adopt a privacy-protecting approach [3], for example,
requesting consent for all collection and use of personal
information (see Sect. 3 for a review of data protection
requirements). However, despite the positive inspiration
motivating Al-based tracing apps, there is still a lack of evi-
dence proving that increased levels of automation meet the
expectations of end users and bring them greater empower-
ment. In addition to the final social impact, it is also nec-
essary to take into account other dimensions to assess the
benefits of deploying such solutions, such as the environ-
mental impact related to the cost of storing huge amounts of
data required to train AI models. As we will see in Sect. 4,
design specifications can misalign with how users concretely
approach and use a tracing application and this situation can
lead an app to fail.

3 Legal implications of contact tracing
for COVID-19

As the number of digital contact tracing applications
increased over the past months, a lively debate took place
on the impact that such solutions could have on individu-
als’ fundamental rights to privacy, data protection, health
and non-discrimination.'® At the European level, this debate
translated into concrete questions about the legal acceptabil-
ity of machine-driven tracing applications and their com-
pliance with the European regulatory framework. Does the
General Data Protection Regulation (GDPR) apply in this
context? What principles should guide the design of these
apps? And what actions follow from them?

To verify whether digital contact tracing apps fall within
the material scope of application of the GDPR, it is neces-
sary to check whether they involve the ‘processing’ (Art. 4(2)
GDPR) of ‘personal data’, i.e. any information relating to
an identifiable natural person (Art. 4(1) GDPR). Regardless
of the technology used to perform contact tracing, the con-
sensus is that they do. While it is rather obvious for contact
tracing based on geolocation data — the privacy-invasive and
repurposing potential of which is well-documented [16, 17]
— the same is true for BLE-based solutions, deemed as the

10" Although this section focuses more on privacy and data protection,
further considerations would include the right to health care and non-
discrimination (see articles 21 and 35 of the Charter of Fundamental
Rights of the European Union: https://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=CELEX:12012P/TXT).
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most privacy-preserving alternatives. As highlighted in the
privacy analysis of the DP-3 T protocol, even decentralised
options based on the sharing of emitted EphIDs are vulner-
able to re-identification attacks and, therefore, would warrant
the qualification of the data processed as ‘personal’ [10, 11].
Without delving into the intricacies of the ‘identifiability’
threshold under Art. 4(1) GDPR, one can reasonably assume
that contact tracing apps will fall under the scope of appli-
cation of the GDPR and, as such, will need to abide by the
various principles and rules prescribed therein.

Another fundamental task is to identify and adequately
qualify the actors involved in the processing operations, as
this will determine the allocation of responsibility, liability
and accountability under the Regulation. Under the GDPR,
that entity is the ‘controller’, i.e. the one determining the
‘purposes’ and the ‘means’ of the processing activities.
While various options can be considered — involving both
public and private actors —, the European Commission rec-
ommends a model where such responsibility would fall to
national health authorities, or the entity carrying out tasks
of public interest in the field of health. This, underlined by
the (European Commission [4]) and the (European Data
Protection Board [5]), is essential to foster public trust and
guarantee sufficient adoption.

Besides the applicability of the GDPR, it is to be noted
that the data produced via the smart devices are also pro-
tected under the ePrivacy Directive, which prescribes that
storing information on a user’s device or gaining access to
information already stored is allowed only with the consent
of the user or if the storage and/or access is strictly neces-
sary for the app installed or activated by the user (Article
5(3)). In the same vein, location data can only be transmit-
ted to authorities or other third parties if they have been
anonymised or, for data indicating the geographic posi-
tion of the terminal equipment, with the prior consent of the
users (Article 9(1)).

Operators of mobile apps offering contact tracing func-
tionalities will need to follow a security and data protec-
tion by design approach. Table 2 summarises some of the
most important principles and rules laid down in the GDPR
and ePrivacy that should be taken into account to develop,
design, select and use applications that are based on the pro-
cessing of personal data.

4 The debate on contact tracing
applications: A missed opportunity?

So far, the debate has highlighted important implications
of digital tracing applications thereby suggesting that using
technological advances to tackle societal issues is laudable
but insufficient by itself. Technological intermediation can
offer great opportunities in reaching out to large populations

@ Springer

and reducing the time for tracing the whole chain of con-
tacts. However, it can also justify invasive practices of data
collection and favour surveillance mechanisms for societal
control and profiling. Furthermore, if not careful, machine-
driven contact tracing methodologies might result in a pure
consequentialist and technological deterministic attitude, in
which solutionist tech (cfr. [18] is perceived as a necessity
in tackling this crisis and privacy treated as good that can be
traded rather than a fundamental right.

Contact tracing methodologies should be treated as
systems producing value and giving meaning, not merely
neutral technical artefacts. They are developed with certain
goals in mind and are thus calibrated to reach that specific
goal as efficient as possible [19]. The GDPR provides essen-
tial safeguards to address privacy and data protection issues
(see the principles described in our table) along with other
existing legislation. Based on that, several organisations and
researchers provided useful guidelines for assessing digital
contact tracing apps (e.g. [20]. It could also be argued that
the debate, at least in Western European countries, has been
mindful of privacy issues and data protection. So, rather
than focusing only on the urgency of the crisis and the press-
ing need to flatten the curve of contagion, there has been
room for legal and human rights considerations which have
promoted the discussion of fundamental principles such as
data minimization, consent and voluntary use. In addition,
in various countries it was explicitly described how digital
tracing methodologies have a supportive role and will not
replace manual tracing efforts, thereby opposing a view in
which technology occupies the driver’s seat.

However, the current debates have largely ignored the
societal context of these apps. In the following sections we
propose three arguments that, in our opinion, move beyond
the current debate and offer new stimuli to reconsider con-
tact tracing and its role in helping countries navigate the
current pandemic.

4.1 Control, secrecy and appropriateness

First, we argue that the current discussions on privacy and
tracing methodologies are too narrowly focused on control
and access restriction. Scanning through existing applica-
tions and protocols, it is noticeable how two prominent per-
spectives on privacy are put forward and translated into the
design, that is, ‘privacy as secrecy’ and ‘privacy as control’.
The former perspective ensures full anonymity, or at least
tries to. For example, those who employ GPS or network-
based location tracking put forward solutions to anonymize
personal data. Others, like the DP-3 T, propose a decen-
tralized design that shifts the processing operations from
a central entity to end-users devices. The latter perspective
offers control options to regulate and manage their informa-
tion flow. For example, the exposure notifications systems of
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Google and Apple allows one to opt in to use exposure noti-
fications after the public health authority app is downloaded.
One can also decide, when diagnosed positive to Covid-19,
to share random IDs with the application.

Although both secrecy and control are important parts of
privacy, they should not be treated as one and the same thing
[21]. Rather we want to underline and stress out the impor-
tance of a contextual approach to privacy (cfr. Contextual
integrity [22, 23]). Contextual integrity (CI) does not focus
on privacy expectations in terms of ‘control’ or ‘secrecy’ but
in terms of ‘appropriateness’.

According to CI the focus on the control of personal data
and increased exposure is only part of the anxiety but limited
in itself. In her framework, [23] argues to focus on informa-
tional norms (what is appropriate and what is not within and
between contexts), that consists of three parameters: actors,
information types, and transmission principles. Contextual
integrity is achieved when a particular flow, or transmission
of information from one party to another is appropriate in
terms of the type of information that is shared, the identity
of the sender, how it is shared and the receiver of the data.
CI moves beyond an individual perspective on privacy and
denies a false contradiction between privacy and using per-
sonal information for various reasons, including tracking
location or monitoring everyday behaviours. If the flow is
appropriate (not necessarily in ‘control’ or ‘secret’) then con-
tact tracing does not necessarily reduce privacy expectations.

Contact tracing apps, like other digital services, build upon
existing practices and rules which influence design choices
more or less implicitly. This means that the elements char-
actering the context of this technology, such as the actors
involved with their tasks and responsibilities, or the types of
exchanged information, depend to some extent on the fea-
tures of administrative routines and protocols operating in an
organization. More specific rules can be detailed in national
pandemic strategies and applied in particular time of crisis
to coordinate and improve efforts. For example, the entity to
whom report a positive test or ask advice in case of a possible
contagion can be a health agency which operates according to
organizational and social norms. These may regard the type
of information collected and the communication chains to
be followed in a time of pandemic, as well as the commit-
ment to alleviating illness and promoting health. Identifying
and understand such norms is a valuable exercise not only to
anticipate which patterns of flow can harm people privacy and
rights but also to identify responsibilities of actors involved.
This would be even more essential when communication
flows through an intricate web of connections as those arising
in complex institutions (such as national health care services),
where decisions are distributed across multiple actors.

Note that the discussion of CI span both human- and
machine-driven tracing methodologies since the organiza-
tional and social norms governing the flows of information

@ Springer

can be independent of the substrate used to provide a service
(in our case to notify users at risk of carrying the virus as
early as possible). On the one hand, this would challenge the
naive assumption that risks for privacy and discrimination
originate only from computer-mediated communication. On
the other hand, the design of communication technologies
can obfuscate the meaning of certain roles or norms charac-
terizing the context of application. For example, the owner-
ship of the server storing information (for example, think of
the centralized versions of exposure notification apps) with
the associated powers and duties might be unclear or poorly
communicated to the user.

Arguably, the current pandemic is quite unique in its
impact and affecting societies at their core. It is difficult to
imagine what life will be like, let alone one’s opinion about
the usage of surveillance technology and tracing methodolo-
gies to limit the spread of Covid-19 and other pandemics. It
is therefore necessary to negotiate this relatively new context
that we are in to identify practices that defy privacy norms,
which requires a shift beyond privacy as control or secrecy.

4.2 Technical specifications versus technology
usage

A second issue concerns the misalignment between how
technical artifacts work and how end-users imagine these
to work. Every individual forms a specific idea of how a
technological system works and why it works in a certain
way (cf. algorithmic imaginary [24]). It is this algorith-
mic imagination that fuels how people form opinions and
whether or not they want to use a specific system and under
what circumstances. Even if only imagined, this image is
real in its consequences.

In the context of machine-driven contact tracing, the
information people received was, at best, sparse and incon-
sistent. Up to the date, some countries have designated
institutions in charge of controlling personal data related to
contact tracing apps.'' However, other governments have
not clearly communicated yet who would be in charge of
the development and management of these applications and
the collected data, how data would be processed (Bluetooth
vs GPS, Al vs algorithms), or what specific goals would be
pursued by the application. There is a significant difference
between a contact-tracing app that will merely inform users
(i.e., that they may have been in contact with someone that
had COVID-19), that enforces quarantine measures, or one

1 See for example the Arrété Royal n° 44 du 26 juin 2020, art.
(14,§3,3°) in Belgium, the Ordonnance 818.101.25 sur le systeme
de tracage de proximité pour le coronavirus SARS-CoV-2 du 24 juin
2020, art. 4 in Switzerland or the Décret n°® 2020-650 du 29 mai 2020
relatif au traitement de données dénommé “StopCovid”, Art. 1 in
France.
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that could be accessed and used by governments for pur-
poses other than the containment of the virus’ spread.

In the context of the COVID-19 tracing apps, the general
goal is to track the spread and contaminations of the virus.
A close physical encounter is considered a risk, thus, when
short range technology (i.e., BLE) detects a close proximity
of personal devices (i.e., smartphones), the app will interpret
this as a risky encounter. These include completely safe con-
tacts (e.g., behind a window or with sufficient precautions).
These imperfections could decrease the perceived accuracy
of and trust in these systems. Additional concerns would
come when dealing more nuanced information such as risk
predictions and behavioural recommendations. How would
the user interpret a risk measure? Would it make sense of the
risk estimates automatically revised by the machine leaning
model?

It is not entirely clear who, how, and why exactly these
COVID-19 tracing applications will be developed and main-
tained. Based on this inaccurate and incomplete informa-
tion, people could imagine and supplement their algorithmic
imaginaries with erroneous insights (e.g. the government
will use these applications to spy on their citizens). It is
then fair to ask not only what kind of technology will be
used, but also why [25] and how. These questions go beyond
the technical requirements; governments should also justify
if they are necessary, proportional, scientifically sound and
time-bounded to solve the main problem [26].

4.3 Discussing the impact of design choices

A third and final issue concerns how considerably more
importance is attached to the development of contact
tracing apps as opposed to discussions on adoption and
appropriation. It is crucial to discuss and assess the impact
of choices made during development. However, the pri-
vacy negotiation process must continue in the deployment
stage. Users will evaluate the appropriateness of data
flows and adjust their algorithmic imaginary while using
the application.

Another important consideration regards the assessment
of the effectiveness of the adopted solutions. Among others,
this includes the discussion as to whether the applications
employed operate as expected. Follow-up studies suggested
that certain proximity-based approaches suffer from impor-
tant technical flaws. For instance, it has been shown that
Australia’s app has worked only 25% of the time on some
devices because “the Bluetooth “handshake” necessary
to register proximity between two phones doesn’t work if
the phone screen is locked” [27]. Another study testing the
Italian, Swiss and German apps in a tram reported that the
technology was very inaccurate and no better than a random
notification system [28].

In addition to the comprehensiveness of the data being
collected, the ways how users adopt and use contact tracing
apps will likely influence the potency of contact tracing apps
(e.g. if end-users do not trust the organization storing the
data, they could decide to sporadically or indefinitely turn
off their Bluetooth/delete the application). Also, mechanisms
allowing citizens to provide their feedbacks and flag issues
related to data protection or specific app’s functionalities are
a fundamental step to promote the adoption of tracing apps
across the population. Note that collecting and taking care
of citizens’ opinion serves not only an important social func-
tion but also a scientific and technological purpose. Solving
problems by means of scientific and technical tools is in fact
an attractive option, even in social and political domains.
However, the adoption of tech solutions for solving social
and policy problems is exposed to several ideologies (e.g.
tech solutionism) and the seduction of quantification espe-
cially in times of global uncertainties [29]. So, it is critical
that tech-based solutions, such as contact tracing apps, once
deployed, keep being tested by experts and open to public
opinion so as to collect a spectrum of observations as larger
as possible. Regular testing with participatory assessment
practices'? (e.g. through citizens’ assemblies and public
deliberation) would contribute to create better narratives of
our tech solutions and more elements to exercise trust or
distrust in this technology.

5 Concluding remarks

In this paper we gave an overview of the technology proposed
to control the spread of the COVID-19 pandemic and the
public debates that originated from it. Our discussion sug-
gested that past and present discussions could miss an impor-
tant opportunity. The COVID-19 pandemic gives many stim-
uli to think about how a global crisis can be tackled through a
large technological infrastructure. Although many countries
moved towards privacy-friendly solutions, such as the DP-3 T
protocol, the effect of these notification mechanisms on the
whole population is still unexplored: do the technological
intermediation achieve the intended goal? Does it work as
expected? What is the impact of such technology in the long
run? These simple questions point to significant technical
and societal considerations that are essential to investigate
the effectiveness of the chosen technology. For example, it
has been suggested that proximity-based apps need a high
level of adoption to be effective for decision-making and rep-
resentative of the population, although it has been observed

12 For an example of project studying citizen participation in technology
assessment see: https://cordis.europa.eu/article/id/86647-participatory-
technology-assessment
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that lower rates would be enough to have a protective effect.'
Expecting a high uptake would not be realistic if we think in
groups of vulnerable people with no access to smartphones or
with poor digital skills. The consequences complicate as we
add AI components to the digital intermediation. For exam-
ple, in Al-based tracing it is crucial to assess the accuracy of
predictions and explain to the users where these come from
so they can make sense of the messages received and actions
they can take.

Unfortunately, the debates at the beginning of the pandemic
triggered opposite positions that have distracted from the com-
plexity of the problem and the need to set up long-term efforts
dedicated to the study of similar scenarios. For example, the
popular centralised vs. decentralised dispute, while opening
important technical details to a broad audience, has implicitly
encouraged the idea that a societal problem, like privacy and
surveillance, can be fixed by a technical strategy (technical solu-
tionism). Also, this and similar discussions hide the fact that
privacy concerns are a prerogative also in human-driven trac-
ing and should be supervised in all circumstances. While the
debates on technical requirements and their privacy guarantees
abounded clear evidence of the efficacy and the effectiveness of
contact tracing apps are still missing and in need of an in-depth
policy evaluation (see for example, technical flaws cited in [30]).

The challenges raised by this new technical mediation can be
partially tackled by design and their larger effects are still poorly
understood. As we suggested, to assess the effectiveness and the
appropriateness of adopted solutions there are many aspects
that should be considered, including the real performances
and users’ understanding. In addition, it would be important
to evaluate how tech solutions interact with existing apparatus
such as the health care system and governmental bodies.

The problems surrounding contact tracing apps and simi-
lar technologies do not regard isolated efforts but encompass
views and ideologies on how technology can serve society.
All this needs a long-term discussion engaging different
stakeholders, from health experts, engineers to politicians,
and allowing citizens to actively contribute with feedback
and comments. Similar work could be carried out by dedi-
cated entities, like living labs or research hubs where both
public and private institutions can collaborate to investigate
possible scenarios and study the impact on society, ethical
consequence and interaction with existing laws.
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