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This study explored the global cyberspace security issues, with the purpose of breaking
the stereotype of people’s cognition of cyberspace problems, which reflects the relationship
between interdependence and association. Based on the Apriori algorithm in association
rules, a total of 181 strong rules were mined from 40 target websites and 56,096 web
pages were associated with global cyberspace security. Moreover, this study analyzed
support, confidence, promotion, leverage, and reliability to achieve comprehensive
coverage of data. A total of 15,661 sites mentioned cyberspace security-related words
from the total sample of 22,493 professional websites, accounting for 69.6%, while only
735 sites mentioned cyberspace security-related words from the total sample of 33,603
non-professional sites, accounting for 2%. Due to restrictions of language, the number
of samples of target professional websites and non-target websites is limited. Meanwhile,
the number of selections of strong rules is not satisfactory. Nowadays, the cores of global
cyberspace security issues include internet sovereignty, cyberspace security, cyber attack,
cyber crime, data leakage, and data protection.

Keywords: association rules, data mining, network sovereignty, cyberspace security, Apriori algorithm

INTRODUCTION

Association rules, reflecting the interdependence and correlation between one thing and others,
are one of the critical research methods in the data mining of graphic patterns (Epifania
et al, 2020). In other words, an association rule is a practical and straightforward knowledge
model implied in the data through quantified numbers, which mines the correlation relationship
among valuable data items from massive data (Smink et al., 2019). At present, the data mining
technology of association rules is mostly based on the Apriori algorithm, of which the core
optimization lies in finding all the frequent item-sets in the transaction database (Shashi et al.,
2020). Data mining is an essential branch of artificial intelligence. Celik (2019) expounded
another view of the Apriori algorithm for data mining of association rules, finding hidden
information processes through an algorithm in massive data information (Celik, 2019).
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Regarding the mining issues of association rules, Agrawal
and Elabbadi (1994) first proposed the Apriori algorithm, and
discovered the potential association relationship among different
items in a customer transaction database in 1995 (Li et al,
2005). Most algorithms are association rules discovered based
on the massive data. The Apriori algorithm is mainly divided
into two steps. The first step is to use the zhega universal
transaction database to find all item-sets that satisfy the minimum
confidence threshold. The second step is to find all the item-
sets whose support degree are greater than the threshold value
and to find the strong association rules with the confidence
greater than the threshold (Hiba et al, 2020). However, in
the process of the Apriori algorithm, this study used the inverse
monotonicity of support and confidence of item-sets. In other
words, the support and confidence of replaced item-sets are
not higher than that of the original. This characteristic of the
Apriori algorithm can be used to remove frequent item-sets,
thus reducing computational load. There is a fatal flaw in the
Apriori algorithm. During mining association rules, the
transaction database should be traversed repeatedly to mine
the time-consuming growth index with the increasing data
volume (Yan et al., 2019). After development, the Apriori
algorithm has established a closed item-set theory, widely used
in medicine, finance, Internet, and other fields.

Psychology was used to confirm the five personality traits,
meta traits, and the hypothetical relationship between self-esteem
and the legal network terminology network (Rogoza et al., 2018).
Although the social information processing theory integrates
the literature on humility and resilience, it fails to explore its
contextual triggers (Zhu et al., 2019). In terms of social exchange
theory, the study focuses on the role of social interaction, mining
samples to test hypothetical models on data (Qian et al., 2018).
Besides, the social business model illustrates that information
and communication technology can be integrated with
transportation service providers and government resources (Wu
et al, 2020). As a popular means of obtaining information,
social media can mine bilingual texts, and promote the exploration
of topics and market trends, gaining essential insights from
crowd intelligence (Shen et al., 2019).

Association-rule mining includes mining frequent item-sets
and discovering strong association rules (Jongseong et al., 2020).
Mining frequent item-sets is an important step, and the Apriori
class proposes many algorithms for mining frequent item-sets
(Mary et al.,, 2016). The so-called frequent item-set mining is
one of the steps of association rule mining, and the association
rule is a close association between the item-sets that frequently
appear on a given training item-set and the others (Sharmila
and Vijayarani, 2020). In the process of scanning the data set,
the Apriori algorithm uses an automatic recursive connection
to mine the candidate item-sets (Hossain et al., 2020). Then
pruning is used to mine frequent item-sets. The Apriori algorithm
can mine all item-sets of large data sets (Huang, 2012). However,
the data set is scanned repeatedly in order to ensure accuracy,
resulting in a large number of candidate item-sets.

When association rules are mined from frequent item-
sets, the method of using the “support-confidence” model
has been recognized by most researchers. In recent years,

Hazarika and Rahman (2014) found that mining association
rules with the “support-confidence” model make it easy to
produce the significance of the research conclusion. Meanwhile,
the procedure is convenient to operate (Hazarika and Rahman,
2014). Brin et al. (1997) and his group first proposed the
concept of interest and used the lift metric and chi-square
test to mine relevant rules, which overcomes the shortcomings
of “support-confidence” model (Brin et al., 1997).

Based on the association rules of the Apriori algorithm in
data mining, global cyberspace security was studied, to seek
the focus of current cyberspace issues and to provide a path
reference for future cyberspace governance (Johns, 2019). The
process can be divided into three stages. The first stage determines
the relevant cyberspace security lexicon and selects target
websites on the global Internet (Lintern, 2018). In the second
stage, Python is used as a crawler tool to obtain the news
hyperlink of target websites, and then the news page is segmented
according to the lexicon mentioned in the first stage. Based
on the word segmentation results in the second stage, the
Apriori algorithm for data mining of association rules is analyzed
in the third stage.

LEXICON SELECTION OF TARGET
WEBSITES IN GLOBAL CYBERSPACE
SECURITY

It is essential to select appropriate target websites, thus ensuring
the validity of the keywords database. Meanwhile, this study
focused on target websites of global cyberspace security, which
were divided into two types, professional and non-professional,
to consider the comprehensiveness of data coverage.

Professional websites include internet sovereignty, data breach,
cyber attacks, and rogue software, involving multiple aspects
of cyberspace security. However, non-professional websites are
based on the information content published by mainstream
news media. Although the content is relatively small compared
to professional websites, it involves rich information about
global cyberspace security.

In the implementation of the first stage, professional websites
and non-professional news websites were selected explicitly in
global cyberspace security as the databases for lexicon selection.
The ratio of the selected lexicon is generally maintained in a
range of 1:1. A total of 15 target professional websites (See
Table 1) and 25 non-professional target news websites were
selected (See Table 2). The two types of target websites covered
China, the United States, the United Kingdom, Germany, France,
India, and other Internet developed and developing countries.

The process of the first stage requires collecting lexicons
to determine the necessary ones for the second stage of Python
in the above website data crawler. As the basis for word
segmentation, if the lexicons are not correctly selected, it is
easy to miss critical data mining in the later analysis. This
study selected 89 lexicons related to cyberspace security to
cover all aspects of global cyberspace security, thus providing
high-quality data for later association rules mining. The selected
lexicons are listed as follows:

Frontiers in Psychology | www.frontiersin.org

February 2021 | Volume 11 | Article 582480


https://www.frontiersin.org/journals/psychology
www.frontiersin.org
https://www.frontiersin.org/journals/psychology#articles

Lietal

Global Cyberspace Security Issues

TABLE 1 | Target professional websites.

No.

Name of institution

Website address

Info Security Magazine

http://www.infosecurity-magazine.
com

2 The First Stop For Security News https://threatpost.com/

3 The Hacker News https://thehackernews.com/

4 National Security Agency https://www.nsa.gov/

5 European Cyber And Information https://www.enisa.europa.eu/
Security Agency

6 Internet Governance Forum http://www.intgovforum.org/

multilingual/

7 European Telecommunications https://www.etsi.org/
Standards Institute

8 International Organization For https://www.iso.org/conformity-
Standardization assessment.html

9 International Telecommunication https://www.itu.int/zh/itu-t/about/
Union groups/pages/sg13.aspx

10  National Cyber Security Center https://www.ncsc.gov.uk/
(United Kingdom)

11 Australia Cyber Security Center https://www.cyber.gov.au/

12 Airbus Cyber https://airbus-cyber-security.com/

13 World Internet Conference https://www.wicwuzhen.cn/

14 Cyberspace Administration Of China  http://www.cac.gov.cn/

15 Global Cyberspace Governance https://www.pishu.com.cn/skwx_

ps/sublibrary/14/10755.html

TABLE 2 | Non-professional news target websites.

No. Country Media name Website address

1 The US The Huffington Post http://www.huffingtonpost.com/

2 CNN https://edition.cnn.com/

3 New York Times https://www.nytimes.com/

4 Buzzfeed https://www.buzzfeed.com/

5 Aol https://www.aol.com/

6 The UK BBC http://www.bbc.co.uk/

7 Daily Mail http://www.dailymail.co.uk/

8 The Guardian https://www.theguardian.com.au/

9 France Le Figaro https://www.lefigaro.fr/

10 Le Parisien http://www.leparisien.fr/

1 Reuters http://reuters.com/

12 Agence France-Presse  https://www.afp.com/

13 Germany Daily Mirror https://www.tagesspiegel.de/

14 Le Monde https://www.welt.de/

15 Russia Rt Web Team https://www.rt.com

16 ITAR-TASS https://tass.ru/

17 Spain Elmundo Es https://www.elmundo.es/

18 Eleconomista Es https://www.eleconomista.es/

19 China CCTV http://www.cctv.com/

20 Canada The Globe And Mail http://www.theglobeandmail.com/

21 Japan Asahi Shimbun http://www.asahi.com/
ajw/?iref=comtop_usnavi

22 Singapore  zaobao http://www.zaobao.com/

23 The New Pape http://www.tnp.sg/

24 India the Daily Telegraph http://www.telegraph.co.uk/

Cyberspace governance, cyberspace security, system security,
information dissemination security, information content safety,
internet ecosystem, cyber infrastructure security, application
security (application system security), Internet security, Internet
of things security, transaction security, database security, mobile
security, risk management, risk assessment, information
disclosure, communication technology, cyber technology, cyber
protocol security, cyber running security, local area cyber (cyber

security inspection), computer viruses, information alterations
(loss), media security, and environmental security, equipment
security, cyber security inspection, communication cyber, global
governance, artificial intelligence, security strategy, cyber attacks,
cyber security vulnerability, cyber law, information security,
cyber threat, strategic proposition, cyber supervision,
coordination mechanism, emergency management, social cyber,
monitoring and early warning, cyber risk, cyber crime, security
specification, security prevention, data protection, business
secret, cosmopolitan web, data service, security framework,
data breach, security event, security threat, cyber intrusion,
and cyber security crisis, international cooperation, security
system, information technology, encryption technology, cyber
pattern, ICANN, cyber competitiveness, cyber deterrence theory,
cyber self-management, Internet governance, cyberspace
sovereignty, national safety, information infrastructure, cyber-
culture, cyber terror, cyber governance, fundamentals of cyber
security, cyberspace protection, international cyber cooperation,
personal  information  protection, critical information
infrastructure, multi-stakeholders, digital economic cooperation,
personal privacy protection, digital divide and poverty,
international internet system, cyber ecological governance,
internet governance, cyber rules, cyber laws, cyber sovereignty,
and cyber monitoring.

DATA MINING AND APRIORI
ALGORITHM FOR ASSOCIATION RULE
ANALYSIS

Association rules are similar to the implication expression of
X = Y, where X and Y are disjoint subsets, that is, XNY = @
(Guo et al,, 2017). The strength of the expression can be measured
with support and confidence. Support is to determine how
often association rules can be used for a given dataset, while
confidence determines how often Y occurs in the transactions
that contain X. Strong rules satisfy both the minimum support
threshold (Minsup) and minimum confidence threshold
(Minconf) rules (Watkins et al., 2020). Moreover, support is
an important measure (Johnston and Baker, 2020). Since the
rule with low support may emerge by chance, it rarely occurs
in the entire dataset. Therefore, support is usually used to
delete meaningless rules. Besides, it has the desired nature to
discover association rules (Tightiz et al, 2020). However,
confidence is inferred through association rules.

For a given X = Y, the higher the confidence, the greater
the probability that Y is included in the transaction of X.
Certainly, confidence can also estimate the conditional probability
of Y at a given X (Sharadqah and Mojirsheibani, 2020). For
example, cyber attacks = data breach, the higher the support,
the higher the frequency of data breach and cyber attacks
occur in a given dataset. Meanwhile, the higher the confidence,
the higher the probability of data breach after cyber attacks.

Apriori algorithm of a mining association rule is based on
two core theories: the subsets of frequent item-sets are frequent
item-sets, and the supersets of infrequent item-sets are infrequent
item-sets (Goldhammer et al., 2020). Frequent item-set refers
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to the set with several items that often appear, the support
of which is greater than the minimum threshold (Minsup);
non-frequent item-set refers to the item-set with a support
lower than the threshold (Nguyen et al., 2017). If {cyber attacks,
data breach} is a frequent item-set, {cyber attacks} and {data
breach} must be frequent item-sets. If {cyber attacks, data
breach} is an infrequent item-set, {cyber attacks, data breach,
and artificial intelligence}, {cyber attacks, data breach, and
cyber crime}, or {cyber attacks, data breach, cybercrime, and
artificial intelligence}, and other supersets are infrequent item-sets.

However, the Apriori algorithm uses an Iterative Method
(Shashi et al., 2020). First, the candidate 1-item-set and the
corresponding support are searched to obtain the frequent
1-item-set by pruning out the I-item-set with lower support.
Then the remaining frequent 1-item-set is connected to get
the candidate frequent 2-item-set. Meanwhile, the real frequent
2-item-set is obtained through filtering out the candidate
frequent 2-item-set with lower support. Using this iterative
method to operate until the frequent k + 1 item-set cannot
be found, the corresponding frequent k-item-set is the output
of the algorithm (Surender and Hegde, 2020). For example,
the data set D in this study has four records, namely, (1)
cyber attack, data protection, and cybercrime; (2) data breach,
data protection, and artificial intelligence; (3) cyber attack,
data breach, data protection, and artificial intelligence; and (4)
data breach and artificial intelligence.

The Apriori algorithm is used to find frequent k-item-sets,
setting the minimum support to 50%. First, a candidate frequent
1-item-set is generated, including all five data and calculating
the corresponding support. Secondly, pruning is performed
after the calculation. Since the support of {cyber crime} 1-item-
set is only 25%, it has to be cut off. Therefore, the final frequent
1-item-set, {cyber attacks, data breach, data protection, and
artificial intelligence}, is linked to generate the candidate frequent
2-item-set, {cyber attacks, data breach), {cyber attacks, data
protection}, {cyber attacks, artificial intelligence}, {data breach,
data protection}, {data breach, artificial intelligence}, and {data
protection, artificial intelligence}, with a total of six groups.
The first round of iteration ends at this point.

In the second round of iteration, the scanned data set is
used to calculate the support of the candidate frequent 2-item-
set, and then the item-sets are removed (Sharig, 2020). The
support of {cyber attacks, data breach} and {cyber attacks, artificial
intelligence} is only 25%, thus the frequent 1-item set is screened
out to generate the real frequent 2-item set, {cyber attacks, data
protection}, {data breach, data protection}, {data breach, artificial
intelligence}, and {data protection, artificial intelligence}. Next,
the four groups of frequent 2-item-sets are linked to generate
a candidate frequent 3-item-set, {cyber attack, data breach, and
data protection}, {cyber attacks, data protection, and artificial
intelligence}, and {data breach, data protection, and artificial
intelligence}. Through the calculation of the support of the
candidate frequent 3-item-set, the support of {cyber attacks, data
breach, data protection} and {cyber attacks, data protection,
artificial intelligence} are both 25%. Therefore, the data needs
to be pruned again to obtain the real frequent 3-item-set
{data breach, data protection, and artificial intelligence}. Because

there is only one frequent item-set remaining, no more data is
linking at this stage. The candidate frequent 4-item-set is obtained,
the final result of which is the frequent 3-item-set {data breach,
data protection, and artificial intelligence}.

For the frequent item-set of {data breach, data protection,
and artificial intelligence}, the subsets are {data breach}, {data
protection}, {artificial intelligence}, {data breach, data protection},
{data breach, artificial intelligence}, and {data protection, artificial
intelligence}. The rules are as follows:

Data Breach = Artificial Intelligence”Data Protection.
Data Protection = Data Breach/Artificial Intelligence.
Artificial Intelligence = Data Breach”Data Protection.
Data Breach/Data Protection = Artificial Intelligence.
Data Breach/Artificial Intelligence = Data Protection.
Data Protection”Artificial Intelligence = Data Breach.

Therefore, based on the data mining of global professional
and non-professional target websites, the Apriori algorithm is used
to analyze association rules. Combining this association rule with
a series of attributes can present the specific information content
of cyberspace security on global professional and non-professional
target websites, which marks the completion of mining association
rules for transaction databases at the third stage.

SPECIFIC PRESENTATION OF GLOBAL
CYBERSPACE SECURITY ISSUES

The specific presentation of global cyberspace security issues
is based on the association rule of the Apriori algorithm. The
confidence formula of conf (I1->I3A12) = support (I1, 12, 13)/
support (I1) is used to calculate the confidence of each rule.
Then the minimum confidence and minimum support are
compared to mine the strong rules corresponding to the data
(Ahmed and Tien, 2016).

However, the value of the corresponding rule can be analyzed
through a series of attributes of association rules. (1) Support
representing the support of the union of the former and the
latter items (Joki et al., 2020); (2) Confidence involves the
rules to identify the rule support/rule leader (Lin and James,
2020); (3) Lift refers to the ratio of the probability of containing
an left-hand side (LHS) and an right-hand side (RHS) to the
probability of containing RHS (Musab et al., 2019). It reflects
the correlation between the LHS and the RHS in association
rules. When the lift is larger than one, the higher it is, the
higher the positive correlation is; when the lift is lower than
one, the lower it is, the higher the negative correlation is.
Meanwhile, there is no correlation when the lift is equal to
one. (4) Leverage indicates the number of times that the LHS
and RHS appear together when they are independently distributed.
When the leverage is equal to zero, the LHS and RHS are
independent (Kaveh et al., 2020). The larger the leverage is,
the closer the relationship between the LHS and RHS. (5)
Conviction is used to measure the independence of the LHS
and RHS. Similar to the lift, the greater the value of confidence
is the greater, the correlation is the greater (Unvan, 2020).
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After the statistic of word segmentation and word frequencies
of professional and non-professional target websites involved in
global cyberspace issues, the Apriori algorithm is used to mine
association rules and set threshold based on word frequency
results. As a result, a series of association rules greater than the
minimum support, and minimum confidence is obtained.
Meanwhile, the patterns of LHS and RHS of association rules
show the relationship among different word frequencies (Dario
and Solange, 2019). The rule of “data breach to cyber-attack’
reveals the connection between the data breach and cyber attacks.
In terms of probability theory, when a data breach occurs, there
will be cyber attacks with the probability depending on the size
of confidence. The greater confidence of rules means that there
are more sufficient reasons to trust the rule (Komiya et al., 2020).

Meanwhile, the rule has an essential attribute of support,
which indicates the frequency of rules occurring in this data
set. The larger the threshold is, the more frequently the rule
occurs (Reigal et al., 2020). If both the two thresholds are
relatively large, the data breach is often accompanied by cyber
attack. Table 3 shows the details.

Table 3 shows that 181 strong rules are mined in 22,493
web pages of 15 global professional target websites, of which

32 strong rules are analyzed. Each row lists a strong rule and
the corresponding support, confidence, lift, leverage, and
conviction, which are arranged from largest to smallest according
to confidence. From a whole perspective to study the 32 strong
rules, it has little impact on judging confidence because of
the vast amount of data and small support, and the threshold
is still credible. However, the overall small support indicates
that the words related to cyberspace security are comprehensive
in global professional target websites. Moreover, the information
discussing cyberspace security is relatively comprehensive and
detailed. However, the threshold of confidence means that when
some or a specific cyberspace security term in global target
professional websites is mentioned, another term related to
cyberspace security will be mentioned with a higher probability.
The strong rule with the highest confidence is “Cyberspace
Security, Cyberspace Governance = Cyber Sovereignty,” with
the confidence of about 96.2%, showing that after referring
to cyber sovereignty, there is a higher possibility of mentioning
cyberspace security.

Meanwhile, the lifts of LHS and RHS of 32 strong rules
higher than the threshold are both greater than one, indicating
the positive correlation of word frequency between the two items.

TABLE 3 | Strong rules above the threshold of global professional target websites.

No. LHS RHS Support Confidence Lift Leverage  Conviction
1 Cyberspace security, Cyberspace governance=> Cyber sovereignty 0.12732 0.96239 6.61387 0.10807 22.71992
2 Cyber sovereignty—> Cyberspace security 0.13512 0.92857 5.30847 0.10966 11.55108
3 Cyberspace governance—=> Cyber sovereignty 0.13252 0.92763 6.37500 0.11173 11.80749
4 Information technology, Cyberspace governance=—> Cyber sovereignty 0.04417 0.89675 6.16274 0.03701 8.27554
5 Cyber crimes, International cooperation— Internet governance 0.01537 0.87147 7.36255 0.01328 6.85954
6 Artificial intelligence, Cyber sovereignty=> Cyberspace security 0.05197 0.86957 4.97114 0.04151 6.32559
7 Cyberspace security, Information technology=—> Information security 0.04821 0.86251 2.75249 0.03069 4.99422
8 National security, Cyberspace governance=> Information security 0.03030 0.85358 2.72399 0.01917 4.68963
9 Personal information protection— Information security 0.02178 0.85281 2.72154 0.01378 4.66513
10  Security threats, Cyber attacks= Information security 0.02488 0.84428 2.69430 0.01564 4.40941
11 Cyber crime, Cyberspace security=—=> Information security 0.02659 0.83944 2.67887 0.01667 4.27659
12 National security, Information technology=— Cyberspace security 0.02565 0.83906 4.79675 0.02030 5.12660
13 Artificial intelligence, Cyberspace governance=> Information security 0.04683 0.83366 2.66042 0.02923 412798
14 Cyber governance= Cyberspace governance 0.02416 0.81835 5.72846 0.01994 4.71870
15 International rulemaking= Information technology 0.01128 0.80952 8.55296 0.00996 4.75310
16 International cooperation, Cyber attack=—=> Information technology 0.01056 0.80591 8.51475 0.00932 4.66453
17 Intent governance= Cyberspace security 0.03096 0.80344 459314 0.02422 4.19766
18  Cyber governance=> Information security 0.02366 0.80150 2.55778 0.01441 3.45913
19 Information technology Cyberspace governance—> Information security 0.03909 0.79349 2.53223 0.02365 3.32499
20  Infrastructure security=—> Information technology 0.02460 0.75042 2.39478 0.01433 2.75121
21 National security, Information technology=— Information security 0.02272 0.74322 2.37180 0.01314 2.67404
22  Cyberspace security, Internet governance= Information technology 0.02836 0.70564 2.25187 0.01577 2.33266
23 Artificial intelligence, Information technology=—=> Cyberspace security 0.02764 0.69638 3.98107 0.02070 2.71746
24 Information infrastructure= Cyberspace security 0.03179 0.67807 3.87638 0.02359 2.56288
25  Artificial intelligence, Information technology=—= Cyberspace governance 0.02676 0.67409 4.71866 0.02109 2.63004
26 Information infrastructure= Information security 0.03068 0.65448 2.08861 0.01599 1.98728
27 International cooperation—=> Cyberspace security 0.03345 0.64845 3.70704 0.02442 2.34694
28  Artificial intelligence, Information technology=—=> Information security 0.02527 0.63649 2.03120 0.01283 1.88893
29  Artificial inteligence= Cyberspace security 0.06026 0.62500 3.57301 0.04340 2.20021
30  Artificial intelligence=> Cyber sovereignty 0.05976 0.61984 4.25975 0.04573 2.24771
31 International cooperation— Cyberspace governance 0.03146 0.60986 5.15234 0.02535 2.25979
32  Information technology=—> Cyber sovereignty 0.05457 0.57652 3.96203 0.04079 2.01777

Thresholds set by Python have the minimum support of 0.07 and minimum confidence of 0.3. According to this threshold, 6,876,606 strong rules are mined to facilitate data
observation following the rules with equal support, remaining 181 rules. Table 3 lists 32 strong rules, while the remaining 149 rules are not analyzed because of low importance and
little research value.
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“International rule-making = information technology” and
“international cooperation and cyber attacks = Information
technology” have the highest lifts, which are 8.55296 and
8.51475, respectively. Information technology is mentioned most
frequently by international rule-making, international
cooperation, and cyber attacks in the field of global cyberspace
security. Moreover, the leverages of LHS and RHS of the 32
strong rules are both more than zero, showing that the word
frequency cohesion between the two items is higher than
expected. The strong rules with the closest relationship are
‘cyberspace governance = cyber sovereignty, “cyber
sovereignty = cyberspace security” and “cyberspace security
and cyberspace governance = cyber sovereignty;” the values
of which are 0.11173, 0.10966, and 0.10807, respectively. Results
show that cyberspace governance, cyber sovereignty, and
cyberspace security in global cyberspace security have been
mentioned and concerned frequently. However, “cyberspace
security and security governance = cyber sovereignty” has
the highest conviction among the 32 strong rules, which is
22.71992, the same as the maximum value of lift. The
independence of “cyberspace security and security governance”
and “cyber sovereignty” is strong and closely related, which
are mentioned almost simultaneously.

Table 4 shows that the TOP 10 rules with the highest
support and the corresponding confidence can be mined
through 32 strong rules in global professional websites. First,
the word frequency of cyber sovereignty is accompanied by
the frequency of cyberspace security, cyberspace governance,
artificial intelligence, and information technology. Then, the
word frequency of artificial intelligence appears, followed by
cyberspace security, cyber sovereignty, information security,
and cyberspace governance. Besides, the word frequency of
information technology is mentioned in the wake of cyber
sovereignty, cyberspace security, information security, and

cyberspace governance. Finally, analyzing from the rule with
the highest support, “cyber sovereignty = cyberspace security;’
cyberspace security appears in the confidence possibility of
92.8% after cyber sovereignty occurs. Moreover, analyzing from
the top 10 rules, Cyber sovereignty has become the most
frequent item in global target professional websites.

Table 5 shows that the Top 10 strong rules with the highest
confidence and the corresponding support can be mined through
the 32 strong rules above the threshold. Then, the conclusions
can be drawn as follows. Firstly, “cyberspace security and
cyberspace governance = cyber sovereignty” has the highest
confidence among the global target professional websites. The
word frequency of “cyber sovereignty” appears after “cyberspace
security and cyberspace governance,” which has higher support
among all strong rules. Also, cyber sovereignty appears frequently
and has higher support, whether as LHS, “cyber
sovereignty = cyberspace security,; or as RHS, “cyberspace
security and cyberspace governance = cyber sovereignty,’
“cyberspace governance = cyber sovereignty; and “information
technology and cyberspace governance = cyber sovereignty.’

When any word frequency of “cyber sovereignty” or “artificial
intelligence and cyber sovereignty” appears, cyberspace security
has a high probability of appearing. When the word frequencies
of “cyberspace security and information technology,” “national
security and cyberspace governance,” “personal information
protection,” and “security threats and cyber attacks” appear as
LHS, “information security” frequently appears as RHS. After
the appearance of “cyberspace security and information
technology,” “national security and cyberspace governance,”
“personal information protection,” or “security threats and cyber
attacks,” “information security” occurs, with the probabilities
of 86.2, 85.3, 85.2, and 84.4%, respectively.

TABLE 5 | Top 10 rules with the highest confidence for global target professional

websites.
TABLE 4 | Top 10 rules with the highest support for global professional target Top LHS RHS Confidence Support
websites.
1 Cyberspace security, Cyber 0.96239 0.12732
Top LHS RHS Support  Confidence Cyberspace sovereignty
governance=—>
1 Cyber sovereignty—> Cyberspace 0.13512 0.92857 2 Cyber sovereignty—> Cyberspace 0.92857 0.13512
security security
2 Cyberspace governance  Cyber sovereignty  0.13252 0.92763 3 Cyberspace Cyber 0.92763 0.13252
3 Cyberspace security, Cyber sovereignty ~ 0.12732 0.96239 governance=> sovereignty
Cyberspace 4 Information technology, Cyber 0.89675 0.04417
governance=> Cyberspace sovereignty
4 Artificial intelligence=> Cyberspace 0.06026 0.62500 governance=>
security 5 Cyber crime, International Internet 0.87147 0.01537
5 Artificial intelligence=> Cyber sovereignty ~ 0.05976 0.61984 cooperation= governance
6 Information technology=> Cyber sovereignty =~ 0.05457 0.57652 6 Artificial intelligence, Cyber  Cyberspace 0.86957 0.05197
7 Artificial intelligence, Cyberspace 0.05197 0.86957 sovereignty=— security
Cyber sovereignty—> security 7 Cyberspace security, Information 0.86251 0.04821
8 Cyberspace security, Information 0.04821 0.86251 Information technology=> security
Information technology=> security 8 National security, Information 0.85358 0.03030
9 Artificial intelligence, Information 0.04683 0.83366 Cyberspace security
Cyberspace security governance=>
governance—> 9 Individual information Information 0.85281 0.02178
10 Information technology, Cyber sovereignty ~ 0.04417 0.89675 protection—= security
Cyberspace 10  Security threats, Cyber Information 0.84428 0.02488
governance=> attacks= security
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Therefore, after comparing the Top 10 rules with the highest
confidence and Top 10 rules with the highest support of global
target professional websites, this study can obtain the
following conclusions.

Firstly, although “cybercrime and international cooperation
= Internet governance” does not appear in the Top 10 rules
of support, it has the fifth-highest confidence. As long as
cybercrime and international cooperation are mentioned in
global professional target websites, there is a high probability
of “Internet governance” appearing. Moreover, ‘cyber
sovereignty = cyberspace security” rank high in both the
Top 10 support rules and the Top 10 confidence rules, which
mean cyber sovereignty and cyberspace security are often
mentioned by the international community in global professional
target websites. Meanwhile, cyberspace sovereignty is mentioned
as information about cyberspace security.

Table 6 shows that a total of 181 strong rules are mined
in 33,603 web pages of 25 global non-professional target websites,
of which 27 strong rules are analyzed. Each row lists a strong
rule and corresponding support, confidence, lift, leverage, and
conviction, which are arranged from largest to smallest according
to support. Though the study of 27 strong rules is from a
whole perspective, the volume of useful information about
cyberspace security mentioned in non-professional websites is
less than that of professional websites. However, the overall
support is slightly higher than that of professional websites.
Meanwhile, the support of some strong rules is relatively high,

indicating that the words related to cyberspace security are
relatively simple when used in global non-professional websites,
and the information on cyberspace security is monotonous.
For example, the strong rule with the highest support is “cyber
attacks = artificial intelligence,” with the support of about
33.7%, showing that cyber attacks and artificial intelligence
are discussed more frequently in non-professional websites.
Moreover, the rule with the highest confidence is “cyber
sovereignty = Internet governance” in non-professional
websites, with the confidence of about 92.8% and support of
about 13.6%, showing that cyber sovereignty and Internet
governance are discussed frequently in non-professional websites.
Meanwhile, cyber sovereignty and Internet governance are
mentioned with a high probability.

The lifts of LHS and RHS of 27 strong rules higher than
the threshold are both greater than 1, indicating the negative
correlation of word frequency between the two items, and the
relationship of mutual promotion is not significant. Moreover,
the leverages of LHS and RHS of the 27 strong rules are both
more than zero, showing that the word frequency cohesion
between the two items is higher than expected. The strong
rules with the closest relationship are “Cyber sovereignty =
Internet governance,” “Cyber attacks = Artificial intelligence,”
and “Cyber attacks = Cyber crime,” the values of which are
0.11166, 0.09816, and 0.07866, respectively. Results show that
the international community generally pays attention to artificial
intelligence, cyber sovereignty, cyber attacks, cyber crime, and

TABLE 6 | Strong rules for global non-professional target websites above the threshold.

No. LHS RHS Support Confidence Lift Leverage Conviction
1 Cyber attacks— Artificial intelligence 0.33704 0.47867 1.41091 0.09816 1.26741
2 Cyber attacks= Cyber crime 0.26585 0.37757 1.42022 0.07866 1.17948
3 Cyber crime=> Cyber crime, Artificial intelligence 0.14905 0.56067 1.66350 0.05945 1.50902
4 Cyber attacks, Artificial inteligence=> Cyber crime 0.14905 0.44224 1.66350 0.05945 1.31626
5 Cyber crime=> Artificial intelligence 0.14905 0.56067 1.65260 0.05886 1.50396
6 Cyber attacks, Cyber crime=> Artificial intelligence 0.14905 0.56067 1.65260 0.05886 1.50396
7 Artificial intelligence= Cyber crime 0.14905 0.43934 1.65260 0.05886 1.30945
8 Artificial intelligence= Cyber attacks, Cyber crime 0.14905 0.43934 1.65260 0.05886 1.30945
9 Cyber attacks= Cyber crime, Artificial intelligence 0.14905 0.21169 1.42022 0.04410 1.07946
10 Cyber sovereignty=—> Internet governance 0.13682 0.75000 5.43750 0.11166 3.44828
1 Cyber attacks=> Data breach 0.10790 0.15324 1.21913 0.01939 1.03253
12 Cyber attacks, Data breach=— Artificial intelligence 0.07453 0.69072 2.03593 0.03792 2.13637
13 Artificial inteligence=> Cyber attacks, Data breach 0.07453 0.21967 2.03593 0.03792 1.14324
14 Data breach— Cyber attacks, Artificial intelligence 0.07453 0.59292 1.75919 0.03216 1.62857
15 Cyber attacks, Artificial inteligence=> Data breach 0.07453 0.22112 1.75919 0.03216 1.12252
16  Data breach— Artificial intelligence 0.07453 0.69292 1.74766 0.03188 1.62311
17 Artificial inteligence=> Data breach 0.07453 0.21967 1.74766 0.03188 1.12043
18 Cyber attacks= Data breach, Artificial intelligence 0.07453 0.10585 1.42022 0.02205 1.03503
19 Cyber attacks, Data breach=— Cyber crime 0.04894 0.45361 1.70625 0.02026 1.34363
20 Cyber crime= Cyber attacks, Data breach 0.04894 0.18410 1.70625 0.02026 1.09340
21 Data breach= Cyber crime 0.04894 0.38938 1.46466 0.01553 1.20230
22 Data breach=—= Cyber attacks, Cyber crime 0.04894 0.38938 1.46466 0.01553 1.20230
23  Cyber attacks, Cyber crime= Data breach 0.04894 0.18410 1.46466 0.01553 1.07158
24 Cyber crime=> Data breach 0.04894 0.18410 1.46466 0.01553 1.07158
25 Cyber attacks— Data breach, Cyber crime 0.04894 0.06951 1.42022 0.01448 1.02210
26 Cyber attacks= Data breach 0.04561 0.06477 1.38641 0.01271 1.01930
27 Cyber attacks=—> Data breach, Cyber threat 0.03893 0.05529 1.42022 0.01152 1.01732

Thresholds set by Python have the minimum support of 0.01 and the minimum confidence of 0.05. According to this threshold, 181 strong rules are mined. Table 6 lists 27 strong
rules, while the remaining 154 rules are not analyzed because of low importance and little research value.
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Internet governance in the non-professional websites of global
cyberspace security issues. “Cyber sovereignty = Internet
governance” has the highest conviction among the 27 strong
rules, which is 3.44828, while the maximum lift is the same
as the maximum value of confidence. The independence of
cyber sovereignty and Internet governance is strong and closely
related, which are mentioned almost simultaneously.

Therefore, this study compared the strong rules of
professional and non-professional websites as a whole. Firstly,
cyber sovereignty is widely concerned by people. Among
professional websites, the strong rule of “cyber sovereignty
= cyberspace security” has the highest support, with the
support of about 13.5%. In non-professional websites, “Internet
sovereignty = Internet governance” is the tenth rule order
by support, with the support of about 13.6%. Secondly, from
the perspective of confidence, the word frequency of cyber
sovereignty is usually accompanied by cyberspace security,
cyberspace governance, artificial intelligence, and information
technology in professional websites. Finally, based on confidence,
the word frequency of cyber sovereignty is only accompanied
by Internet governance in non-professional websites. For the
same LHS, there are more diverse RHS in professional websites,
but it is single in non-professional websites, showing that
cyber sovereignty has been studied more comprehensively in
professional websites.

Through analyzing the data mining accuracy in global
professional and non-professional target websites, namely, the
ratio of the number of websites with cyberspace security to
the total number of websites, the following can be found.

1. Figure 1 shows that the number of websites containing
cyberspace security in global professional target websites
accounts for 69.6%, while that of websites without cyberspace
security for 30.4%;

2. Figure 2 shows that the number of websites containing
cyberspace security in global non-professional target websites
accounts for 2%, while that of websites without cyberspace
security for 97.8%. After further interpreting, 15,661 websites
refer to cyberspace security from the total sample of 22,493
professional websites, accounting for 69.6%; meanwhile, 735
non-professional websites mentioned cyberspace security
among the entire 33,603 sites, accounting for 2%. Therefore,
there is a large gap in the proportion of valuable data
between global professional and non-professional target
websites. Meanwhile, the probability of cyberspace security
appearing in professional target websites is far higher than
that of non-professional websites, and the non-professional
target websites pay far less attention to cyberspace security
than professional websites.

According to the statistics of word segmentation on the
data mining of global target websites, the word frequency
results can be generated into the word cloud of professional
and non-professional target websites. If the word cloud appears
more frequently in cyberspace, the larger the font size of the
word, the more pronounced the problem will be. Figures 3, 4
show that the word cloud of professional target websites is

Professional web site

HIT

FIGURE 1 | Proportion of websites containing cyberspace security in
professional websites.

Non-professional web site

FIGURE 2 | Proportion of websites containing cyberspace security in non-
professional websites. MIS, Invalid information of MIS; HIT, Effective
information of HIT.

richer than that of non-professional websites, and the information
describing cyberspace security is comprehensive. Word
frequencies of the data breach and cyber sovereignty in target
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FIGURE 4 | Word clouds of non-professional websites.

professional websites, and cyber attacks and cyber sovereignty
in non-professional websites are prominent, indicating that
cyber security issues have been widely valued by the international
professional field and mainstream news media.

Data breach, cyber sovereignty, Internet governance, information
security, cyberspace security, national security, data protection,
and cybercrime repeatedly appear in target professional websites,
showing that the word frequencies involved in cyberspace security
issues are professional and in-depth. However, the word frequencies
of cyber sovereignty, cyber attacks, cybercrime, internet governance,
security threat, computer virus, cyberspace security, cyber threat,
artificial intelligence, and emergency management appear
frequently in target non-professional websites. It shows that the
mainstream news sites of the international community have only
reported extensively on cyber security issues, lacking detailed
and in-depth understanding.

Through comparing the word frequencies that often appear
in target professional and non-professional websites, although
the perspective of cyberspace security issues is different, the
two types of websites focus on cyber sovereignty, cyber attacks,
cyberspace security, Internet governance, national security, data
breaches, and cyber threat.

Through sorting the word frequencies of global professional
and non-professional target websites, the Top 10 strong rules
of cyberspace security words with high frequency were obtained.
If the proportion of word frequencies of the first 10 words
is larger, the higher the ranking of the word is, the more
frequently it is presented in global target websites, and the
more it will be valued and recognized.

Figures 5, 6 show that the high word frequencies of Top 10
strong rules in professional websites are as follows: the word
frequency of data leakage is 14%; that of cyber sovereignty
13.9%; that of information security 13.7%; that of Internet
governance 12%; that of cyberspace security 10.8%; that of cyber
attacks 10.6%; that of cyber crime 7.8%; that of data protection
7.4%; that of national security 5.6%; and that of the word cyber
threat 4.2%. The high word frequencies of the Top 10 strong
rules in non-professional websites are as follows: the word
frequency of cyber attacks is 39%; that of cyber sovereignty
26%; that of Internet governance 8.1%; that of cyber crime
7.8%; that of cyberspace security 6.8%; that of artificial intelligence
4.6%; that of data leakage 3.3%; that of national security 2.5%;
that of data protection 1.1%; and that of cyber threat 0.7%.

The frequent words of the Top 10 strong rules of global
professional and non-professional target websites are compared
to find that the frequent words of professional target websites
are more evenly distributed. In contrast, those of the
non-professional websites are unevenly distributed with cyber
attacks in a dominant position.

Moreover, the word frequencies of global non-professional
target websites are relatively broad, which are not as specific
and accurate as that of professional websites. When presenting
news related to cyberspace security, non-professional websites
tend to use a single word frequency of cyber attacks. Conversely,
professional websites use more specific and comprehensive words,
adopting data breach, cyber sovereignty, information security,
Internet governance, cyberspace security, and cyber attacks.

DISCUSSION

There are differences in cultural traditions and ideologies in
different countries on the global Internet, which have pervaded
the whole cyberspace. Moreover, cyberspace security issues
have attracted worldwide attention. This study analyzed
association rules based on the Apriori algorithm. Besides, the
association rules were studied by selecting 15 professional target
websites and 22,493 web pages, of which 15,661 websites are
related to cyberspace security, accounting for 69.6% of the
total target professional websites. A total of 25 non-professional
target websites and 33,603 web pages are selected. Among
them, 735 websites mention cyberspace security, accounting
for 2% of the total number of non-professional websites.
According to the threshold set by Python, the minimum support
is 0.01, and the minimum confidence 0.05, with a total of
181 strong rules mined.

The 32 strong rules for the professional target website and
27 strong rules for the non-professional website are listed above.
Moreover, the other strong rules are not analyzed due to their
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FIGURE 5 | Proportion of Top 10 word frequencies of professional websites.
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FIGURE 6 | Proportion of Top 10 word frequencies of non-professional websites.
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low importance and low research value. The two types of
target websites cover China, America, Britain, Germany, France,
India, and other developed and developing countries on the
Internet. The results reflected the interdependence and correlation
among global cyberspace security issues.

After the word clouds of global professional and
non-professional target websites are compared, professional
websites focus on the Top 10 high-frequency words containing
a data breach, cyber sovereignty, information security, Internet
governance, cyberspace security, cyber-attacks, cybercrime, data
protection, national security, and cyber threat. Global
non-professional websites, namely the mainstream news website

of the international community, focus on the Top 10 high-
frequency words of cyber attacks, cyber sovereignty, Internet
governance, cybercrime, cyberspace security, artificial intelligence,
data breach, national security, data protection, and cyber threats.

The limitation of the work lies in the limited number of
data mining samples due to different language restrictions for
global professional and non-target websites, which leads to an
insufficient selection of strong rules. In future research, the
following aspects will be completed: breaking through the
language bottleneck, highlighting the number of selected data
with strong rules, and taking mainstream countries as the
target samples. A single country will be taken as a sample to

Frontiers in Psychology | www.frontiersin.org

10

February 2021 | Volume 11 | Article 582480


https://www.frontiersin.org/journals/psychology
www.frontiersin.org
https://www.frontiersin.org/journals/psychology#articles

Lietal

Global Cyberspace Security Issues

analyze professional and non-professional websites involving
cyber security issues. After concluding, the focus on cyber
security issues between countries will be compared.

CONCLUSION

Through comparing the word frequencies, the professional and
non-professional target websites focused on cyber sovereignty,
cyber attack, cyberspace security, Internet governance, national
security, data leakage, and cyber threats. After sorting the word
frequencies of global target professional websites and
non-professional websites separately, the high word frequencies
of the Top 10 strong rules of professional websites were data
breach, cyber sovereignty, information security, Internet
governance, cyberspace security, cyber attacks, cyber crime,
data protection, national security, and cyber threats. Meanwhile,
the high word frequencies of the Top 10 strong rules of
non-professional websites were cyber attacks, cyber sovereignty,
Internet governance, cyber crime, cyberspace security, artificial
intelligence, data breach, national security, data protection, and
cyber threats. Therefore, the focuses of current global cyberspace
security issues were cyber sovereignty, Internet governance,
cyberspace security, cyber attacks, cyber crime, national security,
cyber threat, and data protection.

From an industry perspective, the first level of focus referred
to data breach and cyber sovereignty. The second was Internet
information ~ security, cyberspace security,
architectural security, data protection, cyber crime, and cyber
attacks. The third referred to cyber threat, artificial intelligence,
application security, security threat, physical cyber security,
and cyber risk. The fourth refers to security strategy, information
technology, multi-stakeholder, Internet security, risk assessment,
infrastructure security, and international cooperation.

In terms of the international community, the first level
included cyber sovereignty and cyber attacks. The second
included Internet governance, cybercrime, data protection,
security threats, data breach, cyberspace security, emergency
management, national security, security strategy, and security
system. The third includes computer viruses, cyber risks, artificial
intelligence, information security, international cooperation,
ICANN, risk assessment, security incidents, trade secrets, and
infrastructure security. The fourth includes Internet security,

governance,
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