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Abstract
Objectives: Artificial intelligence (AI) proceeds through an iterative and evaluative process of development, use, and refinement which may be 
characterized as a lifecycle. Within this context, stakeholders can vary in their interests and perceptions of the ethical issues associated with 
this rapidly evolving technology in ways that can fail to identify and avert adverse outcomes. Identifying issues throughout the AI lifecycle in a 
systematic manner can facilitate better-informed ethical deliberation.
Materials and Methods: We analyzed existing lifecycles from within the current literature for ethical issues of AI in healthcare to identify 
themes, which we relied upon to create a lifecycle that consolidates these themes into a more comprehensive lifecycle. We then considered 
the potential benefits and harms of AI through this lifecycle to identify ethical questions that can arise at each step and to identify where con
flicts and errors could arise in ethical analysis. We illustrated the approach in 3 case studies that highlight how different ethical dilemmas arise 
at different points in the lifecycle.
Results, Discussion, and Conclusion: Through case studies, we show how a systematic lifecycle-informed approach to the ethical analysis of 
AI enables mapping of the effects of AI onto different steps to guide deliberations on benefits and harms. The lifecycle-informed approach has 
broad applicability to different stakeholders and can facilitate communication on ethical issues for patients, healthcare professionals, research 
participants, and other stakeholders.

Lay Summary
The steps of artificial intelligence in healthcare can be described and visualized from development to widespread use as a lifecycle. Viewing 
healthcare artificial intelligence (AI) as a lifecycle can help identify and address the ethical issues that arise at each step. This approach 
addresses barriers in healthcare AI resulting from how people in different positions vary in their interests and perceptions related to AI, which 
can lead to challenges in how ethical issues are addressed. In this paper, we have built a sample lifecycle using the elements of previously exist
ing lifecycles, filling in gaps to be more comprehensive. We then show how ethical issues arise at different points and present example ques
tions that should be considered throughout the lifecycle. We then use the process of examining ethical issues through the lens of the lifecycle 
and apply it to 3 case studies. This approach to examining the ethical issues can be applied by people in various positions, including developers 
of an AI system to end-users, to facilitate communication among different stakeholders to anticipate and address problems.
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Introduction
Artificial intelligence (AI) offers many potential benefits in 
healthcare, including improved diagnosis and prognosis, 
greater decision-making efficiency, and decreased provider 
work burden, among others.1–3 Conversely, AI can induce 
risks of harm that include exacerbating health inequity,4

introducing inaccurate data,5 and misuse to supply falsified 
research as evidence, all with consequences that may injure 
patients and undermine public trust.6 The possible benefits 
and harms are interwoven and requires attention to who 
weighs risks and benefits as well as how and when they do 
so. Adding to the complexity, stakeholders may perceive the 
potential benefits and risks in different ways, creating chal
lenges in how ethical issues are conceptualized and discussed. 
These differences in perspective can obfuscate the ability of 
people and organizations to see and understand the full array 
of effects, ultimately limiting their capacity to maximize the 
benefits and minimize or mitigate the harms of AI.

In light of the challenges confronted by stakeholders when 
thinking about the ethical issues, optimizing healthcare AI 
requires a clear recognition of: (1) when various benefits and 
risks are salient and to whom; (2) steps that can be taken to 
maximize benefits and forestall future harms; and (3) how to 
communicate clearly among various stakeholders about those 
benefits and harms, recognizing that tradeoffs are often 
required. The following examples present tradeoffs to con
sider. Algorithm transparency for healthcare and patient 
users can disclose information that can be exploited by mali
cious actors to craft attacks to poison AI models.7 Strong 
consent rights may enhance personal control over one’s data 
but at the same time may disproportionately allow individu
als from marginalized demographics to avoid enrollment, 
and often reasonably so given historical injustices, resulting 
in racial and gender underrepresentation in training data.8,9

Restricting data access can promote privacy while undermin
ing regulatory AI safety surveillance.10 Evaluating these ethi
cal tradeoffs requires thoughtful deliberation in a 
multidisciplinary manner. Communication failures can breed 
confusion, independently cause patient injury, and contribute 
to harms.11

Ideally, technologies, including AI, go through an iterative 
process of identifying goals, development, use, and evalua
tion, which can be characterized as a lifecycle. Lifecycles can 
be used to identify problems that can arise along the way and 
opportunities for thoughtful design that anticipates the prob
lems and for meaningful intervention. Thus, in this paper, we 
introduce an approach to ethical reasoning that maps the 
benefits and harms of healthcare AI onto the steps of an AI 
lifecycle. We consolidate features of existing lifecycles into a 
single framework as a platform to map the ethical issues of 
healthcare AI and to illustrate the overall value of a lifecycle- 
informed approach through case studies. We anticipate this 
approach will facilitate communication across multiple stake
holders and disciplines, enabling people and organizations 
involved in the development and implementation of AI to 
know what problems to look for and where to look, so they 
can begin to formulate solutions, including preventive meas
ures and remediation strategies. We expect the use of the life
cycle approach to be incentivized by the potential to 
minimize downstream harm and to enable improved respon
sibility of healthcare organizations and technology collabora
tors for the AI tools they implement. Although many people 

are involved in, and are affected by, healthcare AI, including 
patients, research participants, family members, advocacy 
groups, researchers, clinicians, and healthcare institutions, 
we focus this demonstration of the lifecycle-informed 
approach on how patients are affected as healthcare organi
zations have strong incentives to prevent patient harm.

Methods
We reviewed the current literature to find existing lifecycles 
for ethical issues of healthcare AI in English within 1 biomed
ical focused database (PubMed) and 1 computing focused 
database (ACM Digital Library). To be considered a lifecycle, 
the framework needed to provide a chronological and itera
tively recurring stepwise description of how a healthcare AI 
system moves from original conceptualization to widespread 
use and the major decision points within that process. We 
excluded lifecycles that were not specific to healthcare or did 
not prioritize ethics. Two authors independently analyzed the 
descriptions of individual steps in each existing lifecycle and 
grouped similar steps together as a theme, with discrepancies 
discussed until reaching an agreement.

A consolidated lifecycle was constructed through a mixed 
deductive-inductive process using the identified themes and 
an understanding of the course of AI development with rela
tion to ethical issues, including those addressed in clinical 
bioethics, augmented by justice and equity and those pre
sented specifically by the development and use of AI. We then 
detailed the use of the lifecycle to guide examining ethical 
issues related to the potential benefits and harms of health
care AI through questions that may be considered at each 
step. This lifecycle-informed approach was then applied to 3 
case studies.

Results
Our survey of the literature retrieved 13 healthcare AI life
cycles, which varied in the range of ethical issues they 
addressed and whether they had been implemented in prac
tice (Supplementary Material S1).12–24 We identified a total 
of 10 themes. Six themes reflect distinct steps, and four 
themes cut across the lifecycle. No single lifecycle covered all 
of the themes identified. We organized the themes into a con
solidated lifecycle to guide thorough coverage of the possible 
ethical issues that may arise with the use of healthcare AI 
(Figure 1). Each step of the lifecycle (1-6) is represented by a 
node and progresses in a clockwise direction with cross- 
cutting themes (A-D) framed around the steps. The black 
arrows represent the general forward direction of the life
cycle, and the gray arrows represent decisions to return to a 
previous step. Each step and cross-cutting theme raise ques
tions for ethical reflection that should be considered when 
thinking about the potential benefits and harms of healthcare 
AI. At any point, issues may arise that warrant returning to 
earlier steps, including further back than the immediately pre
ceding step. A comprehensive list of questions that could arise 
is beyond the scope of this paper which is focused on the 
process of using a lifecycle tool, but sample questions are pre
sented after the brief description of the lifecycle to provide 
examples of how one might think about the cross-cutting 
issues as they arise (Figure 2A) and the issues at each step 
(Figure 2B). Although some content overlap of the steps and 
cross-cutting themes occurs, the descriptions keep content 
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contained to a single section to avoid repetition in the explan
ations. Furthermore, the lifecycle we present here is compart
mentalized for discussing benefits and harms to patients, 
indicated by the formation of the lifecycle around patients in 
the center, to facilitate the demonstration of a lifecycle- 
informed approach. As needed, the lifecycle can be tailored 
to other situations, stakeholders, or specific types of AI.

Lifecycle steps

1) The initial step represents the purpose for which the AI 
system is built. This purpose could be a research ques
tion, a clinical question, a commercial goal, a 
government-mandated regulatory goal, or other objec
tives identified by stakeholders. Any number of various 
stakeholders may be involved in determining the pur
pose of the AI system. The development of an AI tool 
may be motivated by multiple objectives that conflict 
with each other or even be morally ambiguous (eg, over
all population health and optimizing outcomes for indi
vidual patients, or minimizing overall costs), especially 
when multiple stakeholders are involved. Multiple pur
poses for the AI can be a red flag as this may negatively 
impact overall performance. 

2) The second step revolves around the generation, collec
tion, storage, provenance, privacy, and security of data 
used to build, train, and operate an AI system. Value 
decisions and accessibility underlie which kinds of data 
are selected. The quality and reliability of the data as 
well as their completeness are critical.25 However, group 

size is typically considered to be inversely correlated 
with privacy.26 Another key consideration is whether 
the data are representative of the population for which 
the AI system is intended to apply. The concept of repre
sentation can take on several meanings depending on 
the context and perspective. It is common to consider 
representation in terms of age, sex, gender, race, ethnic
ity, socioeconomic status, disability status, or other 
demographics. However, even in representative data, 
biases may still be embedded.27

3) The third step includes the technical development of the 
AI system as well as the physical hardware necessary for 
the system to function. Decisions here include the digital 
and physical structure of the AI system, which features 
to include in or exclude from the system, and determin
ing how the AI system will function. This step also 
includes decisions regarding whom to involve in the 
development process, which part and how much of the 
data to use for training, and how to program AI to 
achieve the intended purpose. Environmental costs are 
also important to consider here given the association 
between interactions with the environment and human 
health.28

4) The fourth step involves internal and external validation 
to ensure the AI system functions as intended. Internal 
validity refers to how well the design of a study fits a 
research question, the ability of the study to answer that 
question without bias, and how well an AI system 
matches its intended purpose. External validity refers to 
how well a study can generalize to other contexts (eg, 

Figure 1. Healthcare AI ethics lifecycle with patients as stakeholders in the center as a use-case.
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different locations or populations) and how well an AI 
system functions for a broader sample. Internal valida
tion alone is insufficient because models may align too 

closely with the training data so that other data cannot 
be incorporated into the model well, thus decreasing the 
performance of the AI.29 Validation is essential for 

Figure 2. (A) Sample questions for ethical reflection to guide discussion of the possible benefits and harms within the cross-cutting issues. 
Decommission refers to decisions to discontinue or replace an AI system. (B) Sample questions for ethical reflection to guide discussion of the possible 
benefits and harms across the steps of the lifecycle.
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establishing the efficacy and safety of using an AI sys
tem, providing the basis for FDA approval of AI-based 
software as a medical device.24 If the AI system fails vali
dation, it may need to be retrained and/or the purpose(s) 
may need to be reconsidered. 

5) The fifth step is the application of AI in practice. Appli
cation includes defining thresholds for implementation 
into healthcare workflows, ongoing decisions about 
when and how to apply AI, and the usability of an AI 
system. Questions of whether those who will be using AI 
and those for whom the AI is used are informed and pre
pared are crucial.30 Organizations play an important 
role here,31 needing to consider the potential consequen
ces of using AI for purposes beyond their intended use 
and to implement suitable controls for managing the 
risks such uses could pose. For patient care, the users of 
AI systems will often be healthcare professionals, while 
smartphone AI healthcare apps allow for patient 
users.32

6) The final step, generalization, represents the larger-scale 
effects of the AI on people and society, including the 
sociocultural context in which the AI has been applied 
and the generalizability of AI to new contexts. The 
effects of generalizability are often measured through 
population health and epidemiological methods, but 
understanding the nuances of how AI systems affect 
populations can require investigating qualitative per
spectives. This is especially the case for looking at how 
AI systems affect different populations. At the stage of 
generalization, there needs to be cognizance regarding 
translating population level statistical claims to the 
needs of individuals. This is a problem of quantifying 
the lives of people, not specific to AI. 

Cross-cutting themes

A. Monitoring involves overseeing the development process 
and the impact of the AI system. Monitoring helps 
ensure that AI achieves its intended purpose for all who 
may be affected. Each step should incorporate inten
tional evaluation to determine if it is appropriate to 
move forward to the next step. Once systems are imple
mented into the workflow of healthcare practices, their 
efficacy must be monitored over time as their applicabil
ity may change over time as they learn and circumstan
ces change.33,34 A discrepancy between the expected 
and actual effect suggests unaccounted factors or other 
problems that require analysis and possibly modification 
of the AI. There should also be a process for reporting 
outcomes and errors that undergoes review. 

B. Feedback includes information returned at each step and 
learning of the AI system from iterative use. Monitoring 
throughout the lifecycle can identify information that 
should influence prior steps, either by returning to a pre
vious step or integrating that information on a future 
iteration. Feedback also occurs as the final step of gener
alization inherently feeds back into the first step. The 
function of AI can change over time in ways that require 
modification. 

C. Equity refers to the balance of an AI system’s effect on 
populations affected. Principles to promote equity 
should be intentionally considered at every step,35 along 
with involving populations who are going to be affected, 

assembling diverse, representative community partici
pants and a development team capable of understanding 
and honoring different perspectives. For their part, AI- 
capable organizations need to account for existing struc
tural inequities,31 as like all of healthcare, AI exists in a 
sociocultural context in which people are not equally sit
uated from the outset. These preexisting disparities are 
root causes of many harms or unfairly distributed bene
fits associated with the use of the AI. While the historical 
factors that influence the impact of AI often are not 
within the control of the people and organizations 
involved in developing and using healthcare AI, these 
issues should be acknowledged and, when possible, 
addressed by means that are within their control. For 
example, historical data are often biased by poor data 
collection methods,36 and the social problems that led to 
this circumstance are not altered by practices within the 
healthcare AI lifecycle. Nonetheless, the potential harms 
of such data should be identified, and actions taken for 
equitable data collection, to use debiasing methods,37 or 
other means of limiting the harm of the historical data. 

D. Decommissioning (or termination) is the decision to dis
continue or replace an AI system. An AI system may be 
decommissioned at any point in the lifecycle if judged to 
be inadequate. It is important to note that the function 
of AI systems can be replaced with non-AI or non- 
technological solutions. Decisions to decommission a 
particular tool may come about if the AI has problems 
that cannot be sufficiently overcome, the availability of 
better alternatives, costs that cannot be covered, or if the 
tool is no longer needed. These decisions may come 
from developers or users of an AI system but could also 
originate from authority (ie, government), market 
dynamics, or other factors. 

Case studies
Here we report on 3 cases, identifying where in the lifecycle 
the benefits and harms of AI for patients occur in each case to 
illustrate how this process can improve AI in healthcare. 
These cases were selected to be representative of the issues 
faced related to healthcare AI but given the allotted space not 
every important issue can be covered here.

Case 1—AI algorithm for distribution of healthcare 
resources
The first case is based on a fundamental, early example of 
potential harm from the use of AI algorithms in healthcare 
unearthed when Obermeyer and colleagues analyzed the use 
of a commercial risk-prediction algorithm to identify patients 
for inclusion in “high-risk care management” programs 
intended to improve the care for patients at high risk by shift
ing the distribution of resources to those who need them 
most.38

Benefits at the steps of purpose and generalization
The beneficial purpose was to support a fair allocation of 
resources across society so that patients with similar cases are 
treated in a similar manner was a beneficial purpose. This 
benefit could have accrued at the generalization step through 
the equitable need-based allocation of benefits, risks, and 
costs across society.39 It is at a larger scale where the main 
benefit of resource distribution can be observed. Targeting 
additional resources to patients who need complex care can 
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make healthcare more cost-effective and equitable which is 
particularly compelling in the United States where the health
care system is experiencing significant rise in costs. Since 
resources are limited, it is the fair allocation of resources to 
patients in most need that is in itself a benefit.

Harms at the steps of data and development
Harms originated at the data step in this example because the 
available data reflected the influence of prior discriminatory 
practices and so did not represent the population to whom 
the algorithm was applied or who was actually in need of 
support. Then at the development step, the algorithm devel
opers did not realize this data was afflicted by historical 
inequities. This ultimately led to the allocation of fewer 
resources for sick Black patients than similarly or less sick 
White patients. The data misled the algorithm because Black 
patients previously received less care than White patients, 
even though the former had higher disease burdens.

Without a lifecycle perspective, it may be possible to per
ceive harm only at the population level since this is where the 
effect becomes noticeable. However, placing a fix here, such 
as a debiasing of the initial results, does not fully address the 
problem because the bias cannot be entirely removed. The 
lifecycle allows recognizing harm at the root, providing an 
opportunity to reflect on how to address the problem. In this 
case, one may have determined that it would be suitable to 
identify and use more appropriate data that aligns better with 
the purpose of the AI and accurately reflects patients’ severity 
of illness, thereby promoting equity.

Case 2—generative AI to automate clinical 
explanations
Liu and colleagues demonstrate the use of generative AI in 
test scenarios for automating the optimization of clinical 
decision support (CDS) with noninferiority compared to 
human CDS.38 Existing CDS alert logic was input into 
ChatGPT, a large language model, so that it would generate 
suggestions for how the alert could be improved.

Benefits at the step of application
Automated optimization of CDS can be beneficial at the 
point of application if understandable, accurate alerts are 
produced when appropriate, allowing patients to receive 
more attention from their clinicians. As a whole, CDS gener
ated by AI has been judged to be of better quality than those 
developed by humans,40 which would also lead to more effec
tive, personalized care for patients.

Harms at the step of application
Generative AI can produce false information, and thus have 
the capacity to place inaccurate information into CDS alert 
logic. Liu and colleagues describe a “hallucination” of 
ChatGPT where it suggested using a nonexistent biologic 
agent “etanerfigut” to treat a clinical problem. Generative AI 
created unique ideas or concepts from patterns of language 
data that do not simply replicate the content of the input 
data. Although “etanerfigut” is not a real medication, the 
name follows the pattern of other medications’ names and is 
similar to “etanercept,” which is an actual medication. It is 
the application of generative AI itself that presents the risk of 
harm.

In this instance, both the benefits and the harms of AI orig
inate at the step of application. However, without 

considering the lifecycle framework, it can be more difficult 
to think about the benefits and harms in context. For genera
tive AI, the preceding steps of the lifecycle do not have the 
same role as they do in other forms of AI because they do not 
determine the output in the same way. All forms of AI have 
the potential to be incorrect, but not all forms of AI can cre
ate output that is not aligned with the input data in a way 
that creates something new. Thinking about generative AI in 
the same way as thinking about other forms of AI can lead to 
applying fixes that may not be effective. Unlike the previous 
case, supplying more, or different, data does not necessarily 
resolve the issue of generative AI’s hallucination. It is difficult 
to balance the accuracy of an AI system while also allowing it 
the freedom to generate unique content. Placing safeguards at 
the step of application to limit the potential for false outputs 
from AI in particular domains and support users to recognize 
when false outputs have been generated may allow generative 
AI in healthcare to be more trustworthy. For example, the AI 
in this case could be restricted to using actual medication 
names when it brings up medications. This does not minimize 
the role of having sufficient, quality data, but suggests there 
is still a need to guide how data are used. Ultimately, many 
applications of AI continue to require human oversight.

Case 3—a predictive AI model for patient 
deterioration
Singh et al document the evaluation of a proprietary AI 
model to predict patients’ deterioration from COVID-19 and 
other causes.41 The Epic Deterioration Index developed by 
Epic Systems Corporation (Epic), was trained on data from 3 
healthcare systems to calculate the risk of patient deteriora
tion, and promoted by Epic for adoption through financial 
incentives, and implemented in hundreds of hospitals.42

Benefits at the step of application
Initially developed prior to COVID-19 pandemic, the deterio
ration model was applied to COVID-19 at the onset of the 
pandemic, making use of the data from the Epic electronic 
health record (EHR). The accurate prediction of clinical dete
rioration could allow preemptive action to address the cause 
of deterioration, leading to better patient outcomes.

Harms at the steps of purpose, validation, generalization
This case has 3 separate primary origin points of harm: (1) 
purpose, (2) validation, and (3) generalization. Epic’s promo
tion of the deterioration model through financial incentives 
for healthcare systems that use the Epic EHR partially shifted 
the purpose of the AI model from care of individual patients 
to Epic’s financial gain.42 This does not mean that models 
cannot be used by commercial organizations, but this can 
introduce the potential for bias from a conflict of interest, 
which may have affected decisions by healthcare organiza
tions to implement the deterioration model. Even then, there 
was the opportunity to perform full validation of the AI 
model, a step bypassed by many healthcare organizations in 
part because the proprietary nature of the algorithm made 
validation more difficult.41 The model failed to meet per
formance expectations as populations of different healthcare 
systems were not well represented in the populations on 
which the AI model was trained, leading many healthcare sys
tems to decommission it from use.

This case represents the challenges associated with evaluat
ing the risks and benefits of AI use in healthcare and provides 
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a strong example of the value of the lifecycle-informed 
approach. When the lifecycle is not taken into account, 
important decision-points can blur to make multiple deci
sions appear to be one decision. For example, the steps of val
idation and generalization are both related to the harms in 
this case, and addressing those harms requires multiple deci
sions. Organizations need to test run AI locally as a proof of 
concept prior to full implementation and should be open to 
backing away from a problematic AI, whether that means 
returning to a previous step in the lifecycle or discontinuing 
use. Viewed as a lifecycle, many healthcare systems could 
have recognized more quickly had the appropriate steps been 
completed, enabling them to intercept the issues before they 
occurred. The lifecycle framework can also help decision- 
makers to recognize places where harms may not be as overt, 
such as with the potential for commercial bias at the initial 
step in this case. Intentionally thinking about commercial 
biases, or other cognitive biases, when determining the pur
pose of an AI system can strengthen the ethical foundation of 
the AI.

Discussion
A lifecycle-informed approach for examining the ethical 
issues of healthcare AI facilitates recognizing where benefits 
and harms may occur, using that knowledge to refine AI, and 
communicating about ethical decisions across disciplines. 
Following this approach acknowledges that single, dedicated 
fixes applied at later points of the lifecycle, such as bias detec
tion, may be incapable of solving all the problems and that 
focusing on one aspect of AI cannot maximize the possible 
benefits.43 If stakeholders of AI are able to recognize the ben
efits and harms in the context of where they originate in the 
lifecycle, it may be possible to formulate more effective solu
tions. Although a lifecycle-informed framework will not 
answer questions such as how accurate an AI system needs to 
be so that its benefits outweigh its risks, it can guide collabo
rative discussions on the accuracy of a system and its impact 
on various stakeholders toward ethically sound decisions. 
Ultimately, evaluation of the lifecycle in practice will take 
time and effort.

Through the case studies, we mapped a representative set 
of benefits and harms onto a healthcare AI lifecycle. Case 1 
involved aspects of data bias and distributive justice; case 2 
required weighing the potential benefits and harms at the 
same step of the lifecycle; and case 3 displayed how the inter
connectivity of benefits and harms can lead to a complex web 
of ethical issues. The reality that it is not possible to choose 
benefits without the potential for harm cements the need to 
use a lifecycle-informed approach, which in practice may 
focus on additional factors such as the environment in which 
the AI is placed, the type of research involved, or who is using 
the lifecycle.

Next steps for stakeholders involved in the ethical integra
tion of AI systems in healthcare include addressing how 
healthcare organizations may adopt the lifecycle perspective 
for decisions about AI in healthcare, mapping the ethical 
issues of other stakeholders in addition to patients, develop
ing a more extensive list of questions that should be asked at 
each step, and applying the lifecycle framework to more com
plex issues such as the role of race and ethnicity as variables 
in healthcare AI. When ethical issues are identified, compre
hensive and inclusive governance practices and structures, 

which are beyond the scope of this paper, will be needed to 
resolve those issues.

Conclusion
The lifecycle-informed approach provides a framework to 
foster discussion about the benefits and harms of healthcare 
AI. By facilitating proactive communication across disci
plines, this framework opens the door to improved ethical 
decisions about AI in healthcare.
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