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OPEN A multi-layered defense against

adversarial attacks in brain tumor
classification using ensemble
adversarial training and feature
squeezing

Ahmeed Yinusa® & Misa Faezipour?**

Deep learning, particularly convolutional neural networks (CNNs), has proven valuable for brain tumor
classification, aiding diagnostic and therapeutic decisions in medical imaging. Despite their accuracy,
these models are vulnerable to adversarial attacks, compromising their reliability in clinical settings. In
this research, we utilized a VGG16-based CNN model to classify brain tumors, achieving 96% accuracy
on clean magnetic resonance imaging (MRI) data. To assess robustness, we exposed the model to Fast
Gradient Sign Method (FGSM) and Projected Gradient Descent (PGD) attacks, which reduced accuracy
to 32% and 13%, respectively. We then applied a multi-layered defense strategy, including adversarial
training with FGSM and PGD examples and feature squeezing techniques such as bit-depth reduction
and Gaussian blurring. This approach improved model resilience, achieving 54% accuracy on FGSM and
47% on PGD adversarial examples. Our results highlight the importance of proactive defense strategies
for maintaining the reliability of Al in medical imaging under adversarial conditions.

Keywords Brain tumor, Magnetic resonance imaging (MRI), Artificial intelligence (AI), Adversarial attacks,
Adversarial training, Feature squeezing

In recent years, advancements in medical imaging, especially Magnetic Resonance Imaging (MRI), have
revolutionized brain tumor diagnosis and evaluation'. MRI stands out in brain tumor imaging for its high-
resolution capabilities and non-use of ionizing radiation, effectively differentiating tissue types®. MRI provides
vital information about tumor location, size, and shape, aiding clinicians in planning surgeries and other
treatments. However, analyzing MRI scans for brain tumors can be challenging due to the subtle differences in
texture, intensity, and shape that differentiate tumor types®. Manual analysis of MRI images is time-intensive and
prone to human error, which has driven researchers toward automated, AI-driven classification approaches®.

Artificial intelligence (AI), especially deep learning, has transformed many domains of medical imaging
analysis, including skin cancer detection® and diabetic retinopathy classification®. Recent research has further
demonstrated the effectiveness of deep learning and radiomics in other critical diagnostic areas, such as
Alzheimer’s disease classification using multi-modal neuroimaging’ and breast cancer diagnosis through
multiparametric mammography®. Convolutional Neural Networks (CNNs) are a type of deep learning
architecture that has achieved remarkable success in medical image classification due to their ability to learn
complex hierarchical patterns from large datasets™!°.

CNNs are particularly effective in tasks like brain tumor classification, where nuanced visual differences may
indicate significant clinical outcomes. When trained on comprehensive datasets, CNNs can recognize patterns
specific to tumor types and grades, sometimes matching or even exceeding human diagnostic accuracy!’.

Several recent works have proposed advanced deep learning-based approaches for MRI-based brain tumor
detection. Ullah et al. introduced a transfer learning approach to effectively detect and identify brain tumors,
improving classification accuracy'?. Additionally, a robust end-to-end deep learning model was developed
to ensure reliable and efficient brain tumor diagnosis using MR images'®. Furthermore, enhancing model
transparency, Ullah et al. proposed the DeepEBTDNet model combined with LIME, providing explainability
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in brain tumor detection!“. Visual Geometry Group 16-layered deep learning architecture (VGG16) is a CNN-
based model known for its depth and great performance in image recognition, and is commonly used for brain
tumor classification'®, leveraging transfer learning to improve accuracy. Despite VGG16’s high classification
performance, its vulnerability to adversarial attacks is a significant concern in image classification. These attacks
involve subtle manipulations of input images that can lead to incorrect and potentially harmful predictions'®1”.
For example, a high-grade tumor could be misclassified as low-grade, resulting in inappropriate treatment.
Defensive strategies such as adversarial training!® and feature-squeezing'® have been developed to mitigate this
risk. Adversarial training involves retraining models using perturbed examples to improve robustness while
feature-squeezing simplifies input data to reduce sensitivity to minor changes.

Adversarial defenses tailored for brain tumor classification remain sparse despite the crucial importance of
robust and reliable models in medical imaging. Moreover, current defense strategies often focus on single-layer
defenses, such as adversarial training or feature transformations, which may not provide sufficient robustness
against sophisticated adversarial attacks like the Fast Gradient Sign Method (FGSM)!¢ and Projected Gradient
Descent (PGD)!7 attacks.

The novelty of this study lies in the development of a comprehensive multi-layered defense framework that
integrates ensemble adversarial training (leveraging both FGSM and PGD attacks) with feature-squeezing
techniques, specifically bit-depth reduction and Gaussian blurring within a unified pipeline. Unlike prior studies
that typically adopt single-layer defenses, our approach systematically combines these strategies to enhance
robustness without sacrificing computational efficiency. To the best of our knowledge, such an integrated,
domain-specific defense mechanism tailored for MRI-based brain tumor classification has not been extensively
explored, addressing a critical gap in the field of secure medical AL

In this research, we employ a multi-layered defense strategy to enhance brain tumor classification models’
robustness against adversarial attacks. Our research generates the following contributions:

1. Systematic analysis of adversarial vulnerabilities in brain tumor classification: We assess the susceptibility of
the VGG16 model to adversarial attacks (FGSM and PGD), establishing a baseline for its performance with-
out defenses. This highlights the need for robust defenses in medical Al

2. Implementation of a multi-layered defense mechanism: We integrate adversarial training and feature-squeez-
ing techniques (bit-depth reduction and Gaussian blurring) to create a stronger defense strategy, offering
better protection compared to single-layer defenses.

3. Evaluation through comprehensive simulations: We employ two simulation strategies by varying FGSM and
PGD attack parameters to evaluate defense performance, showing improved model robustness with post-de-
fense accuracies of 54% (FGSM) and 47% (PGD).

Related work

Recent advancements in deep learning have significantly influenced medical image analysis, including brain
tumor classification. However, these models remain vulnerable to adversarial attacks, which could undermine
their reliability in clinical applications. This section examines two important areas of related work: (1) the
vulnerability of medical imaging models to adversarial attacks and (2) defense mechanisms developed to
mitigate these vulnerabilities. Finally, we outline how this study addresses existing gaps in these areas.

Vulnerability to adversarial attacks in medical imaging

Adversarial attacks expose deep learning models’ susceptibility to minor input perturbations, raising concerns
about their reliability in essential applications. This vulnerability was initially highlighted by Goodfellow et al.'®
through FGSM and later expanded by Madry et al.'” with PGD method, which exposed how slight perturbations
can lead to significant misclassifications. Recent studies'®->® confirmed that this vulnerability raises significant
concerns in medical applications, where misclassifications could have severe clinical consequences. In brain
tumor classification, specific vulnerabilities to adversarial attacks have been identified*®. Similarly, Joel et al.’!
systematically reviewed vulnerabilities in medical imaging models, showing that minor perturbations in MRI
images can significantly impact diagnostic accuracy. This growing body of work highlights the urgent need for
robust defense mechanisms in medical imaging to mitigate the risk posed by adversarial attacks®%.

Defense mechanisms against adversarial attacks

To counter adversarial vulnerabilities, researchers have proposed several defense strategies, including adversarial
training®® and feature-squeezing!®. Adversarial training'® involves training models with adversarial examples to
improve robustness against adversarial attacks such as FGSM and PGD attacks. Madry et al.!” developed this
approach with PGD-based adversarial training, providing resilience against stronger adversarial perturbations.
Moreover, Pang et al.> explored hybrid defense strategies that integrate adversarial training with other techniques
to enhance model robustness. Feature-squeezing'® reduces the model’s sensitivity to noise by decreasing image
bit-depth and applying Gaussian blurring, thereby limiting the degree of freedom for adversarial noise.

Limitations in existing research

Although previous studies*®~* have achieved high classification accuracy and explored isolated defense
mechanisms, most do not provide comprehensive protection against multiple adversarial attacks. Isolated
defense strategies may be effective against specific attacks but often fall short in generalizability, particularly
in high-risk, real-world applications such as medical imaging. Additionally, as Pang et al.>* explored, ensemble
defense strategies often require significant computational resources, posing challenges for practical application
in time-sensitive medical scenarios. Hence, our approach addresses the limitations of single-layer defenses
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by integrating techniques such as adversarial training and feature-squeezing, ensuring both effectiveness and
computational efficiency.

Methods

In this research, we employed a deep learning model using VGG16 (CCN-based architecture) to classify
brain MRI images into four categories: glioma, meningioma, pituitary tumor, and no tumor. Given the unique
challenges of medical imaging, particularly the susceptibility of models to adversarial attacks, we incorporated
various defense mechanisms to improve model robustness. This section explains the model architecture and
the adversarial attack techniques employed in the research. Figure 1 depicts the research pipeline for the study.

Model architecture

The VGG16 is pre-trained on the ImageNet dataset’’ and adapted for the brain MRI classification through
transfer learning in this research. Serving as the feature extraction backbone, its fully connected layers are
replaced with a custom classifier for image classification. The modified architecture includes Global Average
Pooling (GAP) to reduce feature dimensions, a dense layer with 128 neurons activated by ReLU, and a dropout
layer (rate 0.5) to prevent overfitting. The final output layer, with 4 neurons and softmax activation, generates
probability scores for each class. We compile the model with the Adam optimizer (learning rate of 10~2), using
sparse categorical cross-entropy as the loss function and accuracy as the primary evaluation metric. Moreover,
we chose VGG16 in this research because of its simplicity, proven effectiveness in medical imaging tasks, and
compatibility with transfer learning. VGG16’s sequential, uniform architecture allows for easier interpretability
and modification, particularly advantageous when integrating defense mechanisms like adversarial training and
feature-squeezing. Its depth and well-structured layers enable effective feature extraction from MRI images,
which is crucial for capturing the nuanced differences in brain tumor types. Additionally, VGG16 achieves
strong classification performance while maintaining computational efficiency, making it an ideal foundation for
developing robust, explainable, and secure medical imaging models.

Adversarial attack techniques

We employ two adversarial attack methods, the Fast Gradient Sign Method and Projected Gradient Descent,
to test our model’s resilience against adversarial perturbations. FGSM is a quick, single-step attack that perturbs
the input image in the gradient direction, increasing the model’s prediction error with minimal modifications.
PGD, a more robust iterative attack, refines this process by applying multiple small steps within a bounded region,
creating stronger adversarial examples. Additionally, we apply feature-squeezing techniques (bit-depth reduction
and Gaussian blurring) to mitigate adversarial effects by reducing image sensitivity to minor perturbations.
Together, these techniques allow us to evaluate and improve model robustness rigorously. Figure 2 shows the
adversarial attack pipeline before adversarial training.
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Fig. 1. Research pipeline for adversarial training and defense mechanism in brain tumor classification. The
pipeline begins with processing an input MRI image by a pre-trained VGG16-CNN for feature extraction and
adding a custom classifier for the brain tumor classification. Afterward, adversarial examples are generated
using FGSM and PGD attacks, introducing perturbations leading to potential misclassifications (e.g., a
meningioma image being classified as glioma). The adversarial examples are integrated into the training phase
alongside feature-squeezing techniques, resulting in a robust VGG16-CNN model fortified against adversarial
attacks. This multi-layered approach ensures improved resilience for accurate brain tumor classification in
crucial medical imaging.
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Fig. 2. Brain tumor classification pipeline with adversarial examples. The model employs a pre-trained VGG16-
CNN as a feature extractor, followed by a custom classifier tailored for brain tumor detection. Adversarial
examples, generated to assess model robustness, are incorporated to challenge the model’s accuracy across

four categories: glioma, pituitary, notumor, and meningioma. This setup evaluates the model’s resilience and
effectiveness in medical imaging.

Require: Model f, image X, true label y, FGSM perturbation &rgsm, PGD parameters €pgp, @, iterations 7', bit-depth b,

Gaussian kernel size k

Ensure: Adversarially trained image Xadv_train

1:

Initialize Xagy train = X
feature-squeezing for Defense:

2: Reduce bit-depth of X: Xeduced = round(X x (2° —1))/(20 — 1)

[
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: Apply Gaussian blur: Xsqueezed = Xreduced * G(k)

FGSM Adpversarial Image Generation:

: Compute gradient of the loss w.r.t input Xsqueezed: 8FGSM = VX,queezea’ (6, Xsqueezed,Y)
: Calculate FGSM perturbation: Spgsm = €rgsM - Sign(grcsm)

: Generate FGSM adversarial image: Xagv_rGsM = Xsqueezed + OFGSM

: Clip Xadv FosMm to ensure valid pixel values (e.g., [0, 1] range)

PGD Adversarial Image Generation:

. Initialize Xagv_PGD = Xsqueezed
. for k=1to T do

Compute gradient of the loss w.r.t Xaqy pGD: gPGD = VXadv pGDJ(97Xadv_PGD7y)
Update PGD adversarial image: Xagay pGp = Xadv_pGD + ¢ - sign(gpgp)

Project Xaqv_pGp back into epgp-ball around Xsqueezed

Clip Xaqv_pGD to maintain valid pixel values

: end for

Combine Adversarial Examples for Training:

. Set Xagy rain = Xadv_FGSM Or Xadv pGD based on the chosen adversarial strategy
: return Xadvftrain

Algorithm 1. Adversarial Training with feature-squeezing, FGSM, and PGD

Algorithm 1 explains the process of the multi-layered strategy (integrated defense framework) in this paper
using the feature-squeezing techniques with the FGSM and PGD attacks in the adversarial training procedure to
improve the model robustness. Initially, feature-squeezing reduces bit-depth (b) and applies Gaussian blurring
with kernel size k, which minimizes sensitivity to minor input perturbations. FGSM then generates adversarial
examples by calculating perturbations using ergsm. At the same time, PGD further refines these adversarial
images through iterative updates based on epap, step size «, and iterations 7'. The model is subsequently trained
on these adversarial examples, enhancing resilience against adversarial attacks.
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Component Specification

Platform Google Colab Pro+

Processor (CPU) Intel Xeon CPU @ 2.20GHz (Colab environment)

Graphics processing unit (GPU) | NVIDIA A100-SXM4-40GB (Google Colab)

RAM (Colab) 80 GB

Local system ‘Windows 10, Intel Core i5 ThinkPad, 8GB RAM

Programming language Python 3.9

Deep learning framework TensorFlow 2.11.0, Keras API

CUDA version CUDA Toolkit 11.2 (Colab Environment)

Dataset Composite MRI dataset (7,023 images), combining Figshare, SARTAJ, and Br35H datasets
Image preprocessing Image resizing to 128x128 pixels, normalization (0-1 range)

Model architecture Pre-trained VGG16 with custom classifier layers

Optimizer Adam Optimizer (learning rate: 1073)

Loss function Sparse categorical cross-entropy

Evaluation metrics Accuracy, Precision, Recall, F1-Score

Defense techniques Adversarial Training (FGSM, PGD), Feature Squeezing (bit-depth reduction, Gaussian blurring)

Table 1. Experimental Setup: Hardware and Software Configurations.

Class Precision | Recall | F1-Score | Support
Pituitary 1.00 0.95 0.97 292
Glioma 0.95 0.95 0.95 266
Meningioma | 0.91 0.95 0.93 273

No tumor 0.97 0.99 0.98 312
Accuracy 0.96

Macro Avg 0.96 0.96 0.96 1143
Weighted Avg | 0.96 0.96 0.96 1143

Table 2. Initial classification report.

Experimental setup

Dataset preparation

We employed a composite dataset*! sourced from Kaggle, combining three datasets: Figshare*?, SARTAJ*?, and
Br35H*. This collection includes 7,023 MRI brain images, categorized into four classes: glioma, meningioma,
pituitary tumor, and no tumor. Gliomas originate from glial cells, meningiomas develop from the meninges,
and pituitary tumors arise on the pituitary gland at the brain’s base®>. The “no tumor” category consists of MRI
images without visible tumors, sourced exclusively from the Br35H dataset, while the remaining tumor images
are drawn from the SARTAJ and Figshare datasets. This diverse dataset provides a comprehensive foundation for
evaluating brain tumor classification models across multiple tumor types.

Hardware and software configuration
The experiments were conducted using the following hardware and software configurations in Table 1:

Implementation details

In this section, we focused on resizing the MRI images to 128 x 128 pixels with normalized pixel values and
then split the dataset with an 80:20 ratio for training and validation. Initially, we trained the model for 5 epochs
with VGG16’s layers frozen to establish a baseline. For fine-tuning, we unfreezed the last 10 layers, using a lower
learning rate of 10~ for an additional 10 epochs, achieving strong validation performance for further testing
with adversarial defenses.

Experiments and results

Baseline performance

We trained the model on the clean brain tumor MRI dataset before introducing adversarial examples to test its
robustness. The initial model achieved a high classification accuracy, validating its effectiveness in distinguishing
between glioma, meningioma, pituitary tumor, and no tumor classes.

Results
Table 2 depicts the initial classification report of the model showing a higher performance with an overall accuracy
of 96% across four brain tumor classes. Precision, recall, and F1 scores are consistently high, particularly for the
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Pre-adversarial training Post-adversarial training

Attack type | Class Precision | Recall | F1-Score | Precision | Recall | F1-Score

Pituitary 0.19 0.06 0.09 0.58 0.73 0.65

Glioma 0.30 0.23 0.26 0.57 0.53 0.55
FGSM

Meningioma | 0.14 0.29 0.19 0.24 0.16 0.19

No tumor 0.71 0.63 0.67 0.75 0.82 0.78

Pituitary 0.01 0.00 0.01 0.47 0.54 0.50

Glioma 0.04 0.03 0.03 0.30 0.20 0.24
PGD

Meningioma | 0.04 0.09 0.06 0.24 0.17 0.20

No Tumor 0.50 0.35 0.41 0.64 0.89 0.75

Table 3. Classification Report on FGSM and PGD Adversarial Data Before and After Adversarial Training.
The bolded values in the Post-Adversarial Training columns emphasize significant improvements in Precision,
Recall, and F1-Score for specific classes, showcasing enhanced model resilience against both FGSM and PGD
attacks after adversarial defenses were applied. These improvements are most notable in the Pituitary and No
Tumor classes, indicating that the adversarial training effectively reinforced the model’s ability to withstand
perturbations.
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Fig. 3. Confidence bar plots showing the impact of FGSM and PGD adversarial attacks on the model’s
classification accuracy. In the PGD attack (left), the model misclassifies a glioma image as meningioma with

a moderate confidence of 0.63. In contrast, a pituitary image is classified as meningioma with high certainty.

In the FGSM attack (right), the model shows high confidence (1.00) in misclassifying a glioma image as
meningioma and a confidence of 0.82 in classifying a meningioma image as glioma. These results emphasize the
model’s vulnerability to adversarial perturbations, leading to incorrect yet high-confidence predictions.

Pituitary and No Tumor classes. This robust baseline establishes a solid foundation for assessing the impact of
adversarial defenses.

Adversarial attack evaluation (pre-defense)

1. FGSM Attack (Pre-Adversarial Training): We applied the FGSM attack to the model before adversarial train-
ing, using a parameter value of ¢ — ().01. This attack reduced the model’s accuracy on FGSM-generated ad-
versarial data to 32%, highlighting its initial vulnerability to adversarial perturbations before implementing
defense mechanisms.

2. PGD Attack (Pre-Adversarial Training): We conducted the PGD attack on the model before implementing
adversarial training. For this attack, we set the parameters to ¢ — (.01, @ = 0.002, and utilized 10 iterations.
This pre-adversarial training attack significantly reduced the model’s accuracy on PGD adversarial data to
13%, further showing the model’s susceptibility to adversarial examples.

Table 3 depicts the classification report that shows the model’s vulnerability to FGSM and PGD attacks on the
Pre-Adversarial Training column on the table. While No Tumor images retain moderate precision and recall
under both attacks, tumor classes like Pituitary, Glioma, and Meningioma exhibit significant performance
degradation, especially under PGD. This highlights the need for enhanced adversarial defenses.

Moreover, Fig. 3 also shows the combined confidence bar plots displaying the model’s responses to both
FGSM and PGD adversarial examples
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Fig. 4. Pipeline for adversarial training and model robustness enhancement using a pre-trained VGG16 for
brain tumor classification. The process starts with Initial Model Training on standard MRI images, followed

by the generation of adversarial examples using FGSM and PGD methods. feature-squeezing is applied to

mitigate adversarial impacts, and an Iterative Process is employed for model retraining and evaluation. This

iterative approach aims to improve the model’s resilience against adversarial attacks.

Simulation FGSMe | PGD Iter. | PGDe | R
First Simulation 0.05 10 0.05 0.04
Second Simulation | 0.01 10 0.01 0.002

feature-squeezing Parameters

Bit-depth: 4 bits, Gaussian Blurring:
Kernel size 3 X 3, adjusted std.

Table 4. Simulation parameters for adversarial training and feature-squeezing.

Adversarial training and defense mechanisms

In this study, Fig. 4 shows the adversarial training pipeline for the defense mechanism for the model. We
implemented the adversarial training procedure by augmenting and incorporating FGSM and PGD adversarial
examples alongside feature-squeezing techniques to enhance the model’s robustness and resilience against attacks
by counteracting subtle input perturbations, including 4-bit depth reduction and Gaussian blurring (kernel size
3 x 3). This approach involved two simulation strategies, where only specific parameters within the FGSM and
PGD functions in Algorithm 1, such as the € values for FGSM and the ¢ and « values for PGD, were varied. All
other values, including those used in feature-squeezing and the process for generating adversarial examples,
remained constant throughout both simulations. This controlled adjustment of parameters was intended to
effectively assess and optimize the model’s resilience to adversarial perturbations.

Simulation 1: baseline defense strategy

In the first simulation, we set FGSM € = 0.05 and configured PGD with parameters ¢ = 0.05, o = 0.04, and 10
iterations as shown in Table 4 . These moderate perturbation levels were selected to evaluate the model’s initial
resilience and defensive capacity. The adversarial training was conducted over 10 epochs on a combined dataset
of clean and adversarially perturbed images, with consistent feature-squeezing applied.

Simulation 2: enhanced defense strategy

In the second simulation, we adjusted the FGSM € = 0.01 and PGD parameters to € = 0.01, o = 0.002, with 10
iteration as shown in Table 4. This lower perturbation threshold was employed to simulate less aggressive attacks
and test the model’s robustness under moderate adversarial conditions. Feature-squeezing settings remained
unchanged to provide a controlled comparison across simulations.

Ablation studies

To evaluate the specific impact of parameter changes on model robustness, we conducted an ablation study
focusing on the FGSM and PGD parameters alone. By varying these parameters while keeping feature-squeezing
and other configurations constant, we aimed to isolate the effect of each parameter set on adversarial resilience.
This analysis allowed us to determine the optimal configuration of adversarial training parameters for maximum
robustness. The main findings include:

« FGSM Parameter Impact: Higher € values led to more aggressive perturbations, causing a noticeable drop in
model accuracy before defense mechanisms were applied. However, adversarial training with a moderate ¢(
0.05 in Simulation 1) provided a balanced trade-off between attack strength and model resilience.

Scientific Reports|  (2025) 15:16804 | https://doi.org/10.1038/s41598-025-00890-x nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

Original: meningioma

Original: notumor

Predicted: glioma (0.81)

notumor

meningioma

glioma

pituitary

Predicted: notumor (0.98)

notumor

meningioma

glioma

pituitary

FGSM (After Adversarial Training)

—

00 02 04 06 08 10
Confidence (%)

FGSM (After Adversarial Training)

00 02 04 06 08 10

Confidence (%)

Original: glioma

Original: notumor

Predicted: notumor (0.68)

Predicted: notumor (0.81)

PGD (After Adversarial Training)

notumor

meningioma

glioma

1

pituitary

°

0 02 04 06 08 1
Confidence (%)

PGD (After Adversarial Training)

°

notumor

meningioma

glioma

puitary

I

_—
0 02 04 06 08 1
Confidence (%)

°
°

Original: pituitary

Predicted: pituitary (0.98)

notumor

meningioma

glioma

pituitary

notumor

meningioma

FGSM (After Adversarial Training)

00 02 04 06 08 10
Confidence (%)

FGSM (After Adversarial Training)

Original: meningioma

e

Original: glioma

Predicted: meningioma (0.55)

Predicted: meningioma (0.93)

PGD (After Adversarial Training)

notumor

meningioma

glioma

o

pituitary

o

0 02 04 06 08 1
Confidence (%)

PGD (After Adversarial Training)

notumor

meningioma

glioma glioma

pituitary I pituitary

00 02 04 06 08 10 00 02 04 06 08 10

Confidence (%) Confidence (%)

Fig. 5. Post-adversarial training evaluation on FGSM and PGD attacks across two simulations. The figure
shows confidence bar plots for model predictions following adversarial training with FGSM and PGD
adversarial examples. Left: FGSM impact in both simulations, where the model shows high confidence in
correct classifications like “no tumor” and “pituitary” post-defense. Right: PGD impact, with improved
resilience as the model maintains correct classifications with balanced confidence levels. This visualization
highlights the efficacy of combined defense mechanisms in enhancing model robustness against adversarial
attacks.

o PGD Parameter Impact: The step size o and the number of iterations significantly influenced the model’s
performance under adversarial conditions. A lower « and € in PGD (as in Simulation 2) introduced a more
gradual perturbation process, making it easier for the model to classify images correctly after adversarial
training. This setup demonstrated a controlled increase in robustness without sacrificing performance on
clean images.

Results: post-adversarial training evaluation on adversarial data

After the adversarial training and feature-squeezing, we comprehensively evaluated FGSM and PGD adversarial
examples to measure the model’s enhanced resilience. To provide a clear summary of the effectiveness of our
defense mechanisms, we report the model’s prediction robustness employing confidence bar plots in Fig. 5 for
the two simulations, focusing on the overall improvement rather than individual simulation results.

Discussion
In this research, we examined the effectiveness of a multi-layered defense strategy to improve the robustness
of a brain tumor classification model against adversarial attacks. We aimed to reduce the model’s vulnerability
to subtle but impactful adversarial perturbations by employing an adversarial training defensive mechanism,
which integrates FGSM and PGD adversarial examples alongside feature-squeezing techniques such as bit
depth reduction and Gaussian blurring in the defensive training process. We performed experiments using
two simulation strategies with different FGSM and PGD parameters to systematically assess and optimize the
model’s resilience. Our results demonstrate that carefully calibrated adversarial training parameters can achieve
significant performance on adversarially perturbed data without compromising accuracy on clean data.
Moreover, the confidence bar plots illustrate how our defense strategy influenced the model’s confidence
distributions post-adversarial training, displaying balanced and reduced (optimized) confidence in misclassified
adversarial examples. This change shows that the model was now more accurate and cautious in the presence of
subtle and challenging inputs. We effectively reduced the effects of minor perturbations that adversarial attacks
exploit by employing feature-squeezing. The adversarial training and the feature-squeezing’s simplified input
representation made it difficult for adversarial perturbations to deceive the model.
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Itisalsoimportantto note thatadversarial perturbations frequently resultin high-confidence misclassifications,
as illustrated in Fig. 3. These perturbations push inputs across decision boundaries while maintaining strong
softmax outputs, leading to overconfident incorrect predictions. Post-processing techniques such as temperature
scaling or Platt scaling can be applied to calibrate the model’s output probabilities and reduce overconfidence
to mitigate this issue. Integrating such confidence threshold adjustments may further enhance model reliability,
especially in critical clinical decision-making scenarios.

Furthermore, scaling adversarial training for larger datasets or real-time clinical applications presents
additional challenges due to increased computational demands. To address this, several optimization strategies
can be considered in future implementations. Techniques such as model quantization, pruning, and knowledge
distillation can significantly reduce model complexity while preserving robustness. Leveraging lightweight
architectures and limiting the number of adversarial examples during training can also enhance efficiency
without sacrificing defense performance. Incorporating these approaches would make the proposed defense
framework more adaptable for real-time, resource-constrained clinical environments.

Clinical applicability

The proposed multi-layered defense strategy holds significant potential for real-world clinical integration.
Specifically, the adversarially trained model can be embedded within Al-assisted diagnostic systems used in
hospitals and healthcare facilities. Integration into Picture Archiving and Communication Systems (PACS)
or cloud-based medical Al platforms can provide clinicians with enhanced diagnostic reliability by ensuring
the model remains robust against potential adversarial manipulations. Furthermore, this defense framework
can serve as an additional verification layer, safeguarding against incorrect classifications and supporting safer
clinical decision-making processes.

Limitations and future work

Despite the encouraging results, several limitations should be acknowledged. The integration of multiple
defense techniques, specifically adversarial training combined with feature-squeezing, introduces additional
computational overhead, which could impact scalability when applied to larger datasets or more complex
architectures. The increased training time and resource requirements may pose challenges in real-time clinical
implementations. Additionally, this study primarily evaluates the defense framework on the VGG16 architecture
and focuses on two commonly used adversarial attack methods (FGSM and PGD). Expanding this investigation
to include other neural network architectures and a wider variety of attack techniques, such as Carlini-Wagner or
DeepFool attacks, could further validate the robustness and generalizability of the proposed defense mechanism.
Future work will also explore optimizing the computational efficiency of the defense strategy and extending the
framework to other medical imaging modalities beyond MRI-based brain tumor classification. Investigating
adaptive defense mechanisms tailored for real-time clinical environments represents another promising direction
to ensure reliable Al-assisted diagnostics under adversarial conditions. Furthermore, exploring ensemble-based
defense strategies, such as combining multiple models or classifiers, may offer additional robustness against
adversarial attacks. Incorporating such approaches will be considered in future work to enhance the overall
defense capability while balancing computational efficiency. In addition, integrating complementary defense
strategies such as adversarial detection mechanisms and alternative input preprocessing techniques, including
wavelet filtering or noise reduction methods, may further strengthen model resilience. These avenues will be
explored in subsequent research to improve the robustness and reliability of AI-driven medical imaging systems.

Conclusion

This study presents a multi-layered defense strategy to enhance the robustness of a CNN-based brain tumor
classification model against adversarial attacks. We addressed crucial challenges in the medical image (brain
tumor) analysis and the model’s vulnerability to adversarial perturbations by employing adversarial training
techniques with FGSM and PGD attacks and utilizing feature-squeezing techniques to fortify this model. We
fine-tuned the model using adversarially perturbed examples using the pre-trained VGG16 architecture and
feature-squeezing to reduce the impact of subtle perturbations. These processes (modifications) enabled us to
significantly improve accuracy on adversarial data while maintaining robust performance on clean data. Our
experiments across two simulation strategies showed that the model adapts to different adversarial attacks
and intensities by varying the FGSM and PGD parameter perturbation magnitudes. Furthermore, our results
highlight the effectiveness of our approach, which is enhanced by including the feature-squeezing techniques
with the adversarial training procedure. The model’s post-adversarial training evaluation demonstrated marked
improvement in accuracy and confidence distributions, suggesting that it became more accurate and highly
reliable when dealing with adversarial inputs.

For medical applications, where adversarial attacks on AI medical models resulting in erroneous diagnostic
evaluation are consequentially severe, more robust models can help towards safer and more reliable Al-assisted
diagnosis. Our research provides a scalable and adaptable framework for adversary robustness in healthcare and
other high-risk domains where reliability and dependability on AI-powered systems are imperative.

Data availibility
The datasets generated and/or analyzed during the current study are available in the Kaggle repository (Brain
Tumor MRI Dataset).
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