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1. Introduction

Blockchain is a decentralized distributed database consisting of a chain
of blocks, containing chronologically correlated transactions validated by a
system of cryptographic algorithms and rules. The data, once entered within
the blocks, can no longer be modified without the consent of the majority of
the system (Nofer et al., 2017). Each record is stored in such a way as to con-
tain a portion of data referable to previous transactions: This connection
makes alteration virtually impossible without it being immediately visible
to the entire network. In turn, the blocks to become part of the chain are
subjected to a validation process based on the principle of distributed con-
sent, a consent that makes superfluous the figure of a supervisor to ensure its
legitimacy. The blockchain is therefore a decentralized ledger based on the
principle of distributed trust which, thanks to its innovative configuration,
does not require a third party who guarantees its incorruptibility because it is
its very nature that protects it (Zheng et al., 2018).

Our company is facing an important challenge that no technology has
been able to solve so far. This is the so-called trust gap which defines the
degree of trust on the part of users in making a transaction. Today, in fact,
it is not possible to execute a transaction without the intermediation of a
third party in which the contracting parties place their trust (Wust and
Gervais, 2018). But according to some scholars this model, due to its inef-
ficiencies, is doomed to fail. In this regard, there have been numerous crises
that have hit the economic system in recent decades, most recently the
financial crisis of 2008 which originated from the collapse of the US
banking giant Lehman and Brothers. These critical issues have brought user
confidence levels to an all-time low in regard to institutions (Li et al., 2020).
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The Internet that once promised to be a strength for democratic information
has divided public opinion, facilitated the spread of fake news, and allowed
populists to foment contempt for journalists, scientists, and real facts. Until
then, the only way to carry out digital transactions of any kind was entrusted
to the validation by an intermediary, who confirmed the identity of the con-
tracting parties and the consistency of the declared assets (Klems et al., 2017).
Intermediaries such as banks and large social media have thus become the
guarantors of trust and consequently the guarantors of the operation. This
system has obvious limitations, is senselessly slow, expensive and can suffer
cyber-attacks. In addition, the profit created by the digital revolution has
been distributed asymmetrically to large intermediaries (Dinh et al., 2018).

Before the birth of the blockchain, any digital asset was infinitely
copyable. There was no technological mechanism capable of confirming
or not, without the control of an intermediary, that a certain amount of
money had not already been spent. To date, when information is exchanged
on the Internet, using the http protocol, an exact copy of the data to be trans-
mitted is sent to the recipient (Pilkington, 2016). Obviously, if the transac-
tion or exchange of information has money as its object, this mechanism
cannot be adopted unless an intermediary comes into play. This is because,
when a transaction is made, it is the single entity, the single information that
must be sent and not a copy of it. Thanks to the contribution offered by the
distributed database, it is in fact possible to avoid that a given sum of money is
the subject of more than a single transaction, thus solving the problem of
double spending. Thanks to blockchain technology, a new system has been
established in which trust is not in the hands of intermediaries but is
established through cryptography and intelligent code: Trust is the basis
of this new medium of exchange (Yli-Huumo et al., 2016). A blockchain
allows to eliminate the intermediary allowing the parties to trust the system
through the mechanism of consent. Consensus is the foundation on which
distributed systems are structured. The blockchain is a tool that allows to
reach consensus in the execution of a collective activity that involves entities
that do not necessarily trust each other, but that have a common goal (Risius
and Spohrer, 2017).

A Supply Chain is a network of individuals, organizations, resources,
activities, and technologies involved in the processes of creating and selling
products or services, from raw materials to the final product (Mentzer et al.,
2001). The primary objective of a supply chain is to satisty demand in the
quantities, time and place required with the lowest possible cost, bringing
added value to the end customer (Beamon, 1998). Within the supply
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networks there are a certain number of entities, which have a common
interest, but which, at the same time, are separate and therefore do not nec-
essarily trust each other. Supply Chain Management (SCM) is the manage-
ment of this supply network, which aims to integrate the organizational units
along the supply chain and coordinate material, information, and financial
flows to satisty customer requests, improving the competitiveness of the sup-
ply chain (Min and Zhou, 2002). The supply chain must be conceived as a
value system to which all the players in the chain contribute. The success of
the entire system depends on the ability of the individual players to interact
with each other. The continuous connection between all the nodes of the
network and at the same time between the companies and the final cus-
tomers becomes an essential element and the basis of a new business model
in which the physical and information flows must be extended beyond the
boundaries of the company. Blockchain technology has the potential to fun-
damentally change supply chain management (Casado-Vara et al., 2018).
The use of smart contracts to manage supply relationships, the tracking of
products and information at every level of the supply chain, the birth of
decentralized marketplaces are just some of the applications of this technol-
ogy (Amr et al., 2019).

In this chapter we will first introduce the basic concepts of blockchain
technology, and then move on to the analysis of the essential characteristics
of the supply chain. Finally, the applications based on blockchain technology
adopted to address the difficult emergency due to COVID-19 will be ana-
lyzed, focusing attention on Blockchain-based solutions for the manage-
ment of the anti-COVID-19 vaccination campaign.

The chapter is organized as follows: In Section 2, Blockchain technol-
ogies are described in detail. Fundamental topics such as consent, transac-
tion, smart contract, and proof of work are addressed. Section 3
introduces the essential concepts of the supply chain, analyzing the applica-
tions of these concepts in difterent fields. Section 4 explores examples of
applications of Blockchain technology in the management of the
COVID-19 pandemic with reference to the administration of vaccines.
Finally, Section 5 summarizes the essential points of the work.

2. Introducing blockchain basic concepts

A blockchain is essentially a transactional ledger distributed between
nodes connected in a peer-to-peer communications network. To record
a transaction, an agreement must be reached between the participants
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through a consent mechanism: No one will be able to modify the data with-
out the permission of the other participants (Cachin, 2016). By sharing the
database across multiple nodes, the blockchain eliminates the need for inter-
mediaries, which were previously required to verify, coordinate and record
transactions. Despite its recent history, the blockchain is evolving toward
multiple applications and declinations, even moving away from the original
concept of Bitcoin, developed by Nakamoto. The birth of Blockchain
technology coincides precisely with the appearance of Bitcoin, which
constitutes its first historical application. Everything, therefore, begins in
November 2008, when the mysterious Satoshi Nakamoto publishes a paper
(Nakamoto and Bitcoin, 2008), which illustrates the operation of the
Blockchain technology as originally conceived. Bitcoin was born as a tool
for the realization of a well-defined project: Creating a virtual payment sys-
tem independent of institutions. Compared to other virtual currencies,
Bitcoin has achieved relatively wide circulation since it was the first to solve
the double-spending problem. This consists of making a digital transaction
while maintaining the original copy of the exchanged currency (Badertscher
etal., 2017). To solve this risk, Bitcoin has exploited distributed ledger tech-
nology, which replaces the centralized intermediary in its role of recording
each transaction. But since anyone can read and write to the ledger, security
issues could arise if any actor attempts to tamper with the ledger. Bitcoin
offers a solution to this problem by creating an incentive to behave correctly
(Garay et al., 2015). Some actors, called miners, group transactions into
blocks by solving a computational problem, called proof of work, which
requires hardware with a high computing capacity. Miners who successfully
create a block are rewarded with Bitcoin, thus creating a strong incentive to
act correctly. In fact, the mining process, in addition to being expensive from
a computational point of view, requires an enormous amount of electricity,
thus discouraging any hackers to act incorrectly (Calvao, 2019).

A blockchain network is made up of nodes, defined as computational
entities that communicate and work jointly with other nodes to complete
a transaction: A node can operate on both physical and virtual hardware.
In most blockchain networks, each node performs a certain action, such
as generating and propagating blocks. In these networks one or more nodes
will temporarily assume the role of leader, however, in some networks the
nodes play multiple roles instead (Zheng et al., 2017). In a centralized
network, all resources, hardware, and software, are stored in a single point.
All other systems must connect to this node to have access to resources
whenever they need them. While this system offers more control, it is
not transparent and furthermore, if you pass this single point of access,
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you will have access to all data. A decentralized system allocates hardware,
software, and computational resources in different workstations. The
resources are then divided between the nodes and each node requests the
resource it needs to use from the other (Belotti et al., 2019). This structure
attributes effective features to the chain (Fig. 1).

The blockchain is therefore a distributed ledger of blocks that holds valid
transactions that have been performed on the peer-to-peer network. Each
block contains a timestamp of creation and a hash, or pointer, that links each
block to the previous one: This continuous link forms a chain. The distrib-
uted structure is the key feature concerning the blockchain. A distributed
network, unlike centralized and decentralized networks, is a system where
data and resources are replicated on various nodes. Each node keeps a record
of the transactions between the various nodes on the network. The nodes
identify themselves with each other via the IP (Internet Protocol) address,
while each node can send a transaction to any other node on the network
if it knows the recipient’s public key, without any central authority involved
in the transaction. The absence of a central server therefore strengthens the
security of the system (Aste et al., 2017).

In a peer-to-peer network, nodes can communicate directly with each
other without the need for a central authority. There are no hierarchies as
each node is at the same level but, depending on the type of blockchain, the
nodes can however perform different functions, such as miner, validator,
database, etc.

2.1 Distributed databases

Information systems architectures have developed and evolved over the
years, passing from centralized schemes to distributed and widespread

Transparency Anonymity Traceability Decentralized Immutability

F 3

Blockchain
Features

Fig. 1 Blockchain features.
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models, more responsive to the decentralization and cooperation needs of
modern organizations (Ceri, 2017).

A centralized computer system is therefore characterized by the fact that
the data and applications reside in a single processing node, while a distrib-
uted computer system is characterized by at least one of the following two
conditions:

1. The applications, cooperating with each other, reside on several
processing nodes (distributed processing)
2. The unitary information assets are hosted on several processing nodes

(distributed database)

‘When an organization is geographically distributed, it can choose to store its
database on a central server or to distribute it to several local servers. A dis-
tributed database is a single logical database physically spread over several
computers connected to each other by a telematic network. We emphasize
that a distributed database is truly a database, not a series of files. The distrib-
uted database is still centrally managed as a business asset, providing local
flexibility and customization capabilities. The network must allow users
to share data, so a user in location A must be able to access the data stored
in location B. Sites in a distributed system can be spread over a large area or a
small area. Computers can range from PCs to large servers or even super-
computers (Muzammal et al., 2019).

A distributed database requires multiple instances of a Database Manage-
ment System (DBMS), running on each remote site. The degree to which
these different DBMS instances collaborate or work in partnership charac-
terizes the different types of distributed database environments. It is impor-
tant to distinguish between distributed and decentralized databases. A
decentralized database is similarly stored on computers in multiple locations;
however, the computers are not linked together by a network to make the
data appear to be stored in a single logical database (Fig. 2). Thus, users
located at the various sites cannot share data. A decentralized database can
be thought of as a collection of independent databases, rather than having
the geographic distribution of a single database (Halaburda, 2018).

A distributed system is therefore made up of a set of spatially separated
autonomous entities that communicate and coordinate their respective
actions with each other through the exchange of messages. The reasons that
push an organization to choose to distribute data across multiple sites may be
different, and we will analyze some of them below. Modern organizations
are often geographically distributed, sometimes even across national borders.
In some cases, each unit has the power to create its own information systems,
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and these units process local data over which they cannot have control. Cor-
porate mergers and acquisitions frequently create such conditions
(Chowdhury et al., 2018). Another reason is that of the need to share data;
decisions in moderately complex business environments require sharing of
data between different work units, so it is necessary to consolidate data
through local databases accessible on demand. To all this are added eco-
nomic reasons related to the costs and reliability of the system. The costs
of managing large amounts of data across a communications network or
managing a large volume of transactions from remote sources can still be
high, even though they have dropped significantly recently. So much so that
in many cases it can be cheaper to store data and applications where they are
needed. Furthermore, the dependence on communication systems by the
database always involves an element of risk, which determines the need
to have local copies or fragments of data to guarantee the reliability of the
system and rapid access to data throughout the organization (Lo et al., 2017).

Today, many organizations purchase packaged application software from
various vendors. Each package is designed to work with its own database,
and possibly with different database management systems. A distributed
database can, in this case, be particularly useful for providing functionality
to applications.

Replicating data from distributed databases across several separate com-
puters is a strategy to ensure that a damaged database can be quickly
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recovered, and users can have access to the data while the primary site is
being restored. Replicating data across multiple sites is a natural form of a
distributed database. Replication is a typical property of the distributed
DBMS that allows you to allocate the same portions of the database on dif-
ferent nodes. Replication is considered useful to reduce the transfer of infor-
mation between the different nodes within the same transaction or query.
The use of replication increases the locality of the data used by each appli-
cation but introduces the problem of multiple transactions, that is, transac-
tions to be performed on multiple nodes simultaneously (Tapscott and
Tapscott, 2017).

2.2 Distributed database security

In recent years, the storage, retrieval, and sorting of information have
become increasingly important in many sectors of society, this has led to
growing attention to issues related to database security. As regards some
fields of use of databases, we can even say that data security is to be consid-
ered a priority aspect over others, in fact, while an incorrect design, which
provides a very slow but safe database, could also be accepted by a banking
institution, a well-optimized database that allows anyone to modify its data
would be clearly unacceptable for any company (Rhee et al., 2005).

Data security generally includes two aspects:
1. data protection using encryption techniques
2. control over access to data.
While the problems related to cryptography to secure the storage or sending
of data are common to many IT sectors, the problem of controlling access to
data, which we will deal with, is more specific to traditional and distributed
databases.

We can enumerate three basic security stages for each database:
1. user authentication
2. control authorization to view the data
3. prevention or reduction of attacks through inference channels
The first two points can be shown with a common situation for a database.
When a user requests access to the system, the first task of the DBMS is to
positively authenticate it, usually via the user-id/password pair; once con-
nected to the system, the user will presumably submit queries to the data-
base, before replying it is again the task of the DBMS to ensure that the
user is authorized, by the database administrator, to view the requested data
(Bertino and Sandhu, 2005).
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The last point is a problem specific to relational databases and is based on
the possibility, by unauthorized users, of obtaining confidential information
through logical procedures without accessing the protected data.

Generally, we can assert that the problems related to the three stages pres-
ented can be solved in traditional databases with common sense, experience
and above all with careful planning. As far as distributed databases are con-
cerned, however, the scenario is considerably complicated. In fact, the pos-
sibility of designing and implementing a distributed database in various ways
means that the resolution of security problems raises conceptual questions
even before implementation (Maurya et al., 2020).

Returning to the security stages of a database, user authentication is a
prerequisite for each system, correct identification allows, in fact, to deter-
mine the user’s privileges and group. During the design phase of a distributed
database, the first question to ask, regarding security, is who will be respon-
sible for authenticating users.

2.3 Elements of a blockchain

Blockchain technology is characterized by its constituent elements which,
through a synergistic process, create a complex system capable of returning
an automatic system of transactions (Sherman et al., 2019). The constituent
elements of a Blockchain are listed and described in the following
list (Fig. 3):

e Transaction: The transaction is that good, value or information that is
exchanged between two or more subjects on a blockchain platform
and that needs to be approved and verified and archived. It consists of
information regarding the transaction and a Cryptographic Key, which
is a set of public key cryptographs that allow the verification of users’
identity (Durach et al., 2021).

*  Cryptography: Cryptography is the discipline that studies how to make
information secure, that is, confidential and intact, by taking a plaintext
and transforming it into ciphertext, which is incomprehensible to those
who do not know the details of the transformation. Confidentiality is a
concept like privacy but is only one component of it: it refers to the abil-
ity to protect data from those who are not authorized to read it. Integrity,
on the other hand, refers to the ability to protect data from unauthorized
changes (Fernandez-Caramés and Fraga-Lamas, 2020). To protect infor-
mation with encryption, it must be transformed into something equiv-
alent but not decipherable and not easily traceable to the original: this is
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the act of encryption. Deciphering, on the other hand, is the reverse
operation: from an encrypted communication its original, clear, and
intelligible form is obtained again. A well-defined procedure for
encrypting and decrypting data is called a cryptographic algorithm
and, to work, it may require the use of one, no or more keys, concep-
tually like the passwords we are used to using. A system based on public
key cryptography is reliable and secure since it does not require the seller
to use the buyer’s private information, such as his credit card number.
Transactions take place through the exchange of signed information.

* Mining: Mining is the process that creates new blocks, validated, and
adds them to the Blockchain; the nodes that carry out the mining process
are called miners. Each miner goes through a series of steps that lead to
the production of a new block: It collects and decides which informa-
tion, gathered from the peer-to-peer network, to include in a new block.
Verify that all transactions it included in the block are valid. It selects the
most recent block in the longest branch of the block chain and inserts a
hash of that block into the new block it is creating. He tries to solve the
proof of work for the new block and at the same time observes what
other new blocks are created by other nodes. If it finds a solution to
the proof of work problem, the new block is added to the chosen chain
and shared on the network. If another node solves the proof-of-work
problem first, its block is subjected to validity checks. If it is valid, it is
added to a local copy of the Block Chain and shared on the network,
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otherwise it is discarded. As miners try to create new blocks simulta-
neously, with most of their time spent solving the proof of work prob-
lem, it happens that there are different versions of the Blockchain at a
given time (Wang et al., 2019). This happens because new blocks are cre-
ated regularly every 10 min, so during this time all nodes try to solve the
proof of work. When a node finds a valid solution, it earns a certain num-
ber of bitcoins as a reward, provided for by the protocol, shares the block
on the network and the nodes that receive the new block, after verifying
it, add it to their chain, starting to work on a new block. In this way the
nodes synchronize approximately every 10 min.

* Nodes: A node is any hardware device capable of communicating with
other devices belonging to the same network. The various nodes are
connected to each other and each of them also acts as a server for the
management of transactions within the network.

* Consent: Consensus protocols are essential as they allow the proper func-
tioning of any blockchain system. In practice, these are the algorithms
that regulate the transaction validation mechanism and establish the rules
by which such transactions are transcribed on the latter to form blocks. It
is precisely these consensus mechanisms that break the paradigm of the
more classic centralized consensus in favor of institutions around the
world (Benchoufi et al., 2017). The consensus mechanisms guarantee
that the information aggregated to the blocks is true and reliable, two
of the most used mechanisms are the proof of work (PoW) and the proof
of stake (PoS).

* Proot of work: It plans to put the miners of the network in competition,
offering compensation in cryptocurrency for the resolution of a series of
very complex computational problems to validate and add a block of
transactions within a chain. This approach is characterized at the same
time by an almost perfect security, to the detriment of what are perceived
as the main limitations of proof of work, that is, slowness and high energy
expenditure (Kumar et al., 2019).

*  Smart contracts: Indicates computerized contracts programmed to be
executed automatically, when preset conditions are fulfilled. Although
the smart contract can also be conceived independently of the
blockchain, only the characteristics of the latter guarantee that the smart
contract cannot be modified and the automatic execution of the com-
puter code that is its essence. In other words, smart contracts do not nec-
essarily have to exist in a blockchain, but only blockchain technology and
its platform are, at present, capable of providing them with the security
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and reliability that allow them to overcome the need for recourse to a
third-party authority and intermediaries. The smart contract, in essence,
represents one of the possible applications of the blockchain, among
the most advanced and interesting, and it is therefore necessary to treat
the two institutions as intimately connected and connected (Singh
et al., 2020).

e Hash: The hash code of a block represents its authentication code. It can
be considered as the digital signature that determines its uniqueness and
ensures the inviolability of the entire block. The hash of the reference
block records all the information relating to, while the hash with the
information relating to the previous block allows you to create the chain
and link one block to another. In practice, it starts from a variable-length
data string (input) which is then processed by the hash function, trans-
forming the string to a predefined length (Ren et al., 2020).

2.4 Blockchain architecture

Every single block of a Blockchain is a structure that records transactions that
will then be included in the register. A transaction is a change of state that
changes blockchain data from one value to another. A block includes the
block header, a list of valid transactions, the hash of the previous block
and its hash: A single block can contain many transactions. If a block is tam-
pered with, the hash changes and the corresponding hashes of all subsequent
blocks in the chain will also need to change for the chain to still be recog-
nized as valid: This waterfall pattern ensures that a block cannot be changed
without forcing a change in at least 80% of the blocks of the chain (Syed
et al., 2019) (Fig. 4).

The enormous computational and energy power required to carry out
this operation makes the blockchain practically immutable: The greater
the number of blocks that have been added to the chain, the greater the secu-
rity of the system. The block header contains three sets of data: the pointer to
the previous block (hash), a series of information such as timestamp and
proof of work and finally a report of all the transactions contained in the
block. The first block in a chain is called the genesis block and each new
block is added on top of the previous one. Therefore, each block can be
identified in two ways: through its cryptographic hash or through its posi-
tion in the chain identified by the block height, which defines the number of
blocks that precede it in the blockchain (Vincent et al., 2020). The position
of a block in the chain or its distance from the genesis block can be used to
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identify the block. However, this position may not be unique due to the
presence of bifurcations in the chain (fork). A hard fork occurs when updates
are made to the programming language or technology underlying the
blockchain. In the context of cryptocurrencies, if the fork were not resolved,
it would lead to two difterent versions of the coin, which could compromise
its value. The number of confirmed blocks in the entire Blockchain is called
Block Height.

2.5 Blockchain operation

Each node on the network has a set of keys: one private and one public. The
private one is used to encrypt the transaction before it is sent. To send a
transaction, the sender needs his private key and the recipient’s public
key. Before being registered on the Blockchain, the transaction must
undergo two phases: one for signature and one for verification (Fu and
Zhu, 2019). The data encryption by the sender through the private key is
defined as the signing phase. The verification phase, on the other hand, con-
sists in the solution of a computational problem (proof of work), which
ensures that the same transaction does not occur twice. Proof-of-work
involves looking for a value that, once hashed. In this phase, the time stamp
of the block also takes place, which further strengthens the security of the
chain by associating the block with a legally valid date and time
(Niranjanamurthy et al., 2019). The transaction mechanism can be divided
into five stages (Fig. 5):
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1. Transaction definition: The sender generates the transaction by specify-
ing the recipient’s public key details and the transaction value. Addition-
ally, this transaction must be authorized with the sender’s cryptographic
digital signature, which verifies that the transaction is valid and secure.

i

Transaction authentication: Once sent to the network, the transaction is

received by the nodes, which authenticate it by decrypting the digital sig-

nature. This transaction waits in a pool of pending transactions until a

block is created.

3. Block creation: Each node of the network takes charge of the transaction
combining it with other pending transactions and creating a block. Sub-
sequently, each node works to solve the proof of work related to its block
and, once solved, they transmit it to all the other nodes.

4. Block validation: The nodes in charge of validating the received block
accept it only if all the transactions in it are valid and have not already
been spent.

5. Block chain: After each transaction recorded in a block has been
accepted, the new block is connected to the last block in the chain.
The updated version of the chain is then sent to the network, which
accepts it as the updated version on which future blocks will be recorded.
The nodes express acceptance of the block by attempting to create the
next block in the chain, using the hash of the block accepted as the
previous hash.

The blockchain is a system that uses cryptography to secure transactions.

This concept leads to a redefinition of the intermediary’s role as guarantor

of the validity of the system. Trust is now based on the consensus mecha-

nism, a process in which most validators in the network come to an agree-

ment regarding the state of the registry (Dogru et al., 2018).
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The main elements of a consensus mechanism are:
* Decentralized structure: No central authority can finalize processes or
transactions
*  Quorum: Nodes exchange messages through a predefined set of steps
* Authentication: This protocol is used to verify the identity of the
participants
* Integrity: Strengthens the validation and verification of the integrity of
the process
* Nonrepudiation: Used to verify that the sender has sent the message
* Privacy: This protocol ensures that only the actual recipients of a message
have access to it
* Error tolerance: Network configuration that ensures that the efficiency
and speed of operations are not compromised by the failure of individual
nodes or servers.
For example, the consensus mechanism exploited in Bitcoin cryptocurrency
is based on the longest chain mechanism, where the chain with the greatest
proof of work is defined as the valid one. However, some limitations of the
original Blockchain technology have facilitated the exploration of new con-
sensus mechanisms. New platforms have tried to create more scalable and
more energy efficient mechanisms to reach consensus among the network
nodes. The “proof of work” (PoW) mechanism consists in solving a math-
ematical computational problem to link the hash related to the transaction
with that of the last block registered on the blockchain. However, this com-
putational process must be supported by very powerful hardware, which
therefore will require a substantial supply of energy (Dhillon et al., 2017).
By multiplying the energy consumed for a single transaction by the total
of transactions required per second, there will be a large demand for both
electrical and computing energy. To compensate for the increase in hard-
ware speed over time, the difficulty of proof-of-work is determined by a
moving average that aims to create an average number of blocks per hour.
If the blocks are generated too fast, the difficulty increases. The “proof of
stake” (PoS) mechanism represents a valid alternative to the PoW scheme,
as it is based on a more efficient computational procedure. Even though the
blocks are generated in a similar way to the PoW, the hashing procedure
takes place in a limited search space, instead of the unlimited space of the
PoW. In this way the transaction can be processed in less time and the system
will be faster and require less energy (Kim and Deka, 2020). However, this
system is not without risks, in fact, the probability that a miner is chosen for
the creation of a block depends on the quantity of “coins” it possesses and
not on the computational power.
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3. Supply chain explained

A Supply Chain is a network of individuals, organizations, resources,
activities, and technologies involved in the processes of creating and selling
products or services, from raw materials to the final product (Stevens, 1989).
The primary objective of a supply chain is to satisfy demand in the quantities,
time and place required with the lowest possible cost, bringing added value
to the end customer. Supply Chain Management (SCM) is the management
of this supply network, which aims to integrate the organizational units
along the supply chain and coordinate materials, information, and financial
flows to meet customer requests by improving the competitiveness of the
supply chain (Lambert and Cooper, 2000).

Supply Chain Management is a network of distribution facilities and
means whose function is to obtain materials, the transformation of these
materials into intermediate products and finished products, and the distribu-
tion of these finished products to the end user (Fig. 6). Use synchronized and
efficient processes that generate value for the company. A supply chain con-
sists of three parts: procurement, production, and distribution (Mentzer
et al., 2001). The supply part focuses on how, where and when the raw
materials for production and the different services required are purchased
and supplied. Supply Chain Management becomes a management model
that integrates human capital, processes, and technology. The goal is to syn-
chronize and integrate the flow of materials and services, the flow of infor-
mation and the flow of money of an organization. Currently, supply chain
management is a vital issue in business and is taking on a prominent place
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Fig. 6 Supply Chain Management flow.
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around the world. With increasingly competitive markets, we need to have a
very efficient use of resources. We live in a highly globalized world, where
corporate supply chains have improved exponentially. In the past it was
believed that the logistics area did not generate value for the company,
but today all successful international companies have improved their supply
chain through its implementation and, consequently, reduce costs and opti-
mize processes to obtain a worldwide advantage (Davis, 1993).

Crucial in the management of the supply chain is the correct manage-
ment of the supply chain, which represents a chain in which each node must
function and return a product that meets expectations. A problem in the
chain gear leads to low product quality that generates a bad reputation of
the company, no customer loyalty, poor product acquisition or in the
worst-case total rejection by the customer (Beamon, 1998).

It therefore becomes essential to associate the planned activities with a
control system of the effectiveness of each step of the process. For this con-
trol to be fully effective, it must be carried out by an independent body act-
ing as guarantor. Only in this way will the trust of all components of the
supply chain be ensured. In this context, Blockchain-based technologies
can provide that added value to ensure technological progress imposed by
the new paradigms of Industry 4.0 (Min and Zhou, 2002).

3.1 Supply chain basic concepts

A supply chain is made up of all parties involved, directly or indirectly, in
satisfying a customer request. It includes not only the manufacturer and sup-
pliers, but also transport, warehouses, retailers and even the customers them-
selves. Within each organization, the supply chain includes all the functions
necessary to receive and satisfy a customer request. These functions include,
but are not limited to, new product development, marketing, operations,
distribution, finance, and customer service. All these functions can be sum-
marized in a matrix that highlights the various steps and planning activities
necessary for each organization area (Croxton et al., 2001).

This definition highlights two contexts: intraorganizational context and
interorganizational context. In the intraorganizational context, decisions are
made regarding sales order processes, demand forecasting and planning, dis-
tribution, procurement, and production planning. In the interorganizational
context, on the other hand, a company is involved in a network of customers
and suppliers who exchange flows of materials and information with each
other (Hugos, 2018).
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The network of a supply chain consists of facilities, transportation
resources, storage resources, human capital, and inventory. Its complexity
is determined by the fact that each independent organization can have
one or more suppliers and customers who in turn could have as many sup-
pliers and as many customers. In addition, logistical third parties may be
involved, which can provide goods or services to the company and send
them back to the company itself or directly to the customer. Within this net-
work, material, information, and money are exchanged between the various
levels. It is precisely because of this high complexity that the complete
management of every constituent element of the chain is essential, which
also includes cost reduction among the objectives. The supply chain must
efficiently integrate all its actors in such a way as to minimize costs at the
system level and satisty high service targets. Regardless of the type of pro-
duction, industrial sector or size, every company needs to control the flow
of materials from the supplier to the end customer as an essential step to
achieve a good level of service. Therefore, as a key block in the supplier-
customer chain, product distribution and procurement need to be managed
properly within companies, without underestimating their importance
(Ellram, 1991).

The operations in the modern supply chain are very complex and consist
of some phases ranging from the receipt of raw materials to the delivery of
the final product to the consumer. The process consists mainly of the follow-
ing stages:

e Determination of the availability of raw materials and costs. Before
the product can begin to be made, it is important to plan where and
how the raw materials can be purchased, the time needed to receive them
and the quantities available.

e Transformation of raw materials into finished products. This phase varies
from company to company, depending on the structure and
organization.

* Finished products are shipped to the distribution center through a distri-
bution network planning.

e The distribution facility uses the products to supply a retail store on time.

e The products are delivered into the hands of the consumer with the aim
of fully satistying his needs.

From the procurement of raw materials to the final delivery of goods, com-

panies rely on the supply chain to manage the procedure quickly and effi-

ciently. Supply chains determine when the product must be made, delivered
to the warehouse and storage centers, and finally delivered to a retail store or

shipped (Simatupang and Sridharan, 2002).



Benefits and use of blockchain technology 189

Itis a rather complex procedure which, being widely variable, is based on
past experiences and future forecasts that try to consider delays and other
volatilities. Today’s supply chains are under pressure from many points of
view, trying to keep up with an increasingly demanding environment. Phe-
nomena such as Industry 4.0, globalization and digitization translate into an
increasingly complex, hyperconnected business context, in which data and
information are the masters. In today’s world, customer service needs, work-
ing capital and operating costs are set to rise, and supply chain leaders in
many industries are reporting increasing chain complexity. The supply chain
landscape is changing faster than ever, leading many companies to reduce
investment to survive (Thomas and Griffin, 1996).

Since traditional supply chains are fragmented and operate through inde-
pendent organizations that focus primarily on local optimization, most of
today’s supply chains appear as analog machines attempting to solve the
problems of a digital world. They appear as decentralized structures, which
are unable to survive in the new business environment. The major opera-
tional challenges that must be faced are:

* Response times: The current supply chain structure, built on indepen-
dent silos, ensures that the decision-making process is linear. The passage
of information from one functional structure to another is therefore long
and laborious, creating wasted time and delays that result in response
times to the market that are too high for the current context.

* Lack of visibility: Traditional supply chain processes and the technologies
used do not allow for end-to-end visibility along the chain. This lack of
visibility is evident at the ordering, production, and shipping level. It
therefore results in imprecise and not always consistent planning, which
causes an increase in unnecessary costs, as well as a difficulty and inability
to detect specific problems that could spread throughout the entire
network.

* Conflicts of priorities: Independent organizations in a supply chain are
characterized by their metrics, their Key performance indicators (KPIs)
and their priorities. Each of these elements is aligned with the business
needs of the organization itself. It is complicated within a fragmented
global network to coordinate all the priorities of individual independent
organizations; this can easily lead to delays, conflicts of interest and inef-
ficiency along the supply chain.

* Inefficient supply model: The new multichannel world is very complex
and consequently difficult to manage by the static structure of traditional
fragmented supply chains. They were built based on the concept of large
volumes and limited number of items. Today’s world is instead
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characterized by high customization, punctual and rapid orders, which

require greater organizational and planning efficiency following a com-

mon line from upstream to downstream.

* Inflexible technology: Existing technological platforms for managing
supply chains appear to be static and inflexible, too expensive, and com-
plicated. Not agile enough to address the growing demands of todays and
future supply chains.

¢ Lack of advanced transversal skills: In current conditions, there seem to
be numerous operational gaps regarding transversal skills between one
element of the supply chain and another. The competencies present
among supply chain organizations are often too specific and not broad
enough to understand end-to-end dependencies.

The extent of the changes required to readjust a company to the new world

is significant and requires efforts on the part of individual organizations that

must readjust to the complex system situation, forgetting the traditional lin-
ear system. The key steps in moving to the next generation of the supply
chain, such as, a collaborative digital supply chain, involve the decomposi-
tion of functional silos that need to be reorganized into a more efficient
structure, the redefinition of priorities and the exchange of data in real time,
aimed at to the creation of schedules and synchronized realizations (Bozarth

et al., 2008).

The entire Supply Chain sector must necessarily transition from a linear
system to a complex system: In the modern industrial sector, the evolution of
demand and the increase in competition are pushing producers and distri-
bution to reformulate strategic choices and reorganize processes, opera-
tional. To achieve ambitious goals of efficiency and effectiveness in
response to market demand, companies are led to seek greater levels of inte-
gration between activities. The traditional logic of Supply Chain Thinking
and the management rules consolidated up to now are based on the errone-
ous assumption that supply chains are linear systems. Considering this vision,
it would be possible to divide the supply chain into its individual compo-
nents, optimize the performance of each of them, and obtain an optimized
overall system. With a linear view of the supply chain, in which the outputis
a linear function of the individual inputs, it should be stable and simple to
manage and optimize. The reality, however, is difterent; Complex Adaptive
Systems (CAS) science provides a new description of supply chains,
according to which the supply chain is a complex and nonlinear system
(Chan, 2001). Adaptive complex systems are characterized by groups of
agents linked in a process of co-adaptation, in which the adaptation moves
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of each have consequences for the entire group of individuals. The supply
chain must therefore be a nonlinear system, whose behavior is not equal to
the sum of the individual parts that compose it, but rather is due to the inter-
actions between them. According to this concept, a small change in initial
conditions can lead to large shifts elsewhere. It is essential that the value chain
has an efficient organization, because all the links contribute to giving value.
The first step necessary to enable the desired progress in the supply chain is to
understand this new reality and then apply more efficient solutions and be
able to optimize processes. Unfortunately, most supply chains still follow the
old style: fragmentation and little flexibility. If previously the focus was on
the optimization of some logistic functions within the same company, for
example transport and the distribution structure, now the attention must
be shifted to the whole of the supply chain processes, functions that in
the traditional approach were not so close they must now be strongly linked
together.

The integration of the supply chain into a complex ecosystem can take
place not only intracompany but also intercompany. In fact, due to the
greater dependence on the network, it is now impossible to think of a single
company’s supply chain strategy. Each of the members of the chain is
influenced by the objectives and decisions of all the actors; it is not enough
to focus attention only on internal activities, but it is necessary to extend the
integration also to all the actors outside the company boundaries who con-
tribute with varying intensity to the achievement of the objectives.

3.2 Blockchain in supply chain management

The importance of distribution, in a world where international trade mul-
tiplies and electronic commerce generates an exponentially increasing num-
ber of orders, means that many transactions related to transactions are
digitized to connect the physical world of the circulation of goods. The sup-
ply chain can be made up of many stages and locations, making it increas-
ingly difficult to track each stage in the chain as a result. Furthermore, the
lack of transparency on the part of the supply chain hinders the trust between
the parties involved in the process, making it impossible for the final con-
sumer to be sure of the true value of the product or service he is
purchasing. A series of bad practices occur around the supply chain, such
as counterfeiting, the black market, forced labor or poor working condi-
tions, the responsibility of which is very difficult to investigate. Blockchain
technology can provide transparency and security to this entire process, thus
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strengthening the supply chain management (SCM). Even the simplest
blockchain application, such as recording all transactions in a distributed led-
ger, could reveal new data that benefits the supply chain enormously
(Francisco and Swanson, 2018).

The technological advances that have characterized the economic and
industrial landscape in the last 20 years have led to the end of linear supply
chains, giving rise to dynamically connected Digital Supply Networks
(DSNs), able to better respond to market dynamics. The introduction of
these new configurations has substantially transformed the way in which
companies exchange and share information, leading to the birth of complex
ecosystems in which processes are integrated with each other. In any case,
the management of information and the control of interactions between
products and supply chain actors remains a very complex activity. In fact,
it requires careful collection of data and their secure archiving to guarantee
a continuous and reliable flow of information between the various players
involved in the chain. In this regard, although digital technologies have
favored and simplified the sharing of information and made it possible to
address some of the major problems that characterize the supply chain at var-
ious levels, their implementation is not without challenges. In fact, in rela-
tion to digital transformation, among the difficulties that businesses must
face, there is precisely the understanding of which technologies to invest
and at what time. This choice can dictate both the rapid progress of the firm
and its differentiation and its collapse and/or exit from the market (Korpela
et al., 2017).

Despite the continuous innovations and improvements introduced by
digital technologies, there are still many challenges that characterize the cur-
rent supply networks: paper-based processes are still very widespread, and
decision making among the various players in the supply chain is becoming
increasingly complex. Due to the presence of separate information systems
that provide limited visibility on the individual business functions. These
difficulties are affecting all industrial sectors across the board and are leading
to the emergence of complex ecosystems that are difficult to manage and
coordinate.

But many of the challenges that characterize the SCM cannot be faced
with current technologies. In fact, there is currently a lack of solutions that
allow to support collaboration and cooperation between the different enti-
ties involved. In fact, it is precisely from cooperation that the sharing of
information arises. This remains the key element in the supply chain to mark
the transition from linear structures to integrated ecosystems in which
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companies collaborate with each other to optimize the management of flows
and intercompany processes. Within this context, it seems clear how the
blockchain can play a leading role (Saberi et al., 2019).

Let’s see now why blockchain is so important and what deeply distin-
guishes it from the technologies that preceded it. To date, centralized sys-
tems have proved to be the most practical tool for obtaining data security
and guaranteeing transparency within the Supply Chains. From a strictly
operational point of view, blockchain is not a more efficient technology than
current centralized data management platforms. In fact, the distributed data-
base requires greater computational power and consequently a greater
energy requirement for the operation of the system. Nevertheless, the
advantages that derive from its implementation are innumerable and lie pre-
cisely in its infrastructure and in the assumptions that constitute its founda-
tions. The blockchain is a tool that allows to reach consensus in the
execution of a collective activity that involves entities that do not necessarily
trust each other, but that have a common goal. Trust, which is the essential
tool to which companies use, when making an exchange or a transaction, up
to the birth of the blockchain, was achieved thanks to the involvement of a
centralized intermediary: that is, a central authority in which parties placed
their trust and that they assumed the burden and responsibility of verifying
the integrity and truthfulness of the transactions. In other words, the
blockchain is trustless and, thanks to its distributed nature and consensus
mechanisms, it allows the participants of a community to trust each other
without resorting to a middleman. In fact, it is not necessary that the indi-
vidual participants trust a particular node but, it is sufficient, that they place
their trust in the system (Schmidt and Wagner, 2019).

The above integrates very well with the supply chain: In fact, within the
supply networks there are a certain number of entities, which have a com-
mon goal and interest, but which, at the same time, are separate and there-
fore do not trust necessarily of each other. And it 1s precisely from trust and
the communion of intent that the sharing of information between the
players in the supply chain can be achieved. Sharing information in an
exchange allows, among other things, to reduce the information asymmetry
and the transaction costs associated with it. The reduction of costs that com-
panies must face in resorting to the market can bring business models to a
stage in which each company is highly specialized and acquires on the
market all the goods and services complementary to the creation of products
or the provision of services. The blockchain also allows you to establish trust
in all those intercompany relationships characterized by the absence of an
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intermediary. In fact, in such contexts, the companies involved in an
exchange rather than in a transaction do not trust each other and there is
information asymmetry, they rely on bargaining. In this regard, to date,
when two companies share data, financial information, and intellectual
property with each other, the trust they develop in each other in relation
to integrity and performance is governed by contracts (Abeyratne and
Montfared, 2016).

Contracts make it possible to avoid continuous checks, provide guaran-
tees but, above all, reduce risk. Having said that, defining and structuring a
contract that offers complete guarantees and protections to companies, as
well as being theoretically impossible, is very complex due to the lack of
visibility and sharing of information. In fact, today, due to the elongation
that characterizes the productive ecosystems, the participants do not know
each other and consequently have no visibility on the activities and data that
flow within the system. This causes trust to be built in another way. The
blockchain acts as an intermediary or provides the infrastructure on which
the parties can build trust and carry out exchanges. To date, digital technol-
ogies have removed the physical limits that exist in data transfer. For now,
the only barrier that still exists and that does not allow the optimization of
the information flow is the lack of trust. Blockchain technology can remove
this limit, finally allowing us to exploit the real benefits of this hyp-
erconnected era. Before the blockchain, in fact, the great technological
innovations starting from the Internet made it possible to solve some of
the great challenges that characterized the corporate and social landscape
such as digitization, cloud computing, digital data management. But no
technology to date has made it possible to solve the problem of lack of trust.
That is, no technology has made it possible to guarantee that the informa-
tion shared between different partners could be used for one’s own advan-
tage rather than for the benefit of one’s competitors. The blockchain
itself has not introduced any technical innovation. In fact, this is based
on the combination of already existing technologies which, however,
linked together, allow to create an ecosystem that defines a new concept
of trust. And within the supply chains there is no lack of digitalization, there
is no lack of data management, there is no lack of distributed systems, but
there is no lack of trust (Treiblmaier, 2018). The big challenge lies in under-
standing when to capitalize on blockchain and how to combine it with
other digital technologies to generate important benefits within supply
networks.
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4. Blockchain-based model for vaccine supply chain

Blockchain technology has already been proposed by several studies as

a possible solution to the criticalities connected with the management of

problems in the health sector.

4.1 Applications of Blockchain technology in healthcare

Below we will analyze some possible application solutions of Blockchain

technology to deal with real cases.

Patient Medical Records (PHR): There are currently numerous medical
records in which patients can store the results of various tests (Ivan, 2016;
Dimitrov, 2019). Some of these examples are Apple Health or Microsoft
HealthVault, which use centralized systems. Using a Blockchain-based
system, the data could be stored in a distributed way, allowing the patient
to control which data to share and with whom. The rest of traditional
health systems, as well as devices, can be connected to this system to per-
form any type of test and store the result in the Blockchain. Patients will
have full control of their data, as well as having an immutable track that
shows when which data was accessed and who accessed it (Esposito
et al., 2018).

Data exchange between traditional care and telemedicine: Telemedicine
is gaining popularity among patients who need minor but urgent care
and, for whatever reason, must avoid long waits in a traditional medical
consultation. The data collected and the treatment delivered through this
type of system may be inaccessible to primary care physicians, which in
turn will result in an incomplete medical history of the patient. This in
turn will generally result in a decrease in the quality of future diagnoses
and treatments. Using Blockchain it is possible to eliminate the interme-
diaries that hinder the exchange of medical data and allow direct relation-
ships between telemedicine and general practitioners. A smart contract
can be used to organize exchanges between the various health systems
(Ahmad et al., 2021).

Shared patient data management: Most patients diagnosed with some
type of disease want to have a second medical opinion on treatment
or diagnosis. At present, this process actively involves the patient, as
she must obtain all her medical data and hand it over to the second
doctor. This process is by no means recommended considering the
patient’s situation. A possible solution to this problem would be a
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Blockchain-based system that acts as an intermediary between patients
and multiple healthcare providers around the world (Tian et al.,
2019). This system will give the patient total freedom to decide which
medical data to share and with whom.

* Addressing opioid substance abuse: There is a health crisis in the United
States due to opioid substance abuse. Currently there is abuse both by
health professionals, with unnecessary prescriptions, and by the patient
who undergoes a real improvement in the short term at the cost of
increasing his dependence on these substances. One possible solution
would be to create a trust network consisting of hospitals and pharmacies
to store opioid-related transactions (Raghavendra, 2019). For hospitals
and pharmacies, the existing incentive would be to be able to compile
a data set on opioids and their consumers. Likewise, patients could gain
an increase in the quality of their medical care thanks to this large dataset
and its possible applications, and they could also be better informed about
the risks of these substances.

o Shared registry of a disease: Another interesting use case would be the
creation of a distributed and shared registry of the medical data of patients
with some type of severely disabling disease. Sharing data on these dis-
eases is critical as treatments are complex and highly personalized. The
idea is to build a learning ecosystem that using Blockchain allows to share
predictive models, built using shared data and that allow medical profes-
sionals to obtain prognosis and improve diagnosis and final treatment
(Piccininni et al., 2020).

* Health Insurance Management: Clients of health insurance companies
who have an accident that results in permanent disability or even death
require 2 monthly income from their insurance or compensation in the
latter case. While it is true that there is a certain percentage of fraud, in
most cases it is resolved automatically. To expand and ensure said auto-
mation, the use of smart contracts is proposed to orchestrate this process
(Radanovi¢ and Liki¢, 2018). The entire award process will be transpar-
ent to both the insurer and the client, showing possible errors and fraud
that could be investigated in a timely manner. These smart agreements
could also be used to ensure awareness and updating of current company
policies.

* Pharmaceutical Product Safety: According to the World Health Organi-
zation, it is estimated that counterfeit pharmaceuticals worth up to US $
200 billion are sold globally each year and 50% of these drugs are pur-
chased over the Internet. Counterfeiting, in general, occurs when a
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manufacturer or distributor takes back a portion of the manufactured
drugs and resells them, or introduces counterfeit drugs into the original
batches. The problem is that the technological solutions that are being
adopted are unable to dispel these illicit acts. Product traceability refers
to the tracking of items at the unit level, from start to finish as they move
through the supply chain. Thanks to the Blockchain application, all par-
ticipants in the exchange can access the origin and location, authenticate
the elements that make it up and verify compliance with the require-
ments and agreements (Norfeldt et al., 2019).
There are numerous authors who have studied possible solutions of
Blockchain technology in the health sector to improve current systems by
exploiting its intrinsic characteristics. A first application concerned the man-
agement of Electronic Health Records (EHR): Chenthara et al. (2020) pro-
posed a framework based on Blockchain technology for the management of
Electronic Health Records (EHR). The framework uses the distributed led-
ger platform Hyperledger. It is a distributed ledger that is a source of repli-
cated, shared, and synchronized digital data geographically distributed across
multiple sites, countries, or institutions. The framework created by the
authors then uses InterPlanetary File System (IPFS) to store the EHRGs.
For transaction security, the framework uses a unique cryptographic public
key cryptographic algorithm. Hylock and Zeng (2019) have exploited
Blockchains to process patient health data. This is sensitive data that must
be treated with great caution, which is why the authors have proposed a
new blockchain-based framework called HealthChain. To guarantee the
exchange of data, the Health Level-7 Fast Healthcare Interoperability
Resources was used, which represents a framework for the electronic
exchange of health information. Encryption is guaranteed thanks to the gen-
eration of a pair of public and private keys. Public keys are stored in the
blockchain and are suitable for securing and verifying transactions.
Dubovitskaya et al. (2020) have developed an authorized blockchain-based
EHR management system. With the use of this system, the patient will be
able to manage their health data also referring to multiple hospitals. The pro-
tection of the patient’s privacy will be guaranteed, as well as the security of
health data management, and it will be possible to control access to the
patient so that the latter can know who has had access to her data. Xia
et al. (2017) proposed a new system for sharing health data based on
Blockchain. The system was called MeDShare and ensures data auditing
and control, through continuous monitoring of access to data and the adop-
tion of smart contracts. Other applications of Blockchain technology have
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concerned the personal health record exchange (Lee et al., 2020), the med-
ical data access and permission management (Azaria et al., 2016), the valida-
tion of the patient’s identity (Mettler, 2016), a secure supply of drugs
(Baunm, 2017).

Since about the end of 2019 the world has been affected by the largest
pandemic ever recorded so far due to the uncontrolled spread of the virus
called COVID-19. The spread of COVID-19 has caught the world off
guard. There are still many questions that do not have an answer and perhaps
will not have it for a long period of time. Many of the issues that stakeholders
intend to analyze concern the future and are because the main world
economies, the ones most involved in global value chains, have suffered.
The spread of the pandemic was fast and devastating, catching most of
the Western states unprepared that had never had to deal with such an
emergency, at least in the last century. Nonexistent or at least outdated
pandemic plans did the rest. The inability to contain the spread of the
epidemic has prompted many states to impose rigorous lockdown policies
that have had very heavy repercussions on economies. The evident need
for an effective experimentation to produce an anti-COVID-19 vaccine
was immediately understood (Van Bavel et al., 2020).

Research centers around the world immediately took steps to identify
the gene of the virus and subsequently some of these centers began an exper-
imentation to produce the vaccine. The use of modern technologies also
based on the use of artificial intelligence has made it possible to prepare a
vaccine in record time and subject it to an experimental campaign to verify
its effects first on animals and then on humans. At the end of this phase, the
largest vaccine administration campaign ever carried out in the world was
carried out with the use of enormous financial and logistical resources.
Given the short duration of the experimentation and given the widespread
use of the vaccine on a world scale, some criticalities connected with its use
only came to the surface during the administration phase, undermining the
confidence of the population on the eftective efficacy of the vaccines and the
severity of the side effects. To overcome these difficulties, a Blockchain-
based technology could have made an important contribution to the effec-
tiveness of the vaccine administration campaign.

4.2 Vaccine characteristics

Some diseases caused by viruses, bacteria or fungi can reach humans due to
close contact with various animal species. The passage of microbial agents
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from one species to another can be the main cause of the spread of new epi-
demics and pandemics. The diseases that result from this close contact
between humans and animals are called zoonoses, or diseases that can be nat-
urally transmitted from vertebrate animals to humans and vice versa. Pre-
cisely this animal-human transmission would represent the cause of the
outbreak of the COVID-19 pandemic, which since the end of 2019 has cau-

sed millions of victims around the world (Le et al., 2020).

Coronaviruses belong to a large family of viruses that can be found both
within animals and within humans. They are viruses known for their ability
to cause diseases ranging from the more well-known cold to more serious
diseases such as SARS and MERS. It defines itself as “new coronavirus,” that
virus that had never been found inside a human organism, exactly what hap-
pened in Wuhan, China, in December 2019. Coronaviruses are so called
because they present a particular structure that seems to recall that of a
crown, an image due to the tips present on their surface (Corey et al., 2020).

A pandemic can be fought through various forms of prevention:

*  Primary prevention, whose task is to prevent the disease from manifesting
itself. The restrictive measures of the government, social distancing,
hand washing, personal protective equipment (PPE), and disinfection of
environments are part of primary prevention.

* Secondary prevention, the task of which is to identify a disease early to
limit its evolution as much as possible and limit the damage related to it.
This category includes screening with molecular and antigenic swabs and
contact tracing systems with COVID-19—positive patients.

» Tertiary prevention, the purpose of which is the earliest possible treat-
ment to limit the impact of complications. This category includes phar-
macological and nonpharmacological therapies.

It was immediately evident that there is no therapy that has proven to be

certainly effective in the treatment of COVID-19 infection. Vaccines are

the most effective tools to prevent, control and eliminate infectious diseases
and to minimize their impact on humans. Once administered, the vaccines
simulate the first contact with the infectious agent, evoking an immunolog-
ical response like that caused by natural infection, without however causing
the disease and its complications. The principle behind this mechanism is
immunological memory: the ability of the immune system to remember
which foreign microorganisms have attacked our body in the past and to
respond quickly. Without vaccinations, our body can take up to 2 weeks
to produce enough antibodies to counter the invader. A time interval during
which the microorganism can cause damage to our body (Graham, 2020).
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Vaccines are biological preparations consisting of killed or attenuated
microorganisms, or by some of their constituents (antigens), or by substances
produced by microorganisms and made safe (such as tetanus toxoid which
derives from the treatment of tetanus toxin) or, again, from proteins
obtained with genetic engineering techniques. Vaccines generally also con-
tain sterile water (or a saline-based physiological solution) and some may also
contain, in small quantities, an adjuvant to improve the immune system
response, a preservative (or an antibiotic) to prevent contamination of the
vaccine by part of bacteria, some stabilizers to keep the properties of the vac-
cine unaltered during storage (Jeyanathan et al., 2020).

Vaccines are drugs, and as with all drugs there are benefits—which con-
sist in the prevention of a disease—and risks of occurrence of adverse events.
As with all drugs, a vaccine only enters the market when international reg-
ulatory authorities, such as the European Medicine Agency (EMA) in
Europe and the Food and Drug Administration (FDA) in the United States,
have verified that the benefits outweigh the risks. Naturally, as for all drugs,
the surveillance of the benefit-risk profile continues even after placing on the
market, first to check if there are any rare adverse events that cannot be
highlighted in the premarketing phase, due to their relative limitation.
The number of subjects involved in the studies. Over time, the margins
of uncertainty still present at the time of registration also reduce (Knoll
and Wonodi, 2021).

4.3 Vaccine trust and the limits of information

Vaccine surveillance is part of drug surveillance activities which, according
to the WHO definition, is the set of actions undertaken to collect, archive,
identify, analyze, evaluate, and inform about the risks and benefits of med-
icines, to maintain, modify, suspend, or revoke their marketing authoriza-
tion or any other regulatory action. Vaccine surveillance allows us to analyze
the benefit/risk ratio of each vaccine and ascertain that this ratio remains
favorable over time. In the presence of an adverse event that occurred after
vaccination this is analyzed because the appearance of an adverse event after
the vaccine does not necessarily imply that the cause is the vaccine itself
(Malik et al., 2020).

Trust in vaccines is trust in the efficacy and safety of vaccines and in the
healthcare system that provides them. Trust in vaccines refers to the belief
that vaccination serves the best health interests of the public and its members.
Public confidence in vaccination is essential to ensure a high prevalence of
vaccination. Over the years, researchers have been involved in combating
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fake news on vaccines and autism, contesting news stories, and providing

references in the literature on the subject.

The benefits of vaccination can be difficult to explain to the public.
Healthy people may not recognize the role of vaccines in preventing
disease and reducing its spread, because vaccinations prevent infectious
diseases rather than treat or control their symptoms in nature and
therefore have no visible effect on already ill individuals. Vaccines undergo
rigorous scientific evaluation by regulatory authorities. Each vaccine is
rigorously evaluated for safety, quality, and efficacy to determine if it
can be licensed, using all available scientific evidence from animal data,
human clinical studies and manufacturing information to assess its benefits
and risks.

The perception of the benefits of vaccinations has weakened precisely
because of the successes achieved by vaccination policies: it is said that vac-
cines are the main victims of their successes. As the frequency of prevented
diseases decreases, the perception of their danger is lost, and many are led to
think that the vaccine is useless. At the same time, doubts about the safety of
vaccines, and therefore about their risk/benefit ratio, increase. Healthy peo-
ple would, in theory, be willing to undergo prevention only if it has zero
risk. Several factors have been identified that undermine trust in vaccines
and the propensity to undergo vaccination:

1. Complacency: Perceived risks for vaccine-preventable diseases are low
and the vaccine is therefore considered unnecessary. Complacency is
the result of the success of vaccines. This barrier breaks down by info-
rming about the still existing risks of pathologies.

2. Confidence: includes confidence in the efficacy and safety of vaccines,
but also in the institutions that offer it, in the institutions that produce
it, in doctors and health personnel. It is also influenced by political and
religious ideologies.

3. Convenience: 1s understood as the accessibility to vaccines (clinic hours,
remoteness of the same, any costs to be borne by the user).

4.4 Blockchain solutions for vaccine administration

The development of a vaccine is a very long process, which takes from 7 to

10 years, during which research is conducted in successive stages that include

quality tests, preclinical trials, and stages of clinical trials in humans. The clin-

ical trial includes three phases of studies:

* Phase 1: Studies conducted on healthy volunteers for the identification of
the optimal dose and the evaluation of safety in humans.
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* Phase 2: Exploratory studies conducted on small groups of people, gen-

erally fewer than 100.

* Phase 3: Confirmatory studies conducted on thousands or tens of thou-

sands of people.

The development of vaccines to stop the spread of the COVID-19 virus has
highlighted the importance of information data in its digital dimension. To
significantly reduce the time needed to develop a vaccine, an extremely
complex information management was required. The distributed manage-
ment of data within a certain community, provided for by the blockchain
model, allows for a parallel development of the various phases, guaranteeing
a significant reduction in time. But this aspect is only one of the many advan-
tages oftered by Blockchain technology, we can highlight the problems con-
nected with respecting the privacy of patients who undergo testing
protocols, and those who are subsequently vaccinated. Platforms based on
Blockchain technology can be regulated in such a way as to provide for
decentralized information management with respect for the principle of pri-
vacy by design (Ramirez Lopez and Beltrin Alvarez, 2020).

The development of vaccines against COVID-19 has highlighted the
importance of digital data, indissolubly tying the development of a vaccine
to the information necessary to produce it: The vaccine contains all the
information necessary to design it, to produce it and finally to distribute
it. The search for a vaccine against COVID-19 required, in fact, to acquire,
sift and correct a huge amount of information quickly and efficiently to forge
ahead for its distribution. These are genetic information on the virus, bio-
logical and genetic information on how the human body reacts to the virus,
health information relating to patients who undergo testing protocols first
and then once vaccinated must be considered to identify any eftects,
long-term vaccine. Information relating to the storage conditions of the vac-
cine, some vaccines, in fact, must be stored at prohibitive temperatures rang-
ing between —90°C and —60°C. Finally, there is also information relating to
logistics to be processed once it must be distributed, because you need to
know exactly where each vial is and at what temperature it is in order
not to frustrate the vaccination campaign (Antal et al., 2021).

The management of this gigantic amount of information that must be
collected, stored safely, quickly, and effectively screened to identify any
errors and correct them immediately by identifying the right solutions as
soon as possible, requires a radical change of approach and use of innovative
technologies. Blockchain technology makes it possible to move from cen-
tralized management of information data to decentralized management to
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ensure transparency, speed, and greater efficiency in the use of information
needed for vaccine development. Without this support it is not possible to
arrive at a ready response to a pandemic that has developed very quickly,
hitting hard every corner of the globe. In fact, if on the one hand the pro-
duction of vaccines was characterized by short times, the distribution of the
same took different times depending on the management policy undertaken
by the different countries. Difficulty in procurement, and the complex
administration procedure required a long time which often slowed down
the effectiveness of the vaccination campaign (Yong et al., 2020).

Also, for the administration of vaccines it is necessary to have a third-
party guarantor acting as a central bank to guarantee the value of the secu-
rities held; this validation process is assured in an equally secure manner by
the entire community. The same goes for information regarding vaccines
with blockchain technology. These are no longer managed centrally by a
single person who first collects all the information, then processes them
and searches for errors and, finally, transmits them all to the relevant agency
to request authorization according to a linear time. Instead, this information
is immediately made available to the community and the same authority to
proceed simultaneously with their validation so as to identify and correct
errors and then forward them without delay to the relevant agency so that
they can issue the authorization. In other words, all the different phases are
merged here and in fact carried out simultaneously, guaranteeing transpar-
ency and efficiency (Musamih et al., 2021).

The vaccine development process takes years to go from its conception
to the operational phase of commercialization. This is because, for obvious
safety reasons, the process for its development is particularly complex and
divided into phases, some of which are in turn divided into further sub-
phases. From the comparison of the data collected in the different phases,
the level of effectiveness of the vaccine is obtained: After verifying the com-
pliance of all the results produced by the tests with the required standards, the
manufacturer then proceeds to send a dossier to the competent authorities to
request registration and, obtained official clearance, marketing authoriza-
tion. But once the authorization is obtained, a further period of control
begins, with which the secondary effects on vaccinated people are carefully
monitored to test the safety of the vaccine over the years on a growing num-
ber of the population. At this point you have a safe vaccine. However, the
length of the experimentation process also leads to an exponential increase in
costs that not all countries are able to face. The articulation of the process that
leads the vaccine to be developed, tested, and then administered is
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particularly complex, although necessary to have a safe product, it can appear
particularly cumbersome. For this reason, also in the scientific field, it was
requested to be able to skip the last phase to put countries in competition,
thus opening to a sort of mass experimentation, which happened on time for
the Russian and Chinese vaccines. Blockchain technology, on the other
hand, makes this conceptual leap unnecessary, which simultaneously implies
the assumption of an unsustainable series of risks. Because the unification of
the phases leads, following a substantially transparent process, to reach a level
of efficiency and safety that is far from comparable to any shortcut you plan
to take (Omar et al., 2021).

This is because managing billions of information requires a truly radical
change of strategy. The blockchain already intervenes in the exploratory
phase in which the study of the genetic characteristics of the virus is started
to identify the antigen necessary to inhibit its action and thus provoke the
response of the immune system. There are hundreds of genetic sequences
that need to be compared at this stage and this can be done much more
quickly and effectively if a considerable number of scientists all over the
world take part in this operation, sharing materials through the blockchain
that in this way result in evidence of tampering.

In the next, preclinical phase, in which the possible candidate is tested
in vitro and in vivo on guinea pigs, with blockchain technology the infor-
mation collected is made available to the community of scientists to check all
the data, identify any errors and contextually find the most appropriate solu-
tions. This allows biotech companies, among other things, not to lose their
intellectual property rights and their competitive advantage over their main
competitors.

In the third and last clinical phase, information relating to the trial on
thousands and thousands of patients, in particular data on their immune
response, adverse effects, clinical conditions etc. These data must be man-
aged in a coordinated and secure manner to be well understood before
the authorization process is initiated with the authorities of the various
countries. However, patient information must obviously be collected based
on an informed consent that must be managed anonymously so as not to be
associated with any information leading to their reidentification and this is
precisely possible through blockchain platforms which, if managed in a man-
ner safe, they can encourage people to take part in vaccine testing protocols
(Hernandez-Ramos et al., 2021).

In the authorization phase, data must be shared between the parties in
real time to shorten the vaccine approval and marketing process as much
as possible. And here, once again, blockchain platforms prove indispensable.
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In the vaccine distribution phase, blockchain platforms contribute signif-
icantly to the success of the procedure. In fact, it is estimated that up to 30%
of the vaccine stocks are lost during the storage phase, because the charac-
teristics of the vaccines require an extremely effective system for controlling
the storage conditions of the vaccines. This system requires a precise location
of each batch and even of each vial to reconstruct each step up to the
moment of its administration. A monitoring system is needed to accompany
this very delicate phase on which the success of the vaccination campaign
depends. And this not only to optimize the distribution of the vaccine at
the level of a single country, but also to allow its distribution all over the
world, especially in developing countries so as not to penalize them to avoid,
among other things, that they may then constitute a potential site of resur-
gence of the virus which would risk nullifying the eftectiveness of the vac-
cination campaign (Tsoi et al., 2021).

Ultimately, blockchain technologies allow a truly radical paradigm shift
in the field of vaccines whose potential has been tapped by various actors
internationally. Given the potential of this technological breakthrough, a
conversion of current procedures into truly responsible forms of research
and innovation is necessary for its success. Blockchain technology, in fact,
with its structural instance of transparency, sharing and control of fully dig-
itized information raises no small questions regarding the respect of privacy.

In general, the idea is to develop tools for implementing the protection of
personal data on blockchain platforms, whatever the object. In the mecha-
nisms of collection and data computing of genetic data these cannot be
stored in in-house servers and for this reason we often proceed to put all
the data on cloud managed by third parties. However, there are several
examples of data encryption tools that have been developed for genetic data
as an alternative to mechanisms focused instead on the mere compensation
of the owners of the personal data. The possibility of implementing certain
“privacy enhancing tools” within cloud-based modules and blockchain plat-
forms makes it clear how it is completely feasible to create tools capable of
increasing the level of protection of personal data even within distributed
systems and based on the transparency of data with respect to a certain com-
munity. Provided that these tools are developed by design, that is, at the
same time as the design of a platform to be applied to the field of vaccines.

Almost 2 years after the WHO declaration of a COVID-19 pandemic,
the inequality between rich and poor countries in access to vaccines is more
acute and dramatic than ever. The wealthiest nations have vaccinated most
of the population, while most developing countries still have not been able
to vaccinate at least 10% of the population, with a structural shortage of
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medical supplies and oxygen supplies. This is the alarm raised by the World
Health Organization. To overcome this criticality, the proposal to over-
come the current monopoly held by pharmaceutical companies on vaccine
patents has come from many parts of the world. A proposal, which if
approved, would allow to increase world production, and start distribution
in all poor countries that need it immediately.

5. Conclusion

In this chapter we first introduced the basic concepts of blockchain
technology, and then we moved on to the analysis of the essential charac-
teristics of the supply chain. Finally, the applications based on blockchain
technology adopted to address the difficult emergency due to COVID-19
were analyzed, focusing attention on Blockchain-based solutions for the
management of the anti-COVID-19 vaccination campaign.

We have seen that Blockchain technology proves to be particularly effec-
tive in managing the delicate phases of the Supply Chain. Blockchain tech-
nology therefore allows you to monitor the process of distribution, storage,
and administration of vaccines for COVID-19. The approach is not so dif-
ferent from those already adopted, for example, in the automotive industry
to certify the origin of raw materials or in the healthcare sector in the fight
against counterfeit drugs. For example, it guarantees to optimize the control
of the cold chain necessary to keep the vials of the vaccine required by mes-
senger vaccines at extremely low temperatures. The technological evolution
in this case comes to the aid of the world community to face one of the most
difficult tests of the modern era.
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