
Application of privacy protection technology
to healthcare big data

Hyunah Shin1, Kyeongmin Ryu1, Jong-Yeup Kim1,2,3 and Suehyun Lee4

Abstract
With the advent of the big data era, data security issues are becoming more common. Healthcare organizations have more
data to use for analysis, but they lose money every year due to their inability to prevent data leakage. To overcome these
challenges, research on the use of data protection technologies in healthcare is actively underway, particularly research on
state-of-the-art technologies, such as federated learning announced by Google and blockchain technology, which has
recently attracted attention. To learn about these research efforts, we explored the research, methods, and limitations of
the most widely used privacy technologies. After investigating related papers published between 2017 and 2023 and iden-
tifying the latest technology trends, we selected related papers and reviewed related technologies. In the process, four tech-
nologies were the focus of this study: blockchain, federated learning, isomorphic encryption, and differential privacy. Overall,
our analysis provides researchers with insight into privacy technology research by suggesting the limitations of current priv-
acy technologies and suggesting future research directions.
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Introduction
A paradigm of the fourth industrial revolution, the demand
for technologies that process and analyze big data in the
healthcare sector has led to active research in the field.
However, as the use of medical data increases, issues
regarding the protection of personal information in the
data are being raised. The most prominent issue is the
area of personal information protection, as electronic
records and billing data used in research contain personal
information, such as patient gender, age, and address.
This has led to many medical data breaches, and cases of
personal information breaches caused by this can be
found in many papers.1 Many countries have enacted
laws to prevent such information from leaking, such as
the Personal Information Protection Act (PIPA) in Korea2

and the General Data Protection Regulation (GDPR) in
Europe.3

Due to such laws, conducting epidemiological research
using patients’ personal information contradicts protecting
their personal information.4 Therefore, various attempts

are being made to analyze medical data while protecting
patients’ personal information, specifically using privacy
protection technologies. Examples of such technologies
are differential privacy (DP) and homomorphic encryption.
More recently, concepts, such as blockchain and federated
learning, have also been utilized to ensure the privacy of
personal information.

When blockchain is decentralized, it shows excellent
performance in the security sector, indicating that patients’
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data can be used safely.5 Blockchain has also been applied
in the field of drug supply network management. However,
since the risk of counterfeiting is high, it is applied only
for certification, sales, and distribution monitoring. For
the initial application, drug transactions were monitored
by storing all the information on drug transactions in a
blockchain.6 Another technology, federated learning,
enables data diversity when applied in the medical field.
Federated learning improves artificial intelligence (AI)
learning for patients with similar patient symptoms by con-
necting data from multiple medical institutions.
Furthermore, the more data collected for similar patients,
the greater the predictive accuracy of AI for the patient
group. This can provide valuable insight to clinicians
along with individual physician findings.7

Which methods were used to store and protect medical
information before these developments emerged? Personal
information protection technologies can be divided into
two categories: firewall and encryption. A firewall is a
type of network security that manages data entry and exit
by monitoring received and transmitted information.8

Although building a firewall on a network is expensive, it
is generally one of the most effective data protection
methods. Types of firewall include packet filter, stateful
packet inspection, and application gateways. Encryption
is a method of protecting an attack by encrypting an
object, and data are protected by using decryption as a con-
crete example or by using a user-specified identify docu-
ment (ID)/password (PW) method.9

Despite the use of such technologies, there have been
instances where personal information was compromised.
In the United States, medical data leaks occur every year
through attacks on specific organizations, suspension of ser-
vices, and data leakage. For example, the 2021 Accellion
FTA hacking incident was a large-scale data leak that
affected more than 100 companies. It is estimated that the
health information of more than 3.51 million people was
stolen. In the same year, 20/20 Eye Care Network, a
Florida-based eye and ear management service provider,
exposed the protected health information of 3,253,822 indi-
viduals because of an incorrect configuration of Amazon
Web Services S3 cloud storage buckets.10 Such vulnerabil-
ities have revealed limitations in applying personal infor-
mation protection technologies and the need to investigate
solutions.

According to a report released on 23 March by the
OECD,11 more and more institutions are considering apply-
ing privacy technology. However, he mentions that the
application of these technologies has been delayed due to
many limitations in terms of their completeness. In doing
so, we introduce four areas that can be divided into repre-
sentative categories: data obfuscation, encrypted data pro-
cessing, fed, distributed analytics, and data accountability
tools. With this in mind, we wrote this article with the
aim of getting researchers a guide to privacy technology

in the future by selecting and reviewing technologies that
are of high interest (many studies, popularity, etc.).

With this aim, the current study examines the methods,
technology, research, and limitations of the most widely
used personal information protection technologies for
storing and protecting medical big data in recent years.
The results of this study aim to provide robust insight
into personal information protection technology for
researchers to utilize medical big data safely for future
research efforts.

What sets this paper apart from other papers is that it
does not focus solely on just one technology, but provides
insights on various privacy technologies. This has the
advantage of allowing researchers hoping to gain various
insights into privacy technologies to quickly learn about
the current overall flow of related technology in a short
period of time, which is different from other papers.

Methods
There are many privacy protection technologies. Data are
protected in various ways, such as by adding noise to the
data to protect the data or by using methods, such as pro-
tecting the data during its movement. Among them,
Automated Validation of Internet Security Protocols and
Applications (AVISPA)12 is a tool that enables the analysis
of privacy protection methods. It was announced in 2005. It
is a push-button tool for automatic verification of protocols
and applications sensitive to internet security, and it greatly
helps the technology to be converted into a protocol in a
systematic way. However, we will not cover this technol-
ogy in this paper and will proceed with examining the
trend by focusing on the technology.

A specific period was selected to explore recent trends in
personal information protection technologies. This period
was selected as 7 years up to December 2023. Thus,
papers published between 2017 and December 2023 were
examined. Next, we selected two databases for obtaining
relevant research papers: IEEE and PubMed. We used the
search terms “privacy” and “healthcare” to have
maximum search results. Then, we reviewed the search
results and selected appropriate works.

Inclusion and exclusion criteria

Papers that improve the technology by conducting analysis
or research on each technology, or papers that improved the
limitations of each technology were selected and reviewed.
In the area of improving technology limitations, papers
were selected and reviewed, focusing on the fact that the
limitations of the technology can be understood, and new
trends can be seen. Review papers with similar topics to
this paper or papers that have to pay for access are excluded.
The final selection was made after considering the duplica-
tion and quality of the studies.
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Data analysis

To investigate recent research trends and specific privacy
technologies, the title and abstract of finalized research
papers were extracted and organized in Figure 1. Among
the keywords derived, we performed keyword grouping in
the “Healthcare data” and “Privacy protection technology”
sections. Electronic medical records (EMR), claim data,
omics data, and patient generated health data (PGHD) were
the most common keywords concerning healthcare data.
We explored privacy protection and technology separately
in terms of privacy protection technology and obtained
four keywords—blockchain, federated learning, homo-
morphic encryption, and DP —that this study focuses on.

The databases that were used to extract the data are IEEE
and PubMed. IEEE is the Institute of Electrical and
Electronics Engineers, which publishes papers on research
related to engineering and technology. PubMed is a free
website where you can search academic literature on bio-
medical and healthcare. To cover the search range that
encompasses the keywords of science and technology and
medical care, research papers were searched and organized
through two databases.

Literature review

The IEEE and PubMed platforms have compiled a huge
database of research papers published between January
2013 and December 2023 that comprise the keywords
“healthcare” and “privacy.” We found nearly
12,000(11,742) research papers published from 2017 to
2023. We chose this timeframe to observe relatively

recent research trends. Papers that were not freely access-
ible, unrelated to data privacy, or did not utilize medical
big data were excluded from the analysis. Finally, a total
of 922 research papers were selected in the first search.
Then, four technical keywords—blockchain, federated
learning, homomorphic encryption, and DP —were
derived through word counting in the 922 research
papers. Related papers were selected from the 922 papers
through four technical keywords, and 15 papers were
selected for each technology through manual reviews.
Figure 2 summarizes the process of selecting the research
papers.

Results
In addition, Figure 3 shows the research trends from 2013 to
2023 regarding the application of medical big data for each
personal information protection technology. It is to examine
the flow of research trends. The period of data confirmed
only in PubMed is represented. Research papers on four
technology have been published only since 2015. But,
papers began to be published in all four technologies
from 2017 when the research began actively. Blockchain,
which was introduced in 2008, has been the most actively
studied topic until recently, and federated learning has
also seen a sharp increase in research interest.

Privacy protection technologies

Blockchain. Blockchain is derived from electronic money
technology developed to overcome the weaknesses of the

Figure 1. A schematic diagram of keyword calculation through word counting.
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money transaction system through authorized third parties
(banks, countries).13 Blockchain can be interpreted as a
series of data with timestamps, which form a block by

combining the original data with a function called the
hash. Each block forms a chain with the previous hash
included in the next block, and hence, the term ‘blockchain’

Figure 2. Flow of research for systematic literature review.

Figure 3. Personal information protection technology trends (2013–2023 in PubMed).
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is used. Blockchain authenticates the use of blocks con-
structed using timestamps to prevent duplicate payments,
which is the same as replacing the role of an authorized
third party, such as an existing country or bank. If a
Block 1 user has malicious intent and wants to contact an
external block immediately after contacting Block 2, the
time stamp history of Chain 1 that has already been pro-
cessed blocks the malicious attempt of Block 1.14

Figure 4 presents a conceptual schematic design of
blockchain.

Blockchain has been largely utilized for preserving,
managing, and exchanging electronic health records
(EHRs) (Table 1). EHRs were developed to overcome the
difficulties in tracing and managing existing medical docu-
mentation methods and providing better medical services to
patients. EHRs can help patients improve their health con-
ditions by providing accurate information about previous
diagnoses and treatments to their doctors.23 This electronic-
ally stored data are also very useful in situations where a
patient is rushed to another hospital. If electronically
stored patient data can be safely transferred to another hos-
pital, better medical treatment can be provided by quickly
referring to the patient’s previous medical records, espe-
cially in emergencies. However, the most important
concern regarding EHRs is ensuring safe storage and move-
ment of patients’ personal and medical information because
the data comprise very sensitive personal information. This
study explains how blockchain can provide a solution for
this concern.

All the research papers examined in this study have sug-
gested ways to utilize blockchain to protect and utilize EHR
data. Two papers have particularly focused on securely
exchanging EHR data and cited leakage of personal

information as the biggest barrier to health information
exchange.20,25 One of them has focused on patient identifi-
cation through blockchain transaction information, an issue
pointed out in conventional blockchain-based HIE
research.20 Data identification was introduced as a way to
analyze transaction recipients and callers, even if the data
are contained in blocks and encrypted in case a patient’s
personal information is leaked. It was also introduced to
infer the patient through the treatment they have received.
Therefore, the study provided a personal information pro-
tection solution through blockchain by concealing the per-
sonal information of the caller and receiver.20 Both papers
developed the framework using Ethereum, a private
blockchain.20,25

Other studies have explained how blockchain has been
applied to all aspects of storage, management, and exchange
of medical data without focusing solely on EHR
exchanges.21–24,26–29 Some studies have focused solely on
the security of health information derived from wearable
devices and Internet of Things (IoT) devices.21,22,26,27 The
IoT technology refers to a network of physical objects with
built-in internet-enabled software and sensor devices, and
data collected from such devices are managed and exchanged
without being directly operated by a person.21 Such technol-
ogy is being extensively applied in the medical field.
Devices, such as the electrocardiogram (ECG), electroenceph-
alogram (EEG), and blood pressure monitor, can easily collect
and monitor medical data.22 In addition to blockchain,
research on IoT technologies has introduced several key
privacy technologies, such as fog computing, Public Health
Information Management System (PHIMS), and
Interplanetary File System (IPFS). Fog computing is a
service structure that creates a new relay layer between

Figure 4. Conceptual schematic diagram of blockchain.13
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Table 1. Blockchain (Bc) technology paper list.

Research
paper Year Technology Used/target data Limitations Key findings

15 2023 Bc Gives better response time
Improves the overall performance of
the smart health supply chain
management system

16 2023 Bc Not publicly available Consumes much energy Achieved the optimal delay transactions

17 2022 Bc Storing a large amount of
data may create
inefficiency and lead to
more expensive issues

Improved security against known threats
A slower rate of traffic growth
More transparency
Instantaneous traceability
Robustness

18 2022 Bc Ensures security properties, particularly
data integrity, forge, binding,
uniqueness, peer-indistinguishability,
and revocation

19 2021 Bc A throughput higher than 100 TPS could
be achieved

20 2021 Bc Health information
exchange

Processing time for high
access requests
Trade-off between feature
and time-consuming
Buck passing responsibility
to patient information

Solved problems in personal information
inference
Enhanced the security of personal
information

21 2021 Bc University of
Queensland Vital
Signs Dataset

Single-server infrastructure
Not a real-time data-based
result
Need experiments on more
diverse situations

Used the Hyperledger Fabric blockchain
model
Built a model that integrates
blockchain with fog computing

22 2021 Bc Medical Internet of
Things (IoT) device
data and Google fit
application data

Buck passing responsibility to
patient information

Applied the blockchain system to IoT
using the Hyperledger Fabric
blockchain model
Proposed the blockchain-based Public
Health Information Management
System (PHIMS) for managing health
data

23 2021 Bc Electronic health records
(EHR) data

Existence of time differences
based on the size of data

Used a bilinear map function for
improved security
Proposed the Blockchain Security
Framework (BSF) for effective
preservation of EHR

24 2020 Bc Radiation, medical, and
surgical information
for oncology
information system

Risk of having a point of
system failure
Lack of provisions for
emergencies
System incompatible with

Used AWS storage, Hyperledger Fabric
blockchain models, and
HIPAA-compliant cloud storage
Developed ACTION-EHR, a system for

(continued)
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cloud servers and IoT devices using a simpler concept than
cloud computing. One study reported that using a combin-
ation of fog computing and blockchain in a medical environ-
ment would benefit both patients and hospitals.21 In terms of
relatively recent papers, rather than introducing new or add-
itional technologies, many of the studies aimed to improve
throughput or processing speed in existing technologies,
with the goal of making them more practical and applicable
to real life while preserving privacy.15–19 The advancement
of these technologies can help overcome the current scalabil-
ity problem of blockchain. Currently, blockchain faces the
problem of scalability due to the principle of the technology,
and this problem is a prerequisite for improving the problems
faced by this technology (accommodating a large amount of
data or protecting various data). By solving these processing

speeds or processing volumes, it will be possible to further
grow into a technology closely related to real life.30

Federated learning. Deployed through the cloud infrastruc-
ture, the federated learning technology provides an add-
itional approach to models trained through an interaction
between mobile devices and users. Google has applied
this technology to Gboard, a virtual keyboard app for
Android.31 Expanding into multi-agency research, first,
each institution downloads a general global model. The
downloaded model uses data from each institution to
create a unique model. The difference from the existing
model is encrypted by mixing noise that both cloud
servers and institutions are aware of and then transmitted
to the cloud. The transmitted information is used for

Table 1. Continued.

Research
paper Year Technology Used/target data Limitations Key findings

patients’ “Right to be
Forgotten”

the radiation treatment of cancer
patients

25 2020 Bc SEER (Surveillance,
Epidemiology, and
End Results) dataset

Need to convert the server to
a hospital environment
Need to agree on an
interoperability standard
Scalability constraints

Leveraged Ethereum blockchain systems
Developed a secure Health Information
Exchange (HIE) technology that allows
one to selectively control EHR records

26 2019 Bc Data collected using
wearable sensors

Lack of scalability with
multiple data providers
Need to reduce latency
Potential data leakage
during mining
Service quality assurance
not guaranteed

Combined the Ethereum blockchain
model with decentralized storage
Interplanetary File System (IPFS)
Proposed a cloud blockchain
framework for sharing EHRs

27 2019 Bc Medical data collected
from wearable
devices

Potential security attacks due
to resource constraints in
IoT

Combined the advantages of private key,
public key, blockchain, and many other
lightweight encryption fundamental
elements
Developed a patient-centric access
control for electronic medical records

28 2018 Bc Radiation oncology data Restrictions in the metadata
structure
Limited size of
exchangeable data
No actual application

Used blockchain to store, manage, and
share oncology data
Developed secure and reliable EHR
data management and sharing
systems

29 2018 Bc EHR and data exchange Increased costs based on
institutions and the
number of patients

Multiple rights for attribute-based
signatures (ABSs)
Proposed an MA-ABS system of
blockchain structure to ensure the
anonymity and invariance of
information

Shin et al. 7



model learning after decoding. These steps are repeated
continuously until the model achieves the desired
performance or the final deadline is achieved.32

Figure 5 presents a conceptual diagram of the federated
learning technology.

Most studies on federated learning have been conducted to
prove its validity by first using open-source datasets to create a
similar environment (Table 2).38,40,43,45–47 A typical dataset,
called MIMIC-III, has been primarily used in these studies.
The MIMIC-III is an open-source database containing data
of patients aged 16 or more admitted to the Beth Israel
Deaconess Medical Center (BIDMC), a teaching hospital of
HarvardMedical School.46 Other studies have been conducted
by extracting actual data from specific hospitals and making
actual predictions, such as predicting abnormalities based on
CT images of COVID-19 patients41 and hospital EHR data.42

Research on joint learning is divided into two themes.
The first research theme compares the federated learning
model with the conventional machine learning model to
prove the validity of the former’s use.40–43,47 The second
research theme addresses issues related to federated learn-
ing, such as communication costs.38,40,44 Some of these
studies have applied federated learning from textual
data,43,47 mobile data,40 and image data.41 All of these
study have examined whether federated learning can be
applied to the selected data type, and if so, whether there
are existing methods and advantages of doing it. Opinions
on the study results were divided into (a) not different
from the existing methods43 or (b) presents an advantage
in terms of performance.40–42,47 One study explained that
although there was a time advantage, it was a slight one
in terms of the area under curve.46

Another study was conducted to predict a person’s emo-
tional state using data collected through wearable mobile
devices.40 Wearable devices are a way to obtain patient data
in real time. Various types of patient data, such as body tem-
perature, heart rate, and electrical skin activity, can be
extracted through a patient’s worn device, which allows
data related to an individual’s cognitive, behavioral, and emo-
tional states to be collected in real time. Data collected from
these wearable devices are used to analyze AI models
created by a central server, and instead of learning predictive
models directly, a brief training is conducted on each user’s
device. A copy of the parameters calculated through the train-
ing conducted on each device is sent to the central server and
used to enhance themodel’s accuracy. Through this process, a
model for predicting patient’s emotional state is created.40

Based on the relatively recent papers, similar to blockchain,
there have been many efforts to apply this technology to real-
world applications, such as the application of non-IID data,33

which is similar to the environment of real-world datasets,34,35

or the study of communication costs.36 These efforts can be
said to be aimed at finding answers to the problems currently
facing federated learning. Federated learning was designed as
a way to protect personal information from its origins, but it
also has limitations. These problems range from problems
that can generally infer members or data to attacks that can
maliciously tamper with the model.48 Future papers urgently
need to developmodels that can block thesemalicious attacks
and can be used in realistic situations.

Differential privacy. DP is a technology developed to
combine two conflicting concepts: privacy and data learn-
ing. DP aims to utilize useful information from data.

Figure 5. Conceptual diagram of the federated learning technology.32
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Table 2. Federated learning (Fe) technology paper list.

Research
paper Year Technology Used/target data Limitations Key findings

33 2023 Fe MNIST, Fashion-MNIST
(FaMNIST), CIFAR-10

Demonstrating superior overall
performance
Robustness to non-IID dataset
skew

34 2022 Fe Parkinson’s disease dataset,
NSL-KDD dataset

Computational complexity is
limited by the growing
number of hidden layers

Basic method is less expensive
and faster.

35 2022 Fe Some public and private local
hospital datasets

The number of patients was
small

Shows the promise of AI providing
low-cost and scalable tools for
lesion burden

36 2022 Fe The MIND dataset The lack of local data can lead
to poor learning ability
The reliability of the server
is not guaranteed
The computational cost of
the local client increases
slightly (in some cases)

Reduce 94.89% of communication
cost
Achieve competitive results
with centralized model
learning.

37 2021 Fe Publicly available data Limitations by design
constraints : arbitrary data
exploration

Application of federated
techniques to modeling health
data introduces new open
questions and challenges

38 2021 Fe CMS datasets, Medical
Information Mart for
Intensive Care-III (MIMIC-III)
datasets, and proprietary
synthetic data

Potential reduction in
convergence rate due to
distributed stochastic
gradient descent (SGD)

Applied with federated tensor
factorization
Minimized communication
costs
Presented collaborative health
data analysis methods
Showed that federated
generalized tensor factorization
can improve communication
efficiency problems

39 2021 Fe Some datasets derived from
the MIMIC-III dataset

The model may not be
generalizable to an
experiment
Data correlation is not
considered
Performance may have
degraded due to
realistically situational
settings

Model performance is
proportional to the amount of
data.
Learning time increases in
proportion to the increase in
quantity.
As the number of nodes
increases, the model training
speed increases.

40 2021 Fe Wearable Stress and Affect
Detection (WESAD) dataset

Risk of leakage of personal
information due to
centralized server model
Performance degradation of
individual models
Need additional work to

Empirically demonstrated the
compatibility of federated
learning models as mobile
health data prediction models
Demonstrated that using
personalization, which

(continued)
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Table 2. Continued.

Research
paper Year Technology Used/target data Limitations Key findings

provide more powerful
privacy

considers individual differences
in data, can help improve
model accuracy

41 2021 Fe Data of 132 actual patients
recruited from seven
multinational hospitals

Imbalance between hospitals
due to insufficient number
The concept shift
phenomenon of machine
learning from
demographics

Used the federated learning
approach for personal
information
Showed that trained
convolutional neural
networks-based (CNN-based)
AI models are effective in
detecting CT anomalies in
COVID-19 patients

42 2021 Fe Data collected from EHRs of five
hospitals in Mount Sinai
Health System

Limited data collection
Lack of research on various
aspects because the study
focused on proof of
principle
Lack of diverse data
Lack of algorithmic diversity
Lack of architectural
optimization

Estimated mortality among
COVID-19 patients within 7 days
of hospital admission using
federated learning
Showed that the learning model
combining multilayer
perceptron and least absolute
shrinkage and selection operator
outperforms conventional local
prediction models

43 2020 Fe Modified National Institute of
Standards and Technology
(MNIST), MIMIC-III, and
electrocardiogram (ECG)
datasets

Need to study how to select
parameters
High communication cost
Potential leakage of
personal information due to
data speculation

Used benchmark datasets to
evaluate the reliability and
performance of federated
learning
Improved performance when
using unbalanced datasets
No difference in performance
from existing centralized
models

44 2020 Fe Data of 23,203 patients
collected from eight
healthcare institutions in five
countries

Biased data collection
Adverse effects of cohort
differences on model
performance
Insufficient value of
estimated result time (2
years)
Lack of data elements for
individual predictions

Provided privacy and proposed
quick data analysis algorithms
Used algorithms that exchange
only regression coefficient and
regression coefficients with
central servers
Suggested ways to overcome
the limitations of existing
machine learning

45 2019 Fe eICU collaborative research
database

No difference from the existing
single centralized model
Similar to the traditional
methods of clustering
techniques

Based on data relevance
Proposed a federated learning
model using a dataset
(community)
Distributed data based on
community clustering
It outperforms existing
federated learning.

(continued)

10 DIGITAL HEALTH



However, it does not focus on learning anything from the
data itself.55 The primary purpose of DP is to share data.
To use the data, the data user first transfers the query to a
reliable data provider (data curator or database). Then, a
data provider achieves personal information protection by
providing noise-added data to the result of the transmitted
query.60 Figure 6 illustrates a simple model depicting the
principle of DP.49

Research on DP technologies is often aimed at develop-
ing privacy capabilities by assisting technologies other than
direct and primary use technologies. Major privacy protec-
tion technologies include blockchain,55,61 combined

learning,55–57 deep learning,58,64 binary classification,59,62

and data sharing (Table 3).60,63 DP is applied to these tech-
nologies in research because each technology has limita-
tions in protecting personal information. For example,
federated learning requires the use of a central server for
data learning and data movement, which allows an attacker
to launch a single point of failure attack that attacks the
central server, and in blockchain technology, it is challen-
ging to overcome attacks by malicious participants.55

Therefore, two or three technologies are often combined
to prevent the leakage of personal information that can
occur when only one technology is used.

Table 2. Continued.

Research
paper Year Technology Used/target data Limitations Key findings

46 2018 Fe MIMIC-III dataset Assumed that there is a
common functional event in
the course of learning and
proceeded with the
experiment
Performance degradation
due to data imbalance
Time complexity, more
memory required

Used hash function and
homomorphic encryption
Effectively searched for similar
patients from different
institutions without having to
exchange information directly

47 2018 Fe Boston Medical Center’s
undifferentiated electronic
heart recording dataset

Increased communication
costs based on the number
of participating nodes
(hospitals)

Based on the forces described in
the EHR
Developed a distributed
(federated) method for
predicting hospital admission
Applied distributed binary
classification using sparse
support vector machine
Provided algorithms to solve
prediction problems

Figure 6. Conceptual diagram of the DP technology.48

Shin et al. 11



Table 3. Differential privacy (DP) technology paper list.

Research
paper Year Technology Used/target data Limitations Key findings

50 2023 DP Provided real data Devised low-sensitivity strategies for
finding split coordinates

Implemented effective privacy
budget allocation strategies

51 2023 DP Synthetic Dataset,
Fingerprints Dataset,
Molbace Dataset, ECG
Dataset, Organ Meshes
Dataset

May require additional
design that needs to be
optimized

strong privacy guarantees and
excellent utility

Learn similar features in the private
and non-private scenarios

Can help alleviate social impacts of
machine learning

52 2022 DP dataset of 30,072 WSIs from
TCGA

Demonstrated the efficacy of
federated learning (using both IID
and non-IID data distributions)

Private federated learning achieves
a comparable result compared
to conventional centralized
training

53 2022 DP provided by four clinics,
located in three Australian
states

Provides a practical solution with high
diagnosis accuracy

Preserving data privacy for a
large-scale deployment.

54 2021 DP Movielens dataset Paper propose a privacy-aware real
estate recommendation method for
elderly care in cloud platforms.

The proposal is validated by a
real-world dataset.

55 2021 DP American National Institute of
Diabetes and Digestive and
Kidney Diseases dataset

Not different from
conventional federated
learning in prediction
accuracy

Incomplete security success
rate

Difficult to balance
performance and security

Maintained blockchain so that edge
nodes resist a single point of failure

Presented a way for medical IoT
devices to implement federated
learning and utilize distributed
clinical data

Used adaptive DP and Tilt Verification
Infrastructure Agreement Protocol

Showed resistance to privacy and
external attacks

Applied DP to learning slope

56 2021 DP Various open datasets
including MIMIC-III

Presence of distributed
characteristics that limit
arbitrary data search

Reliability reduction due to
research validity
assessment within
existing datasets

Limited types of data

Leveraged eight different datasets to
form data silos

Set up situations similar to those in
real multicenter study

Applied a federated learning model
with integrated DP

Applied federated learning model
with DP in a distributed
environment

(continued)
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Table 3. Continued.

Research
paper Year Technology Used/target data Limitations Key findings

Not different from conventional
centralized models

Applied DP to learned parameter
information

57 2021 DP Project NeLL™ Database Data diversity must be
guaranteed

Dominant discrimination
patterns can appear due
to differences in the size
of the data

Used only patient ICD-9
code

Enabled sequential pattern mining on
distributed data sources

Utilized the Personal Information
Security Framework

Suggested a representative pattern
discovery method

DP mechanisms do not differ from
conventional methods in terms of
efficiency

Applied DP to aggregate pattern
information when aggregating
extracted patterns

58 2021 DP Spectralis OCT, Heidelberg
Engineering, Germany,
Medical Segmentation
Decathlon (MSD) Liver
segmentation dataset

Performance degradation in
classification or
subdivision operations

Increased training time and
memory consumption

Neural network architecture
incompatible DP-SGD
algorithm

Presented deeper for DP deep
learning

DP-SGD algorithm with DP for image
analysis capability is functional
reconstruction

Demonstrated effective protection of
model and personal information
against external attacks

Applied DP to result gradient vectors

59 2020 DP SEER dataset Centralized model design
DP mitigation problem

Studied privacy risks when
performing survival analysis

Proposed a differential personal
framework for Kaplan-Meier
product-limit estimators

DP maintains usefulness in predicting
survival curves, avoiding inference
of an event-based temporal
reasoning for individuals without
serious errors

Applied DP to published survival
analysis results

60 2019 DP NPS dataset of Health
Insurance Review and
Assessment

Does not apply to many data
types

Utilized attribute-based encryption
and local DP

Proposed mechanisms for
protecting data owners’ personal
information during data sharing
process

Showed that more accurate data
exchange is possible while
increasing reliability among data
providers

Applied DP to source data

(continued)
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The DP technology has been applied to slope-down
methods,55,58,61 original data before sharing,59–63 reduced
data,56 and aggregated parameters,57 among others. The
reason for this application is that the main technologies of
research, such as blockchain and federated learning, were

designed to protect personal information. However, there
are still limits to the seamless protection of personal infor-
mation when such technologies work independently. Such
vulnerabilities often allow experienced attackers to infer
or leak patient information through paradoxical systems.58

Table 3. Continued.

Research
paper Year Technology Used/target data Limitations Key findings

61 2019 DP Wisconsin breast cancer
dataset with a binary class
label and MNIST dataset

Need more complementary
points in security part

Enabled DP
Proposed distributed machine

learning model for allowed
blockchain

Used DP stochastic gradient descent
method

Showed high elasticity for various
attacks on adversarial nodes
(model accuracy decline)

Applied DP to Gaussian mechanisms

62 2019 DP MIT physionet pcg dataset No performance advantage
due to the versatility of
the model used

Not compatible with privacy
features

Used data-based calculations and DP
High-precision identification of

non-normal biological signals
(80%)

Showed that data-based methods
with privacy are reliable for both
physicians and patients through
experiments

Applied DP to shared clinical analysis
results

63 2018 DP Pamap2 dataset Performance varies based
on data volume

Used local DP
Proposed mechanisms for collecting

smart health information while
protecting personal information

Moved only significant data elements
identified by local DP instead of
moving all data

Used the method of reconfiguring
data at the data collection
destination

Demonstrated good data utilization
while protecting personal
information

Applied DP to data from model
analysis

64 2017 DP Yesiwell data/MNIST dataset Risk of re-identification or
re-construction of the
data under DP

Proposed a new framework for
developing DP applicable
convolutional deep belief networks

Used the Chebyshev equation
Indicated that a deep learning model

capable of protecting personal
information can be created

Applied DP to deep learning secret
layer stage
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Therefore, researchers have consistently suggested improv-
ing the privacy protection of personal information through
the application of DP.

A study on pattern prediction models utilized distributed
EHR data to predict patient states.57 It employed a tech-
nique, called sequential pattern mining, which is a
method of studying data recorded in chronological order
and discovering unexpected patterns. In this paper, they
used a method of aggregating pattern data learned by
each institution, that is, aggregating the data by placing a
server in the center to discover abnormal patterns, which
are very sensitive to data leakage of medical evidence and
prescriptions received by patients. In contrast, a large
amount of EHR data is required to detect patterns, leading
to a high risk of data leakage. Therefore, DP was applied
to the data to prevent data leakage. According to the rela-
tively recent papers, like the two techniques above, most
of the studies are aimed at protecting privacy and utilizing
data through the practical application of DP. Studies50,53

that utilize real-world data for this purpose illustrate this.
The recent trend has been to focus on creating technologies
that directly utilize DP in real-world applications (or
through research that assumes real-world-like situations).
However, these practical applications have had the
problem of not being able to achieve both privacy and per-
formance, which are difficult to reconcile, for a while. The

paper of Mueller et al.51 actually shows that these two are
compatible. In addition to this compatibility, future papers
should conduct studies that apply extended functions and
performance to real-world data.

Homomorphic encryption. Homomorphic encryption is an
encryption method that can perform operations using
encrypted data without decrypting the ciphertext. In homo-
morphic encryption, a stage for encrypting and transmitting
data and decrypting and processing the transmitted data is
not required. Figure 7 shows a simple schematic represen-
tation of homomorphic encryption.65 Generally, encrypted
data are transmitted with an encryption key; the transmitted
data are decrypted; and then the data are processed.
However, this process is omitted in homomorphic encryp-
tion. A data user encrypts the data with homomorphic
encryption and transmits the data to a data processor or a
cloud server. The transmitted data are processed in an
encrypted state, and the data user decrypts the processed
encrypted data and records the results.80

Homomorphic encryption has also been applied to
protect personal information in combination with other
technologies, similar to DP (Table 4). Among medical
data, studies on the protection of genomic data, such as per-
sonal genes, are shown to be studies to which homogeneous
encryption has been applied.70,73,75 In other studies,

Figure 7. Conceptual diagram of the homomorphic encryption technology.65
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Table 4. Homomorphic encryption (He) technology paper list.

Research
paper Year Technology Used/target data Limitations Key findings

66 2023 He The data will be provided upon
request.

Lack of real-world validation Offers a safe and open setting for
the management and
exchange of sensitive patient
medical data

67 2022 He J-HMDB, URFD, Multicam, MPII
Human Pose dataset

Possible security issues
depending on your
environment; optimization
issues with CNN models

A 613× speedup over the
latency-optimized LoLa
(Low-Latency CryptoNets)
Achieves an average of 3.1×
throughput increase in secure
inference"

68 2022 He The data will be provided upon
request.

Security imperfections exist Improved security and
anonymity compared to the
benchmark models

69 2022 He Not available Approach is resistant to active
collusion and replay attacks

70 2021 He Can see in: http://www.
cbioportal.org/study/
summary?id= tmb_mskcc_
2018

Enabling biomedical insights
that are not possible from
individual institutions alone.

71 2021 He NCBI, The Illumino Lack of real-world application
and validation

Methods can practically perform
resource-intensive
computations for high-
throughput genetic data
analysis

72 2021 He Available online: https://github.
com/fsumon/BioFusion1

End-to-end security has not
been validated.

Offering some significant
improvements to the overall
security and privacy

73 2021 He A study of metastatic cancer
patients and their tumor
mutational burden data and a
host genetic study of human
immunodeficiency virus type 1
(HIV-1)-infected patients data

Do not combine with anything
other than the pricked data
set

(Survival analysis+
genome-wide association
studies [GWASs])+ (federated
analysis [FA]+multiparty
homomorphic encryption
[MHE)) Access method
proposed
Indicated that MHE can
simultaneously protect
personal information and
share data
Demonstrated the ability to
achieve analytical workflows
in complex biomedical fields

74 2021 He 100 data segments Used blockchain and
homomorphic encryption to
address insider threats
Proposed PPCCT(privacy

(continued)
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Table 4. Continued.

Research
paper Year Technology Used/target data Limitations Key findings

preserving COVID19 contact
tracing) using source
encryption method
Used the proposed
architecture
Showed that existing infectious
disease contact tracking apps
can ease personal information
issues and ease disease
spread curves

75 2021 He 1000 Genomes Project
population panel of 2504
individuals

A decrease in relative
accuracy compared to
non-secure imputation
methods for rare variants
Existence of inherent
limitations of homomorphic
encryption
Complex algorithm of
homomorphic encryption
Possibility of excessive
optimism

Performed detailed
benchmarking of time and
memory requirements
Used homomorphic
encryption
Showed that genomic data in
genomic sequences (GWASs)
can be shared, stored, and
analyzed while maintaining
large-scale data security
Applied homomorphic
encryption to shared data

76 2021 He Used open data for a particular
paper [On the Feasibility of
Low-Cost Wearable Sensors
for Multi-Modal Biometric
Verification]

End-to-end security has not
been validated
Possibility of insufficient
authentication due to
differences in biological
signals arising from the
authenticator’s attitude

Proposed a biological
recognition identity
management framework
based on multi-mode Identity
Management System (IDMS).
Combined two biological
signals and applied
homomorphic encryption
simultaneously
Showed that accurate
identification is possible by
easing the leakage of personal
information

77 2020 He MNIST dataset and X-ray
coronary angiography data

Possibility of personal
information leakage due to
key search attacks

Based on linear transformation
Lower security compared to
standard schemes but to be
used in practical schemes
Applied homomorphic
encryption to the data

78 2019 He A real heart disease dataset from
the University of California
Irvine’s Machine Learning
Repository

Relatively low accuracy for
synthetic datasets

Used FHE(Fully Homomorphic
Encryption) to protect personal
information in source-
outsourced biometric data
An encrypted analysis
indicated that the data owner
can retrieve and decrypt it on
the security side.

(continued)
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homomorphic encryption has been applied to personal
information function in deep learning analysis74,77 or in
an authentication management system that combines bio-
metric information and the personal ID/PW method.
Overall, homomorphic encryption is used to add privacy
protection capabilities lacking in a single technology.76

Among them, genetic research is remarkably widely
applied in certain fields. Human genetic research, such as
Genome Wide Association Studys (GWASs), has become
a standard for customized medical treatment.75 Such exten-
sive studies continue to develop in terms of size and tech-
nology. With this development in GWASs, the amount of
data required for research has undoubtedly increased.
However, the construction of a database through large-scale
data exchange implies a risk of personal information
leakage and inference and reconstruction of medical and
personal data. As a result, this data exchange required for
large-scale research is strictly limited by numerous data
protection regulations that vary from region to region.73

According to these regulations, the technologies applied
to GWAS research include blockchain and federated learn-
ing. However, each technology has its own limitations. One
study investigated personal information protection in the
exchange of human genetic data by using homomorphic
encryption.73 In particular, the authors simultaneously
used combined learning and homomorphic encryption for
biomedical research. In addition, unlike a personal informa-
tion protection technology using existing encryption that
may affect the analysis result by encryption, each organiza-
tion analyzes the data, and then encrypts and shares the ana-
lyzed result. Consequently, the survival analysis was
capable of protecting personal information, and the study
was efficiently executed.73 More recently, researchers

have been working on improving the processing speed of
homomorphic encryption, which is the most problematic
aspect of homomorphic encryption.67,71,72 This can be
seen as an effort to take the technology described above
and apply it to real-world environments to share and analyz-
ing data while protecting privacy. Although the paper in73 is
not very suitable for real data, it shows an example of apply-
ing homomorphic encryption to a study on genetic data.
This example shows that analysis is possible by applying
homomorphic encryption to real data. This can be said to
be an example that shows that homomorphic encryption
can be utilized for analysis of real data and information pro-
tection. If the above technologies can be applied to real-
world environments based on the improvements made
through these studies, it is expected that a lot of research
and improvements will be made.

Discussion
Our study examined the methods, technology, research,
and limitations of the most widely used personal informa-
tion protection technologies for the storage and protection
of medical big data in recent years. Many researchers
are investigating the protection of personal information
in financial and medical fields, where it is critical.
However, research papers published up to December
2021 exhibit limitations in security management, such
as transferring responsibility for data management to
patients, even though the technology has been applied
to patient data. Blockchain is a personal information pro-
tection technology that has many advantages in ensuring
data integrity, reliability, and transparency. Although it has
great security advantages, there are ways to destroy the

Table 4. Continued.

Research
paper Year Technology Used/target data Limitations Key findings

79 2019 He 1000-genome dataset Possibility of personal
information leakage
Potential information
leakage by untrusted
service providers

Combining Intel SGX’s security
hardware features with
homomorphic encryption
Demonstrated efficient GWAS
analysis while protecting
privacy on federated genomic
datasets

80 2018 He Aggregate-level data extracted
from the i2b2 data model

Potential increase in
computational costs to
ensure data sharing
integrity

Applied homomorphic
encryption to apply privacy
enhancement technology to
tools that enable collaborative
medicine in clinical settings
Showed efficient use for
calculating aggregate queries
for ciphertexts
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technology,20 limiting its usability. Therefore, research on
actual data exchange applied to multiple institutions to main-
tain the security and reliability of the privacy protection tech-
nology is a pertinent topic for future blockchain research.

When conducting research that highlights the shortcom-
ings of federated learning,37,38 the research purpose was to
complement the shortcomings of federated learning using
different methods. In one study, a method, called federated
generalized tensor factorization, was used in applications,
such as a recommendation system, space–time data ana-
lysis, and signal processing, which have the unique capabil-
ity of expressing high-dimensional data. However, by
sharing all related variables, a federated learning method
that increases privacy while reducing communication
costs by limiting existing tensor usage methods can be
achieved.37 Another study showed how differences in the
amount of data, the number of computational nodes, and
the distribution of data in federated networks affect the per-
formance of federated learning.38

DP and homomorphic encryption are both technologies
aimed at encryption; therefore, they have similar limitations.
In the case of DP, this study suggests that it is difficult to
balance performance and security, as shown in another
study.53 In other words, the more the security increases, the
more memory or practice time is needed. Homomorphic
encryption can be seen to possess a similar limitation, in that
its relative accuracy is reduced,73 or it is not secured enough.74

Despite the fact that technology is applied for security
purposes, there are still cases where security weaknesses
occur due to technical limitations.54,59,62,75 Therefore, future
technology research on DP and isomorphic encryption must
focus on weaknesses or methods that sacrifice accuracy and
security. In the case of relatively recent papers, many studies
have been conducted to apply the above technologies.
Through this, it can be seen that many studies are moving
toward the stage where many studies can be conducted
while protecting personal information.

Conclusion
Our study investigated the current development of a privacy
protection technology that processes and analyzes big data
produced in the field of healthcare and healthcare research.
Although medical data lead to value creation in research,
they contain sensitive personal and medical information
and should be used with caution. For this reason, this
study was designed to investigate privacy protection tech-
nologies and lend valuable insights for the progress of
research by using medical data responsibly and safely.
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