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Securing patient data in the healthcare
industry: A blockchain-driven protocol
with advanced encryption
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Abstract:

BACKGROUND: Ensuring the security and privacy of patient data is a critical concern in the healthcare
industry. The growing utilization of electronic data transmission and storage in medical records has
amplified apprehensions about data security. However, due to varying stakeholder interests, not all
data can be freely shared, necessitating the development of secure protocols.

MATERIALS AND METHODS: This study presents a highly secure protocol that integrates
blockchain technology, patient biometric information, and robust cryptographic algorithms (elliptic
curve cryptography (ECC) and advanced encryption algorithm (AEC)) to facilitate data encryption
and decryption. The protocol encompasses secure login, secure key sharing, and data sharing
mechanisms among miners, offering comprehensive security measures. To validate the effectiveness
of the proposed protocol, both informal and formal security analyses are conducted. The security
protocol description language in Scyther is utilized to evaluate the protocol’s resilience against attacks.

RESULTS: The culmination of this research is a secure protocol that leverages blockchain technology
and ECC for the secure storage and sharing of medical records. The protocol covers all stages,
including system setup, user registration, login mechanisms, key exchange between users and
blockchain, communication between blockchains, and interaction with other miners, with a steadfast
emphasis on security. Furthermore, the protocol’s communication and computation costs are
assessed, with a comparison to existing blockchain-based schemes. Informal proofs establish the
protocol’s security against common attacks faced by medical institutions. Formal simulation of the
protocol using the Scyther tool provides definitive evidence of its resistance to attacks.

CONCLUSIONS: As a result, this protocol presents a viable real-time implementation solution for
safeguarding patient data within the healthcare domain, representing a significant contribution to
data security.
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as when patient not always wants to share
their own data publicly and when they

Introduction

Medical data are one of the very
sensitive data. The usage of
blockchain!'! to secure the medical data
is among the trending research topics
at present because it is very necessary
to secure the medical data as well as for
the concept of information blocking.
Information blocking!? can be described
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want to share data with someone, it needs
to be done by protecting it from other
parties. Also, issues such as time, storage,
and speed are always there along with the
security issues when data are transferred
through paper. With the current trend
and the evolution of the digital century,
it is necessary that there is a shift from
the older paper-based systems which
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are not only hard to generate and hard to archive
and maintain but also tends to lose their integrity to
the modern electronic data generation, storage, and
transmission-based system. Along with that, in recent
times, we see a new trend in the market, that is, the
increase in the mobility of patients internally (within
the country) and globally (across the globe). As such,
the sharing of the medical records has become a
very high priority but with the current laws that are
prevailing such as the Health Insurance Portability
and Accountability Act (HIPAA), it is also necessary
for the healthcare institutions to share these data in a
very secure form.”! Not only that but there has been a
rise in need of not only securing the medical records
of a patient but also allowing them to access their past
records, for instance, a person is suffering from brain
tumor, in such a scenario, each and every past doses,
chemotherapy sessions, and various other medications
the patient may have gone through is a must for the
doctor to be aware of. Without this critical information,
there can be a serious mishap in the treatment of
the patient.! Authors such as Zhang and Lin®! have
proposed a protocol to achieve security and privacy of
personal health information (PHI).

As mentioned earlier, blockchain provides a distributed,
immutable, and transparent history of the medical
transactions, thus enabling the development of a
trustworthy and secure application for medical purposes!!
but there can be some challenges that a developer might
face such as the transaction forms that are used in the
blockchain are created using programming languages
and are thus vulnerable toward duplication. To remedy
this contract, transactions were introduced that could
be used for verification. Another such challenge that is
faced by blockchain is bugs. These bugs can be found in
the consensus and peer-to-peer (P2P) algorithms used
in the blockchain. As an example, Tendermint! a quite
famous P2P protocol was reported to have four bugs
in the year 2019. Al Omar! discussed about storing
of data in an encrypted format. Again, storing of data
in centralized servers even if the data are encrypted
becomes impractical to store a large amount of data for
many people.

So, researchers proposed a blockchain solution that
could protect the data from tampering and even
leakage. Not only this but the proposed solution could
be actually very reliable as it deals with both the privacy
and confidentiality of the patient’s data. Li ef al.®l have
developed a data preservation scheme and the method
to check the validation of the preserved data even. They
have used Ethereum to actually showcase the whole
scenario. Fan et al.®’ have worked on basically the access
and retrieval of the data sharing process in detail due to
the advent of electronic medical records (EMR). Azaria
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et al.l% state four major problems that are encountered
during the generic health record maintenance system
namely the fragmented data, infrequent availability of
data, interoperability of systems, and improvement in
the quantity and quality of medical research. They were
one of the pioneers in using blockchain technology for
medical records, stating that blockchains have been
previously applied to permission management systems
and as such is possible to use that same characteristic of
blockchain and apply them in the field of health care.
The blockchain technology supports the use of “smart
contracts” which is nothing but the transaction-based
state machine generalization of the blockchain that
enables the tracking and automation of transactions.
Every block in the blockchain not only represents
the ownership but also depicts various permissions
associated with it. These blocks when added or modified
are notified to the owners which then accept or reject the
said changes.

A holistic approach is crucial in protecting medical
data and addressing security concerns, including
information blocking. To achieve this, it is essential to
explore innovative design ideas and research avenues.
Understanding the complete data flow, from end-to-end,
along with storage, will provide insights into areas
where security can be enhanced. Moreover, considering
the collaboration of multiple hospitals and their private
blockchains, research should focus on secure data
communication and robust key agreements.

In this paper, we aim to investigate various research
ideas within the blockchain framework, seeking to
develop a resilient model that not only safeguards
against known attacks but also addresses pertinent
research questions surrounding data security in the
healthcare domain. These research questions include
how user authentication and access control mechanisms
can be effectively implemented within blockchain
networks to protect against unauthorized access and user
impersonation, how cryptographic techniques and key
management schemes can be leveraged to enhance the
confidentiality and integrity of medical data stored on the
blockchain, and what are the implications of scalability
and performance when implementing blockchain
solutions for medical data security, and how can they
be addressed effectively. By addressing these research
questions, we aim to contribute to the development of
robust solutions that ensure secure user authentication,
protect against unauthorized access and impersonation,
strengthen the confidentiality and integrity of medical
data through advanced cryptographic techniques,
and tackle the scalability and performance challenges
associated with implementing blockchain in healthcare
systems.
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Organization and Contribution of the Paper
This paper is prefaced with an abstract in the beginning,
and it is continued with an introduction in Section 1.

Section 2 discusses the organization and contributions
made by the author, and it is followed by Preliminaries in
Section 3. The proposed protocol is discussed in Section
4, which highlights the aim of this research using various
algorithms or technologies, and it also discusses phases
of the proposed protocol in detail. Section 5 discusses
the real-world implementation challenges along with
informal security analysis conducted for the proposed
protocol. After this, a formal analysis is conducted using
a security tool in Section 6. Following this, performance
evaluation is conducted in Section 7. Section 8 concludes
this paper, and it is followed by the list of references in
the later Section.

The contribution of the paper is discussed below:

e We proposed a secure patient-centric model for the
healthcare industry.

* Based on the proposed model, we have proposed a
secure communication protocol for the patient’s data
sharing that is based on blockchain and elliptic curve
cryptography (ECC).

e To prove the security claims of the proposed protocol,
we have performed the informal security analysis and
also the formal security analysis by the tool named
“Scyther.”

* As a part of performance evaluation, we have
compared our model with the relevant state-of-the-art
in terms of computation and comparison overhead.

Preliminaries

Xia et al.' introduced a blockchain-based framework
that can protect the autonomy of data using cloud
technology. Only the verified users can access the system,
and the user’s activities are monitored. Cryptographic
techniques are implemented while sharing patient’s
data. A lightweight blockchain is implemented for
faster transactions and better efficiency. They have
introduced a three-layer model namely user layer,
system management layer, and storage layer. As the
name suggests, user layer contains all the users that are
going to access the system. The system management
layer is the crux of this model and as such very
important as all the connections for secure transaction
are established at this layer, and lastly, the storage layer
where all the important data are securely stored at cloud
for further use.

Xia et al.' proposed a system that will provide efficiency,
authenticity, and accountability to healthcare records
and having minimal risk to health records called
MedShare. The records are stored such that tampering
can be prevented. The system introduced contains four
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layers. The first layer is the user layer which as name
suggests is made up of all the users and blockchain
miners who accesses the system and who can request for
a transaction. The second layer is the data query layer
whose job is to either process or forward the queries
it receives from the miners; it has two components a
querying layer and a trigger layer of which the former
processes the queries it receives and the later acts as a
mediator between the blockchain and the real world. The
data provenance layer is the third layer of the system
which contains an authenticator, smart contracts, smart
permissioned database, processing and consensus nodes,
and blockchain network. The database infrastructure
layer is the last layer that contains data.

Al Omar et al.”! suggested a new decentralized data
management system that uses blockchain technology
for integrity and accountability and anonymity using
cryptographic mechanism. There is a data sending
module whose has twofold role of checking whether the
information is correct or not; if correct, it will encrypt the
data and preserve it. On the other end, there is a data
receiver module whose job is to receive the data and
authenticate it. Along with these main modules, there
is also a registration unit that registers users using their
username, password, and biometrics, log-on module, and
private accessible unit which provides a secure channel
for users to communicate and initiate transactions, acting
as a mediator between user and blockchain module. The
user receives an identifier with which he can access his
data from the blockchain.

Li et al.® introduced an information-preserving
framework for stocking information and used blockchain
technology and cryptography for protecting user’s
information. The system is developed on Ethereum that
provides security and efficiency. In the proposed system,
as a new data of patient are encountered, a new block is
added to the already existing chain of blocks where all
the blocks are connected with each other in a distributed
decentralized form. The new block has a timestamp entry
which is verified and also has a hash entry entered by
calculating hash of all the existing blocks, thus providing
integrity to the data.

Ji et al.®l proposed a model multilevel location
sharing scheme using blockchain technology. It
guarantees assurance, decentralization, dependability,
and correctness of patient’s location. The new model
contains a data sending layer for sending data in
encrypted form, data receiving module to receive data
along with authenticating it, registration unit for user
registration log-on unit for secure log-on, and private
accessible unit for establishing a secure channel for
communication.
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Zhou et al.™ proposed a novel framework which is fast
and uses less memory and processing. The stakeholders
of this framework are clinics, patients, and insurance
companies. It was developed on a secure framework
called Ethereum. This framework contains user level that
contains user information, system management layer
that establishes secure communication for transaction,
and storage layer for storing information in the cloud
environment.

Fan et al.®! depicted a scenario where the patient’s
records are stored in multiple databases, that is, at
different hospitals due to various reasons during
such a scenario, data sharing becomes a problem.
For such a problem, Fan et al. suggest a decentralized
approach using blockchain. As a new patient is added,
a separate block is added in the chain. For the given
block, a timestamp is added along with hash info.
All the previous blocks are added, thus providing a
decentralized solution that solves the single point of
failure. Legalized care has to be taken, and monitoring
is required when adding data in the chain. This solution
can provide data from multiple sources, thus solving the
problem of data sharing.

Yang H and Yang B!l insisted a blockchain-based
approach for protecting Confidentiality, Integrity, and
Availability (CIA) of the data as well as maintaining the
interoperability of the data so that secure data sharing
in health care can be made possible. This framework
has membership services to verify the users and miners
of the software, local database, and cloud-based secure
data storage using symmetric encryption, nodes, and
application programming interfaces (APIs). If a doctor
queries about a patient, the profile gets verified using
encryption and digital signature. The access to all data
is based on access control defined for every user. The
privacy, scalability, and security are taken as parameters
for evaluating the performance of the framework.

Zhang and Lin® proposed a new blockchain mechanism
that uses two blockchains. The private blockchain stores
the medical records of the patients, while the consortium
blockchain creates secure indexes for data stored in
the private blockchain. The data of the patients and
their identity are public key encrypted. After every
transaction, the authenticity of the user is checked using
various cryptographic techniques, and if matches, the
block is added to the chain. This mechanism is very
useful in storing a huge number of patient records, fast
retrieval, and great measure of security is required, that
is, to protect against laws enforced due to breaches in
medical records of patients.

Uddin et al.l'! proposed a novel framework for remote
patients in the healthcare system using blockchain-based

4

technology. The architecture has sensors which collects
healthcare information. After that, the info is stored
in the blockchain by creation of new blocks for every
information. The mining system for the proposed
architecture is different from traditional blockchain as
if in contrast to multiple miners, only a single miner
mines the blocks. The miner is selected through patient
agent, thus creating a patient-centric architecture. The
architecture lacks block validation and authentication
protocols.

Materials and Methods

Our aim is to address the existing problem of security
in medical data by implementing a comprehensive
approach that combines cutting-edge encryption
algorithms and blockchain technology. The security
of medical data has become a pressing concern, with
numerous incidents of unauthorized access, data
breaches, and compromised patient privacy.

To combat these challenges, we have developed a robust
solution that encompasses the utilization of ECC and
advanced encryption standard (AES), alongside the
integration of blockchain for data storage. By adopting
ECC, we ensure strong encryption while optimizing
key lengths, making it ideal for resource-constrained
environments commonly found in healthcare settings.
AES, a trusted and efficient symmetric encryption
algorithm, further bolsters our security measures.
Moreover, we have embraced blockchain technology
to securely store the encrypted medical data. The
blockchain’s inherent features, including immutability,
decentralization, and transparency, address the
vulnerabilities associated with centralized data
repositories. By leveraging blockchain, we can establish a
tamper-resistant and auditable environment for medical
data storage.

Through our integrated approach, combining ECC,
AES, and blockchain, we strive to mitigate the
prevalent security risks surrounding medical data.
Our solution not only fortifies the confidentiality,
integrity, and privacy of patient information but
also enhances trust and transparency within the
healthcare ecosystem. By proactively addressing the
existing security challenges, we aim to ensure the
utmost protection of sensitive medical data, fostering
a safer and more secure healthcare landscape for all
stakeholders involved.

So, we have proposed a six-phase protocol to consider
the security of the data which uses Delegated Proof of
Stake (DPoS) consensus mechanism. Qur proposed
model is shown in Figure 1, and the phases of the
protocol are shown from the flowchart in Figure 2.
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Figure 1: Proposed model

The proposed model consists of patients as user,
and it is connected with the system manager and the
hospital. Each hospital has its own private blockchain
with all the sensitive data. There is another blockchain
known as consortium blockchain which gets data from
various hospitals, and these data will be limited to
the requirements such as blood required, medicines
prescribed, insurance subscribed, and even about the
new things discovered for our researchers. All these
data will be available only to the specific people who
needs that. The whole process of communication and
data sharing in detail is described below.

Phases of our protocol

In this subsection, the phase of our protocol is discussed,

and in Table 1, all the abbreviations used in this protocol

are listed.

1. System setup phase

2. Patient registration to cloud server as shown in
Figure 3

3. System login phase as shown in Figure 4

4. Key agreement between patient and private
blockchain of hospitals as shown in Figure 5

5. Secure communication between private blockchain
of hospitals and consortium blockchain as shown in
Figure 6

6. Secure communication between consortium
blockchain and blockchain miners as shown in
Figure 7

System setup phase
* C(Cloud system manager (CSM) chooses a private
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Table 1: Abbreviations used

Symbol Description

CSM Cloud system manager

ID, Identity of the patient

PD, Password of the patient

Blp Biometric template of the patient

R, Random number generated by CSM
T, Timestamp

[4>) Bitwise XOR operation

k Concatenation operation

H (i) One-way hash function, where i stands for 1, 2, etc.
Il

Concatenation

key (Y) and computes public key (Z); Z =Y.G, where
G is the generator of the group.

e For the setup of the network, a system
administrator (SM) chooses a unique identity ID_,
and computes
ID, =H(D_ kY)andZ =Y _.G

* Now, SM stores < ID_, Y_ > in the CSM and
announces Z_ as the public information. Z_=Y_.7Z

Patient registration to cloud server

* Patient chooses low entropy information (ID)
and password (PD ) and also takes biometric
information (BIp) and computes Ap = H1 (IDP k PDP),
B,=H2(BI ). Then, the patient sends information < ID
A, B,> to the CSM through private channel.

* On getting registration message, CSM generates a
random number but unique, that is, Rp, and maintains
a table to store tuple < IDP, Rp, Bp > for further uses.

* CSMcomputesC =H (R kY)D A ,D,= H,(A kB )and

5
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System Setup Phase |

i

Patient Registration to Cloud Server

} ERROR

Verification of Patient Registration
Phase

CORRECT

System Login Phase

ERROR
Verification of Sys(em Login

l CORRECT

Key agreement between Patient and Private
BlockChain of Hospital

l ERROR

Verification of Correctness
of Key agreement Phase

l CORRECT

Secure Communication between Private
BlockChain of Hospital and Patient

ERROR l
Verification of Correctness
of Communication Phase

l CORRECT

Secure Communication between Private
BlockChain of Hospital and Patient

l

Verification of Correctness
of Communication Phase

ERROR

|
{  CORRECT

SUCCESS

Figure 2: Flowchart

then stores C,and D in the application software (.apk)
and then stores in the server. Finally, CSM sends a
confirmation message to acknowledge successful
registration.

System login phase
e Patient executes the installed application and
provides ID ? and PD? as well as BL'. Then, the

application first computes Ap’ Hl(ID ||PD ), D

H 1(A ||B ), where B ! H2(B ). Then, it checks the
condltlon Dp0—7D ; 1f it holds, patient is authentic,
otherwise it rejects the patient.

* Now, the application generates a random number R
and computes G, =R .Z_,G,=V +R_.Z_,where V is
the random pomt that i 1s, V v, V)

* Now, the application computes K = i (ID kR kV k
T kIDh), L=ID @ H1(V); M,=R & HL(V,), where
T is the timestamp.

. The same software now forwards the message < G,,
G, K, L, M, T, Id,> to the private blockchain of
hospltals Whose 1dent1ty is ID, through insecure
communication.

Key agreement between patient and private blockchain

of hospitals

e After receiving login message, first check the
timestamp. If it is valid, continue the operation,
otherwise stops procedures due to some technical
issues (such as replay attack). Then, the private
blockchain of hospitals computes V using G, and G,,
where V=V, Vy and retrieves (ID V=L 69 H (V)
and R’ = Mp EB H (Vy) and computes Kp‘{)— H (IDp0
KRk V k T,k ID,) and checks K "=?K . If the

a x h 4 2
condition K °=?Kp is correct, the private blockchain
of hospitals computes a common key K = H,(ID k
Rk V k ID,) and further computes K = H (ID k
R, 0k K, kT -

e Now the private blockchain of hospitals

forwards < K, T, > to the user through insecure
channel. On getting message, the application software
first checks timestamp verification using the same
procedure mentioned above. If the timestamp
verification is true, then the software computes
K?=H,(ID k
RV ID), K= Hl(IDp | R/Il K, || T,) and verifies
the condition K * = ?K .
If the condition K * = ?K _is satisfied, then the common
key K is verified, and now, this key can be used
for secure communication between the patient and
private blockchain of hospitals.

* Now, the user will take some query (Q) and encrypts
itusing K with the help of AES and sends cipher text
to the private blockchain of hospitals. After getting
cipher text, private blockchain of hospitals finds Q
after decryption and checks whether the data are
present in the database against query Q.

Secure communication between private blockchain of

hospitals and consortium blockchain

* The private blockchain of hospitals first generates a
random number R, and computes A, = H (ID, |[ID,
| R,II'T, ||Y DA =R @ H(Y, .Z )ID)andthen
sendsA T to the consortlum 'blockchain through
secure commumcatlon, where TC is the current
timestamp.
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Executes the installed app and provide ID,0, PD,0 and BI,0 Compute
A,0 = H1(ID,0 k PD,0)
Compute D0 = H1(4,0 k B,0), where B,0 = H2(BI)

Checks D,0 =?D,, if it holds only then user is authentic.
Now, the app generates a random number Ra

Compute G1=
Compute G2 = V+ RoZs

where, W is the random point, i.e; V= (Vi })

Now the application Computes: Kp= H1(IDpk Rak Vxk T1k IDs);
Computes Lp= ID, @® Hi(Vx); Mp= Ra® Hi(V;); where, Tiis the timestamp.
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Patient Cloud Server

Assume that ID,is a low entropy information and PD,is the password
Also, assume that Blyis the Bio metric Information of the Patient
Compute A, = H1(IDpk PDp)
Compute B,= H2(BIy)

hID,,Ap,Byi

(via a private channel)

Receives the confirmation message

Generates a unique random number R,

Maintains a table to store tuple ID,,Ryand By for further uses

Compute Cp= H1(R,kY) @ 4,

Compute Dp= H1(Ayk By)

Stores Cpand Dpin the .apk and then stores in the server
hsends a confirmation message to the Patienti

(via a insecure channel)

Figure 3: Patient registration to cloud server

Patient

Private Block Chain of Hospitals

RaZsm

hGy,G2,Kp Lp, My, Ty, IDyi

(via a private channel)

Figure 4: System login phase

Now, consortium blockchain first receives the
message A, A, T and immediately checks the
timestamp. If the timestamp condition is successful,
the consortium blockchain calculates R, using
A,and Y_ and further calculates A » = H (ID,k ID
kR kT kY_)and checks A * =?A . If the condition
A x =?A, is valid, private blockchain of hospitals
is authenticated to consortium blockchain. Now,
consortium blockchain computes a common key
K, =H(D,kID kR, k R,), where R, is the random
number, and further computes, K = H (ID,||Y_ |IK)),
RN =R, @ R,. Finally, consortium blockchain sends

ch
K ,RN_, T toprivate blockchain of hospitals through

secure chommunication.

The private blockchain of hospitals first receives
the messages and immediately checks timestamp
verification using T, and then extracts R, and
computes K * = H (ID,kID_ kR, kR ); K_*=H (ID,
kY, kKzx) and checks K * —7K , Where K| is the
common key used for secure commumcatron between
private blockchain of hospitals and consortium
blockchain.

kID, kR, kT kY_) B,=R,® Hl(Ym.Zsm).IDp)
and then sends B, B,, T to the blockchain miner
through secure communication, where T is the
current timestamp.

* Now, blockchain miners first receive the message
B,B, T and immediately check the timestamp. If
the timestamp condition is successful, the miner
calculates R ,using B,and Y and further calculates
Bx=H(ID, kID kR KT, kY )and checks B *=?B,.
If the condrtlon B * —7B is Vahd the miners are
authenticated to consortlum blockchain. Now, miners
compute a common key K, = H/(ID_, k ID, k R,k
R, ), where R, is the random number and further
computes, K = H(ID,kY_kK,), RN, =R, @R, .
Finally, the mlners send K » RN, , T, to consortium
blockchain through secure commumcatlon.

e The consortium blockchain first receives the
messages and immediately checks timestamp
verification using T, and then extracts R, and
computes K, = H(ID_ k ID, k R kR, ); K * =
H(ID, kY, k K,*) and checks K S —7K where K,
is the common key used for secure commun1cat1on
between consortium blockchain and blockchain
miners.

Challenges related to real-world implementation
In this section, we would like to highlight certain possible
drawbacks or difficulties that this protocol might present
in actual healthcare systems in this section. In addition
to the difficulties, we have covered the remedies to these
difficulties below.

Issues related to legal and compliance standards

Laws vary from nation to nation, and the healthcare
industry is heavily controlled. The use of healthcare
data may be restricted by legislation such as HIPPA !
which was primarily created for US citizens.

Secure communication between consortium blockchain

and blockchain miners

* The consortium blockchain first generates a
random number R, and computes B, = H (ID,

To tackle this challenge, we have kept healthcare data
protected while sharing and it is suggested to establish
clear terms and conditions for data usage.

Journal of Education and Health Promotion | Volume 13 | March 2024 7
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Patient

Private Block Chain of Hospitals

1Ds) =7Ky;

On getting message, the application first checks timestamp verification.

If, it is valid then computes:

K.0 = Hy(ID,k R0 k V, k IDy); and

K.0 = Hy(ID, k R,0 k K.k T3); Checks K,0

=7K,

if, it is valid, then the common key is verified and now this can be used for encryption and
decryption.

Patient will take some query (Q) and encrypts it by using K;with the help of AES hciphertexti

(via a private channel)

After receiving login message, first checks the timestamp. If it is valid, continue the operation; otherwise stops it.
Then Router computes V by using Giand G»; where V=V, V.

Now retrieves
(ID)%,= L,@® Hi(Vi) and R,°= M, @ Hy(V}) and Computes K;0 = Hy(ID,0 k R0 k V;k T1k

if, it holds, private block chains of hospitals then computes a common key K= Hi(ID,k R,0 k Vyk IDs); Further computes K,= Hi(ID,k
R.0 k K;k Ts); where This the timestamp. hK,, Thi

(via a private channel)

find Q after decryption and check whether the data is present in the database against query Q.

Figure 5: Key agreement phase between patient and private blockchain of hospitals

Consortium Block Chain Private Block Chain of Hospitals

Now, CS first checks Timestamp and then calculates Rjusing Azand Ysm

Compute Ar* = Hi(IDnk IDcbk Rok Tck Yom); where Teis

Timestamp and checks A1* =241

If, it is valid, Private Block Chain of Hospitals is authenticated to Consortium Block Chain of
Now, consortium Block Chain computes a common key,

Ki= H1(IDnk IDcb k Rnk Rep); where Rep is the random number.

It also computes,

Ky1= Hi(IDnk Ysmk K1); and

RNcb= Rn@® Rep;

hKvi,RNe, Tei
K, n=

(via a public channel)

Private Block Chain of Hospitals generates a random number Ry
Compute A1 = H1(IDnk IDco k Rnk Tk Yom)
Compute A2 = Rn @ H1((YsmZsm).IDp)

hA1,A42, Td

(via a secure channel)

Checks/51 =7Ku1 where, K1 is used for secure communication between CB and Private Block Chain of

Private Block Chain of Hospitals first checks the timestamp Tcand
extracts Rep
Compute ;

K} = Hi(IDy || IDes || R || Ren)
H\(IDy, || Yom || K7)

Hospitals.

Figure 6: Protocol for secure communication between private blockchain of hospitals and consortium blockchain phase

Issues related to infrastructure and connectivity

It is clear that certain parts of the nation might not have
the necessary connectivity and infrastructure to enable
blockchain systems.

Given that the proposed protocol is made to function well
even in settings with limited bandwidth or connectivity,
in the suggested protocol, mobile app usage has also
been covered for end users. Thus, consumers can access
blockchain-based healthcare system data from even the
most remote locations.

Issues related to interoperability and scalability

This problem might complicate data interchange
between different blockchain platforms to employ many
data standards or formats, particularly when the systems
produce enormous volumes of data.

8

The proposed protocol is based on DPoS. DPoS is a
compelling solution for addressing scalability concerns
in blockchain systems, enabling faster transaction
processing and increased throughput. Common
standards for data communication must be adopted
to address interoperability-based challenges. Data
formats™ such as Health Level Seven (HL7) and Fast
Healthcare Interoperability Resources (FHIR) are
available. The developers can use healthcare data more
easily thanks to these data formats.

Issues related to computation cost- and
resource-intensiveness

It is common knowledge that implementing new
blockchain solutions can be more expensive and
resource-intensive.
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Block Chain Miner Consortium Block Chain

Now, Block Chain Miners first checks Timestamp and then calculates Rcp using Bz and Ysm
Compute Bi* = Hi(IDak IDsmk Repk Txk Yem); where Txis
Timestamp and checks B1* =?B1

If, it is valid, miner is authenticated to Consortium Block Chain.
Now, Miner computes a common key,

Kz= H1(IDco Kk IDbmK Reb K Rom); Where Rym is the random number.
It also computes,

Kv2= Hi(IDob k Ysmk K2); and
RNbm= Rcb @ Rbm; hKv2, RNbm, Txi

(via a public channel)

Consortium Block Chain generates a random number Rc»
Compute By =
Compute Bz =

hBy,B3, Tvi

(via a secure channel)

K}y = Hi(IDg || Yom || K3)

Checks Kv'z =?Ky2 where, Kz is used for secure communication between CB and Block Chain Miners

H1(IDcs K IDpm K Rep k Txk Yom)
Rey @ H1((Ysm.Zsm).IDp)

Consortium Block Chain first checks the

K3 = Hi(IDeb || TDpm || Rev || Rom)
timestamp T»m and extracts Rpm

Compute

Figure 7: Protocol for secure communication between consortium blockchain and the blockchain miner phase

To address this, we have compared the suggested
protocol with a few of the blockchain solutions that are
now available and have demonstrated that, in terms
of cost and communication, the proposed protocol
is comparable and does not require extensive use of
resources.

In the subsections below, we have conducted both formal
and informal security analyses for issues pertaining to
data security and privacy.

Informal security analysis
Proposition 1. The proposed protocol is secure against offline
password guessing attack.

Proof. An offline password guessing attack involves
an attacker attempting to guess user passwords by
exploiting compromised password databases, potentially
granting unauthorized access to medical data, and
compromising patient privacy and confidentiality. In
our proposed protocol, for user registration, we take
a low entropy ID and password PD as input which is
susceptible to guess attacks from the threat actor. In the
registration phase, password and identity are only used
to generate C and D which are sent to the cloud server
as well stored in the application, where C =H1(R kY) ®
A,and D = H1(A k B ). In equation Dp, Bp is the output
of the biometric hash of the patient’s fingerprint (Bl ).

The following description will prove the resilience of

the above attack.

* The parameter C is quite secure as it is generated
using hash function. From C , it is very difficult to
generate A as there are unknown parameters such as
R . Even if the attacker finds A , he will not be able to
extract password because of the security provided by
the hash function. And furthermore, as randomness
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is added using R , the guessing of password from A,
is a very herculean task.

* Theparameter D is also protected by the hash function.
Hence, itis diffictilt to extract A using D . If the attacker
wants to guess the password using A , then he has to
guess three unknown parameters at a t1me

e The objective of the protocol is to not use the
password directly rather use it as a hash in login as
well as authentication phases.

Proposition 2. The proposed protocol is secure against offline
identity guessing attack.

Proof. An offline identity guessing attack occurs when an
attacker attempts to deduce user identities by exploiting
unauthorized access to sensitive identity information and
posing risks to privacy and security. In our proposed
protocol, we take three user inputs and as such like
password even identity can be considered a candidate for
guessing attacks. Just like password, it is a low entropy
information.

* The parameter D = H1(A k B)) can be used to guess
I D where AP H1 (I D k PDV) The threat actor cannot
use A_as it is hash—protected however, if he tries to
guess, he will have to guess ID and PD at the same
time which is difficult to achieve in polynomial time.

* In the login message parameters, K and L are using
IDV where K Hl(ID k R kV kT1kID,) and
L = ID ) Hl(V) The parameter K is dlfflcult to
decode as it is hash—protected however, trying to
guess, it is also not feasible because of the random
variables used in it but there is a slight probability,
however, small it may be to find ID using L . All the
attacker needs to know is V_ where V is random point
in a vector and V_is the x-coordinate of the same
random point which is very difficult to find through
guess work.
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¢ Inkeyagreement phase between patient and hospital
private blockchain, the parameter K uses ID , which
is protected by the hash function where K= H1(ID k
ROk YV KID,). Due to the non-existence of a inverse of
a hash functlon, itis a herculean task for the attacker
to find IDp using K.

Proposition 3. The proposed protocol is secure against insider
attack.

Proof. An insider attack involves unauthorized or
malicious activities perpetrated by individuals who have
authorized access to sensitive systems or data, potentially
compromising data integrity, confidentiality, and overall
system security. An insider attack is the one where the
user of the system tries to gain access to data he is not
authorized with. It can be through gaining access to the
administrator account using privilege escalation.

Itis normal for a patient or another user to use passwords
that are not that hard to crack even with the issued
security guidelines. To mitigate this loophole, our
proposed protocol can be efficient, as the user info such
as password and identity are not used beyond login
process. During the registration phase, A = H1(ID k
PD) is sent over the private network.

Hence, it is very difficult for the attacker to extract
password from A due to hardness of the hash function.

Proposition 4. The proposed protocol is secure against user
impersonation attack.

Proof. A user impersonation attack involves an adversary
fraudulently masquerading as an authorized user,
gaining unauthorized access to sensitive resources,
manipulating data, and posing threats to system integrity
and security. User impersonation is the process where
the attacker tries to act like the user to gain entry into the
system. For this, he may need user credentials as such
he may spy on the user (who he wants to impersonate)
login activities.

<GLG2K;L;,M;TLID, >whereK HI(ID, kR kV k
leID)andL—ID @Hl(V)and

M =R & H1(V,)

e To compute parameter G2 where the attacker needs
to guess random variable R where G2 =V +R * Z |
and G1 = R = Z_ . The attacker can generate G1 as
Z_ is public information and he only needs to guess
R, However, the attacker may need to compute G1
which is very infeasible to calculate due to Elliptic
curve discrete logarithm problem (ECDLP).

e Whereas, if the attacker targets parameter K, he
needs valid < IDP, R, V_>. Similarly, the attacker
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needs < V; ID > to compute parameter L, which
already mentioned is a herculean task.

Thus, attacker cannot create a valid login message and
is secure against this attack.

Proposition 5. The proposed protocol is secure against
blockchain miner impersonation attack

Proof. A blockchain miner impersonation attack involves
an adversary fraudulently assuming the identity of a
legitimate miner in a blockchain network, aiming to
exploit the system by controlling the mining process,
tampering with transactions, or distorting the integrity
of the blockchain ledger. And, like Proposition 4, the
actor may attempt to impersonate as a valid consortium
blockchain miner.

e It is possible if the attacker can compute valid
message < B1, B2, T > forwarded by the consortium
blockchain to the miner, where B1 = HI(ID  k ID, k

R, kT kY )and B2=R,® HI(Y_*Z )*ID)

e To compute valid parameter Kv,, the attacker needs
validID , Y common key of the protocol K2 which is
very difficult to calculate using protocol description.
Further, the attacker will be hard bound to find a
random number using public information due to
hardness of XOR operation.

Hence, the proposed protocol is secure against the
mentioned attack.

Proposition 6. The proposed protocol is secure against
man-in-the-middle (MITM) attack.

Proof. Itis very common in the security field to encounter
malicious actors who intercept messages from the sender,
modifies them, and forwards the modified message to
the receiver. This is known as man-in-the-middle attack.
In Proposition 4, we have already demonstrated that
the protocol can withstand user impersonation attacks
as well as the protocol provides strong protection
against impersonation of the blockchain miners (as in
Proposition 5).

Thus, we can conclude that the protocol will protect
against man-in-the-middle attack as well.

Proposition 7. The proposed protocol is secure against replay
attack

Proof. Inreplay attack, the attacker intercepts the message
from the sender and forwards an identical message to
the receiver.

No cryptographic mechanism is able to defend against a
replay attack. To tackle the replay attack, we have used
the timestamp verification technique. In our protocol,
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when a certain entity such as patient, blockchain, or
cloud receives a message, they first verify the timestamp,
if they seem correct; then, the authenticity of the user
is checked. As, in every phase of the protocol, we have
implemented this technique; so, it is very difficult to
execute the replay attack.

As the proposed protocol can foil replay attacks, it can
even protect against DoS attacks as well.

Formal security analysis

In this section, we have performed a formal security
analysis. For a formal security analysis, we have
initially gone through two of the most common tools
for inspecting our proposed protocol, namely AVISPA
and Scyther. AVISPA was basically for automatically
verifying any Internet security protocol. Scyther also
has the same feature but with an added advantage of
being the fastest among the two. Scyther is used when
there are nonce’s and sessions. Although Scyther poses
many advantages, when it comes to Diffie-Hellman
exponentiation, the tool has its limitations and, in that
case, AVISPA would be an appropriate choice.*

Results and Discussion

Scyther being a user-friendly and easier to understand
as its syntax looks very similar to that of C or Java.

usertype
hashfunction
const

const

const

const

const

Though Scyther is case-sensitive, and it is known by the
name of.spdl (security protocol description language),
it requires the security protocols to provide claims
else if no claims are provided, it automatically takes
certain claims into considerations. After the protocol is
converted into a proper.spdl code, we can press F1 or
the verify option from the menu bar which will show
the result that the protocol is attack-free or not. If any
attack is possible, it will indicate beside the claim,
which can be further clicked to find which attacks are
possible. This is very useful to identify any security
loopholes in the protocol, which can be considered and
evaluated to build a secure protocol.

Figure 8a shows the initial setup code, Figure 8b shows
the patient’s role in Scyther, Figure 8c shows the CSM’s
role, and Figure 8d shows the consortium blockchain’s
role. The final results are shown in Figure 9.

Performance evaluation

This section deals with the computation cost and the
communication cost of our protocol and comparisons
of few related protocols. Our protocol is based on the
latest cryptographic methods which is known to be the
most secure in today’s world. This type of cryptographic
method is known as ECC that is based on algebraic
elliptic curves based on finite fields.

claim_R5(
}
}

Figure 8: (a) Initial setup code, (b) patient’s role in Scyther, (c) cloud system manager’s role, and (d) consortium blockchain’s role
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As XOR operation and the concatenation operations
take almost negligible amount of time, we have not
considered them during our further cost calculations.
We have taken each and every aspect of the model in
very detail.

In Table 2, we have calculated the communication cost of
our proposed protocol and compared it with that of other
related schemes. We have again taken state-of-the-art
uniform values!?! for all the functions taken into
consideration while calculating the computation cost.
We have taken user information T, hash functions T,
timestamps T ,and any type of symmetric encryption and
decryption T . For calculating the total communication
cost, we have to multiply the above parameters with 160.
Practically, our proposed protocol has six steps; so, it
should take some extra bits but at the same time it should
be comparable with the related schemes. Figure 10
shows the graphical comparison of our protocol with
the communication cost of the related schemes.

In Table 3, we have calculated the computation cost of
our proposed protocol and compared the same with that
of ours by taking a uniform state-of-the-art values!? for
different functions. We have taken hash functions T), as
0.0005 sec, point multiplication T, as 0.063075 sec, point
addition T as 0.009 sec, and for any kind of symmetric
encryption and decryption T_as 0.0087 sec. Computation
cost of our protocol takes the least time in seconds than
the other protocol taken into considerations. Figure 11
demonstrates the graphical comparison of our proposed
protocol with the computation cost of the related
schemes.

Conclusion

In conclusion, our research has resulted in the
development of a robust protocol that ensures secure
storage and sharing of medical records through the
integration of blockchain technology, patient biometric
information, and robust cryptographic algorithms (ECC

and AES). The protocol comprehensively addresses
all aspects, including system setup, user registration,
login mechanisms, key exchange between users and
blockchain, inter-blockchain communication, and
communication with multiple miners. To assess its
performance, we conducted an evaluation that compared
the protocol’s communication and computation costs
with existing blockchain-based schemes. Moreover,
a thorough analysis of the protocol demonstrated its

W7 Scyther results : verify X

Figure 9: Scyther result
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I Cheng etal M Zhang etal [l Proposed

Figure 10: Communication cost comparison

Table 2: Communication cost (bits) comparison of the proposed scheme with the related Schemes

Schemes Proposed Protocol Ref. 16 Ref. 23

T1 5T, 7T, 1T+1T,

T2 13T +3T +4T, 13T,+2T, 8T +5T 43T,
T3 18T, +3T +4T, 23T +2T 9T 1T+ 5T +3T,
T4 4000 4000 2880

T1: communication cost for registration phase; T2: communication cost for login phase and authentication phase; T3: total communication cost for registration,

login, and authentication phases; T4: total cost (x160)

Table 3: Computation cost comparison of the proposed scheme with the related schemes

Schemes c1 C2 T.

Proposed Protocol 5T +3T, 13T +5T +T, 18T, +5T +T,=0.333 seconds
Ref.['%] 7TA5T, 16T +5T +7T +T, 23T +10T +7T +T_=0.721 seconds
Ref.?2 T+3T 8T +9T +2T +2T, 9T +12T +2T +2T =0.796 seconds

C1: registration phase; C2: login phase and authentication phase; TC: total computation cost
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Figure 11: Computation cost

resilience against various attacks commonly encountered
by medical institutions. We further validated the
protocol’s security by subjecting it to formal simulation
using the Scyther tool, which confirmed its attack-free
nature.

Based on our findings, we are confident in recommending
the real-time implementation of this protocol in
healthcare settings. By utilizing blockchain technology,
patient biometric information, and robust cryptographic
algorithms (ECC and AES), the protocol provides a
secure framework for safeguarding sensitive medical
data at every step of the process. Its comprehensive
design and proven security measures make it a valuable
solution for ensuring data integrity and privacy within
the healthcare industry.
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