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ABSTRACT

This research investigates the main factors which motivate users to provide falsified details upon website
registration, and identifies the types of personal details that are most prone for falsification. In addition, we predict
the tendency for identity falsification by examining various factors, such as: privacy concern and socio-demographic
factors. We also relate those issues to the contemporaneous COVID-19 pandemic and examine its influence on
privacy concerns and the willingness to expose personal details. To this end, a user study was carried out among 245
students of the Israeli academia, via a quantitative method using online closed-ended questionnaires. We found that
privacy-related factors are the most prevalent for identity falsification. In addition, the regression showed the higher
the privacy concerns rates, the higher chance for identity falsification. It seems that the COVID-19 pandemic
increased privacy concerns among online users, which may even increase the tendency of the examined behavior.
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INTRODUCTION

When faced with a request for personal information, the user has three choices: disclose the information, withhold
the information, or provide false information (Miltgen & Smith, 2019). Evidence suggests that many users choose to
deliberately falsify information during online exchanges (Fox et al., 2000). This might occur when the users feel a
loss of control over their personal information (Hoffman et al., 1999) and that it is being threatened by external
parties (Sheehan & Hoy, 1999). Other factors may influence the tendency not to disclose personal details or provide
falsified information upon website request include: prior experience (Poddar et al., 2009), level of trust in the
website and its operators (Acquisti et al., 2015; Metzger, 2006; Miltgen & Smith, 2019), defensive reaction to
perceived unethical conduct by companies (Punj, 2017), or even willingness to protest and take revenge on the
website operators (Li et al., 2019; Poddar et al., 2009). In addition, the COVID-19 pandemic which erupted in
December 2019 changed the approach towards privacy (Ahn et al., 2020; Kim & Kwan, 2021; Smidt & Jokonya,
2021). While public compliance was found to be vital in the successful containment of pandemics (French, 2011), as
the information gathered becomes more sensitive it raises privacy concerns, causing individuals to be less concerned
about the social benefit and the greater good (Kwan & Kim, 2021), and less willing to disclose their personal
information (Fu et al., 2020).

This study aims to investigate the main reasons and triggers which prompt users to provide falsified information
upon website request. We will also explore the types of personal details that are most prone for falsification.
Furthermore, we will attempt to predict the tendency for identity falsification by examining various factors, such as:
sense of online anonymity, privacy concern, Internet proficiency and socio-demographic factors. In addition, in
order to provide a contemporaneous dimension we will relate those issues to the COVID-19 pandemic and examine
its influence on privacy concerns and the willingness to expose personal details.

METHODS

This study was conducted among 245 students in the Israeli academia: (52.2%) men and (47.8%) women (age range:
18-60), via a quantitative method, using online closed-ended questionnaires that they were asked to complete during
their academic courses of the 2020-21 school year. We chose this specific population group, as most students today
are digitally-oriented and familiar with the online environment. Unfortunately, this might also have an effect on the
obtained results and limit their generalizability. The participants were given 10 reasons for non-disclosure of
personal details or identity falsification upon website registration and were asked to rank this reasons (10 items, 1-5
in a Likert scale): desire to remain anonymous; distrust of the website operators; the registration process takes too
much time; concern of being spammed; the benefits of information disclosure do not outweigh the risks; lack of
transparency regarding the use of information being collected; concern for the distribution of the information to
other entities; desire to take revenge on the website operators for the hassle; tomfoolery; laziness. To predict the
tendency of identity falsification upon website registration, a logistic regression analysis was performed, taking into
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account various independent variables: sense of anonymity in websites; sense of exposure to other users online;
privacy concern; Internet proficiency; various demographic factors: gender, age, and education.

RESULTS

Among the reasons for identity falsification upon website registration, distrust in the website operators was ranked
as the most prevalent (M=3.79, SD=0.96). The desire to remain anonymous was ranked second highest among all
suggested reasons (M=3.70, SD=1.20). Cochran's Q test indicated significant differences among the suggested
reasons, ¥%(9)=601.37, p<0.001, with concern for the distribution of the information to other entities and distrust in
the website operators having the highest percentage of agreement (most prevalent reasons for falsification). As for
the types of personal details prone to falsification, the participants reported to be most reluctant to provide their ID
number (M=4.36, SD=1.08), address (M=3.97, SD=1.01) and phone number (M=3.93, SD=1.08). Cochran's Q test
indicated significant differences among the suggested personal details, ¥*(5)=280.90, p<0.001, with ID number
having the highest percentage of agreement (highest falsification rate).

The regression model was found significant Chi?(7)=28.57, p<0.001, with the influence variables explaining 11%
(Cox & Snell R?=0.11) and 15% (Nagelkerke R?=0.15) of the variance. As shown in Table 1 below, men tended
more towards identity falsification compared to women. In addition, it seems that higher education suggests a higher
tendency for identity falsification. Finally, we found evidence that privacy concerns positively influence the
tendency for identity falsification upon website registration—the higher the privacy concerns rates, the higher the
chance of identity falsification.

BCa 95%
Confidence

Interval
Factors B Bias S.E. Exp(B) Lower Upper
Gender -0.85 -0.04 032 0.43** -1.45 -0.36
Age -0.05 -0.01 0.03 0.95 -0.12 0.003
Education 0.84 0.05 0.34 2.32% 0.13 1.66
Internet proficiency 0.19 0.01 0.19 1.21 -0.18 0.61
Sense of anonymity in websites 0.08 0.002 0.17 1.09 -0.26 0.43
Sense of exposure to other users online -0.13  -0.001 0.16 0.88 -0.44 0.20
Privacy concern 0.38 0.02 0.14 1.46* 0.11 0.72

*p<0.05, **p<0.01

Table 1. The logistic regression coefficients for the tendency of non-disclosure of personal details or identity
falsification upon website registration.

As for the effect of the COVID-19 pandemic on privacy concern and the willingness to expose personal details,
64.5% of the participants (N=245) reported it changed their privacy concern levels for the worse (more concerned),
and 30.6% reported it changed extensively (Likert scale rates: 4-5). Out of the participants who admitted to
falsifying their details upon website registration (N=195), 49.2% reported that following the pandemic period they
are less willing to provide personal details over the Internet, and 19.5% extensively less willing to do so (Likert
scale rates: 4-5).

CONCLUSIONS

It seems that privacy concerns play a significant role in moderating the tendency to falsify personal details online.
Identity falsification is applied as a defensive mechanism to protect personal privacy. This corresponds with
previous research that found most of the users are concerned about threats to their online privacy and are willing to
take action in order to protect it (Paine et al., 2007; Wills & Zeljkovic, 2010). In addition, this trend is expected to
grow even further as a result of the COVID-19 pandemic that increased privacy concerns among online users.
Therefore, we call on website operators and online marketers to increase their transparency regarding the use of
information being collected, in order to increase the trust among the users and eliminate privacy concerns. This will
help them maintain good customer relationship, which may benefit them in the long run.
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