PERSPECTIVE

Cyber security threats in the microbial genomics era:

implications for public health

Iliya Fayans?, Yair Motro?, Lior Rokach?, Yossi Oren?, Jacob Moran-Gilad?
1. Department of Software and Information Systems Engineering, Faculty of Engineering Sciences, Ben Gurion University of the

Negev, Beer Sheva, Israel

2. Department of Health Systems Management, School of Public Health, Faculty of Health Sciences, Ben-Gurion University of the

Negev, Beer-Sheva, Israel

Correspondence: Jacob Moran-Gilad (giladko@post.bgu.ac.il)

Citation style for this article:

Fayans Iliya, Motro Yair, Rokach Lior, Oren Yossi, Moran-Gilad Jacob . Cyber security threats in the microbial genomics era: implications for public health. Euro
Surveill. 2020;25(6):pii=1900574. https://doi.org/10.2807/1560-7917.ES.2020.25.6.1900574

Article submitted on 15 Sep 2019 / accepted on 09 Jan 2020 / published on 13 Feb 2020

Next generation sequencing (NGS) is becoming the
new gold standard in public health microbiology. Like
any disruptive technology, its growing popularity
inevitably attracts cyber security actors, for whom the
health sector is attractive because it combines mis-
sion-critical infrastructure and high-value data with
cybersecurity vulnerabilities. In this Perspective, we
explore cyber security aspects of microbial NGS. We
discuss the motivations and objectives for such attack,
its feasibility and implications, and highlight policy
considerations aimed at threat mitigation. Particular
focus is placed on the attack vectors, where the entire
process of NGS, from sample to result, could be vul-
nerable, and a risk assessment based on probability
and impact for representative attack vectors is pre-
sented. Cyber attacks on microbial NGS could result
in loss of confidentiality (leakage of personal or insti-
tutional data), integrity (misdetection of pathogens)
and availability (denial of sequencing services). NGS
platforms are also at risk of being used as propagation
vectors, compromising an entire system or network.
Owing to the rapid evolution of microbial NGS and its
applications, and in light of the dynamics of the cyber
security domain, frequent risk assessments should be
carried out in order to identify new threats and under-
pin constantly updated public health policies.

Introduction

Next generation sequencing (NGS) is an emerging tech-
nology in the field of public health microbiology [1].
Whole genome sequencing (WGS) of pathogens has
recently gained acceptance as a new gold standard in
microbiology for different pathogens and scenarios; it
allows the unprecedented characterisation of patho-
gens with respect to taxonomy, antimicrobial resist-
ance, virulence attributes and genotyping [2]. Among
many other advantages, it is expected to reduce the
time from diagnosis to clinical treatment, improve
surveillance and outbreak investigation and facilitate
data sharing in public health [3]. The adoption of WGS
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is rapidly increasing thanks to a dramatic reduction in
the cost of DNA sequencing [4]. The continuous devel-
opment in the field of metagenomics suggests that
NGS could soon be harnessed on a routine basis for
culture-independent microbiology, which is expected
to further improve surveillance and management of
infectious diseases [5].

As with any disruptive technology, growing popularity
of a technology will inevitably attract the interest of
malicious actors who will try to abuse it, at individual
or state level. Painfully bright examples of this recur-
ring pattern involved major disruptions in Internet ser-
vices worldwide [6] or malicious software specifically
designed to steal cryptocurrency wallets in the wake of
Bitcoin’s rise [7]. The collective experience in the field
of cybersecurity so far suggests that for a new tech-
nology not to become an immediate hazard, security
should be integrated as early as possible and periodic
security audits should be carried out throughout its
whole lifecycle [8]. The costs of sequencing continue
to drop, allowing efforts to introduce sequencing glob-
ally, even into low resource settings. Moreover, small
footprint benchtop sequencers and, even more impor-
tantly, portable sequencers are being developed [9].
These trends indicate that in the near future, increasing
proportions of microbial sequence data will be gener-
ated outside of the traditional laboratory setting, such
as in the field during investigation, at the bedside and
even in consumer homes and other unorthodox loca-
tions (e.g. in outer space [10]).

In this Perspective, we explore cyber security aspects
of microbial NGS. We discuss the motivations and
objectives for a possible attack, its feasibility and
implications, and highlight policy considerations aimed
at mitigating this growing threat.



FIGURE

Cyber threat assessment in public health microbiology
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Schematic representation of a sample-to-result microbiological workflow in the public health microbiology setting. The workflow is divided
into the pre-analytical, analytical and post-analytical phases of the diagnostic cycle. Red arrows represent vulnerabilities in the different

phases of the process to different cyber attack vectors.

Medicine and cyber security

In recent years, a sharp rise in cyber attacks on smart
medical equipment had been observed [11] as part
of the more general trend of increased cyber attacks
on Internet-connected devices, including smart home
devices such as locks, cameras, lights and speak-
ers. Computerised medical equipment is an attrac-
tive target for malicious cyber activity, as it is among
a rapidly shrinking group of industries which combine
mission-critical infrastructure and high-value data (e.g.

personal health records), with relatively weak cyberse-
curity standards [12]. In the context of medical devices,
cyber threats could be targeting a specific facility or
organisation, such as the recent incident that involved
hospitals in the United Kingdom [13], or involve a sup-
ply chain attack targeting less secure elements in an
organisational supply network [14]. An adversary might
carry out a supply chain attack by first compromising a
network or device-providing service [15]. Cyber security
must therefore be a core part of a medical product’s
lifecycle and, in particular, integrated into the product’s
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TABLE 1

Cyber threat analysis relevant to next generation sequencing in public health

Attack vector Methods

Target NGS stage Required access

Firmware/operating system Firmware replacement

Physical Malicious biological material Sample preparation Physical
Hardware Hardware implant Sequencing Interdiction/manufacturing
Physical
Sequencing

Interdiction/manufacturing
Bioinformatics
Compromised PC

Targeted infection
Software
Supply chain

Compromised PC
Bioinformatics Local Network

Remote

Targeted infection

Compromised PC

Local network Supply chain Bioinformatics
Remote
Data breach
Cloud infrastructure Data breach Bioinformatics Remote

NGS: next generation sequencing; PC: personal computer.

design from its inception and not as an afterthought.
Traditionally, the responsibility for the security of medi-
cal devices lies with the device manufacturer, while the
responsibility for sensitive information is in the hands
of medical institutions.

The rapid growth of machine learning applications and
data analytics in medicine are also of great concern
with respect to cyber security, especially in the face of
adversarial learning — an advanced offensive technique
designed to fool models based on machine learning
that is applicable to medical information technology
systems [16]. Recent studies in the field of adversar-
ial learning have demonstrated successful attacks on
medical devices such as imaging technology [17]. In
an era of digital transformation of healthcare, cyber
threats are unavoidable and effective cyber security
requires a major investment in infrastructure, person-
nel and governance [12].

While cyber attacks on microbial NGS have not been
reported to date, a practical attack has been per-
formed compromising a computer as a part of an NGS
pipeline via a specially synthesised DNA sequence [18],
which suggests that this avenue deserves more atten-
tion and that microbial NGS has unique cyber security
aspects that go beyond generic IT aspects. Of note, the
malicious sequence was processed by an NGS device
(an Illumina NextSeq), but the sequencer itself was not
used as a propagation vector nor was it compromised.
Rather, it was the NGS device’s proper functionality
that permitted the attack in the first place.

Attack vectors

A schematic representation of the public health micro-
biological workflow appears in the Figure , involving
sample preparation, sequencing and bioinformatics
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analysis stages [19]. The bioinformatics analysis usu-
ally involves an output or end result, which is inter-
preted and communicated to relevant stakeholders
[20]. Table 1 describes the different attack vectors
and methods applicable to a generic NGS process. An
adversary can attack at multiple stages of the NGS
pipeline, with different attacks requiring different
access levels (e.g. physical, local network, remote net-
work). This analysis highlights the need for policymak-
ers to employ cyber security best practices throughout
the NGS diagnostic cycle, starting from the acquisition
of biological material and ending in cloud-based bio-
informatic applications. The analysis shown in Table
1 is generic — different NGS platforms use a variety of
technologies and architectures, making some of the
threats relevant only to a subset of currently available
platforms. All stages of the NGS process, from sample
preparation to post-sequencing bioinformatics analy-
sis, could be vulnerable to cyber attacks.

Table 2 presents a risk assessment for representative
attack vectors at the different stages of the NGS pro-
cess. The probability and impact of each attack are
ranked on a scale of 1 to 5, each based on the expert
opinion of the authors. High-probability scores were
awarded to threats that require minimal access to
carry out, have higher technological feasibility and for
which stronger incentives exist among adversaries.
High-impact scores were awarded to threats resulting
in overall system compromise and particularly to those
which made it possible to use the host PC as a cyber
attack propagation vector and to threats with a wider
national or international impact. Following the Common
Vulnerability Scoring System (CVSS) 3.1 methodology
[21], an overall score for each vector was obtained by
multiplying its probability and impact scores. The dif-
ferent threats were then categorised into three groups



‘uautwwl ‘Aaniqiseay ysiy — G aAnpuadul so/pue Aiqisesy ysiy — 7 aajuadul Jo/pue Ajiqises) ajesspow — € 9A13UddUl J0/pue Ajiqises) paniwl) — z ‘Alliqisesy jewluiw — T :3)eas Ayjiqeqold

*S92UaNbasU0) |RUOI}RUIDIUL 1O |RUOIIRU 3I9ASS — G {S9DUINDASUOD |eUOIIRU — ¥7 {S32UaNbaSU0D |BI0) 213A3S 10 d)RIAPOW — € ‘SaIUaNbasu0d payl

1110 1e20] — 2 ‘3oedw] yyeay algqnd jewiuiw — T :3)eds }oedw|

~19Indwod jeuosiad :)d

21025

Anigeqold

510108} SuljesSiw

SS90 palinbay

91eds 1oeduw|

1oedw| 9)1q1SSod

poylsw

9ledss
] 53910195 pno)> Supdatosd uoi1dajul a8ie) Ajlieaiqie a)e2s 1e pakojdap 9]B2S SPIMP]IOM }B IBM}JOS
T 10§ sao13281d pIEpUB)S ajoway SMO]|e 10]D9A UOI}R|BISD 21BM1J0S SNODIEW Surpuanbas 10 asemuwuly S9JIAISS pPNo|)
: JuonjeSedoud yiomiau o 192uanbas snoidijew IaAlaQ
‘pnojd e Jo aseq Jasn ||y
uojjew.ojul
z . Suol1ed1UNWWOoI salloyisodal 1eqo)8 as)ey ‘ojeas pnojd 19duanbas
pnojd-dd a1eanuayiny ejep olqnd/jedlawwo) je pajejnwndoe 9y} o) ejep asjeyj 1oday
ejep as|e4
sJd Suipoejoud ejep |euosiad
ot S 104 s9apead plepuess elep/ajdwes Jo JaumQ SAIISUSS JO 3EaT elep jeuosiad dAI}ISUDS JO Y e
192uanbas pue Hd usamia 19ouanbas pajdajul IBMEL L1IM 10394 (Od
91 7 9oBLIBIUI 3 mvswwwn_:m U:H mw Aj9r0wWal 3)qeysidwodde M 1R :oUﬂ_Hm 3l pa12ajul 19duanbas uol123jul ue se Jaduanbas *$'3) Juawdinba
J193ul 9je] pue 1d13say Alqissod ¢193uanbas ayj 01 Yiim joey 1s23d v 4o Apwixosd u s7d Suisn asempew ayeSedoig kum_e.n:m
Pa129uu0d )d B 0] $5322y
s7d 193uanbag
101094 v:uwmw_u%m%__wfo suoljesado
uoljejedss /uonesSedoud bajur oy Ay 1
o1 z 192uanbas pue Hd usamiaq TOMISU 9 STOPIEW 9iem}jos Sujpuanbas
9de4I9jUl 91RINSAI pUB 1D111SAY wv_ mmu S%wc wEm._m 5 faseasip Y3IM 3134191U] 0] d1eM|BW
uw S A :M S991M0 4 40 U01329319p paasgie] yum dd 193ju|
dp Aep 1Y aAllIsod-as|ey 1o
dAIleSdU-3S]|BS
aseasIp
r ¢ sJd 8uijdayoud p d 10109A UOJ}R]RISD J0 U0I129)3p Uo sjnsal
10) sadipdeud piepuels 19jowal 9)qeysiduwiodoe Juonesedoid a)qissod aAnisod-as)ey 10 Supuanbas asiey Aeydsiq 91eM10s
Ajqissod ¢1aousnbas ayj 01 A : aAleSau-as|e soljew.ojul-oiq
f)d snoiijew yim ! 184
pPa329uu0d Hd B 0} SSIIIY /8uduanbag
G ¢ SuOl3BdIUNWWOI 12BJUOD UI'SIIAIP IV | synsal as|ej ‘saseq waysAsqns
Jd-921Aap d1ed1IUBYINY 40 UO0132313PSIN uo alemuilly snoplew yse)4
s)d Sui3oayoud 101297 Jd uo Sujuuni
T4 S : uoljejessa /uoneSedoid : Jd Supuanbas yoeny
10} sad11oeud piepuels p 9pod snopijew
Aj@jowal a)qeysidwodde a)qissod ‘a21Aap 3)8uUIS p
Ajqissod Jnsal sjuauodwod
Suol}edIUNWWOod s)Insai as|ey alempiey
oc K -921A3p 91ed13UaYIN anisod-asie 1o IM 91eM}j0S Sulduanbas pas Aieyanidous
Dd-321Asp d1ed1jUdYINY 231A3p BBUIS aAIeSaU-35)B4 yu Y ! pa94 19! d
21 ¢ 19duanbas S}Insal as|ey ‘saseq woajsAsqns atempiey
mwvmhmam: sz m::mu:ww:“:m 3y] 0] PaJIaUU0I Dd B 0] $5320y JO UO0132313PSIWN U0 aJeMUWII) SNOIdIBW YSe]d
pue 3ujusis ‘49dusanbas
s}Insai as|ey ‘sase uswsade|das alempie Suissasoud
et £ Butjooid-todures pue Bupug sseae jedtshud 2o1ap 21BUIS :;o :o:uwuwvm_s_ ! \Eumwzﬂ_n_m:o_u__mr%;mr_mE . 1eusis
aiem}jos Supusanbas
192uanbas ul suolydayoid asiwoidwod
. : 921nap Aq pajuanbas aq J9)jeWolq snoidijew : 10 921A9p dsiwoidwod Sujssaroud
S 1 9leM}J0S ‘pajpuey S| walsAs |ny 0}
0} sajdwes |ed180j01q 0} SS3IIY Supouanbas sadineq pInom ey Jajiewolq 1es180j01g
13)3eWoOIq Se Apoisnd jo ujey) S}INsal as|ey wol4 SNOIIEW JO SISAYIUAS

101294 Y21y

$10302A YoB)e 10q4A0 aanjejuasaidar jo juswssasse Joedwr pue A[iqeqoid

Z 31av]

www.eurosurveillance.org

<



according to the overall score, with scores ranging from
1 to 5 being considered minor threats, 6 to 15 repre-
senting moderately dangerous threats and scores of 16
to 25 representing major threats. A total of 12 threats
have been included in the analysis, containing six
main attack vectors comprising of several adversarial
methodologies. Of these, three were deemed major,
six moderate and another three minor threats. Attacks
pertaining to peripheral or proprietary hardware pre-
sent the most dangerous combination of required
access, attack impact and probability and required
resources, followed by attacks on sequencing soft-
ware. Table 2 also includes a selection of factors that
can mitigate the highlighted threats. Some factors,
such as protecting PCs and cloud servers, are generic
IT best practices, while some are specific to the NGS
domain and its use of connected sequencing hardware.

Attack objectives

The International Organization for Standardization
(ISO) standards body defines in ISO/IEC 27000 a set of
principles for the operation of a secure system: confi-
dentiality, integrity and availability [8]. In the specific
domain of NGS devices, several high-level motivations
for an adversary can be considered according to these
principles.

The confidentiality principle stipulates that a system
must ensure that information is not made available or
disclosed to unauthorised entities. In the context of
NGS, attacks on confidentiality include data leakage
of medical records, and especially of genetic informa-
tion, which are considered to be highly personal and
sensitive and thus of very high value. Data leakage
may occur through the action of an outside attacker,
but it may also occur through internal misuse (the
‘angry administrator’ scenario). Liabilities with respect
to data safety and security are even more pronounced
in light of the recent introduction of the general data
protection regulations (GDPR). In the least harmful sce-
nario, targeted advertising could take advantage of a
person’s medical situation, maybe even without their
awareness, to make profit. In a more concerning sce-
nario, personal medical records of high-profile targets
could be used to extort, blackmail or even physically
harm them.

Beyond the individual level, leakage of raw sequence
data or results of sequencing procedures, could result
in an embarrassment to public health institutions,
especially if information has not yet been properly
analysed, or if information is presented out of context
without relevant metadata and expert interpretation.

The integrity principle stipulates that a system must
protect the accuracy and completeness of information.
In the context of NGS, attacks on integrity include
misdetection attacks, in which the device could
appear to be functioning, while in effect, it provides
false results to the user. Attacking a core sequencing
facility intended for public health purposes, could
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lead to erroneous diagnosis and, as a consequence,
mistreatment of patients or inconclusive investigation.
Such a scenario would carry grave consequences both
to individual patients and to medical and public health
facilities. Significant economical and reputational
damages should be taken into account in such
situation.

Maintaining the integrity of devices is particularly
important when they are used in an incident response
scenario. As misdetection could result in a false alarm,
e.g. an Ebola outbreak could be ‘detected’ while no
actual virus was present, leading in an extreme case
scenario to a public health response, disruption of
routine and critical services, disruption of normal busi-
ness, public panic and disorder and mobilisation of
government resources to contain a non-existent out-
break. In an arguably worse-case scenario, misdetec-
tion may involve a false-negative result, meaning the
sequencing procedure would report the sample as
harmless, while it actually contained a significant bio-
logical threat.

The availability principle stipulates that a system
should be accessible and usable when an authorised
entity demands access. Denial of service is a form of
attack in which a device, process, or facility is rendered
unavailable. In our specific context, sequencing devices
could be arranged to fail under certain conditions. At
the very least, such an incident imposes an economic
penalty on a victim organisation. Furthermore, an
unexpected failure of devices during a biological inci-
dent can significantly delay or even deny appropriate
public health response.

At the IT infrastructure scale, attackers may attempt
to compromise a weakly secured device as a stepping
stone for infiltrating a different network or system. In
this scenario, the real objective of the attack will not
be to attack the NGS device itself, but rather to achieve
system or network compromise. In such an attack,
the NGS device is used as an infection and propaga-
tion vector for advancing the attacker’s position to tar-
get a machine, facility or network associated with the
device. This attack is common to all connected devices
and is not unique to NGS devices. NGS devices, how-
ever, are mainly used in government and medical facili-
ties, arguably two of the highest-risk sectors regarding
cyber activity, making this threat important to consider.
Moreover, the increasing popularity of mobile sequenc-
ers further augments this vulnerability.

It is also important to note that while attacks carried
out on a single device would have a moderate impact
at best, if deployed at scale, attacks may create a sus-
tained incident on a national or even global level.

Attack scenarios

Here we propose a number of possible attack scenarios
and discuss the resources and skills required to carry
them out.



Biological substance attack

As demonstrated by Ney et al. [18], synthesising a mali-
cious DNA sample to carry out an attack on a sequenc-
ing PC is technically feasible. That said, extensive
knowledge of both computer science and microbiology
is required to carry out such an attack, along with carry-
ing out extensive security evaluation of the sequencing
software to find a potential vulnerability. Furthermore,
the malicious DNA sample should be tailored for the
specific sequencing device on which the sample would
end up, a non-trivial piece of foreknowledge. Finally,
the question of how the sample would end up being
synthesised by the device in the first place leads to
scenarios involving field-deployed human agents or
collaborators on the victim side. Those assumptions
lead us to rate this threat as having a low probability
of taking place. Nevertheless, the probability of such
attack could increase in the future, depending on tech-
nological advancements.

Malicious hardware/firmware implant

In this scenario, attackers manage to be in a position
where they can communicate with the device locally,
through serial or networked connections, or can physi-
cally disassemble it. Recent reports testify to the ability
and motivation of state actors to place themselves in
such positions [15,22]. It is not uncommon for workers
of various sectors to use their company’s PCs for vari-
ous personal activities, thus increasing the chance of
infection by malware from the Internet: an NGS device
compromised at time of manufacturing or by interdic-
tion could serve as an infection vector for computing
systems in a medical or government facility, but a PC
infected ahead of time and controlled by the attack-
ing party could be used as a remote implanting station
for the NGS devices in its vicinity. In a typical pub-
lic health laboratory setting, a small number of NGS
devices will communicate with numerous PCs as part
of sequencing and bioinformatics analysis stages, and
so both directions are efficient propagation vectors.
Most devices are typically protected from infection by
IT security safeguards such as malware protection and
secure coding practices. Medical devices, however,
are known to be more sensitive to malware and low-
quality code than other connected devices, owing to
the lengthy compliance process that makes in-the-field
upgrades very difficult [12]. Finally, embedded device
firmware has been shown to suffer often from poor
security mechanisms and thus is more susceptible to
various forms of attacks than traditional computer sys-
tems [23]. The various factors described above lead us
to believe that this attack scenario is highly probable.

Next generation sequencing software
compromise

Software is known to contain vulnerabilities caused by
imperfect code, misconfiguration etc., and NGS-related
software, used to operate sequencing and laboratory
equipment or carry out the bioinformatics analyses,
is no exception. Software vulnerabilities are exploited
to gain unauthorised access to computer systems or

networks, leak data, crash or otherwise disrupt various
services. In the NGS context, vulnerable sequencing
software could be made to malfunction, report false
results or serve as an initial foothold on a medical or
government facility’s network. If the application runs
with high privileges or makes use of other high-priv-
ilege software components (e.g. a device driver), this
scenario could lead to full system takeover. A remotely
exploitable vulnerability could lead to a remote
attacker controlling sequencing PCs across the world.
At scale, this would mean any device which installed
the sequencing application would serve as an entry
point to its system and the network it attaches to.

A different attack vector using the NGS software would
be a supply chain attack similar to an incident reported
in 2017 [24], in which the online software repository
used to distribute a popular application was compro-
mised, and the hosted application was replaced by a
malicious version of itself. All instances of the applica-
tion downloaded from the repository would infect their
host PCs with malware. A similar incident can occur
with the repository hosting software powering a bench-
top or a portable sequencer. According to a recent audit
of popular sequencing software packages performed
by Ney et al. [18], those applications generally suffer
from bad security hygiene practices and thus finding
an exploit in one of them is highly feasible.

Policy implications

The field of microbial genomics is vulnerable to cyber
threats and therefore, there is a need to develop and
implement a suitable policy to mitigate such threats.
The main components of such policy may include the
following:

e Cyber security aspects should be taken into account
when local, national or international surveillance
systems based on genomics are designed and
implemented.

e NGS devices are not simple, passive devices — they
contain active computing and networking capabili-
ties and should thus be appropriately considered
by IT policy. Good general IT and information secu-
rity organisational practice is important to protect
against many of the risks described herein.

e An ongoing dialogue between scientists and prac-
titioners and IT and security personnel is needed
in order to identify cyber threats related to newly
developed and introduced technology.

e Skills and capacity building in cyber security
should be considered by public health institutions
and should be introduced to formal education pro-
grammes as well as on-the-job training.

e The possibility of a cyber attack should be taken
into account during outbreak detection and
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investigation and explored further by specialists if
deemed relevant.

Manufacturers of laboratory equipment, particularly
DNA sequencing technology, should consider cyber
security threats during platform development, man-
ufacturing and marketing.

Developers of commercial or open source bioin-
formatics software should consider cyber security
threats during software development and testing.

Surveillance tools, capable of detecting or predict-
ing cyber attacks involving DNA sequencing should
be developed and implemented in surveillance
networks.

The impact and probability of the various attack
vectors should be evaluated more broadly while
consulting a range of experts from related fields in
different countries, in order to fine-tune and validate
risk assessments.

Given the rapid evolution of DNA sequencing technol-
ogy and its applications for microbial genomics and in
light of the dynamics of the cyber security domain, fre-
quent risk assessments should be carried out in order
to identify new threats and update public health policy
aimed at mitigating those risks.
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