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Abstract

Objective: Digital twins (DTs) emerged in the wake of Industry 4.0 and the creation of cyber-physical systems, motivated by
the increased availability and variability of machine and sensor data. DTs are a concept to create a digital representation of a
physical entity and imitate its behavior, while feeding real-world data to the digital counterpart, thus allowing enabling
digital simulations related to the real-world entity. The availability of new data sources raises the potential for developing
structured approaches for prediction and analysis. Similarly, in the field of medicine and digital healthcare, the collection of
patient-focused data is rising. Medical DTs, a new concept of structured, exchangeable representations of knowledge, are
increasingly used for capturing personal health, targeting specific illnesses, or addressing complex healthcare scenarios in
hospitals.

Methods: This article surveys the current state-of-the-art in applying DTs in healthcare, and how these twins are generated
to support smart, personalized medicine. These concepts are applied to a DT for a simulated health-monitoring scenario.

Results: The DT use case is implemented using AnyLogic multi-agent simulation, monitoring the patient’s personal health
indicators and their development.

Conclusion: The results indicate both possibilities and challenges and provide important insights for future DT implementa-
tions in healthcare. They have the potential to optimize healthcare in various ways, such as providing patient-centered
health-monitoring.
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Introduction
Digital twins (DTs) play an important role in the current
developments for digital medicine and healthcare. While
DTs are inherently related to Industry 4.0 and digital pro-
duction processes (e.g. Björnsson et al.1 and Kaul et al.2),
as well as product lifecycle management,3 the trend
towards digitizing health data facilitates the creation of
various types of DTs. According to Armeni et al.,4 a DT
can be defined as a multi-physical, multiscale, probabilistic
simulation that uses models and sensor data to represent a

real-world entity. Therefore, the concept of DTs allows to
create simulations or emulations of physical processes
and entities. This is beneficial in medicine and healthcare
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as it allows the simulation of diagnostics or therapeutic var-
iants in general or in a personalized way. Furthermore, DTs
can facilitate the development of clear and comprehensive
real-time visualizations of health data. Current literature
indicates, that there are application potentials for DT for dif-
ferent medical disorders or within the healthcare system
(e.g. Sun et al.5). DTs might be implemented as a service
application or to support smart personalized medicine
(PM), thus supporting a more individualized monitoring
and treatment of patients.

However, investigating the current state of healthcare
and medicine, the need for digitization is demanding.
Especially in rural areas, where in comparison to metropolis
states, health professionals are minorities and need to
provide medical expertise for multiple areas with a huge
density of patients.6 Patients, especially elderly patients,
need constant accessibility to healthcare, but often need to
plan and travel long distances to see a medical expert.
Here, digitization offers significant potential for the health-
care sector, from small data-driven analysis tools, like an
electrocardiogram (ECG) machine, to a wholly intercon-
nected healthcare architecture. The primary goal is to
deliver personalized and data-driven healthcare tailored to
the specific needs of each patient, thereby enhancing
overall healthcare services. The aim of PM is to tailor
medical treatments, such as diagnosis and therapy, to the
individual needs and characteristics of a patient to achieve
optimal therapy results. This allows the patients to be
actively involved in their individual health, which provides
a much deeper interconnection of health professionals and
patients.7

Interconnecting personalized DTs from industry with
healthcare enables groundbreaking modern solutions for
the currently needed personalized, data-driven healthcare
throughout the medical infrastructure. This article provides
an initial understanding of the concept of digital twins in
healthcare and supplements the need of simulation in the
realm of PM. The goal is to provide two simulative DT
models, presenting possible infrastructure for the integra-
tion of digital twins in healthcare. This study explores the
potential of DTs to simulate and monitor patients’ health
data in real-time. The goal is to enable personalized and
data-driven medicine with the help of a digital representa-
tion of the patient or their illness. In general, this study is
differentiated into two components: (a) focus on the theor-
etical overview and state-of-the-art of DT in healthcare,
with its possible improvements in PM; (b) implementing
a DT simulation for a health-monitoring system, focusing
on the demonstration of continuous monitoring and predict-
ive analysis.

Methodology and research questions

The article is structured into two main parts: the first pro-
vides a theoretical overview of state-of-the-art DTs in

healthcare and PM, while the second details the design
and implementation of an exemplary use case involving
two DT models developed using the AnyLogic simulation
software. The theoretical part explores the role and potential
of DTs and simulations in healthcare, particularly in the
context of PM and simulative health-monitoring. DTs are
pivotal in personalizing medical treatment strategies
by aggregating heterogeneous health data from various
sources, including medical diagnostics like ECG, wear-
ables, and patient surveys. Machine learning (ML) and arti-
ficial intelligence (AI) algorithms can be used to analyze the
gathered data or to train personalized medical models. The
article explores DTs’ applications in various medical fields
such as cancer research, network medicine, cardiology,
surgery, and orthopedics to highlight different research
approaches. This list of application areas and corresponding
solutions is not exhaustive but serves to illustrate current
implementations of DTs and their benefits for patient
care, diagnostics, and treatment planning. The article
also discusses the technologies, applications, challenges,
research needs, and ethical and legal issues related to DTs
in healthcare.

To provide a state-of-the-art overview, several research
papers published from 2019 onwards were evaluated,
focusing on the emergence of DTs in healthcare mainly in
the last 5 years, while in the years before the focus of DT
was mostly related to Industry 4.0.

The article follows these research questions:

1. What is the current state-of-the-art in applying DTs in
the medical or healthcare domain?

2. Which technologies are used to further the application
of DTs in healthcare?

3. Which roles play reference architectures and different
data sources for the development and implementation
of DTs in healthcare?

4. How is it possible to create a practical example based on
a representation model for DTs in healthcare with the
help of a simulative approach?

The first three research questions are addressed in the
“Theoretic background and related work” section, detailing
background knowledge and related works (Figure 1)
regarding digitization in healthcare, DTs in medicine and
using simulation technologies in healthcare and medicine.
This section also covers the requirements for a smart and
PM, data acquisition for DTs, fields of applications for
DTs as well as their role in emerging future medicine,
before focusing on the challenges. The practical study of
the article is reported in the “Design and implementation
of a DT simulation for digital-based-vitals-monitoring”
section and “Model description and analysis of the
wearable-assisted biomarker monitoring & intervention
system (BMIS)” section focusing on the design and imple-
mentation of a use case implementation of a DT for vital

2 DIGITAL HEALTH XX(XX)



Figure 1. Structure of the paper.
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health-monitoring on two levels. The design will be intro-
duced and implemented with the help of an AnyLogic
simulation.

The “Conclusion” section concludes and closes with a
consideration of future activities in the “Future work”
section.

Theoretic background and related work

Digital twin-application from Industry 4.0 to
healthcare

The DT, a concept originating in engineering, has taken on
a transformative role across various industrial sectors.1,2

Organizations such as NASA, General Electric, Siemens,
and ANSYS showcase the wide spectrum of its applica-
tions, from aerospace to manufacturing and energy produc-
tion, thus positioning themselves as pioneers in the
implementation and further development of the DT
concept.4,8–11 DTs are a concept to create a digital represen-
tation of a physical entity and imitate its behavior while
feeding real-world data to the digital counterpart. A DT is
“adequate for communication, storage, interpretation,
process and analysis of data pertaining to the entity in
order to monitor and predict its states and behaviors
within a certain context.”12 While this definition of the
Industrial Internet Consortium is tailored to physical
devices instead of humans, the entity might also be a
patient in the context of Smart Health solutions. In health-
care, this understanding is also applied. The DT can be a
patient, but also has the possibility to represent whole
systems, like hospitals or is tailored to specific illnesses.
This will be reflected in the state-of-the-art applications dis-
cussed later in this work. The conceptualization of the DT
includes terms such as digital master, digital model,
digital shadow, and the digital twin itself, representing
various stages of data integration.3 While the digital
master and digital model indicate the initial stage without
automated data exchange with a physical counterpart, the
digital shadow represents an advancement,3 becoming a
core component of Industry 4.0, providing an accurate real-
time depiction of process data from production and devel-
opment objects, becoming entities from various data
sources.13 These encompass data from IT systems, infra-
structure sensors, with state-of-the-art technologies such
as optoelectronic systems, RFID, or real-time location
systems ensuring precise localization and tracking.14 This
development enables accurate analyses and predictions
about the state and performance of objects in real-time.13

The DT itself creates a link between the digital model
and digital shadow, enabling a comprehensive and
dynamic representation of the real entity in the digital
space. Through this connection, entities can be simulated,
monitored, and analyzed in real-time, leading to an opti-
mization of lifespan and performance.3 Continuous updating

with real-time data through sensors, cyber-physical-systems
(CPSs), and industrial internet of things (IIoT) technologies
enhances the DT’s precision and relevance, significantly
supporting decision-making and process optimizations in
the industry.4,13

The origins of the DT lie in product lifecycle manage-
ment (PLM) systems, indicating the evolution from static
product documentation to a dynamic, interactive simulation
of the product lifecycle.3 This approach of five interacting
dimensions, including physical entity, virtual model/
spaces, connections, DT data, and services, allows for the
seamless integration of the physical and digital worlds by
collecting data through sensors and IoT technologies and
processing it in virtual models. The resulting DTs offer
unprecedented opportunities for monitoring, analysis, and
prediction, far beyond traditional methods.15

After examining the basic structures and functions of
DTs, an alternative approach opens up further dimensions
of their definition and application possibilities. DTs
model physical or virtual entities or human features or
entities through highly precise computer-based simulations
to achieve an exact bijective representation of their physical
counterpart via a digital thread and using a dedicated key
number.4,8,2,11 The “digital thread is a DT’s temporary
data pipeline.”9 These DT models are known for their
dynamic and adaptive nature, enabling synchronized inter-
action with the real world and optimizing processes in a
closed-loop system.8 Essential to their effectiveness is
high fidelity, ensured through continuous real-time data col-
lection, supported by modern cloud and big data technolo-
gies, and regular validation and adjustment via sensor data
and simulations. These methods significantly contribute to
decision-making and efficiency enhancement.8,15

DTs represent a paradigm shift, revolutionizing the care
landscape and enabling PM through the integration of
cutting-edge technologies such as IoT devices, wearables, spe-
cialized electrodes, smart sensors, shape-memory polymers,
smart electro-clothing systems (SeCSs), blockchain, and AI.
A personalized DT provides a holistic virtual representation,
called a “digital twin,” of an individual’s “physical twin”
encompassing physical (such as sports, dietary, and sleep
habits), mental (such as ideas, thoughts, and knowledge), as
well as social and biological aspects, relying on multimodal
and multisource databases.4,11,16

These comprehensive models offer significant value for
personalized and precision medicine by visualizing individ-
ual therapy simulations, treatment outcomes, and disease
progressions, enabling the prediction of disease develop-
ments through the analysis of personal history and
context, thus providing tailored therapy approaches and elu-
cidating the complex parthenogenesis of diseases.4,8,15

Pioneering models like the “AnyBody Modeling
System” demonstrate the potential of DTs to simulate
human body interactions and enable precise calculations
such as joint contact forces and metabolism.8 These and
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other DT models can promote complex body studies and
computer-simulated predictions, serving as a virtual labora-
tory for treatment tests in medicine, complementing trad-
itional approaches in medical research and practice.4,8

The integration of DTs with advanced image processing,
algorithms, and virtual reality/augmented reality technolo-
gies enables three-dimensional (3D) representations from
two-dimensional (2D) cross-sectional images5 and supports
decision-making in personalized care, risk diagnosis, and
individualized treatment planning.11

The future development of DT technology in medicine
requires continuous adaptation and validation of models
to ensure their precision and relevance. The use of real-time
sensors, wearables, model synergy, and various data
sources will enhance the clinical interpretability and inte-
gration of DTs into medical practice.5 Interdisciplinary
expert teams are essential to address the complexity of
medical applications and develop precise DTs that meet
the demands of PM.17

In summary, DT technology opens new horizons in the
healthcare industry in various fields (e.g. diagnosis, treat-
ment, and prevention of diseases). Combining techno-
logical innovation, sensors, wearables, and medical
expertise enables DTs to provide personalized patient
care at an unprecedented level. Continuous research and
development in this field promise to push the boundaries
of what is possible in medicine while addressing the
ethical and practical challenges associated with this
advanced technology.

Smart PM

PM utilizes both individualized diagnoses and therapies,
derived from experiential knowledge and results of standar-
dized clinical trials. It is supported by exploratory data
analysis and ML for modeling and analyzing diseases in
DTs. Kamel Boulos and Zhang view DTs as key players
“in formulating highly personalised treatments and inter-
ventions in the future,” thus being an instrument to facilitate
PM.9 According to Junger et al.,18 it is essential to continu-
ously collect data using technologies such as wearables,
medical sensors, and electronic health records (EHRs),
while prioritizing data protection and quality assurance.
Mobile Health (mHealth) solutions effectively support the
treatment of chronic diseases and the integration of these
technologies into clinical processes.18

The integration and analysis of diverse types of data,
from omics to clinical histories, laboratory values, EHR,4

and mHealth data, using advanced AI algorithms, are
crucial for correlating and evolving in PM.18 These pro-
cesses embed information and communication technologies
deeply into the heart of Medicine 4.0 and the digital health
sector, enhancing the understanding and effectiveness of
medical treatments and promoting comprehensive, patient-
centered care.18 Despite the presence of commercial

providers, ensuring data protection and algorithm transpar-
ency continues to pose major challenges. Therefore, many
institutes prefer on-premises execution of data collection,
integration, and analysis where decentralized, interoperable
cloud infrastructures create a robust, consistent data basis.18

DTs are central in PM, creating comprehensive models
of an individual based on structural, physical, biological,
and historical features, integrating electronic patient data
records (EHRs). They support patient autonomy, risk
reduction through monitoring, and preventive measures
against disease deterioration, and thanks to real-time
health data collection, the optimization of treatment plan-
ning.15 DTs facilitate disease prognosis by analyzing per-
sonal history and current context such as location, time,
and activity.4 Clinical decision support systems (CDSs)
and DTs provide physicians with valuable tools to
manage the information flow and make guideline-compliant
decisions, leading to a reduction in unnecessary examina-
tions and improved therapeutic approaches.19

Telemedicine, including online consultations and remote
therapies, minimizes distance and access barriers, supported
by wearables for continuous data transmission and patient
monitoring.20 When looking into industry, companies like
Atropos Health, Navina, Atomic AI, Turbine AI, and
XtalPi illustrate the use of intelligent technology solutions
to enhance PM and meet the requirements of this rapidly
evolving field by transforming medical data into meaning-
ful insights and optimizing medical care. These include
platforms for analysis and decision-making, AI-driven
health management platforms, solutions for RNA drug dis-
covery, simulation tools for tumor behavior, and methods to
accelerate drug research.22,23,21,24,25

Data acquisition for DTs

PM requires both serial data to monitor the health develop-
ment of a patient as well as ad-hoc acquired data to assess
the current health situation at the moment. For developing
medical DTs, it is important to establish a consistent and
correct as well as up-to-date database as a single source
of truth. Only if the data source quality is correct and
fitting it is possible to create reliable DTs and to train the
used AI algorithms.26 AI algorithms, like neural networks,
can be used to calculate cardiovascular complications.27

Treatment recommendations for rescue operations may be
generated using knowledge graphs and vital signs. The
results may be used for preanalysis in rescue situations,
and they can increase the chance for a better treatment of
the patient.28

The medical domain provides numerous data sources,
including published health metrics and research health
data, public health data, development data of different ill-
nesses and ways for treatment, data gathered from health
programs or intervention measures as well as health
policy data.29
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Depending on the type of illness a DT is representing, it
requires different types of input data. Kaul et al.2 describe a
cancer care DT based on data such as diagnostic data to
determine the type of cancer and progress, prognostic
data to inform about possible progress, predictive data for
possible treatment processes and outcomes as well as treat-
ment monitoring data which might be used for training AI
models and evaluation of the bodies responsiveness to treat-
ment measures. Sub-categories of those four types of data
are clinical, psychological, genomic, and demographic
data used for prognosis and prediction, laboratory and scan-
ning data as well as genomic data for diagnostics and
finally, patient report data for treatment monitoring.2

Treating a patient effectively necessitates the collection of
current sensor data, using wearables as well as data describ-
ing the patients personal situation, for example, lifestyle,
physical activity, or other socio-economical factors in a
multi-modal approach.18 The authors pronounce the neces-
sary interconnection of patient-centered care data and
research data for interoperability and standardization.

One type of sensor data is biomedical signals, which are
generated from the electrical, chemical, or mechanical
activities of a patient. Electrodes may be placed invasive
or non-invasive with, for example, smart patches or inte-
grated into smart textiles, such as SeCSs.16

Sensor units are able to detect, for example, move-
ment, gestures, positions, temperatures, vital parameters,
interactions, environmental factors or objects.11 “SeCS
are for sensing heart rate, respiration rate, blood pres-
sure, pulse oxygenation, glucose levels, and galvanic
skin response, or electromygraphy (EMG), ECG, electro-
encephalogram (EEG),” etc.16 More general health
parameters are breathing frequency, blood pressure, tem-
perature, parameters related to physical activity, sweat
biomarkers (measurable biological characteristics), or
even psychological parameters, for example, related to
emotion detection. Wearables, smart devices, or telemedi-
cine might be used to continuously gather and transfer
data necessary for the DT.16

In addition to the data gathered from a patient, other
medical disciplines, such as oncology or radiology,
require additional data. The generation of cancer diagnosis
and treatment plans requires the consideration of different
risk indicators and results from existing clinical studies or
related data sets next to the patients own medical data. In
this way, representative models, diagnoses, treatment
plans, and prognoses may be generated with the help of AI.2

State-of-the-art: Fields of application for DTs

In medicine and eHealth, DTs are of central importance, as
they enable a virtual representation of real patients, foster-
ing PM. They serve as virtual counterparts for tests and
simulations, including predicting medication efficacy.
AI-based models analyze patient data provided by DTs,

simulating real-time scenarios for optimized treatment
approaches. This supports the development of tailored
therapeutic strategies and medications for both healthcare
professionals and patients.4,2,11 The combination of AI
and DTs, assisted by technologies like IoT devices and
sensors, enhances data evaluation and management across
diagnosis, prognosis, treatment selection, decision-making
processes, quality of care, and patient satisfaction.30,2,11,15

The application of DTs in healthcare is considered an
innovative method, utilizing technology in conjunction
with multidisciplinary, multiphysical, and multiscale
models, as well as diverse databases. This approach aims
to deliver robust, precise, and effective medical ser-
vices.11,15 DTs significantly contribute to understanding
complex disease mechanisms by efficiently combining
various datasets, from wearable digital devices and omics
to hybrid electronics, imaging, and electronic medical
records. This enables in-depth insights and improved diag-
nostic and therapeutic approaches.1 DT technology finds
diverse applications in various research centers and projects
aimed at enhancing personalized diagnosis and treatment.
Sahal et al.11 summarized examples such as the Swedish
DTConsortium (SDTC),31 Human Digital Twin
OnePlanet research center32 or the Empa research center33

focusing on specific aspects of DT-based health research.
DigiTwin Consortium,34 a global network of academics,
clinicians, and industry partners, utilizes DTs to optimize
various diagnostic and treatment approaches.1 The work
of the aforementioned research centers focuses on creating
DTs that depict all relevant molecular, phenotypic, and
environmental factors of an individual patient. These DTs
are used to test thousands of drugs and identify the most
effective medication for the patient.1,35,11 While there are
many advantages mentioned in the publications
above, Moztarzadeh et al.36 also view a progress in apply-
ing DT in healthcare, but miss a systematic methodology to
implement DTs when facing the challenge of “highly sen-
sitive, complex, and uncertain” medical data.

In the following various applications of DTs in the field
of healthcare will be presented:

DTs in cancer research and therapy. In oncology, interdiscip-
linary collaboration, for example, with other clinical disci-
plines37 and informed decision-making through tumor
boards enable personalized therapeutic approaches.
Molecular pathology identifies individual tumor vulnerabil-
ities, and AI could optimize these processes in the
future.38,37,40–42,39 Advances in cancer research and preci-
sion medicine provide a wealth of data enabling tumor clas-
sifications and more personalized treatments based on the
genetic profiles, supported by DT and computational oncol-
ogy. Epigenetics, which involves the analysis of DNA
methylation and gene expression patterns, plays a crucial
role in treatment optimization.43 Batch et al.44 introduced
a DT for predicting the “patterns of metastatic progression
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across cancer sites” within the body by analyzing struc-
tured radiology reports using natural language processing
based on neural network types. The authors suggest that
analyzing a large number of reports may simplify the pre-
diction of cancer spread across a patient’s organs, thus con-
tributing to PM.44

Thiongó and Rutka discussed the possibilities of using
DTs as a future technology to improve the prediction of
neurological complications of pediatric cancer patients,
focusing on the factors of precision medicine, predictive
analytics, possibilities to model cancer care and to level
out different opinions of clinicians, or extend clinical
trials with the help of DTs.45

Kim et al.46 developed a DT model for prostate cancer
patients. It incorporates clinical patient data, prostate
cancer process knowledge, expert knowledge and uses
ML for training a prediction model for pathology and bio-
chemical recurrence. The DT supports clinical decisions
regarding the illness. The DT solution by Moztarzadeh
et al.36 incorporates a metaverse, a layer of the DT that
receives new data on breast cancer patients and updates
the DT based on different ML models, thus providing a
new basis for decision support. They recommend using
individual DTs for each patient to enhance monitoring
within the metaverse.36 In the field of tumor-agnostic
cancer therapy, eHealth and PM targeted therapies are
developed in DT utilizing antibodies and inhibitors, often
combined with chemotherapy. Advanced molecular diag-
nostics and AI methods aid in identifying personalized ther-
apies, especially in rare cancer cases or when standard
treatment options are lacking. Tumor-agnostic cancer
therapy, focusing on specific cell characteristics, is becom-
ing increasingly relevant.47 A concrete example of this tar-
geted therapy in PM is the treatment of melanoma using
DNA analysis. Medications that target specific mutations
can temporarily slow tumor growth; however, they offer
no benefits to patients lacking these mutations.38,7

DTs in the context of network medicine. Network medicine
utilizes tools from network science, encompassing net-
works of biological, technological, or social systems, to
investigate the molecular complexity of diseases and the
relationships between different phenotype.48 This leads to
the identification of disease genes, modules, and pathways
or the discovery of drug targets and biomarkers. A better
understanding of cellular networks can improve clinical prac-
tices through more accurate biomarkers, refined disease clas-
sification, and personalized therapeutic approaches.48

Medical DTs should integrate all relevant data sources
and variables to form multi-layered modules encompassing
biological molecules such as mRNAs, genes, and pro-
teins.48,1 These modules enable computer-simulated proce-
dures and treatment. Experiments are conducted virtually to
support hypothesis development, testing, diagnostics, and
therapy. Diagnostic and therapeutic decisions should also

consider other data types, including symptoms, psycho-
pathology, phenotypic modules, and environmental
factors.48,1 Hussain et al.49 presented a digital twin in the
field of network medicine by using the DT concept to
create a diagnostic method for strokes, which may
support clinical decision-making for patient treatment.

DTs in cardiology. Research about heart digital twins (heart
DTs) offers novel diagnostic possibilities and improved
therapeutic approaches for cardiovascular dis-
eases.4,8,50,51,11,52 Rudnicka et al.53 conducted a literature
study that concluded improvements in data quality, image
processing, and 3D imaging, combined with technologies
like extended reality and AI, may contribute to developing
effective heart diagnostics and personalized cardiology.
The aforementioned technologies may be the basis for the
construction of a heart DT, which again may support appli-
cations related to diagnosis, prognosis and therapy opti-
mization. While these are positive aspects, greater
importance should be placed on the ethical dimensions of
DTs, such as the responsible integration of AI.53

Corral-Acero et al.54 discussed a vision of using DTs for
precision cardiology with the help of using computational
models. Like Rudnicka et al.,53 they also envision an appli-
cation of DTs for diagnosis, prognosis, and treatment
plans.54 In precision cardiology, DTs should incorporate
statistical and mechanistic models to create synergies and
support the specified applications.54 DIGIPREDICT, a EU
funded research project, develops a novel DT for predicting
disease progression and early intervention in infectious and
cardiovascular diseases.55,11 Advanced imaging algorithms
and technologies like AI, ML, and decision logic support
the creation and simulation of heart DTs.8,50

In addition to researchers, technology companies such as
Siemens are also working on creating medical DTs.4,8

Technologies like Philips’ HeartNavigator system for
heart imaging and analysis56 contribute to diagnosing
various heart problems and monitoring the effectiveness
of therapy approaches.57,5

Heart DTs provide more precise diagnostic and treat-
ment options for cardiovascular diseases. These models
can non-invasively identify biomarkers and create persona-
lized DT models, offering applications such as predicting
pressure drops in flow obstructions and optimizing medica-
tion.11,5 Electrocardiographic imaging (ECGI) combines
imaging and electrophysiological data non-invasively, sup-
ports heart function monitoring at home, and transmits
results to doctors via a mobile app. It involves advanced
techniques like ECG classification learning algorithms,
nonlinear MRI registration, heart surface mesh extraction,
and high-density sensors.5

DTs can be used in medicine to simulate dosage effects
and device reactions before treatments, assessing the suit-
ability of therapy or devices for patients. FEops’
HEARTguide, for example, provides personalized heart
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DTs to optimize the care of patients with specific structural
heart diseases after transcatheter aortic valve implantation.
“The FEops HEARTguide platform (FEops NV) is cloud-
based and uses the virtual twin technology based on patient-
specific digital replicas of the heart to aid the clinician with
procedural planning and device sizing.”58 Linking individ-
ual DTs with AI-based anatomical analyses forms the basis
for data-driven insights improving the treatment course for
heart diseases.5,51,59,60

DTs play a growing role in treating cardiovascular dis-
eases and aneurysms, enhancing ablation guidance for
infarct-associated ventricular tachycardia (higher heart fre-
quency based on an infarct), and generating synthetic
physiological data for comprehensive information on
blood pressure and flow changes. Patient-specific aneurysm
DTs by the French startup Sim&Cure support surgeons in
identifying optimal implants through the creation of a 3D
aneurysm model for minimal invasive endovascular
repairs, with promising initial results. Further research is
necessary to explore these applications fully.5,59,61

DTs in surgery. DT technology enables more accurate
surgical planning and minimizes unintended anatomical
damage during neurosurgery, vascular surgery, and inter-
ventional surgery. In vascular surgery, it contributes to
the development of diagnostic tools and the simulation of
surgical procedures. The combination of in-vivo vibration
measurements and virtual data increases the accuracy of
DT computer models and expands diagnostic and treatment
options, taking into account clinical, morphological and
hemodynamic data.5 Bjelland et al.62 conducted a study
to determine the applicability of DTs for arthroscopic
surgery, in particular a knee surgery. Their motivation is
the trend of using simulators for training surgeons, which
could be enhanced with DTs incorporating patient-specific
and intraoperative data. The authors view advantages in
using DTs over existing simulators in their adaptability
and flexibility and not a pre-fixed training sequence. They
determined key aspects for DTs in the form of “patient-
specific imaging, real-time intraoperative data collection
techniques, material models for biomechanical tissue,
tissue deformation simulation, cutting simulation, virtual
interaction, haptic feedback, and system architectures.”62

DT technology also enhances the training of surgeons
and teaches technical skills in various disciplines. Using
virtual reality platforms, surgical training becomes more
patient-centric, leading to improved performance.63 The
use of DTs in the field of precision medicine, like in
surgery, is still under development. Limitations, regarding
computational and processing power have a major impact
on the realistic use of DT. This is only possible, if, for
example, the MRI scan for knee injury is mandatory and
the quality of the scan is in high quality, such as the nonal-
tering of the digital representation, through the automatic
segmentation of anatomical structures.62 There is a need

for formulating clear limitations in future research for the
use of DT in precision medicine such as surgery to avoid
potential risks.

DTs in orthopedics. DTs in orthopedics enable real-time
monitoring and analysis of the lumbar spine, as well as
the prediction of biomechanical properties. This requires
combining physics-based experimental models, data-driven
numerical models, and multi-agent system technologies.15,5

A research team developed a DT of the lumbar spine using
human motion capture technology, wearable VR devices
and sensor data.64 VR devices and sensor data capture body
position and posture, while inverse kinematics, finite
element methods, and Gaussian process regression are utilized
for analysis. They developed a 3D virtual reality system,
which enables orthopedic treatments and effective warnings,
especially in spinal rehabilitation.15,5 Furthermore, DTs have
been used in orthopedic surgical models to provide clinical
decision insights. DT models evaluate factors like mechanical
stability and interfragmentary stress, which help assess the
risk of recurrent fractures. A patient-centered model combin-
ing CT, AI, and DT technologies has been developed to
improve the accuracy of alignment and adjustment examina-
tions of the subtalar joint axis.5

Digital twins in emerging future medicine

In recent years, the number and types of biomedical
sensors, wearables, or smart devices to monitor a person’s
fitness and health have been rising steadily.65 Fitness track-
ers or sensors connected to smartphones often aim to “opti-
mize” individual’s use. The gathered data directly relates to
the person and may have limited comprehensibility.18

Wearables or trackers use IoT-technologies for gathering
the related data. Modern hospital monitoring of chronically
ill patients using their physiological parameters and real
range of capabilities to gather and process personalized
data for precision medicine.66 Other trends include combin-
ing medical technology, robotics, and AI to create exoske-
letons, for instance.67 Future trends in healthcare may focus
on health-monitoring, precise diagnostics and personalized
treatment plans. One example would be the monitoring of
chronically ill patients using their physiological parameters
and real-time health data to detect anomalies or risks,
thereby adapting treatment plans.5 On a broader scale, it
might be possible to create lifelong DTs that access a
person’s health records and generic epidemiological data.5

According to Mukherjee et al.,68 there are three trending
areas of precision medicine for the upcoming years which
also offer a basis for a DT or the needed data to create it:

• complex AI algorithms,
• digital health applications,
• “omics”-based tests or biomarker.
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A DT for a precise diagnosis would require multi-layer,
multi-modal, and multi-source data (e.g. health exams,
wearables, and simulations) in an integrated DT
model.69,11,15,5 A DT for precise treatment plans requires
multi-modal and multi-source data as well, which might
be data from medical studies, risk factors, correlations
between factors, data of virtual experiments, new research
data, therapeutic outcomes, etc. AI might be used for learn-
ing treatment plans and outcomes.5 Cancer patients might
benefit from a personalized DT for follow-up examinations
after the treatment process is over, to provide an individua-
lized healthcare and to detect new risk factors.11

On a broader scale, DTs might not only be used for per-
sonalized or precision medicine, but for optimizing the
resources and efficiency of a hospital. The necessary
input data, in this case, includes the number of certain treat-
ments, patients, waiting times, etc. Simulations might be
used to optimize internal processes or for learning pur-
poses.4,5 To provide more processing power for DT applica-
tions based on AI, quantum computing may be employed in
AI in the future.70–72 Other trends discuss the application of
DT for clinical decision support apps for mobile devices.19

Challenges

The integration and use of DTs and other technological
advancements in the field of medicine present formidable
challenges across technical, ethical, and regulatory dimen-
sions. Addressing these challenges is crucial for fostering
responsible and effective integration of such technologies
into healthcare:

Technical challenges for implementing DTs in healthcare. In
the application of DTs in healthcare, such as patient care
and hospital management, there are challenges ranging
from the precision of the simulation, validation approaches,
technical limitations and data collection and integra-
tion.73,72,74,5,75,4 The lack of a standardized architecture
and individual solutions as well as the limited use of the
potential of DTs over its entire life cycle pose further pro-
blems. Effective use of DTs requires a data flow between
different companies76 and a sufficient data quality.4

Creating complex high-fidelity models for DTs is a tech-
nical challenge. This is particularly true when considering
multiphysical processes (mechanical, thermal, electrical,
magnetic, chemical, or biological) and the integration of
information across different scales or levels, coupled with
a lack of experimental data. Such models require advanced
mathematical methods, algorithms, and powerful comput-
ing resources, including 5G, sensor technology, and
quantum computing.73,72,74,5,75 There are also technical
limitations between the interaction of DT objects and DT
people, such as the real-time connection and the need for
standardization.8 Times and latency for data gathering and
transfer between sensors and data analysis components

need to be considered. Additionally, bridging the gap
between DT-calculated results and real-world scenarios
remains a challenge. For example, unforeseen or underesti-
mated risks may arise during the planning of a surgical pro-
cedure and become apparent during the actual surgery.5

Security, data protection, and ethics of DTs. PM poses chal-
lenges at the intersection of business and data protection,
particularly in the fields of pharmacy and medical technol-
ogy, including standards for data trading and patient informa-
tion. Medical innovations and data transfer are facilitated by
manufacturers, with state repositories serving as data storage.
This also involves far-reaching adjustments in infrastructure,
organization, financing and compliance with regulatory and
data protection aspects.66

The comprehensive application of DTs and AI in the
healthcare sector requires solutions for current regulatory
and data protection challenges. While medical environ-
ments are subject to strict (country specific) regulations
such as HIPAA (US Health Insurance Portability and
Accountability Act), FDA (US Food and Drug
Administration), or the EU GDPR (EU General Data
Protection Regulation), non-medical areas are less regu-
lated.4,77,5 The exploitation of these regulatory loopholes
by technology companies such as Facebook and Google
collects and monetizes personal health data, which requires
a review of the role of medical devices and data.77

There is also mistrust of AI-supported decisions, for
example, with regards to reliability of the proposed recom-
mendations or potential bias against patient groups due to
used training data or detected patterns. Armeni et al.,4 for
example, mentioned that currently there is oftentimes a
bias in health data due to data of white men being overre-
presented,4 which might pose the question if the same rec-
ommendation may be applied for women. Implementing
validation and approval regulations for predictive biomed-
ical computer models could reassure doctors and patients,
who are often skeptical about AI-supported decisions.4,8

The blending of medical and health-related areas through
digital biomarkers increases the difficulty of integrating
wearables into medical applications, as current regulatory
frameworks do not sufficiently consider data outside clin-
ical environments. Interdisciplinary collaboration is
needed to investigate these challenges and discuss inter-
national data processing standards, while analyzing the
underlying technologies and their impact on medical and
health-related areas.78,77 Wearables in medical applications
of wearables require adjustments to the regulatory frame-
work to ensure security and data protection. The distinc-
tion between end-user and medical technology, as well
as meeting regulatory requirements, are key challenges.
There is a need for a technical platform for recording
vital parameters and a clinical integration, taking security
and encryption techniques into account. The implementa-
tion of DTs and AI in healthcare requires an examination
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of technical, regulatory, ethical and responsibility issues.
This necessitates intensive interdisciplinary scientific
exchange.

Limitations. Amajor challenge of integrating DTs in health-
care is the integration of real-time data from multiple
sources. A digital twin is a complex structure representing
a physical entity, such as a patient or an illness. The real-
time integration of data from various sources and its follow-
ing analysis remains highly complex. For that advanced
architectures are needed, which are highly secure, patient
centric and provide a high standard of data protection.
The healthcare infrastructure needs to be adjusted to the
idea of digital twin applications, which may be challenging,
but future-oriented. In addition, the concerns regarding to
the aforementioned bias in medical training data needs to
be addressed to prevent non-fitting recommendations or
decisions based on the DT.

Design and implementation of a DT simulation for
digital-based-vitals-monitoring

Simulation techniques for DTs

Computer modeling and simulation evaluate system
behavior using computational models in both descriptive
and predictive modes. A model represents reality in simpli-
fied form to explain or predict phenomena. A simulation
implements this model in a computer program, providing
insights into the system. Agents are autonomous software
units that function similarly to objects and methods but
are defined by their intended actions. Agents operate inde-
pendently, interact with users and other agents, and respond
to environmental changes.79

Agent-based modeling and simulation (ABMS) uses
models to depict the dynamic behavior and interactions of
agents in shared environments. This approach evaluates
their design, performance, and emergent behaviors. The
BDI (belief-desire-intention) framework defines agents
by their beliefs, desires, and intentions. ABMS models
complex systems through a bottom-up approach, where
autonomous agents act as simple or intelligent entities.
Numerous ABMS tools have been developed, each with spe-
cific programming requirements and goals. These tools,
although often used only in research and not commercially
supported, offer valuable functions for future developments.79

Advantages of simulation techniques for DTs in healthcare.
Simulation techniques offer numerous advantages in the
development and optimization of DTs. They enable the cre-
ation of simulation systems of DTs to create a realistic
representation and analysis of the physical twin. Through
simulation, the behavior and responses of these systems
under various conditions and scenarios can be examined
without directly affecting real systems or processes.81,80

Advantages of simulation techniques in relation to DTs:

• Risk reduction: Simulations allow critical, risky or
future-oriented scenarios to be tested in a safe environ-
ment. This reduces the risk when implementing new
strategies in actual operation.82,80

• Cost savings: Simulations can prevent costly failures
and unnecessary expenses by identifying problems and
optimization opportunities early in the development
phase.82

• Flexibility: Different configurations and operating con-
ditions can be tested quickly and easily to find the
optimal setting.79

• Accelerated development times: Simulations facilitate
rapid iteration and optimization, which shortens the
development time of products and systems, for
example, in PM.82

• Real-time scenarios: DTs and their implementation
allows real-time simulation, which is especially interest-
ing for the healthcare sector.82,80

Simulation techniques can be divided into various categor-
ies, including stochastic simulations, dynamic simulations,
and agent-based simulations.83 Each of these techniques has
its specific application areas and advantages. Choosing the
appropriate simulation platform depends on the specific
project requirements.
Simulation software solutions. There are various simulation
software solutions available on the market. Abar et al.79

conducted a comprehensive survey of 85 ABMS tools.
This survey was based on criteria such as the availability
of source code, agent interaction, the availability of the pro-
gramming language used, APIs or graphical programming
interfaces, the necessary compiler, operating system, the
effort required to implement a use case, application
areas, and scalability.79 Although healthcare applications
are mentioned and various tools classified as applicable,
the study does not specifically discuss DTs implemented
with ABMS, likely due to its 2017 publication date.
Nonetheless, the study also evaluates Anylogic which
was chosen for the prototypical implementation of the
DT in this article due to its extensive functional scope.
AnyLogic is evaluated as applicable in healthcare as a
high- or large-scale ABMS tool and a “user-friendly
graphical environment for visual model development.”79

AnyLogic is a widely used platform for creating various
types of simulations, including production processes, traffic
flows, supply chain management, and personalized medical
applications. It provides a versatile environment suitable for
modeling various systems and scenarios in PM.84,90 Other solu-
tions on the market include Simio,91 Arena by Rockwell
Automation,92 and others.

Compared to the other aforementioned solutions,
AnyLogic stands out for its flexibility, versatility, and
support for a broad range of simulation methods, which
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might be used in DT development. AnyLogic allows for
integrating system dynamics, discrete events, and agent-
based models within a single environment, significantly
enhancing model efficiency and optimizing solutions in
PM. This allows users to select the simulation approach
that best meets their specific needs. This feature is particu-
larly useful in interdisciplinary applications, such as PM,
where complex and dynamic systems need to be accurately
modeled. Furthermore, AnyLogic provides a free version
that already offers a wide range of features, and special
licenses are available for universities, making it accessible
for educational and research purposes.84,86,87,85,88,89

Short comparison between simulation software solutions:

• AnyLogic: As a comprehensive platform, AnyLogic
supports a multitude of simulation approaches and is
especially suited for modeling complex, interdisciplin-
ary systems.85

• Arena: Specializing in discrete event simulations, Arena
provides powerful tools for modeling and analyzing
business processes.92

• FlexSim: FlexSim is an advanced simulation software
particularly suited for the analysis and optimization of
manufacturing and production systems. It offers user-
friendly 3D visualization and robust analysis capabil-
ities, making it especially valued in the manufacturing
and healthcare industries.93

• Simul8: Simul8 enables rapid and effective simulation
of business processes. This software is frequently used
for modeling and analyzing service and manufacturing
processes. Simul8 stands out for its ease of use and
quick modeling capabilities.94

• Simio: Offers strong support for planning and optimiz-
ing production systems and is particularly useful for
visualizing and analyzing manufacturing processes.91

Abar et al.79 classified the software applicable in
healthcare.

• Plant Simulation: Part of Siemens PLM Software, Plant
Simulation specializes in the digital replication and opti-
mization of production processes and logistics systems.
It is often used in the automotive and mechanical engin-
eering industries.95

• MATLAB/Simulink: Frequently used in academic
research and industry for modeling and simulation, par-
ticularly in the areas of control engineering and signal
processing.96

Using Agent-based modeling for DTs

Introduction to agent-based modeling with AnyLogic.
Agent-based modeling is an advanced simulation method
used to mimicking complex systems and multi-agent
systems through autonomous agents, which range from
individuals to organizations. These agents interact with
one another, resulting in emergent behaviors that contribute

to the system’s overall dynamics. One software platform for
different types of multi-agent simulations is AnyLogic.
AnyLogic is a powerful software platform that integrates
agent-based modeling with other simulation methods, enab-
ling detailed analyses of complex systems. It supports the
representation of DTs, increasingly significant in the era
of Industry 4.0 and PM.85 AnyLogic facilitates the creation
of realistic models through the integration of high-
resolution real data. Its multi-method approach allows for
individual and autonomous agent modeling, provides a
platform for training AI and ML algorithms, and supports
synthetic data generation. This approach bridges the gap
between theory and practice, assisting businesses in
making informed, evidence-based decisions. It supports
the modeling of complex scenarios, such as pharmaceutical
launches or the use of wearables, by simulating the dynamic
interactions between various actors.84,86–88 In the next
section, a design concept will be introduced, which will
later be implemented in the form of an agent-based simula-
tion with AnyLogic.

Design concept of the DT TechWear Biomarker Data
Flow model

The emergence of medical DTs—an industrial legacy. The tran-
sition of DTs from industrial applications to medical uses
marks a significant advance in simulation technologies.
Initiated in the manufacturing industry to optimize
product life cycles and maintenance, the technology is
undergoing a transformative adoption in the healthcare
sector. The transition is facilitated by rapid digitization
and access to extensive datasets, which supports the cre-
ation of precise, patient-specific models. In medicine, DTs
utilize advanced industrial simulation techniques that
have been adapted to address the unique challenges of
medical data analysis and diagnostics. Integrating this tech-
nology to medical practice promises a revolution in PM by
enabling individual treatment plans and preventive mea-
sures based on the specific patient data. Furthermore, inte-
grating DTs into medical workflows facilitates research
and development of new therapies. This is achieved by
offering a deeper understanding of disease mechanisms,
pathogenesis, and drug effects on the human body.97,15

PM with DTs. At the intersection of health and technology,
DTs offer a visionary perspective for medicine. This DT
model, called TechWear Biomarker Data Flow model,
demonstrates how IoT components continuously capture
health data—ranging from wearables such as smartwatches,
fitness trackers, or smart patches, to cloud-computing
systems—thus forming the foundation for a personalized
health assistant for every individual. Particularly for the car-
diovascular system, it enables the detailed simulation of
data flow, from capturing sensor data to analysis. This
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illustrates the potential for the future implementation with
real data and highlights the potential of DTs to revolution-
ize medical diagnostics and treatment. By simulating syn-
thetic data, the DT model clarifies the precision and
timeliness of the digital representation of the patient,
providing insights into future implementations based on
real data.

DT model and application use case. The core component and
idea of the DT-TechWear Biomarker Data Flow model is a
simulation of a holistic data processing process from patient
to application in diagnosis, analysis, or treatment decisions.
The DT model serves as a crucial link between the real and
digital worlds, with a specific focus on the cardiovascular
system.

The concept of the model allows the capturing of differ-
ent kinds of data related to the patient and the treatment
process. Therefore, it could be simulated cyclically to
capture biomarker data from, for example, wearables or
smart patches, which are then processed in a dynamic
health monitoring system. Here, synthetic data was used
to represent the process. However, real-time data can also
be used to run the model. The process, as shown in
Figure 2, therefore, encompasses a continuous data collec-
tion state called “Step1_Wearables.” Step 1 (see Figure 2,
Step 1) describes the physical world and Step 2 (see
Figure 2, Step 2, etc.), onwards presents the virtual world
of the DT. Next, the data aggregation from various sources
including IoT, sensor technologies, and manual health
reports, is represented in the state “Step2_Collect_Data,”

Figure 2. The digital twin TechWear Biomarker Data Flow model, implemented with AnyLogic, represents a monitoring system that
captures and analyzes multiple biomarkers for patient health monitoring.

12 DIGITAL HEALTH XX(XX)



while a secure data storage is the focus of “Step3_
Save_Data.” This state is a fundamental step for in-depth
subsequent analyses and interpretations. These processes
are supported by simulation techniques that generate and
adjust realistic health data, illustrating DTs’ integration into
medical processes and thereby enabling precise medical
analyses.

Emulation of human health data. A key feature or require-
ment of the DT TechWear Biomarker Data Flow model is
its ability to realistically emulate human health data. It
uses ‘‘uniform’’ probability distributions to generate
random yet realistic starting values for various health para-
meters. The uniform probability distribution method was
used for the initialization of the vital signs, such as heart
rate, due to its simple and effective way to generate
values which are equally probable within a given healthy
range. The range may be defined based on a realistic min.
and max. value. With the “uniform”-method, it is possible
to provide equally, resulting distributions of starting
values. The triangular distribution method is preferred,
due to its possibility to model natural fluctuations of physio-
logical parameters, as it is defined through a minimum,
maximum, and modal value. Due to its great simulation
approach, triangular provides natural fluctuations, which
can be modeled realistically by placing the most frequent
value in the middle range, while more extreme values
occur less frequently. The Gaussian distribution could be
useful for some applications, however, it is often unsuitable
for biomarkers as it allows unlimited values, which goes
against the physiological realistic criteria. The “uniform”
distribution and the “triangular” distribution limit the
values to physiologically plausible ranges. In future, such
models, can be empirically derived distributions, or AI
approaches, to model vital signs distributions, which can
lead to a higher accuracy and realistic distributions.

In the AnyLogic models, real-time data is generated by
producing random numbers that follow known distribu-
tions. For instance, values for bio-vital parameters, such
as “heart rate,” are randomly selected from a defined
healthy range at the start of the simulation, for example,
‘‘HeartRate=uniform(LHR,UHR)," using the
‘‘uniform’’ distribution between lower and upper heart
rate. During the simulation, these values may fluctuate,
with the size of these fluctuations determined by the ‘‘tri-
angular’’ distribution, adding a realistic measure of vari-
ability to the simulated data. In each simulation interval, the
real-time values undergo a change.89,90 Additionally, the
model interacts with external data sources gathered in a
file to obtain and modify parameters, demonstrating its
flexibility and adaptability. External data sources, could
be medical-certified devices, such as smartwatches, ECG
machines, blood pressure machines, and weight machines.
The here recorded data can be transferred to the digital
twin or hospital information systems, to provide clinical

data sources for the simulation environment. Especially,
long-term data transmissions, through, for example, heart-
rate parameter or a long-term ECG, can significantly
show the health-benefits, during the simulation. In real-
world applications, it will interact with hospital information
systems and other DTs to create a comprehensive simula-
tion environment. This model can also simulate exceptional
conditions such as heart disease or increased heart rate due
to physical activity. For instance, it can replicate scenarios
where the heart rate exceeds normal levels during exercise
or drops sharply in the case of a cardiac event. This capabil-
ity ensures that the model can realistically represent a wide
range of physiological states and respond to various health
conditions, enhancing its utility in both everyday health
monitoring and critical care simulations.

AnyLogic model description and analysis of the
TechWear Biomarker Data Flow model

The digital twin “TechWear Biomarker Data Flow”
model (see Figure 2) represents a monitoring system that
captures and analyzes multiple biomarkers for patient
health monitoring. The AnyLogic implementation uses a
state-driven modeling system, which uses transitions to
change between states (dynamic state machines to classify
health states based on both authentic and synthetically gen-
erated data). These state transitions in the model accurately
replicate biomarker variability, enabling substantiated
medical interventions and measures when defined threshold
values are exceeded. The state machines in the model are
crucial for categorizing and differentiating the analysis of
patient health states, based on the simulation of state transi-
tions and synthetic health data. Real-time data generation
occurs in the AnyLogicmodel through random numbers from
various probability distributions, initiated at the entry point of
the “Statecharts.” This synthetic data simulates realistic health
metrics, including metrics like heart rate.

The model uses data extraction from external sources,
including specific data points and thresholds, such as
heart rate (“Heart Rate”), from the aforementioned Excel
file. This serves as an external data source and stores
healthy ranges for various health parameters.

Specific and important functions for the model are the
ones for initializing the biomarkers HeartRate,
RespiratoryRage, Temperature, BloodPres
sure, PulseOximetry and GlucoseLevel with
a uniform function. ‘‘HeartRate = uniform(LHR,
UHR)," exemplarily generates a value for the HR of a
person wearing wearables at the entry point of the
“Statecharts,” by choosing a random number from a
uniform distribution between the lower (“LHR”) and
upper (“UHR”) range of healthy heart rate. The parameters
defined in “Step5_Vary_Parameters” of the ‘‘Healthy"
section (see Figure 3) are essential for replicating the

Nadeem et al. 13



natural variability of health indicators and play a central
role in evaluating health status.

The key aim of the AnyLogic implementation of the DT
model is the simulation variability. The model simulation
captures the inherent variability of health indicators by
representing a range of health states based on random vari-
ables within defined boundaries. State transitions are guided
by these initialized variability values, facilitating dynamic
and realistic health monitoring.

States & Transitions
State: Step1_Wearables—integration, initialization, and

monitoring. The “Step1_Wearables” state within the
“Statechart” represents the initial phase in which wearable
technologies for biometric data capture are activated.
Technologies such as impedance cardiography (ICG),
acoustic sensors, and photoplethysmography (PPG) play a
pivotal role in the real-time capture of cardio-respiratory
parameters. The state transition to “Step2_Collect_Data”
is triggered by a predefined timeout, signifying the end of
the initialization period in the “Step1_Wearables” state,
during which processes like data acquisition and software
updates take place.

Step2_Collect_Data—Synthesis and data modeling. “Step2_
Collect_Data” initiates the generation of synthetic (gener-
ated) biomarker data, which are used in the model simula-
tion to achieve a realistic representation of health
information. The code line ‘‘HeartRate +=
triangular(-HR_step, 0, HR_step)’’ (see
Figure 4), varies the heart rate within a triangular distribu-
tion range, corresponding to the variability of real biometric

data. Triangular distributions may be used “as a model for a
source of randomness when no system data is available”,83

thus supporting the creation of random data for our simula-
tion. This state serves as a proxy for various data sources
from health records and sensor data.

Step3_Save_Data—Data processing and storage. In the data
processing cycle, “Step3_Save_Data” is the step where
data are secured after acquisition. Ideally, storage occurs
in a cloud-based infrastructure, streamlining subsequent
processes like pre-processing and classification. The
importance of this state is highlighted by the transition
“transition11,” emphasizing the need for rapid and
precise data processing in PM. The storage architecture
must enable seamless integration with existing medical
systems while adhering to the highest standards of data pro-
tection. Scalability is crucial to keep pace with the growth
of data.

Step4_Analyze_or_Evaluate_Data—Analysis and evaluation.
The “Step4_Analyze_or_Evaluate_Data” state marks a
crucial point in the DT life-cycle, where advanced algo-
rithms analyze or evaluate health data. AI can be employed
to create precise disease progression forecasts. An AI-based
inference engine can draw logical conclusions from data
patterns, refine bio-signal analysis, and lead to more accur-
ate, personalized real-time diagnoses.

State transitions and management in the context of the DT
TechWear Biomarker Data Flow model. After explaining the
different states, this paragraph focuses on the state transi-
tions within the DT model:

Figure 3. Step 5: Vary parameters and initialization actions. This figure presents a detailed view of the fifth step to detail the used health
indicators (based on AnyLogic).
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1. Transition3:
–transition3: Activated when the critical thresholds
defined in “Step 5: Vary Parameters” (see Figure 3)
are exceeded, initiated by data from “excelFile,” requir-
ing immediate medical consultation or intervention.
–Goal: Post-analysis in “Step4_Analyze_or_Evaluate_
Data,” classification diverges to either a ‘‘Healthy’’
state or a ‘‘Need_Medical_Attention’’ state if
critical conditions are detected.

2. State “Need_Medical_Attention” and associated
transitions:
–Function: Identification of a hypothetical, critical
health condition, based on severity, necessitating imme-
diate medical advice (e.g. by phone, an app, or

consultations through AI-chatbots) or emergency mea-
sures, to ensure optimal personalized patient care.
–transition13: Leads back to the monitoring state
“Step1_Wearables” if the evaluated health data and
condition show no signs of immediate medical action
needed. In “Step2_Collect_Data,” synthetic data are
regenerated.
–transition12: Triggered by critical deviations from
health norm values (see Figure 5), it initiates notifica-
tions to medical personnel and relatives through the
state “Send_Notification_To_Family_and_Medical.”
–State “Send_Notification_To_Family_and_Medical”:
Responds to continuous health monitoring and triggers
actions such as immediate emergency calls or medical

Figure 5. Conditions and parameter: This figure presents a detailed view of the conditions and parameters of transition12 (based on
AnyLogic).

Figure 4. Detailed view of “Step2_Collect_Data”: Generation of synthetic data with triangular distribution and variables (based on
AnyLogic).
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consultations as needed. After a timeout, “transition7”
directs the process either to “Admit_To_Medical” for
direct patient care or back to “Step1_Wearables” for
resuming monitoring.
–Transition “transition14”: (see Figure 6) Activated
by critical health states such as falling below or
exceeding ‘‘LHR2’’ or ‘‘UHR2’’ leading the patient
to the state “Admit_To_Medical” for necessary medical
admission.

Transition conditions. Transitions are based on algorithmic
checks of biomarker data. For example, “transition12”
responds to parameters (see Figure 5) such as
HeartRate that exceed or fall below specified critical
thresholds ‘‘HeartRate < LHR1 || HeartRate >
UHR1," initiating corresponding notification actions.

Data storage and visualization. In the model, real-time visu-
alization of biometric data occurs under the agent “Patient.”
The X-axis serves as the time axis ‘‘time()’’ and the Y-axis
for measurement values like ‘‘Value: HeartRate’’ for
‘‘_plot_expression0_dataSet_xjal’’ (see
Figure 7), supported by various graphical elements.
This facilitates pattern recognition and supports the analysis
of intervention impacts as well as the assessment of therapy
effects. Figure 7 shows an exemplary visualization of
various vital sign parameters of a patient (heart rate, respira-
tory rate, temperature, etc.) over time (here in seconds).
Such a plot supports using various tools for the analysis
of irregularities, peaks, interventions, or the assessment of
therapy effects, such as pattern recognition or other ML
methods.

In the future, the DT TechWear Biomarker Data Flow
model can be enhanced by testing the model with real-time
data, and evaluating its response to the various data and

data types of medically certified devices. Such real-time
real data testing, can increase the effectiveness of the
model.

Model description and analysis of the
wearable-assisted Biomarker Monitoring &
Intervention System (BMIS)

BMIS digital twin model

The Biomarker Monitoring & Intervention System
(BMIS) is a more complex DT model (BMIS-DT model)
that enables dynamic and continuous health monitoring
through wearables for capturing various biomarker data
in individuals or populations. Figure 8 depicts the setup
and state transitions. The model can be used to compare
a monitored or non-monitored patient or a larger popula-
tion of patients with each other. Variations resulting
from factors such as data transmission delays or physical
activities affect system accuracy and response time,
leading to false alarms or delayed interventions. These
aspects are addressed in the wearable-assisted BMIS
model through the use of specific algorithms and
thresholds.

The aim of the model is to simulate daily fluctuations
of defined biomarker data and assess health conditions
to initiate precise medical interventions upon exceeding
certain thresholds or pathological deviations, allowing for
a timely response to critical health developments. The
BMIS-DT model is used for predictive analysis in health-
care to detect potential health deteriorations early. It may
be applied in telemedical monitoring and clinical research,
aiming to optimize treatment efficiency and steer patient-
specific interventions.

Figure 6. Conditions and parameter: This figure presents a detailed view of the conditions and parameters of transition14 (based on
AnyLogic).
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Example scenarios for model application. The following
scenarios illustrate the application of the “BMIS-DT
model”:

• Early warning system: The model may preemptively
recognize the risk of cardiovascular disease in a patient

by analyzing changes in heart rate and other cardiovas-
cular biomarkers. Based on these data, an early medical
consultation is recommended.

• Emergency response: In the event of an acute deterior-
ation in a patient’s health parameters, such as a signifi-
cant rise in blood sugar levels, the system automatically

Figure 7. Time plot for various physiological parameters: Exemplary visualization of various vital sign parameters of a patient (heart rate,
respiratory rate, temperature, etc.) over time (here in seconds) (based on AnyLogic).

Figure 8. Wearable-assisted Biomarker Monitoring and Intervention System (BMIS) implemented with AnyLogic.
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triggers an emergency call to enable immediate medical
intervention.

State machines are used for dynamic management of health
states and to define possible state transitions, contributing to
real medical scenarios by investigating factors influencing
individual health and evaluating intervention strategies.
The BMIS-DT model addresses the need for precise and
proactive healthcare through the continuous capture and
analysis of biomarker data.

Wearables play a central role in the BMIS-DT model by
enabling continuous monitoring. Individuals are divided
into two main groups, monitored (“is_Monitored”) and
unmonitored (“is_Unmonitored”). This directly affects
the intensity of monitoring, early detection, and the
system’s responsiveness (see Figure 8). Detailed monitor-
ing of individual health data allows the model to provide
personalized healthcare and medical interventions.

• Monitored individuals (with wearables): Allow for
continuous, real-time biomarker monitoring and a DT,
enabling immediate detection of deviations and auto-
matic or rapid medical intervention methods for critical
changes. Based on the monitored data, preventive mea-
sures are possible.

• Unmonitored individuals (without wearables):
Monitoring occurs irregularly, at occasional doctor
visits or self-reported conditions. The frequency of
medical assistance is determined by the severity of the
health condition, which is assessed by the most recently
known biomarker values, leading to reactive rather than
proactive medical care due to the scarcity of data.

Various biomarkers such as heart rate, blood pressure, and
oxygen saturation (see Figure 8) are captured precisely and
continuously. Exceeding the set thresholds of a biomarker
is considered an indicator of a potentially critical health
condition, signaling the need for medical interventions
and enabling the use of predictive models. This includes
measures such as medication dosing, notifications to
medical personnel, and automated emergency calls.
Exceeding these thresholds, such as a tachycardia with a
heart rate over 100 beats per minute, triggers an escalation
in the treatment process.

Model structure and logic in AnyLogic simulation
system

The AnyLogic simulation of the BMIS-DT model consists
of the following core components:

• Agents: Agents are individual elements within a simula-
tion model, representing persons or entities with variable
health states such as “healthy” and “sick.”

• States: Operationalized through a series of dynamic
“functions” and “variables” in the form of code blocks
for the initialization and daily updating of biomarker data.

• State machines: State machines are constructs used to
define and manage the various dynamic states (e.g.
“healthy” and “sick”) of agents, and handle transitions
based on analyzed biomarker data.

This model architecture facilitates precise and realistic
simulation of health monitoring and intervention mechan-
isms, which are supported by the analysis of synthetic bio-
marker data. The “Main” area of the implementation
encompasses the simulation of both patient groups (moni-
tored and unmonitored), visualization through plots dis-
playing the time series of biomarkers and the severity of
health conditions, and an intervention system based or trig-
gered on biomarker data and thresholds (see Figure 8).

Figure 9 presents the patient simulation area, whose goal
is to simulate modern health monitoring and to compare
between patients wearing a wearable device for health mon-
itoring (indicated by colorful dots with a blue border) and
patients without a wearable (colorful dots without border).
Three colors are used to differentiate the patients’ current
health status: Green describes healthy patients who do not
need active treatment. Light yellow describes the patient,
where a minor abnormality within the biomarkers has
been identified, which leads to health monitoring but not
necessarily an intervention. Red describes an acute
patient, who needs immediate treatment or intervention.
Of course, the given figure is static and only shows the
current situation of the comparison between patients with-
or without a wearable and, therefore, only indicates the
number of healthy, slightly abnormal, or critical patients at
this point of time. The graphs in Figure 9 present the simula-
tion of an average number of medical assistance visits in
hours and the average severity during the simulation, over
time (also in hours). It shows clearly that with the help of a
wearable the severity level maintains to a specific level, in
comparison to the non-wearable patients, where it increases
by time.

Functions. Key functions such as “set_InitialBiomarkers,”
“set_Biomarkers,” and “set_Severity” simulate the initial-
ization, daily updating, and assessment of the severity of
medical conditions based on the biomarker values.
Transitions control the switches between states, for
example, from “Is_Unmonitored” to “Is_Monitored” (see
Figure 8), depending on wearable usage and health condi-
tion, corresponding to altered biomarker severity values.
For example, a case study might illustrate the application
of the model to a patient experiencing sudden tachycardia,
where the “set_Severity” function increases the severity
level and triggers an urgent emergency intervention via
the “set_Medical_Assistance” function. Table 1 sum-
marizes the functions of the BMIS-DT model.
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State transitions. State transitions are based on well-
thought-out decision trees fed by multidimensional data
analyses. They are essential for the dynamic adaptability
of the model to changing health data.

State transitions of the BMIS-DT model (see
Figure 8):

• transition1: Models the transition to medical support,
controlled by the variable

‘‘naturalAssistanceFreq.’’ Overall, this
transition describes the process in which a patient, who is
in an ‘‘is_Unassisted," ‘‘is_Unmonitored’’
state, receives medical assistance and then transitions
to the ‘‘is_Assisted’’ state.

• transition7: Movement of the patient upon using a
wearable, (‘‘wearable’’ is ‘‘true’’).

• transition9: Time-driven transition based on
‘‘main.monitorFreq.’’

• transition10: The code line ‘‘assistance
Received++"; marks a critical state change in
patients through the incremental increase of the
‘‘assistanceReceived’’ variable, requiring add-
itional medical support for those with elevated severity
levels (‘‘severity > 0’’). This adjustment moves

monitored ‘‘is_Monitored,’’ yet unassisted
‘‘is_Unassisted’’ patients with deviating vital
parameters into the ‘‘is_Assisted’’ state, document-
ing both the location update and the number of medical
interventions. This process underscores the efficient
application of specific patient data for dynamic assist-
ance adjustment.

Evaluation and enhancements

Analysis of the in-house development of the BMIS-DT model.
The BMIS-DT model underscores the transformative role
of DTs and wearable technologies in health monitoring
and intervention. It demonstrates how continuous and dif-
ferentiated monitoring through wearables enables individ-
ual and precise medical actions based on the simulation
and analysis of biomarker data. By doing so, it tackles the
challenges associated with dynamic health-state modeling
and the necessity for adaptive intervention strategies. The
development and analysis of the BMIS-DT model highlight
its potential to enhance patient care through advanced tech-
nologies and emphasize the importance of proactive health
monitoring for early detection and treatment of critical con-
ditions. Future improvements may include the integration

Figure 9. “Main”—patient simulation area (based on AnyLogic).
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of advanced biomarkers and the application of ML
to increase the accuracy of predictions, further promoting
PM.

Extension and optimization of the model for wearable-
supported biomarker monitoring. In the ongoing develop-
ment and enhancement of systems like the BMIS-DT
model, it is prudent to expand the discussion to the opti-
mization of underlying models, especially in terms of
patient data simulation. Using such data is not only a valu-
able resource to demonstrate the model’s functionality and

efficacy, but it also opens the possibility of significantly
broadening its application scope. Through this methodo-
logical expansion allows for comprehensive validation of
the system’s functionality, enabling more precise and wide-
ranging health monitoring and interventions by integrating
additional dimensions and parameters. These approaches
promise improved diagnostics and therapy support by enab-
ling more detailed and individually tailored data collection
and analysis.

The following paragraphs summarize further model
enhancement opportunities:

Table 1. BMIS-DT model functions.

Function Usage

Initializing of biomarkers The function set_Initial_Biomarkers generates initial biomarker values with the help
of a uniform function, ensuring a statistical even distribution within predefined
limits. Example: heartRate = uniform(main.heartRate_lower,
main.heartRate_upper). This uniform distribution ensures that every possible value
within the clinical spectrum occurs with equal probability, creating a comprehensive
coverage and representative database for the model.

Updating biomarkers The function set_Biomarkers supports the simulation of daily fluctuations of biomarker values
through random variability within the set interval. Example: heartRate
+=uniform(-main.heartRate_step, main.heartRate_step);. These
variations represent natural physiological changes and potential measurement errors. Next
to heartRate, other biomarkers are glucose, bloodPressure, pulseOxi,
respiratoryRate, temp for sugar level, blood pressure, pulse, respiration
and temperature.

Severity evaluation If a biomarker exceeds the set critical thresholds, the function set_Severity increases the severity
value. Example: if( heartRate < (1 - main.heartRate_critical)
* main.heartRate_lower || heartRate > (1 + main.heartRate_critical) *
main.heartRate_upper) severity++;. Severity assessment follows an algorithm
based on thresholds derived from clinical guidelines and patient data, where exceeding these limits
triggers an escalation in the treatment process to align the model’s reactions with actual health states.

Determination of frequency
of support

The function set_Natural_Assistance_Freq sets the frequency at which patients naturally
receive medical assistance, which is based on the severity and is calculated using the equation
natural_Assistance_Freq = main.medicaAssistance_naturalFreq *
(severity * main.medicaAssistance_naturalSeverityImpact); This formula
allows the intervention frequency to be dynamically adjusted to the individual’s health condition.
Another variable set of this function is assistance_Received.

Medical interventions The function set_Medical_Assistance simulates medical interventions to correct a patient’s
health when biomarker anomalies are outside the acceptable range. Adjustments are made through
defined steps, as in if(heartRate < main.heartRate_lower) heartRate +=
main.medicaAssistance_step; for low values and vice versa for high values. These steps are
calibrated to represent the variety of real treatment options.

Biomarker monitoring The function monitor_Biomarkers simulates regular checking of biomarkers and
adjusting the severity according to set tolerance intervals. Example: if (heartRate
<= (1 - main.heartRate_threshold) * main.heartRate_lower || heartRate
> (1 + main.heartRate_threshold) * main.heartRate_upper) severity++;.
Monitoring intervals can be effectively, flexibly adjusted to patient needs from
hourly to daily checks.
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Algorithmic improvements: The BMIS-DT model can
and should utilize advanced algorithmic approaches,
including ML and generative AI, to extract meaningful pat-
terns from a large volume of patient data. Decision trees
could be designed to reflect the complexity of medical
data and incorporate adaptive algorithms that evolve with
the accumulation of new data, thus promoting continuous
refinement of the decision-making process.

Clinical relevance: In the clinical context, the model
can be enhanced to enable stratified risk assessment, pre-
dicting the likelihood of cardiovascular events in patients
with hypertension. It can serve as a decision-support tool
for physicians to plan and prioritize preventive measures.
The model’s risk assessment strategy needs to be directly
integrated into clinical workflows, enabling specific condi-
tion action based on a stratified analysis of patient data, pri-
oritizing preventive measures for high-risk patients.

Integration with existing health systems: Discussing
how the model can interact with existing electronic health
records and management systems will add additional rele-
vance. An interface architecture that uses standards like
HL7,98 FHIR99 or Asset Administration Shell (AAS)100 sup-
ports the integration of the model into existing health infor-
mation systems, enabling dynamic real-time data exchange
and decision-making.

Biomarker specifications: The selection of biomarkers,
such as heart rate and blood sugar, is based on their estab-
lished role in the early detection of disease states. The sen-
sitivity and specificity of each biomarker should be
confirmed through extensive clinical studies. The bio-
marker selection criteria within the model are rigorous,
based on their evidence-based role in the pathogenesis of
diseases. Further validation through longitudinal studies
assessing sensitivity and specificity in a clinical context
will strengthen the model’s prognostic reliability.

Data validation: To ensure the accuracy and robustness
of predictive models, patient data should undergo valid-
ation, including redundancy checks, error corrections,
cross-validation, bootstrapping methods, and alignment
with current clinical guidelines.

Scalability and future-proofing: Given the exponential
growth of medical data, a section on the need for scalability
of the model and future development paths would be
enlightening. The model should be designed to keep pace
with the rapid increase in medical data, pursuing solutions
for processing big data to ensure long-term applicability.

Importance of data protection measures: Implementing
data protection measures is critical. An in-depth consideration
of ethical and legal aspects will provide added value here.

Conclusion
The article provides an overview of the current state-of-
the-art DTs in healthcare and their utilization for smart
PM. The second part of the article focuses on the design

and implementation of a DT simulation for digital-based
vitals monitoring and a wearable-assisted biomarker moni-
toring and intervention system. For implementation pur-
poses, AnyLogic has been used, combining the idea of a
DT and simulation techniques.

Concerning the posed research questions, the literature
overview in section two reveals the current trends and
technologies used for implementing DTs in healthcare,
as well as using DTs for smart, PM. The availability of
high quality data sources for implementing a DT, tailored
to a certain disorder, is a deciding factor as well as sup-
porting to involve the patient for gathering individual
data to personalize a DT-based application. Similarly,
healthcare and medicine have high standards for data
security and privacy, as well as ethical aspects to consider,
which pose challenges for implementing DTs in this
sector. Unlike machines, patients always provide individ-
ual data and require an application that is easy to under-
stand and transparent concerning their current health
situation or parameters. The two presented examples of
a practical simulation of DTs in healthcare underline the
immense potential.

Future work
In future, DTs can be a groundbreaking technique in the
field of healthcare and medicine. Its advancements can
lead to a globally available dynamic infrastructure, leading
to a great interconnected digital healthcare. In the following
some concepts for future work are presented:

Simulation to reality

The presented implementation of two DTs is a demonstra-
tion prototype utilizing artificially generated data input.
One aspect for future extension is to conduct a patient
study using different sensors and wearables to provide
real data. This will help further tailor and detail the person-
alization aspect of the implementation and to prove the
concept behind the vital monitoring.

Integration of n-many data sources

Another aspect is integrating other data sources, such as
bio-bank data and diagnostic or therapeutic data, to provide
better reference data for ML integration. Real-time analysis
and feedback will benefit the patient and can indicate emer-
gency situations. Here the field of knowledge fusion can
enhance the concept with great additions.

AI algorithms

Furthermore, an extension of the current model could focus
on integrating different AI algorithms, contributing to
ad-hoc or long-term patient monitoring and analysis.
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Medical services, like disease detections, treatment recom-
mendations can be integrated as a service for DTs, which
allows pre-analysis based on the patient’s own data. From
an ethical perspective, it is essential to prevent potential
bias due to patient backgrouds, age, gender, etc. when gen-
erating treatment recommendations.

Security and privacy

Moreover, further consideration is needed for data security
and privacy, interoperability with other systems and plat-
forms, and patient interaction. From a research point of
view, the empirical validation of the model, patient accept-
ance, and integration of the model Integration into existing
healthcare processes needs to be evaluated.

Communication and interoperability

Interesting would be the communication and interoperabil-
ity schemes, developed to prepare multiple DTs or its ser-
vices, to interconnect and communicate. Especially, the
development of standardizations between models and
sources can be further investigated. If further tests show
promising results, the inclusion of additional health para-
meters and disorders in the DT model and monitoring
system is aspired.
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