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Introduction
Trusted Research Environments (TREs) are secure computing environments that provide access to
data for approved researchers to use in studies that can save and improve lives. TREs rely on Data
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Access Agreements (DAAs) to bind researchers and their organisations to the terms and conditions
of accessing the infrastructure and data use. However, DAAs can be overly lengthy, complex, and
can contain outdated terms from historical data sharing agreements for physical exchange of data.
This is often cited as a cause of significant delays to legal review and research projects starting.

Objectives

The aim was to develop a standardised DAA optimised for data science in TREs across the UK and
framed around the ‘Five Safes framework’ for trustworthy data use. The DAA is underpinned by
principles of data access in TREs, the development of which is described in this paper.
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Methods

The Pan-UK Data Governance Steering Group of the UK Health Data Research Alliance led the
development of a core set of data access principles. This was informed by a benchmarking exercise
of DAAs used by established TREs and consultation with public members and stakeholders.

Results

We have defined a core set of principles for TRE data access that can be mapped to a common
set of DAA terms for UK-based TREs. Flexibility will be ensured by including terms specific to
TREs or specific data/data owners in customisable annexes. Public views obtained through public
involvement and engagement (PIE) activities are also reported.

Conclusions

These principles provide the foundation for a standardised UK TRE DAA template, designed to
support the growing ecosystem of TREs. By providing a familiar structure and terms, this template
aims to build trust among data owners and the UK public and to provide clarity to researchers on their
obligations to protect the data. Widespread adoption is intended to accelerate health data research
by enabling faster approval of projects, ultimately enabling more timely and effective research.
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Introduction

The importance of access to near real time data, linked
across organisations, for research analyses to inform policy
was exemplified by the COVID-19 pandemic. This requires
standardisation, interoperability, and responsiveness nationally
and internationally to support data access and analysis. Yet the
pandemic demonstrated that urgent, efficient, and trustworthy
access to data requires the simplification, streamlining and
coordination of the multiplicity of governance mechanisms
currently in place [1].

Considering these needs, the Goldacre Review in the UK
made recommendations for the ‘better, broader and safer’
use of NHS data for research and analysis and emphasised
the need for standardised governance approaches [2]. In
recognition of this, the UK government ‘Data Saves Lives'
strategy made a commitment to the implementation of
Trusted Research Environments (TREs), also known as Secure
Data Environments [3] and Data Safe Havens [4] (hereafter,
we use TREs as a consistent, although not universally accepted
term), at both national and regional levels to facilitate research
and emphasise the importance of coordinated work amongst
all stakeholders [3]. TREs are highly secure computing facilities
that provide approved researchers with access to de-identified
data within a controlled computational environment and in
some cases only provide access to synthetic data, thereby
preventing direct access to the real data.

Regardless of the specific implementation, all data
analysis takes place within the TRE, supported by a
robust infrastructure that prevents personal data from being
exported. The TRE hosts carefully curate ‘research ready’
datasets [5], eliminating the necessity of sharing data extracts
for each project, thereby removing duplication of effort and
potential risks to data security. TRE data access is not
only cost and time-effective but provides opportunities for
collaborative working, shared learning, and reduction of error.
The UK Health Data Research Alliance White Paper ‘Building
Trusted Research Environments’ offers best practice guidance
on implementation of TREs and outlines the planned direction
of travel for TREs to function as part of a federated
infrastructure [6].

TREs will rapidly become the default way to access
National Health Service (NHS) data for research [7] and
are already the default mechanism for accessing non-health
government records in the UK [8]. Reflecting this, the
UK is now developing a network of TREs due to the
improved safeguards that a TRE way of working brings;
this network approach provides an opportunity to review the
complex governing processes that consistently delay or create
roadblocks for research projects vital to public benefit [9].
TREs sit within a wider landscape of Privacy Enhancing
Technologies (PETs) that are designed to enable the useful
derivation and analysis of data without providing full access
to the data. PETs may be beneficial for cross-national
collaboration and can facilitate compliance with regulatory
requirements, although they should be combined with legally
binding and enforceable obligations to protect data subject
rights [10].

Extensive public dialogue and stakeholder deliberations
have identified that for data science to be trustworthy, a
suite of rigorous controls is needed to manage risks to

confidentiality and to ensure data is used for public benefit
purposes [11]. Aligned with this, data owners depositing their
data into research infrastructures need to be confident that
their underlying terms and conditions and the confidentiality
of the data will be respected by the research end users. Yet
to deliver research benefits, and to be responsive to pressing
research needs, the controls also need to facilitate efficient
data access for researchers. The challenge for data science
infrastructure providers therefore is to balance safeguards
with user efficiency and to minimise procedural burden in
order to support scaling to a growing user base without
undue access delays and within a cost constraint. Governance
processes are underpinned by contracts to ensure all parties
are aware and accountable for their obligations under data
protection laws and other applicable legal requirements. Data
Access Agreements (DAAs) for established TREs vary widely
and often require time-consuming review and negotiation
or contain legacy clauses that are rendered redundant
when considering the robust data security and protection
provided by TREs. Success in streamlining the format of
research contracts has already been demonstrated through
the Brunswick template agreements [12], covering material
transfer, research collaboration, and studentship between
non-commercial organisations. The UK Clinical Research
Collaboration has also developed a suite of model agreements
[13], which are widely utilised for clinical trials to avoid delays
in contract review and initiation within the NHS and wider
Health and Social Care, allowing more junior contract staff to
undertake the review as these agreements are used ‘off the
shelf’ and typically unmodified [14]. These existing models
suggest an opportunity to improve the efficiency of TRE data
access contracting through the development of a template
DAA. Although the aim of this work is to harmonise de-
identified data access in the evolving network of UK TREs,
UK data protection law remains based on European Union
(EU) law and therefore the template could be readily adapted
for TREs established in the EU. Previous work between
cross-national collaborators to develop a template data use
agreement for access to ‘factually anonymous’ data via remote
access to a safe room, provides an example of how the
framework can be adapted to suit national, legal, institutional
and technical requirements [15].

The UK Health Data Research Alliance [16], an
independent alliance of leading healthcare and research
organisations united to establish best practice for the ethical
use of UK health data for research at scale, commits members
to using a proportionate governance approach to data access
based on the ‘Five Safes framework’ [17] via its principles
for participation [18]. Within this framework presented in
Figure 1, DAAs provide a vital control to bind researchers and
their contractually responsible organisation to the terms and
conditions imposed by the infrastructure and its constituent
data owners. Specifically, the DAA will commit researchers to
maintain data confidentiality, specify which data can be used,
by whom, and for which purpose, the circumstances in which
data access can be revoked, and to define how outputs from
the research process — including results and reusable research
outputs such as derived data — are used. The DAA will also
provide the basis for other controls — such as researcher audits
— and to define personal and institutional liabilities for data
misuse.
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Figure 1: Five safes framework

Safe People

Only trained and specifically accredited
researchers can access the data

Safe Projects

Data is only used for ethical, approved research
with the potential for clear public benefit

Safe Settings

Access to data is only possible using secure
technology systems - the data never leaves the TRE

Safe Data

Researchers only use data that have been
de-identifed to protect privacy

Safe Outputs

The Alliance has convened a Pan-UK Data Governance
Steering Group [19] with partners at the UK's Office
for National Statistics, with members that are data
science professionals, associated government data owners
and members of the public. Members of the Pan-UK Data
Governance Steering Group were invited to join a TRE
Legal Toolkit Action Force and were asked to volunteer
contacts within their organisation with relevant knowledge
and expertise. The Action Force has members from the
following organisations: Bennett Institute for Applied Data
Science (University of Oxford, England), DataLoch (Scotland),
Health and Social Care (HSC) (Northern Ireland), Health Data
Research UK (HDR UK), NHS England, NHS Health Research
Authority (HRA), Office for National Statistics (ONS),
OpenSAFELY, Our Future Health, Public Health Scotland,
Research Data Scotland, Secure Anonymised Information
Linkage (SAIL) Databank (Swansea University, Wales), UK
Longitudinal Linkage Collaboration (University of Bristol,
England), and Wales Cancer TRE Project (Cardiff University,
Wales). Members of the public were also invited to join
the TRE Legal Toolkit Action Force, given the valuable
perspective on data access and governance they can provide.
The Action Force has the objective of developing a set of
standardised legal agreements, including templates and related
guidance for a DAA, data depositing agreement (DDA), and
a data protection impact assessment (DPIA) or other forms
of risk assessment, to enhance clarity and consistency in
contractual arrangements and provide researchers with a user-
friendly toolkit that can reduce the administrative burden
and accelerate contracting within institutions. Developing a
standardised DAA template for UK TREs [41] was identified

All research outputs are checked to ensure
they cannot be used to identify subjects

as a priority to improve the efficiency of the data access process
and to enable improved public understanding and scrutiny of
this key safeguard.

The ability to describe controls and governance processes
in a manner that promotes public understanding is essential.
A review of public attitudes towards administrative data
sharing for research, covering studies over a decade to 2018,
revealed that the public is generally supportive when three core
conditions are met: privacy and security, public interest, and
trust and transparency [20]. Additionally, a separate review
underscored the public’s willingness to share health data for
public good research, subject to the assurance of addressing
security concerns and prioritising transparency and inclusivity
of stakeholder perspectives [21]. While these studies encounter
some differences in findings, they both highlight the close
link between increased public understanding and trust in data
research, lending credibility to the Five Safes framework as a
valuable conceptual structure.

Concerns about potential individual harm from commercial
access to data, such as discrimination by insurance companies,
or collective harm, such as the sale of data for profit-
making purposes or questionable agendas, can be addressed
through transparent processes and clear communication.
While quantitative studies have indicated that the public,
in principle, do not favour sharing their health data with
private companies [22], further qualitative research into
the nuances of commercial involvement has shown greater
support, particularly if there is thought to be societal value
to the sharing [23]. The National Data Guardian’'s guidance
on evaluating public benefit in research recognised that the
public are in support of a ‘net good' accruing to the public.
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This may include instances of commercial profit-making, where
this is proportionate and leads to demonstrable improvement
in NHS services, knowledge, and insights, and is underpinned
by an assessment of ‘fairness’ [24]. The Association of the
British Pharmaceutical Industry principles of analysis and
use of health data commit pharmaceutical industry members
to: transparency; fairness with an appropriate balance of
commercial and public benefit and return to the researcher
and patient communities; legal and regulatory compliance;
and patient and public involvement and engagement (referred
to as public involvement and engagement [PIE] in this
article) [25]. Aiming for ‘trust’ may not be sufficient when
it comes to commercial involvement as the concept suggests
that the individual must be depended on to demonstrate
‘trustworthiness’. Rather the system within which they
operate should be confidence-worthy [26], and with effective
communication of the workings of TREs and the associated
governance processes (including the DAA), the public have the
opportunity to assess whether this is the case. PIE is essential
to ensure that research is driven by a commitment to delivering
public benefits and is worthy of public trust and confidence.
Accessing and using people’s data is a privilege, and including
public members in data-driven research processes can ensure
these are transparent, open, and accessible [27]. Consistency
in information governance and contractual standards enhances
protection for data subject rights and effective PIE is required
so that the public can be assured that standards are not being
lowered in the interest of speed of access.

In this paper, we present a core set of principles for data
access within TREs. We discuss the value of aligning these
principles to established frameworks and explore the benefits of
creating a DAA template in collaboration with key stakeholders
and members of the public.

Methods

Development of data access principles

We conducted a benchmarking exercise where DAAs from
nine established UK TREs (Table 1) were compared, including
those from Clinical Practice Research Datalink (CPRD),
DataLoch, eDRIS (Public Health Scotland), Genomics
England, Honest Broker Service (HSC Northern Ireland),
OpenSAFELY, SAIL Databank, UK Data Service and
UK Longitudinal Linkage Collaboration. We identified that
for some TREs, DAAs were supplemented by additional
documents such as end-user terms and policies. Where used,
these documents were included in the benchmarking to capture
the full set of terms and conditions. Author RB reviewed all
materials and categorised the terms and conditions into the
following themes: ‘Data available’, ‘Access’, ‘Outputs’, ‘Use of
Data’, ‘Intellectual property’, ‘Liability for data accuracy and
availability’, ‘Compliance with Data Protection Legislation and
Liability’, ‘Commercial use’, ‘Onward linkage’, ‘Open sharing
of analysis, code and derived data’, ‘Freedom of information’
and ‘Others’. Any terms that did not appear to fit in to one
of the categories initially were included in the ‘Others’ section
and these were reviewed for additional themes, then allocated
to the most suitable existing category. Each category was
reviewed for areas of commonality, which were determined

by identifying the most prevalent approach. Areas where
variance between agreements was discovered were labelled
‘alternative/additional’ terms and subsequently brought to the
Action Force for discussion.

To provide clarity on the inclusion of each principle and
resulting DAA term, and to create alignment with the wider
governance systems surrounding data access, the principles of
data access were categorised and mapped against the Five
Safes framework (Figure 1) by CS and RB. This was achieved
by matching the principle to the most appropriate of ‘people’,
‘projects’, ‘settings’, ‘data’ or ‘outputs’ to align with the
framework.

Public involvement and engagement

We invited public members from HDR UK's Public Advisory
Board [28] to contribute to developing the DAA template,
by participating in an activity designed according to the
UK Standards for Public Involvement [29]. We provided
each contributor with materials describing the purpose,
responsibilities, and expectations for the exercise (see
Supplementary Appendix 1). The contributors were provided
with the initial draft of the DAA principles, including
explanatory account and a key point of contact to address
any queries. Each of the principle subject areas had questions
to stimulate thought and discussion. An online workshop was
held to discuss the materials and questions, to evaluate the
accessibility of the material shared, and to clarify expectations.
As the public members had varying experience of data access
governance and research infrastructures, the workshop also
gave an opportunity to build their understanding of TREs.
While public members were offered the option to provide
feedback via email, video conference, or phone call, they
preferred sharing their comments via email. An honorarium
payment was issued to all public contributors, in line with
National Institute for Health and Care Research guidance [30].
An overview of the feedback received is provided in the results
section, detailing how this has informed the development of
the DAA template. The public contributors were given the
opportunity to review this article prior to submission to validate
and agree to its content. Some of them accepted an invitation
to contribute as co-authors.

Results

The principles of data access

Through the benchmarking exercise of DAAs in place for
established TREs, we found many areas of commonality that
allowed the development of the core principles of data access.
To help describe our findings we refer to three parties to the
principles, the Research User's Organisation (UO), the TRE
Host Organisation (HO) and the Approved Researcher (AR),
where the UO is responsible for individuals accessing the TRE,
the AR is affiliated with the UO and the HO hosts and controls
a TRE and is typically Data Controller of the data within this
environment. In many cases, these data are deposited within
the TRE by a third-party data owner under a separate legal
agreement.
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Table 1: UK TREs included in the DAA benchmarking process

TRE name . .
(Acronym) Data holdings Geography Population coverage URL
CPRD Primary care data (Patient UK All of England, Scotland, cprd.com
electronic GP health records) Northern Ireland, and Wales
Dataloch Routinely collected health care Lothian Routinely collected data as dataloch.org
data from primary and secondary region, part of daily interactions
care Scotland with health and social care
services, Lothian region
eDRIS Secondary care data, Scotland The population of Scotland isdscotland.org/
administrative data products-and-
services/edris/
Genomics Genomics data, secondary care England Consented participants genomicsengland.co.uk
England data, mortality data, omics across England
Honest Broker Secondary care health data, data Northern The population of Northern hscbusiness.hscni.net/
Service from the integrated health and Ireland Ireland services/2454.htm
social care system, mortality data
OpenSAFELY Primary and secondary care England The population of England opensafely.org
electronic health records
SAIL Databank Secondary care health data, Wales The population of Wales saildatabank.com
administrative data
UK Data Service  Economic, population and social UK UK population (census), ukdataservice.co.uk
research datasets participants of multiple
national and cross-national
surveys, longitudinal studies
(over 6000 datasets in TRE)
UK Longitudinal Research Study, NHS health UK Participants of 24 UK ukllc.ac.uk

records, socio-economic records,
environmental exposures

Linkage
Collaboration

longitudinal population
studies.

As a pre-requisite to the DAA being issued, the TREs
all required the intended AR to submit an application form.
This triggered the HO application assessment process, where
ARs are required to demonstrate that their proposal is an
appropriate and ethical use of the data, that it will deliver
clear public benefits and that they will publish their results to
enable use, scrutiny, and further research. ‘Data’ means the
data fields and datasets to which the AR has been approved
access.

The core principles of data access in TREs are listed
under their assigned Five Safes category below (Tables 2-
6). The ‘Alternative/additional’ DAA terms were discussed by
the Action Force, and it was recognised and acknowledged
that there will always be the requirement for areas of variance
between different TREs and in some cases variation between
different UOs (‘Customisable controls relevant to some TREs'
column).

Public members’ feedback

The concept of a core set of principles and associated
DAA received positive support, with some public members

recognising the potential to promote efficiency and standardisation

in data access processes.

“Overall, | think it is a fantastic idea which could
potentially streamline data access, but also ensure
that a universal system and standards are in
place.”

While some members of the public were fully in support
over the proposed distribution of responsibility, there were
some concerns. For instance, some highlighted the difficulty of
overseeing a large number of researchers working on a single
TRE.

"An institution may have 100 researchers working
on a single TRE, the oversight of all these
researchers would be nearly impossible.”

Others shared their concerns over placing too much
responsibility on the UO, which could slow down the data
access process.

“I believe that placing so much responsibility on
the User Organisation may have contradictory
effect on streamlining the process. Admin
processes in User Organisations may elongate data
access for the researcher as opposed to when
the researcher can sign documents on their own
behalf.”
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Table 2: Safe people

Safe people Customisable controls relevant to some TREs

The DAA is entered into by the UO (via signature by an authorised

signatory) rather than by the individual AR(s). o Researcher accreditation;/information

e The UO shall ensure: governance and data protection training

requirements.
o AR(s) are aware of their obligations
e TRE policy regarding penalties and
o AR(S') compliance with the DAA terms. (AR(S) shall be advised of remediation required for non-comp“ance'

their obligations when accessing the TRE via ‘Terms of Use’, which offences, and breaches.
may present as a “click through” set of terms accepted at the point of
data access.)

o that access credentials are not shared by its ARs, so that access to and
use of the Data in the TRE is by AR(s) and not by any other persons.

o that departures of any AR(s) are reported to the HO, and the AR(s) do
not attempt to access the Data or the TRE after termination or expiry
of the Agreement.

o that AR(s) are affiliated with them and warrants that the AR(s) are
appropriately trained and skilled in data protection, confidentiality,
governance, and security.

e The HO:

o issues credentials to the ARs provided by the UO, and revokes
permissions on notification that an AR is leaving the UO or should no
longer have access.

o will impose restrictions or suspension of TRE access to the UO and/or
ARs if they are subject to an investigation, incident, or breach.

e The AR(s) shall keep confidential the Data, and any access credentials
to the Data and shall report any incidents or breaches to the UO and
HO as soon as possible.

Table 3: Safe projects

Safe projects Customisable controls relevant to some TREs

e AR(s) shall only be permitted to access the TRE and use the Data for e The cost recovery policy for data access.

purposes defined in the Approved Project, with public good criteria. o
e The process for submitting amendments to the

e The HO shall publish accurate and up to date details of the Approved scope of the project, data requested, or project
Project and associated AR(s) in a publicly available data use register. research team, or extensions to the term of the

. . . . . Approved Project.
e Commercial use will be permitted only if stated in approvals granted

prior to project starting. Any unauthorised commercial or
non-commercial use will result in termination.

e Further research requires new approval. Non-compliance results in

termination.

Finally, some discussed UO liability and that researchers “I understand from a legal standpoint that the user
should be made aware of their responsibilities (as planned organisation should be liable, and it is probably
with the researcher 'Terms of Use') to promote good difficult to have legal action against an individual.
practice. However, in the interest of best practice, it should
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Table 4: Safe settings

Safe settings

Customisable controls relevant to some TREs

e The TRE infrastructure provides data protection and security
assurances, demonstrated with appropriate accreditations.

e AR(s) must access data on a device that meets the security
requirements of the HO and UO (typically not a personal device), shall

e End user security requirements specified by the
HO.

e Terms for researcher access via Virtual Private
Network (VPN) at other locations within UK.

not leave it unattended while accessing the TRE and shall protect the

screen from onlookers.

e Restrictions on international access and
additional terms required for international

e No remote access to the TRE from outside permitted locations defined access.

in the project approval process.

e The protocol on monitoring and audit of
access and use of the TRE.

always be made abundantly clear to the researcher
of their responsibilities.”

Since prospective datasets are often subject to periodic
data quality and cleaning exercises and overall, it is often
unclear whether the available datasets will produce valuable
results or answer the research question, the HO includes
clarification to this effect in the contract. However, public
members expressed concerns about conducting research on
incomplete or inaccurate data, with one member commenting;:

"As a member of the public, it sounds as though
research can be based on faulty data.”

In relation to the DAA terms and conditions, public
members acknowledged that they will have been developed
with extensive consultation. Therefore, any changes to these
terms should only be made if there is a good reason to do so.

“Ultimately, these terms and conditions have been
best considered for all stakeholders so there would
need to be an extremely important reason to
customise them.”

They also believed that if members of the public have
been involved in developing and finalising these terms and
conditions, any subsequent changes made without consulting
them would undermine the value of their input.

"I there has been PIE involvement in finalising the
terms and conditions and then these were to be
changed, this would go against the meaningfulness
of PIE.”

A suggestion put forward from a member of the public was
to ensure that each of the customisable annexes meet a set
level of acceptability.

“Each of the above [customisable annexes| needs
to be explicitly covered to a core minimum
standard. Customisation applies to additional
terms and conditions beyond this minimum.”

The concept of researcher training acting as a security
assurance was supported by public members, who recognised
the possibility of mistakes, which could be addressed by the
TRE being a ‘safe setting’ and the principles of ‘safe outputs'.

“The likelihood of data misuse is minimal, unless
someone is being malevolent. This should be
picked up by being an ‘approved researcher’.”

"I believe that most errors in data safety occur by
mistake (human error) and so all the training in
the world will not prevent mistakes from occurring.
I think that's one of the safety features of the
TRE system, is that human error can occur in a
controlled environment and be monitored closely.”

Responses to commercial involvement in TRE data access
was met with mixed responses, highlighting the need for
caution and clear communication.

“I am not sure what | think/feel about commercial
use. It would probably depend on the individual
case.”

“Personally, | do not have any issues with
commercial use of results from approved projects,
if and when approached correctly. Although
commercial use requires a more detailed explanation
and an outline of the processes in place to protect
the data.”

“Need to consider forms of licencing so that the
public benefit from commercial products based on
public data.”

Regarding the commercial use of data, particular attention
was also given to the importance of involving members of
the public in developing criteria that inform decision-making
about granting access to data, with some public members
questioning the ownership of intellectual property (IP) and
whether researchers who develop results with the data should
have the choice to move forward with commercial use if they
desire.

“What are the criteria for approving commercial
use? Who has decided these? There needs to be
PIE involvement in developing these criteria and
in making these approvals.”
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Table 5: Safe data

Safe data Customisable controls relevant to some TREs
e Individual-level linked/linkable datasets will be available in the TRE. e Specific  data  field names for all
Data is de-identified before access is granted. (linked/linkable)  datasets available. [no
] . actual data]

e Only anonymised aggregate data may be downloaded following
quarantine and screening prior to release from the TRE. e Conditions relating to the linkage of datasets
) ) held within the TRE and any permitted
e The AR(s) shall not, and shall not attempt to, link or combine the datasets that may be ingested into the TRE

Data with other information or data (including any information relating for linkage
to an identified or identifiable natural person) available to the UO.

e Additional terms for NHS data.
Although the possibility to do so is extremely low in TREs, the AR(s)

shall not, and shall not attempt to, and the UO is responsible for
ensuring that the AR does not:

(i) identify individuals from the Data; or

(ii) contact any data subject.

Each party shall comply with their respective obligations under data
protection law, including UK General Data Protection Regulation (UK
GDPR) and the Data Protection Act 2018.

The UO acknowledges and agrees that it has sole responsibility, and
the HO takes no responsibility, for interpretation or further analysis of
the Data.

The UO shall be responsible for ensuring that the HO is informed
without delay, and in any event within 12 hours of the UO or AR
becoming aware of:

i. any unauthorised access, disclosure, loss, damage, or alteration of
the Data

ii. any element within the Data that might permit the identification
of a data subject,

iii. anything that may impact or compromise the confidentiality,
integrity, or availability of the Data,

iv. any complaints from an individual or supervisory authority in
relation to the Data; and

v. any request from a research participant to exercise their rights in
respect of the Data.

It is generally not possible to know with certainty at the outset of
research whether access to and use of the Data will answer the relevant
research question or produce valuable outputs. Therefore, to the fullest
extent permitted under Applicable Laws, the HO makes no warranty as
to the quality of the data and is not liable for data unavailability.

“If the researcher develops results with the data “It is important to make the methods known so
and the IP changes from the host to the that if errors have occurred this can be flagged up
researcher, is it not then the researcher’s choice to and false results are not being published.”

move forward with commercial use if they desire?
Overall, a better explanation of commercial use
for example in the glossary would be beneficial.”

“"Methodologies should also be shared for the best
interest of the public. It is important for both
public and patients to understand how their data
is being used.”

Members of the public involved underscored the
importance of open sharing of syntax and code as a way to A common theme in the feedback received was the
improve accuracy in research and enhance transparency. requirement for further standardisation in monitoring the
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Table 6: Safe outputs

Safe outputs

Customisable controls relevant to some TREs

e HO terms and conditions/protocol on output
approval.

e Any acknowledgement of source/ copyright
statement requirements in publications or
other forms of dissemination.

e The HO may specify intellectual property
ownership for source data, linked data,

e Research outputs must not include personal Data.
e The AR(s) shall not:
i. use the Data or any research output for any purpose contrary to
the applicable laws or Approved Project purposes.
ii. download, extract, transmit, transfer, remove, share, copy, or
publish any of the Data from the TRE.
e There is no transfer of intellectual property rights of the Data or the

TRE

derived data, metadata, researcher analyses
and research outputs.

e Detail on ownership of syntax and
methodology and  open-source  sharing
(where ownership remains with UO, but they
shall grant a licence for use for other research
and non-commercial purposes).

use of the TRE and in handling breaches in order to earn
public trust. Public members emphasised the importance of
clarity and transparency around the consequences of a breach
of agreement, identifying the need for standardised access
restrictions for non-compliance.

“Monitoring of the use of the TRE is not clear.
There needs to be a template covering this.”

“I think that there needs to be some kind
of standard expectations that user organisations
and researchers comply with. What are the
consequences of non-compliance from the researcher?”

“User Organisation/Researcher access restrictions
if subject to an investigation/breach, will this be
made publicly available?”

"Access restrictions if there is a breach — who
decides what these will be? Should these be
standardised so that user organisations agree to
them?”

Discussion

The principles as building blocks to the DAA

The principles and by extension the associated DAA clauses
are intended to be concise but comprehensive. They are
risk-proportionate in line with the inherent data security
and protection assurances provided in TREs by design and
function, and therefore remove outdated terms which reflects
the progression from data dissemination to data access. For
example, data destruction clauses are not included and not
relevant to the AR or UO where no personal data will ever
leave the TRE. The template DAA will follow the data access
principles, whereby clauses will be mapped against the Five
Safes framework to create a familiar structure and to aid

ease of use. The advantage of mapping principles to the
Five Safes framework is the ability to achieve successful data
access while maintaining ethical oversight [31]. The framework
has been used widely across public sector projects due to its
reputation of encouraging safety by design in a way that is
agile and proportionate [17]. Public trust is a key component
to the process of successful data access and individuals have
a right to revoke access to personal data. A further advantage
of using the Five Safes structure is the effective messaging
this can provide to aid public understanding of how data
security and processing are managed [32]. Although the PIE
feedback suggests the need to clearly communicate the role
and safeguards inherent in the DAA in the context of wider
controls implemented elsewhere in TRE processes (e.g. the
application review process).

The TRE infrastructure provides a ‘safe setting’ [6] and
the DAA allows the HO to specify access restrictions based
on either end user security requirements, location, or both,
and how access will be monitored and audited. The AR
is made aware of, and acknowledges understanding of, the
practical requirements to keep access credentials protected and
the UO has a responsibility to ensure they are appropriately
trained and aware of their obligations. Only ARs can access
the TRE and the HO has a responsibility to restrict access
and deal with breaches. A combination of all three parties’
responsibilities ensure ‘Safe people’ is achieved. ‘Safe projects’
is met by ensuring the AR works only to the approved
project and purposes in the TRE, the requirement not to
act outside this and to preserve the confidentiality of the
data. Not only is the AR made aware of this, but the UO
becomes contractually responsible for compliance. ‘Safe data’
is met by the provision of de-identified data in the TRE
by the HO, with set limitations on linkage. Anything that
compromises the security or confidentiality of the data must be
reported, and these responsibilities on the AR and UO will be
contained within the DAA, along with managing requests from
individuals to exercise their rights. No personal data ever leaves
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the TRE, which keeps the data safe and only ‘safe outputs’
are therefore released following the HO process, appended to
the DAA. The outputs must only be used in a way that is
compliant with the terms of the DAA, and further to this
intellectual property rights and open-source sharing can be
detailed in the annexes.

Implementation and acceptability of the DAA

For the DAA to succeed in speeding up the contracting
process and present as a trusted and recognised template,
the core DAA will come with a strong recommendation that
it should not be modified by any party. Modifications may
also impact the integrity of the TRE and any accreditations
so this must be emphasised. The customisable annexes can
be modified, but this should fall within the remit specified in
the guidance and best practice recommendations that will be
included with each, and not used as an opportunity to copy
and paste old agreement terms or add overly cautious extensive
clauses.

Introducing standardisation of the UO (rather than
all ARs) acting as signatory to the DAA template may
be met with mixed responses. The effectiveness of this
accountability is heavily dependent on the oversight of those
acting as signatory on the running of research projects and
the interaction with researchers, which can be determined
by both the infrastructure within institutions and the
number of active researchers. The public member feedback
demonstrates concern in that the process with the UO will
add an extra step, rather than the efficiency that we are
aiming to achieve, and that it is far quicker to request
signature from the researcher. However, the hope is that
with introduction of the standardised template, this will
encourage harmonisation and clear delineation of roles as well
as the opportunity for research-active institutions to have
full awareness of projects being run from the outset, and
to develop efficient oversight processes where required. The
most impactful practical step within this streamlining initiative
will be in making the researcher aware of their individual
responsibilities via the Terms of Use. The implementation
of a standardised template will result in efficiencies for both
controllers and researchers in the early stages of data access
processes. This may carry forward benefits with regards to
researcher experience and their project outputs. Researchers
face a number of pressures when undertaking data-led
work, including funding and project timelines. Therefore, the
standardising of processes can potentially eliminate scenarios
where researchers may face dead spaces of research time
while awaiting approval from institutions due to procedural
inefficiencies [33].

Established TREs may be reluctant to change processes in
place, therefore emphasising the importance of familiarity of a
contract structure and content and the impact this will have on
improving time to data access from approval will be important
here. The strong public involvement in the development of
the principles and the template should also act as driver for
adoption. Where an established TRE HO may not immediately
have the resources to manage the adoption of a new DAA
operationally, alignment with the principles discussed within
this paper is a move towards standardisation and will be
encouraged.
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Commercial research

The principles of data access are intended to apply to both
non-commercial and commercial party involvement and give
assurance that both types of organisations are working to
the same standards. Feedback from industry representatives
has consistently highlighted the requirement for flexibility in
terms of open sharing and intellectual property rights, where
commercial protection can be justified where there has been
significant investment into research and development activities
and when it would not be appropriate to share these. Where
there may be a more standardised approach in non-commercial
research, room for commercial flexibility has been accounted
for in the DAA structure, where this permitted by the TRE
or its constituent data owners, by making open sharing
(of code, syntax, or methodology) and intellectual property
rights customisable annexes. Larger commercial organisations
frequently have affiliates across the globe; therefore, the TRE
may specify restrictions and allowances in the international
access annex. Reference to national laws and regulations in
DAAs can discourage researchers from applying to access data
[34]. By making the AR aware of their obligations via Terms
of Use makes it clearer for the individual to acknowledge
what this means in practice, and it is the UO's centralised
responsibility to ensure compliance with laws and regulations.

The value of PIE

The development of core principles and a DAA received
positive support from public members, recognising the
potential for efficiency and standardisation in data access
processes. The feedback raised by the public members on the
distribution of responsibility identifies that it is very rare to
take legal action against an individual in these circumstances.
In promoting organisational-level responsibility there will be
accountability and formal review of the DAA rather than just
signature from an individual. Concerns over clarity of roles and
obligations for the UO and AR highlight the need to clearly
communicate how this process works to both these parties
and the public. Public members stressed the importance of
researchers being aware of their responsibilities and the need
for good practices and the concept of researcher training as
a security assurance in data access. Open sharing of syntax
and code was seen as crucial for research accuracy and
transparency. Additionally, standardisation in monitoring the
TRE and handling breaches, as well as clear consequences for
non-compliance, were deemed necessary to build public trust.
Concerns expressed over the HO making no warranty as to
the accuracy and quality of the data has led to a revision of
the wording in the principles to place more emphasis on data
quality rather than implying careless inaccuracy, which will be
reflected in the DAA.

Overall, the feedback received generated further reflection
in several areas and highlighted the value of including the
public in decision-making processes around data access.

The need for a robust ‘social contract’ on national and
international level becomes increasingly crucial as personal
data collection rates escalates [35]. This is particularly relevant
in health data research, where the individuals providing the
data can be far removed from the data processing. Recent
experiences, such as the closure of the Care.data programme
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[36] and the postponement of the General Practice Data for
Planning and Research Direction (GPDPR) programme, have
underscored the repercussions of an inadequate social contract
with criticism centred on insufficient public engagement and
information dissemination [37]. While PIE traditionally focuses
on the development of research projects, approving access, and
dissemination of findings [38], in this case, the public was
invited to actively participate in improving research-related
contracts. The inclusion of PIE in data governance is vital
to ensure that data is used safely and for public benefit.
Building a trustworthy and transparent framework for data
access and utilisation requires active involvement of the public,
recognising their role in shaping the governance processes
and establishing a strong social contract that upholds rational
social cooperation.

Ongoing work and further standardisation

The nature of developing a DAA template that is trusted,
accepted, and proportionate requires incorporation of wide
stakeholder and public participation. Research Contracts Leads
from universities across the United Kingdom and industry
representatives have reviewed the principles and will input
to the DAA template to ensure maximum acceptability and
functionality. The public members consulted expressed that
easy-read publicly accessible versions of all documents should
be produced, along with input to any guidance. Bringing
PIE to the development stage was thought to strengthen the
process further and it was raised that there is a need for more
PIE in governance processes in general. There is a commitment
to embed PIE throughout, with public members joining the
Action Force to oversee and input to all developments and to
develop lay guidance.

This work has highlighted the potential for further
standardisation, which will aid transparency, essential for
gaining public trust. Key to this area, is the use or misuse of
the customisable annexes to the DAA, where room has been
allowed for TRE-dependent clauses to be included. Although
essential to include this level of flexibility, it is vital that the
customisable annexes are restricted to their defined purpose,
and not used as a mechanism to include unnecessary clauses
or caveats that will defeat the purpose of all adhering to
the core principles and agreement. Particularly of concern in
this area is that researcher accreditation is standardised so
that all researchers have had the same quality of training
ahead of accessing data. This is a notion supported by the
Goldacre Review [2] where the recommendation is that a
single accreditation scheme should be in place that mirrors
the Office for National Statistics (ONS) accredited researcher
scheme [39]. The same recommendation has been added as
best practice guidance in the DAA appendix on researcher
training and is an area that would benefit from widespread
consensus and adoption. The function of the HO in monitoring
or auditing use of the TRE should meet a standard and the
process should be publicly available. A well-maintained data
use register provides details to the public on who is accessing
the data and the purposes for access [40], but assurance that
there are restrictions for access to only authorised persons
and audit of data use also needs to be provided, with a
requirement that this is actively monitored, and the process
made publicly available. Similarly, assurance that breaches
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and non-compliance will be dealt with to a defined and
appropriate standard will aid public confidence and is an area
that could benefit from regulatory alignment [2], collaboration
and effective communication. The DAA template is being
developed to harmonise data governance across UK TREs
and can be readily adapted for the EU given post-Brexit UK
data protection laws remain largely aligned with EU laws. TRE
HOs will have the opportunity to add terms of international
access in a customisable annex where this is already permitted
and there is potential for further work to ensure adaptability
and alignment with international requirements, involving
representative public input to understand variance in public
sensitivities and perceptions. The DAA template may be
further tailored to be used on a global scale, and this will
be informed by endeavours of the Pan-UK Data Governance
Steering Group to reach consensus in this area.

Conclusion

DAAs governing data access for research in UK TREs are
varied, complex, and cause delays to approved research
projects while they undergo legal review. With the widening
network of TREs, an opportunity to streamline presents itself.
The Pan-UK Data Governance Steering Group, a working
group of the UK Health Data Research Alliance, has developed
a set of core principles of data access for research in TREs, to
underpin a template DAA. These will apply to non-commercial
and commercial access and the aim is for widespread adoption
of the template to provide clarity and transparency on roles and
obligations of all parties involved. Variability between TREs
and organisations has been accounted for in the development
of customisable annexes. Clear and consistent language, with
PIE in the development of both the principles and the template
DAA, will rightly offer the public the ability to assess their
own levels of confidence and trust in the security assurances
offered by TREs and associated governance processes. This
has been further assisted by mapping both the principles and
the DAA template to the widely trusted Five Safes framework.
The principles provide a mechanism by which all TRE access
can meet the same standards with equivalent delineation of
roles, avoiding undue delays and introducing clarity to the
research community. This work highlights opportunities for
further collaborative work with key stakeholders to achieve
streamlining, standardisation, and transparency in data access
governance processes, both nationally and internationally.
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Supplementary appendix 1

TRE Legal Toolkit
Patient and Public Involvement

The aim:

There are various contracts involved in health data research.
These come in different forms and vary between different data
custodians, resulting in a complicated process that can be
confusing for researchers. The differences between contracts
can also cause caution amongst contracts teams within
organisations, resulting in delays and effectively acting as
blocker to research projects starting. This is an area that could
really benefit from streamlining and collaborative working
across the four nations. With the move towards the use of
Trusted Research Environments (TREs), this offers a chance
to introduce best practice at a relatively early stage. TREs by
nature provide data protection and security assurances that
were not possible with traditional data sharing, and this should
be reflected in the associated contracts. While the TRE may
contain pseudonymised individual-level data, only anonymised
aggregate data may be downloaded. The processing will occur
within the highly secure TRE and any outputs will be subject
to checks and approval prior to release from there.

The TRE Legal Toolkit group are developing the following
templates:

1. A data access agreement (DAA), a contract between
those that hold the data and those that want to access
the data

2. A data depositing agreement (DDA), a contract between
those that will have their data within the TRE and those
that are responsible for the TRE

3. A data protection impact assessment (DPIA), a form
that is completed to identify and mitigate potential data
protection risks to an acceptable level before processing
data that identifies individuals (personal data)

Guidance and a glossary will be developed alongside these
documents to aid ease of use. We will also produce a tool
to help with defining roles and responsibilities against General
Data Protection Regulation (GDPR) for all parties involved.

The TRE Legal Toolkit Action Force includes various
stakeholders, such as experts in health data research
contracting across the four nations and patients and public
representatives. This diverse collaboration will ensure our work
is clear, accessible, and responsive to current priorities.

The overall aim is to produce templates that are trusted,
fit for purpose and that ultimately result in the speeding up
of contracting to facilitate research that improves and saves
lives.

For further info see here: Data Access and Governance
UKHDRA (ukhealthdata.org)

STEP 1: Developing a data access agreement (DAA)
template

We have reviewed DAAs currently in place for established
TREs as a benchmarking exercise to define key shared
principles. We will use these principles as building blocks for
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our DAA. The principles have been broken down into sections
in the numbered list below. We have included questions
that we would like you to answer but would also appreciate
your reflections on any of the points listed. All comments,
amendments and suggestions are welcomed, as we believe
it is essential to include patient and public representatives'’
contributions.

1. Contractual Parties:

e The DAA should be between the ‘Host Organisation’
(an organisation which is accredited to host and
control a TRE) and ‘User Organisation’ (an
organisation which is responsible for individuals
using a TRE service),

e with ‘Approved Researchers’ (people that access
the data within a TRE, that have a contract with
a verified User Organisation) agreeing that they
have read and understood terms and conditions in
the DAA around security and user requirements.
For example, that they must only use data for the
approved purposes.

e The User Organisation will sign a warranty
that makes them responsible for the approved
researcher meeting the requirements to access
the TRE. The User Organisation is liable for the
compliance of the researcher.

[We have found that some DAAs follow this arrangement
whereas some ask a researcher to sign the full DAA and accept
responsibility, where there may be little possibility of legal
action against an individual unless there is criminal intent]

Q: Do you agree with this arrangement and the
distribution of responsibility?

1. Access:

e The User Organisation shall only permit access
to and use of the Data in the TRE by Approved
Researcher(s) for the Approved Project and not by
any other persons, and not for any other purpose.

e Approved Researcher should be affiliated with
the User Organisation. [we still need to define
affiliation — this could include those with
employment contracts, those with honorary
contracts and students]

e The User Organisation shall and shall procure that
the Approved Researcher(s) keep confidential (i)
the Data, and (ii) any access credentials to the
Data.

e Restrictions on access to a defined ‘safe setting'
approved area of User Organisation covered by
the NHS Data Security and Protection Toolkit (or
equivalent)

e OR Approved researchers can access the TRE using
a Virtual Private Network (VPN) from any location
in the UK

e User Organisation/ Researcher access restrictions
if subject to an investigation/breach.
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e Requirement that Researchers have appropriate
accreditation (This may vary but we are seeing
the ONS accreditation frequently Become an
accredited researcher - Office for National
Statistics (ons.gov.uk)

Q. Have we considered everything when it comes to
accessing the TRE?

Q. Would you expect an approved researcher to have
a full employment contract with the organisation or
would an honorary contract be acceptable?

Q. Would you be happy with students accessing the
TRE if their supervisor takes responsibility for them?

3. Outputs

e Neither data nor any research output (the analyses
and any resulting write-up) must be used for any
purpose contrary to the Applicable Laws

e Data must not be downloaded, extracted,
transmitted, transferred, removed, copied or
published from the TRE.

4. Use of data

e Must not attempt to identify individuals from the
data or contact any research participant

e Data shall only be used for purposes defined in the
approval. Further research requires new approval.
Non-compliance results in termination of access.

Q. What are your views on permitting access to
the datasets for exploratory research? For example,
permitting approved researchers access to some or all
datasets to discover where we should be directing
research by looking at trends in the data. Research
projects are normally subject to data minimisation,
where data fields are restricted to those that are
absolutely necessary to answer the research question.
Here, researchers would still need approval and the
defined purpose would be for exploratory research, but
the data would not be limited as there would be no set
project.

5. Intellectual property

e There will be no transfer of intellectual property
(IP) ownership (ownership of the data). IP shall
remain the property of the data owners for each
dataset.

e The TRE host organisation owns IP for any derived
data (data that has been created by combining or
processing data from one or more of the original
datasets. The data fields are dependent on the
original data for analysis but become new data in
their own right).

6. Liability for data accuracy and availability

e The Host organisation makes no warranty, express
or implied as to accuracy or quality of the data;
and
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e excludes all liability for actions, claims, proceedings,
demands, losses, costs, awards, damages, and
payments made by the User Organisation that may
arise from their use of the data or unavailability to
the data for whatever reason.

Q. Do you think there are clear reasons for all of the
above? Anything else we should consider?

7. Compliance with Data Protection Legislation and
Liability

e Each party shall comply with their respective
obligations under Data Protection Laws.

e The User Organisation must inform the Host
Organisation without delay, and in any event within
48 hours of becoming aware of:

— any unauthorised access, disclosure, loss, damage or
alteration of the Data

— any element within the data that might permit the
identification of a research participant

— any complaints from an individual or supervisory
authority in relation to the data; and

— any request from a research participant to exercise their
rights in respect of the data.

e The User Organisation (+ Approved Researcher)
agree to preserve confidentiality of information.

e The User Organisation (+ Approved Researcher)
agree to application of GDPR to data.

o Must access data in controlled environment and
protect from onlookers.

Q. Do you think everything has been covered in terms
of protecting data?

8. Commercial use

e Data must be used for public benefit. Unauthorised
commercial use will result in termination

e Commercial use may be permitted if stated in the
approvals granted prior to the project starting

Q. Please comment on your feelings around
commercial use as part of approved projects?

9. Onward linkage

e There should be no attempt to link or combine the
data with other information or data (including any
information relating to an identified or identifiable
natural person) available to the User Organisation.

e With express permission as part of the approval
process, data may be linked to other datasets (the
other datasets would need to be ingested in to the
TRE)

Q. To what extent do you think it is important that
data is not linked to other datasets? (Bearing in mind
that only anonymised data will ever leave the TRE)
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10. Open sharing of analysis, code, and derived data

e Ownership of Syntax (set of rules for analysis) and
methodology remains with the User Organisation,
but they shall grant a licence for use for other
research and non-commercial purposes.

Q. Many feel it is important that the work that

underpins research is shared so that we avoid wasting
time in duplicating processes, and so that errors can be
reduced along the way. Do you support the contractual
obligation to share?

11.

Term

e Access will be terminated at the end of the term
defined in the approval. Data destruction is not
applicable as no personal data can be taken out of
the TRE.

Annex

There will also be an Annex to the DAA which will contain
Terms and Conditions that are customisable to the individual

TRE
These may include further detail on:
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e The data that is available within the TRE - this would

be a list of names of data fields and not actual data e.g.
‘date of operation’, ‘length of stay’, ‘diagnosis code'.
This would never contain actual patient data. There may
also be detail of restrictions to reduce the likelihood of

identification e.g. Dates may only be available as month-
year, only the first half of a postcode may be available,
or you may only get access to time to death from an
operation rather than date of death.

Any further conditions specified for possible linkage to
other datasets

Restrictions on international access

The protocol that will be followed in order to request
output of anonymous data from the TRE

Further detail on accreditation or training requirements
for researchers before they can access the TRE

The process for recovering costs associated with
researcher access from their organisation

How the host organisation of the TRE will go about
monitoring who is accessing the TRE and how they will
record and act upon this

Acknowledgement/ copyright statements to include in
any publications

Further details if linkage of datasets occurs via a third
party

Length of term of access and the process for requesting
extensions

Q. Do you support these being customisable terms and
conditions?



