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Abstract—This study examines information risk management models in the context of the pandemic crisis,
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INTRODUCTION
In modern science, much attention is paid to dis-

cussions around the phenomenon of the coronavirus
pandemic, questions about the models and prospects
for the development of various spheres of society,
about the degree of institutional impact of COVID-19
on changes in political and expert discourse, about
“unpredictable instability as a new normalcy,” about
the transformation of communication and informa-
tion platforms. Instead of conventional information
models of decision making, rapidly spreading conspir-
acy theories emerge in health care [1]; anti-scientific
information and irrational mythical threats and fears
circulate [2].

A detailed theorization of the social phenomenon
of epidemics and its influence on historical develop-
ment was carried out in the monumental work of Fer-
nand Braudel, who wrote that man is a target for an
incessant bombardment of pathogenic elements, and
the history of humans, in fact, is formed by a gigantic
struggle between man and microbes, bacilli, and
viruses [3, p. 57].

Man’s fight against epidemics has been fought in
different ways and with varying degrees of success.
However, the pandemic that is taking place before our
eyes is unique; it not only has exacerbated the existing
social and political contradictions many times over,
but has also generated new ones [4] and exposed “risks
for which the most advanced and most technologically
advanced states were not ready” [5].

The “viral revolution,” according to the consensus
forecast of many experts, will lead to a reduction in

office workers, the reformatting of transport and pro-
duction chains, the transition of companies from hier-
archical structures to cloud-type structures, to funda-
mentally new labor relations, and tectonic shifts in the
labor market. The pandemic, as a source of significant
institutional change, has become the most serious
stress test for vital information risk management. The
literature emphasizes that in the conditions of “covid-
izatsiyu” the dissemination of information exclusively
from the top down, stereotypes, and paternalism
undermine trust, create fear, and alienate society,
whose support is critical for a successful response to
a crisis/pandemic situation [6]. Thus, a new method-
ological focus is needed, involving the study features
of information f lows in a crisis situation, new risks,
and threats that arise in the new configuration of inter-
action and exchange of knowledge and information in
a pandemic. However, many of the nuances in the
study of the characteristics and mechanisms of per-
ception of information about risks and reactions to
them remain unclear, despite the fact that “thinking in
terms of risk is becoming more or less inevitable” [7].

This study is an attempt to examine the phenome-
non of modern information models of risk manage-
ment in the context of the “pandemic–economic”
crisis. The aim of the study is in line with the change
in the doctrine of information management as the
management of information resources of society and
the concept of informatics carried out by R.S. Gil-
yarevsky [8] and his scientific school.

The research objectives are as follows: (1) highlight
the mechanisms and models of information dissemi-
nation in crisis situations, which are characterized by
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breaks in the “constellation of spatial fragments, func-
tional pieces, and social segments” [9, p. 379] and
(2) apply the concept of risks and dangers as a meth-
odological toolkit to analyze the characteristics of the
role and functions of information in the production of
the responses of people to the threat of a pandemic.

INFORMATION AND TRUST
IN THE CONTROL SYSTEM PANDEMIC RISKS

The spread of COVID-19 has given new impetus to
research on the political practices of the social con-
struction of “pandemic” risks and threats in the dis-
course of the sociology of information. It seems that
the increasing research efficiency and social relevance
of future risks posed by COVID-19 problematizes the
issues of theoretical and methodological foundations
for studying the processes of interrelation of risk per-
ception and trust in information [10].

The victory over viruses, according to A. Shcher-
bak, is evidence of the development of not only public
hygiene, medicine, science, and education, but also
the rationalization of control systems [11, p. 5].

This kind of rationalization also determines the
ways in which information about Covid-19 circulates,
which can both cause and intensify a “pandemic of
panic,” as well as bring social meaning and responsi-
bility.

The authors of this article are in agreement with the
thought of the famous sociologist Richard Lachman,
who believes that “people are more likely to make sac-
rifices if they feel confident that leaders are honest
with them and that hardship concerns everyone. When
there is no such confidence, the requirement to keep
your distance will be ignored. People will begin to
attack others, accusing them of causing the disease or
attempts to cash in on it” [12].

The starting point of our research is the concept of
a “risk society,” through the prism of which informa-
tion management models and strategies can be effec-
tively investigated in the context of the fight against the
pandemic.

In the classic work of W. Beck [13] the concept of
a “risk society” designates such a stage of development
of society for which the key is reconfiguration of polit-
ical and social systems, taking the risks associated with
human activity and technology into account, and
attention to the topic of distribution of risks and
threats becomes decisive. Particular emphasis is
placed on the relatively unexplored problems of social
perception of information about environmental, bio-
logical, or criminogenic hazards and its role in model-
ing ways to combat threats.

In this connection, the theoretical explications of
P. Sztompka about different types of risk manifesta-
tions in the act of trust appear to be relevant. We must
proceed from the fact that “in addition to the risk asso-
ciated with the irresponsible or harmful behavior of
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others, giving trust to someone who does not deserve
it leads in addition to negative psychological conse-
quences…. The risk of exceeding the use of trust is
most tangible here and is not limited to feelings of dis-
content. Together with the entrusted object, we give
part of our freedom … Trust, in order for it to be justi-
fied, must be accompanied by a security guarantee”
[14, pp. 100–103].

One can agree with the opinion of the authoritative
political scientist F. Fukuyama, who calls social trust
one of the decisive factors in a successful response to
a pandemic [15].

Researchers have previously noted mistrust of offi-
cial information in various epidemics [16, 17].

During the spread of COVID-19, sociologists
found that 56% of the respondents do not trust official
statistics on the spread of coronavirus, of which 68%
believe that the information is being distorted; 27%
stopped trusting official information during the devel-
opment of the crisis [18].

As an example, “serological surveys” (sociological
questionnaire plus analysis data) conducted in
St. Petersburg show that there are actually ten times
more people who became sick in St. Petersburg than
officially registered cases [19].

Similar data (exceeding the number of recovered
cases by approximately ten times) were obtained as a
result of studies of residents of Geneva, Finland, Den-
mark, Sweden, Spain, and New York State [20].

The main sources of mistrust are contradictions in
the information field and a sense of injustice and
resentment; 57% of respondents cite social networks
among the main sources of information about the
pandemic, while 43% cite federal TV channels.

Contradictions and gaps in the information field
are associated with the unreliability of information
about the severity of the disease (“common ARVI” or
mortal danger for everyone), about the means of pro-
tection and prevention, the inconsistency of state-
ments by officials about the measures that are being
introduced, and misunderstanding of government
decisions (especially unpopular ones). Thus, a vicious
circle of distrust and disorientation is formed: at each
next loop, the balance shifts towards distrust of infor-
mation about the virus, displacing other topical issues
from the information agenda [18].

In the information realities of modern society,
there is a kaleidoscope of the epidemic’s production of
a wave of irrationality, often directly directed “at”
rational “doctors, hospitals, and sanitary measures of
the authorities.” Quite often pandemics “were accom-
panied by “pandemics of hatred,” both from the
masses and from the authorities” [11, p. 21].

In this regard, the key features formulated by
R.S. Gilyarevsky are “Having arisen and rapidly
improved, electronic information technologies pene-
trate into all pores of social mechanisms and have a
SSING  Vol. 47  No. 3  2020
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strong reverse effect on social production … With their
use, you can look into the depths of social processes
hidden from us until now and influence the operation
of their objective laws” [8, p. 201].

INFORMATION UNCERTAINTY
AND MANAGEMENT OF RISKS

According to N. Luhmann, a distinctive feature of
the study of the phenomenon of risk in the informa-
tion society is its comprehension “only in accordance
with the meaning of communications, including, of
course, messages in communication about individu-
ally made decisions” [21, p. 146].

Hence, there is another significant conceptual
complexity, that of how to most effectively identify
and classify key information risks in a pandemic.

One of the approaches described by O’Neill is
identification of four types of understanding and
assessment of the risks of an information system, that
is, those who take risks, those who are risk tolerant,
those who deny risk, and those who identify risks [22].

First, we are talking about the effectiveness of the
response in a crisis epidemiological situation to
unknown risks, whose perception significantly affects
the processes of anti-crisis political management. This
situation can be determined by the ability to develop
original strategies and models of work with appropri-
ate risk reflections about the epidemic and measures
to fight against them [23].

Predicting risks and dangers in this case turns out
to be not only an important indicator of maintaining
the stability of life even in an emergency, but also a
variable in the process of making and legitimizing
technologically understandable and “transparent”
management decisions and practices under conditions
of uncertainty.

As studies by D. Kahneman and his colleagues
have shown, various social subjects are “overly” infor-
mation-satiated … and tend to accept that extreme
behavior is modal … and some types of information
that scientists consider appropriate and informative
are usually ignored by people.” [24].

Information uncertainty in the situation with
a pandemic consists in frightening forecasts, the for-
mation of an attitude towards the perception of the
unfamiliar as dangerous, mistrust of information
sources, the loss of the ability to make a realistic
assessment of the situation, and overestimates of the
significance of danger.

When a public health emergency occurs, people
may need food, clothing and shelter, safe drinking
water, and medical care, but first and foremost they
need to know how to best avoid risks so that morbidity
and mortality can be minimized [6].

It is no coincidence that in the conditions of “state
isolation” and the closure of borders, information
flows, on the contrary, are increasing. Thus, during
SCIENTIFIC AND TECHNICAL IN
the COVID-19 pandemic The Russian Academy of
Sciences has signed an agreement with a number of
national academies on the prompt exchange of scien-
tific information about its origin and the effectiveness
of treatment methods [25]. Special sections on
COVID-19 have been created on the websites of lead-
ing national academies of sciences; the World Health
Organization has developed a tool for analyzing
behavioral factors associated with coronavirus, which
allows one to simply and quickly monitor the attitudes
of the population, as a result of which information pol-
icy is adjusted and carried out in a more targeted man-
ner to increase the effectiveness of influencing behav-
ior and a web page dedicated to myths about the out-
break of a viral epidemic was created [26].

Based on one of the central constructs of U. Beck’s
“risk society,” that is, Ignorance,” it seems clear that
this ignorance and pressure from the growing uncer-
tainty of the pandemic have strongly impacted a num-
ber of political and social institutions. Moreover, at the
macro level, radical uncertainties have become
a threat to legitimacy and a serious obstacle to control
over institutional systems.

INFORMATION STRATEGIES
AND PANDEMIC RISK REFLECTION

In describing the basic information strategies asso-
ciated with reflections of the COVID-19 pandemic,
we will rely on the research program of P. Ibarra and
D. Kitsuse, who proposed an interpretive model of
social problems, which, in contrast to the normative-
functionalist concept, focuses on how people react to
frustrating events [27]. From these points of view, the
main reactions to the pandemic are the problematiza-
tion and de-problematization of COVID-19. At the
same time, it is especially necessary to highlight the
rhetorical idioms and counter-rhetorical strategies
that are used by content producers in building a dis-
course around the topic of the virus.

At the same time, attribution of a problematic
character to the coronavirus, as well as a counter-rhe-
torical denial of problematicity in terms of content,
inherits the “birthmarks” of previous debates. We cannot
ignore the fact that the statement of the problem and dis-
cursive strategies in the process of a communicative act
cannot be considered without taking the contextual
framework into account, or, as A. Schütz puts it, “taken
for granted,” and the interpretation of the world that was
close to the sides of communication before this; the dis-
course built around the pandemic is preceded by some-
thing that largely determines its form [28].

It is clear that the consumer and disseminator of
information about the coronavirus is by no means
neutral. He already has a certain information back-
ground regarding diseases and drugs, or what is desig-
nated in science as a tendency to confirm his point of
view (confirmation bias), that is, a person’s focus on
FORMATION PROCESSING  Vol. 47  No. 3  2020
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finding such information that is consistent with an
opinion already formed in him.

Naturally, the perception and interaction with the
topic of COVID-19 in the information space are
superimposed on a whole set of rumors, stereotypes,
conjectures, and myths about public health that circu-
late in social discourse. Moreover, they make up a sig-
nificant part of it. A side effect of the successful com-
petition between hearing and fact was the growth of
academic publications devoted to the mechanisms of
rumor spreading and their influence on the perception
of any medical information, as well as the problem of
the reliability of data, that is, “true” and “fake.”
A striking example of this is the topic of vaccination and
the promotion of the anti-vaccination movement [29].

It is no coincidence that in May 2020, the Prosecu-
tor General’s Office of the Russian Federation was
forced to ask for a block of access to sites where false
information was posted about the artificial nature of
the coronavirus, which was allegedly created to elimi-
nate the problem of overpopulation of the Earth, and
the need to refuse to be vaccinated [30].

Thus, the impact of anti-vaccine content on mea-
sures taken to combat the coronavirus, in particular on
planned vaccination, can be labeled as an independent
information threat aimed at blocking or sabotaging the
ongoing efforts to combat the epidemic.

In defining the features of the modern information
environment, N. Luhmann noted that “the truth
(provability or irrefutability) of information … appears
… completely replaceable, as a product of a decision
and as conditioned by motives… In contrast to scien-
tific information, mass media information is not sub-
ject to such reflection, in which it should be stated in
a true way that untruths can be excluded even before
the truth is asserted ”[31, p. 62–64].

One illustration of this thesis of the German sociol-
ogist is the refusal of many parents around the world to
immunize their children, provoked misinformation
about the link between childhood vaccinations and
autism. This, according to experts, led to “a marked
increase in the number of vaccine-preventable dis-
eases, as well as unnecessary public spending on
research and public awareness campaigns aimed at
correcting the situation” [32].

Even at this moment, when the first steps are being
taken to develop and test a vaccine against COVID-19
and it is very far from its mass use, the expert commu-
nity is already expressing concern about the percep-
tion of the population on this measure. Thus, accord-
ing to a study conducted by The Associated Press-
NORC Center for Public Affairs Research, only 49%
of American citizens plan to be vaccinated against
coronavirus when the vaccine becomes available, 20%
do not plan to be vaccinated, and 31% have not yet
decided [33]. A poll by VTsIOM showed that 59% of
Russians will be vaccinated against COVID-19, pro-
vided that it is proven effective, while 35% believe that
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they will not get vaccinated. Moreover, 70% insist on
voluntary vaccination [34].

Thus, having considered “anti-vaccine content” as
one of the components of the COVID-19 framework,
we can move on to rhetorical idioms and counter-rhe-
torical strategies used in the modern information
space.

As already noted, P. Ibarra and D. Kitsuse have
distinguished several rhetorical idioms through which
a problematic status is assigned to an event or phe-
nomenon: the rhetoric of loss, the rhetoric of empow-
erment, the rhetoric of unreasonableness, the rhetoric
of disaster, and finally, the rhetoric of danger. The last
three of these can be considered the most relevant to
our topic.

The Rhetoric of danger is used in relation to those
conditions that pose a threat to human health and
safety; the word markers are disease, risk, and infec-
tion. In our case, pandemic is such a word, which has
become the main trend of Google searches around the
world, since the head of the WHO announced that
what is happening can be described as a pandemic. At
the same time, the WHO stressed that describing the
situation as a pandemic does not change anything
both in relation to the measures taken by the organiza-
tion and governments, and in relation to the assess-
ment of the risks produced by the virus. In general, the
official position of the WHO emphasizes the danger,
but not the catastrophic nature of the situation, as
much as possible.

Nevertheless, two other rhetorical idioms are also
noteworthy, even if their use is rather auxiliary in
nature.

The rhetoric of unreason is used in the discussion of
the coerciveness of the taken measures, because it
assumes that some groups of people need guardianship
in relation to a particular problem due to ignorance or
low social responsibility and this requires additional
measures that are not only not limited to raising
awareness, but accompanied by strengthening control.

The Rhetorical idiom of distress is used to highlight
the problem of interest from the entire range of dan-
gers, to give it the most threatening or integral charac-
ter in comparison with the rest. Throughout the entire
period of the epidemic, in different locations, there
have been injections of “catastrophic” information
about the coronavirus in the form of audio and video
recordings, text and graphic messages from “eyewit-
nesses” spread through social networks and instant
messengers.

Thus, we can conclude that problematization of
COVID-19 was carried out through the use of the
rhetoric of danger, which was periodically supported
by the rhetorics of distress and unreason.

Let us consider the most typical counter-rhetorical
strategies that worked for deproblematization of
COVID-19. Following P. Ibarra and D. Kitsuse, we
classify the counter-rhetorical strategies used in the
SSING  Vol. 47  No. 3  2020
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construction of “covid discourse” as sympathetic and
nonsympathetic strategies.

Sympathetic strategies do not question the “prob-
lematic nature” of the pandemic, but rather present its
individual aspects in such a way that fighting it seems
impossible or unnecessary. These, in our opinion,
include strategies: naturalization, costs, declaration of
powerlessness, perspectivization, criticism of tactics.

Dissenting strategies reject claims that the spread of
coronavirus is a problem. In this pool, the “anti-typ-
ing,” “refuting stories,” “insincerity,” and “hysteria”
strategies can be distinguished.

Let’s start with naturalization strategies, which at
the initial stage of the spread of the virus was quite typ-
ical. It is a presentation of the problem as a kind of nat-
ural, common, and inevitable phenomenon. The stan-
dard reasoning was comparison with seasonal f lu.

As an example, on his Twitter account, American
President Donald Trump wrote: “Last year 37000
Americans died of seasonal f lu, nothing closed, think
about it” [35]. A few days before the World Health
Organization announced a pandemic Brazilian Presi-
dent Jair Bolsonaro “mocked” COVID-19, claiming
that fears were exaggerated and the f lu killed many
more people [36].

Other commonly used discourse strategies are
addressing the cost problem and a strategy that is close
to it, criticism of tactics, whose main idea is that the
quarantine measures taken against the coronavirus are
more expensive for the economy than the damage
caused by the virus and the costs incurred as a result of
the decrease in production and unemployment may
take more lives than the virus. An example of such
a model is the study by an expert in the field of risk
management, University of Bristol Professor
F. Thomas, who has been widely cited by the world’s
leading news agencies, in which he suggests that the
recession caused by restrictive measures against the
coronavirus is more deadly than COVID-19 itself [37].

Based on the results of S. Preston’s research, which
revealed a directly proportional dependence of the
average life expectancy of citizens on the level of the
country’s GDP, F. Thomas concluded that the sus-
pension of the economy for more than 2 months will
do more harm than good in terms of saving human
lives.

The declarations of impotence strategy is based on
scientific information about the spread of viruses, that
is, denying the reality of serious success in the fight
against coronavirus until the entire population has
been infected naturally, or until the moment of total
vaccination. One example is the statement by the head
of the Information Center for monitoring the corona-
virus situation, Alexander Myasnikov: “The infection
will take its toll, we will still be ill. Those who are sup-
posed to die will die.”

The antityping strategy, i.e., the denial of the pan-
demic as a large-scale social problem in favor of its
SCIENTIFIC AND TECHNICAL IN
presentation as a risk for certain groups of the popula-
tion is used much more widely. This is certainly facili-
tated by the fact that the main risk group is the elderly.

Numerous conspiracy theories form the basis strat-
egies of insincerity, that is, the idea of the existence of
hidden beneficiaries of the pandemic, the global
behind-the-scenes use of the coronavirus as a way to
gain power [38].

Finally, the hysteria strategy, which indicates the
irrationality of fears about coronavirus, is often used
by official health care personnel if the situation seems
to be out of control to them. The confusion among
epidemiologists about the usefulness or uselessness of
mass wearing of medical masks, which is presumably
positively related to the supply–demand ratio for this
product, is clear evidence of this. Thus, we can note
a wide variety of discourse strategies aimed at deprob-
lematization of the pandemic.

We will now discuss the sides of this communica-
tive act. The main sources of information risks,
including information that can misinform an inexpe-
rienced consumer or researcher include scientists,
journalists, and scientific news relays. The latter group
includes both representatives of authorities at all levels
and ordinary consumers of scientific data [39].

As for the end consumers of information about the
coronavirus, the results of a study of the content of the
Twitter social network that was conducted in February
2020 are interesting [40]. A group of the 1000 most
viewed posts containing the coronavirus tag was high-
lighted and all messages were split according to their
different types of information: fake information;
mixed information; information containing both truth
and falsehood; scientifically sound information; veri-
fied information; facts. It was found that false infor-
mation is published much more often, but is retrans-
mitted much less often than scientifically based infor-
mation.

The public opinion of Russians about the corona-
virus, whose formation, in the final analysis, is aimed
at the entire set of the rhetorical idioms and counter-
rhetorical strategies described above, demonstrates
ambiguous trends. At the beginning of April 2020,
a special portal of official information on coronavirus
(stopkoronavirus.rf) conducted a survey, according to
which 46% of the respondents developed a strategy of
reasonable trust in relation to information about
COVID-19. The CoronaFOM project launched by the
Public Opinion Foundation, which measures the per-
ceptions of Russians for everything related to corona-
virus according to 40 indicators on a daily basis,
demonstrates that the integral indicator “ignoring the
disease,” which includes those respondents who are
not personally afraid of getting sick and whose major-
ity is not afraid of getting sick, has grown with some
fluctuations, reaching a peak of 46.9% by June 11 [41].

It should be noted that at the level of everyday
information practices, we are dealing with multiple
FORMATION PROCESSING  Vol. 47  No. 3  2020
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manifestations of discrepancies in the description of
the risks, dangers, and threats of the pandemic by
those who make management decisions (risks are con-
sidered as deviations from a given norm) and the per-
ception of risks by those affected by them [42].
M. Dean [43] noted that in the information manage-
ment coordinate system associated with the spread of
coronavirus, “the concept of risk is understood as a
special representation that presents reality in a form
that makes it accessible to impact and intervention.”

CONCLUSIONS

The focus of the research interest of the authors of
this article was primarily directed at the phenomenon
of modern information models of risk management in
the context of the “pandemic–economic” crisis, and
on the identification of mechanisms and models of
a complex system for informing people in crisis situa-
tions.

A transformation of communication and informa-
tion platforms is occurring in the modern realities of
the spread of coronavirus and viral infections and
counteractions to it. In covidization conditions infor-
mation management of risks becomes vital by studying
the features of information f lows in a crisis situation,
the specifics of the presentation of new threats that
arise in a new configuration of interaction, and
exchange of knowledge and information in the pan-
demic. Obtaining information about the threat of
a pandemic (protective actions of individuals and
organizations, information from the government and
independent media, regulatory, and information mea-
sures of the government) is one of the main measure-
ments of the effectiveness of measures taken by society
and the state during the COVID-19 epidemic.

Our study suggests that the methods of circulating
information about COVID-19 and the mechanisms of
intensive conversion of information into emotional
presentations can lead to both a “pandemic of panic”
and to the strengthening of social responsibility. One
important link in this process is the relationship
between risk perception and trust in information,
which acts as a critical factor in a successful pandemic
response. The study of communication strategies
shows that contradictions and gaps in the information
field are the main source of mistrust that cause infla-
tion of irrationality; forced digitalization of informa-
tion technologies caused by the epidemic is changing
the methods and forms of social management and is
also a source of risks and dangers.

Everyday practices are always linked to the percep-
tion of unknown risks, whose forecasting turns out to
be the most important information component in the
process of making and legitimizing management deci-
sions and practices under conditions of uncertainty.
Information uncertainty in this situation with the pan-
demic consists in the formation of an attitude towards
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the perception of the unfamiliar as dangerous, on dis-
trust of information sources, and the loss of the ability
to make a realistic assessment.

Ignorance and pressure from the growing uncer-
tainty of the pandemic puts pressure on political and
social institutions; incomplete information or misin-
formation becomes a threat to legitimacy and a serious
obstacle to control over institutional systems.

It can be argued that the main information
responses to the pandemic are the problematization
and de-problematization of COVID-19. In the course
of this study, it was found that scientific information
about the coronavirus contains contradictory data,
which is replaced by other information, and can be
converted into an independent information threat
aimed at blocking or sabotaging the ongoing efforts to
combat the epidemic.
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