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Abstract

In the process of receiving perinatal care, women living with HIV (WLWH) in Canada
have experienced disclosure of their HIV status without their express consent. This disclo-
sure often occurs by well-intentioned healthcare providers; however, from the perspective of
WLWH], it is a breach of confidentiality and leaves WLWH to manage the consequences.
This paper is a critical review of the regulatory and legislative infrastructure that exists to
protect the personal health information of WLWH in Ontario and Canada; the recourse that
WLWH have in the event that their confidentiality is breached; and potential approaches that
could be applied to organize the system differently to decrease the chance of a privacy breach

and to facilitate appropriate collection, use and disclosure of personal health information.

Résumé

Dans le cadre des soins périnataux, des femmes qui vivent avec le VIH (FVIH) au Canada
ont vu leur état divulgué sans leur consentement. Ces divulgations sont souvent faites par
des prestataires de soins de santé bien intentionnés; cependant, du point de vue des FVIH,
il sagit d'un manquement a I'obligation de confidentialité, lequel les force 4 en gérer les con-
séquences. Cet article est une revue critique des infrastructures réglementaires et législatives
en vigueur pour protéger les renseignements médicaux personnels des FVIH en Ontario et

au Canada; des recours auxquels elles peuvent faire appel en cas de manquement a l'obligation
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de confidentialité; et des démarches éventuelles qui pourraient servir A une réorganisation du
systéme afin de réduire le risque de manquement a l'obligation de confidentialité et faciliter la

collecte, l'utilisation et la divulgation appropriées des renseignements médicaux personnels.

HE EVOLUTION OF HIV INTO A COMPLEX CHRONIC ILLNESS HAS IMPLICATIONS

across many healthcare and social care contexts (Scandlyn 2000) including the health

services that women living with HIV (WLWH) interface during pregnancy, at the
time of childbirth and in the postpartum period. The delivery of healthcare includes the col-
lection, use and disclosure of personal health information (PHI). For WLWH, the disclosure
of their HIV status during a healthcare encounter may have particular consequences includ-
ing explaining to family and friends, who they may not have planned to disclose to, what it
means to live with HIV (Greene et al. 2016; Ion et al. 2016). From the perspective of WLWH,
the HIV status can be disclosed in a number of ways in the course of providing care to both
WLWH and their babies during the perinatal period, for example, labelling“HIV"” on intrave-
nous medication administered to WLWH during childbirth; when discussing women's HIV
medications including potential allergies; while administering HIV medications to the baby
including explicitly referring to "AZT” or the baby’s "HIV medications;” leaving hospital records
open in the woman’s room for all to see, and writing “HIV” directly on the front or inside of
the woman's chart; and when discussing breastfeeding avoidance and the availability of formula
as an infant feeding alternative. When disclosure occurs in the presence of people who were
unaware of the woman's HIV status, for example, visitors or other people present in the ward
within earshot, WLWH can experience a loss of choice and self-determination (Ion et al. forth-
coming). Furthermore, while some WLWH may choose to speak frankly with visitors after
disclosure occurs, this is not a realistic choice for many WLWH.

Considering the myriad ways that the HIV status of WLWH can be disclosed in the course
of receiving perinatal care signals a critical examination of the system of care that WLWH navigate
during the perinatal period and how notions of privacy and confidentiality are conceptualized in
these spaces. This paper presents a critical review of privacy policy and regulatory frameworks as
it relates to the PHI of WLWH in Ontario, Canada and aims to explore the following questions:

1) What regulatory infrastructure exists to protect the PHI of WLWH in Ontario? 2) What
recourse do WLWH have in the event that their confidentiality is breached, for example, their HIV
status is disclosed without their express consent? 3) Are there any approaches that could be applied

to organize the system differently to facilitate appropriate collection, use and disclosure of PHI?

Regulatory Frameworks and Privacy: What Legislative Infrastructure Exists
in Canada?
The Human Rights Act of 1977 followed by the Privacy Act of 1982 were the first legislative

acts to protect personal information across the Canadian public sector (Peekhaus 2008).
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In 1987, at a time when the HIV epidemic was gaining momentum across Canada, the
Freedom of Information and Protection of Privacy Act was the first legislation to outline “prin-
ciples of conscientious and cautious handling” of PHI that institutions were responsible to
adhere to (Cavoukian 1990). What followed was legislation that extended the protection of
personal information in the private sector in Canada, and in 2001, the Personal Information
Protection and Electronic Documents Act (PIPEDA) came into effect (Canadian HIV/AIDS
Legal Network 2004; Peekhaus 2008). Since 1997, provinces have adopted privacy legisla-
tion that specifically applies to healthcare providers regardless of whether they are engaged
in commercial activities (Peekhaus 2008), and, currently, nine provinces have specific laws
that protect PHI and impose obligations on healthcare providers to protect that information

(Canadian HIV/AIDS Legal Network 2014).

The Personal Health Information Protection Act in Ontario

The Personal Health Information Protection Act (PHIPA) was enacted in 2004 and governs the
collection, use and disclosure of PHI within the Ontario health sector and aims to keep PHI
confidential and secure while allowing for the effective delivery of healthcare and the effective
operation of the healthcare system (Beardwood and Kerr 2004, 2005; Cavoukian 2008; OIPC
n.d.). PHI is broadly defined under PHIPA as identifying information about an individual

in oral or recorded form that could be used to identify a specific individual, for example, the
physical and/or mental health of the individual (including the health history of the individual’s
family), the provision of healthcare to the individual, payments or eligibility for healthcare, and
the individual’s health number (Beardwood and Kerr 2004); HIV status is included under this
definition (Canadian HIV/AIDS Legal Network 2004). Under PHIPA, persons and organi-
zations that provide healthcare are collectively known as “health information custodians,” or
HICs (OIPC n.d.; Peekhaus 2008) as they “have custody or control of personal health infor-
mation in connection with performing their duties or work” (Beardwood and Kerr 2004: 63).
Whether individuals are HICs or agents of a HIC, their obligation to abide by PHIPA and
ensure the security, confidentiality, accuracy and integrity of PHI in their custody is the same
(Fletcher 2014; Peekhaus 2008). PHIPA requires that HICs take “reasonable steps” to ensure
PHI is protected against theft, loss and unauthorized use or disclosure regardless of the type of
records being used (Beardwood and Kerr 2005; Cavoukian and Rossos 2009).

Consent, disclosure and “circle of care” are key constructs outlined in PHIPA that have
important implications on the activities and decision-making of HICs with regard to PHI.
HICs may imply consent for the collection, use and disclosure of PHI for the delivery of
healthcare services (Cavoukian 2008), for example, consent is implied ifa patient accepts a
referral and shows up for care (Fletcher 2014). With regard to disclosure, under PHIPA,
PHI may only be disclosed by HICs if the individual consents or if PHIPA specifically per-
mits the disclosure without consent (OIPC n.d.). PHIPA was “specifically designed so that
it would not prevent a barrier to the disclosure of personal health information among health-

care providers” (Cavoukian and Rossos 2009: 7). As such, HICs are permitted to disclose
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PHI for the purposes of providing or assisting in providing care on the basis of implied

or assumed implied consent (Canadian HIV/AIDS Legal Network 2014; Cavoukian and
Rossos 2009). A patient’s express consent, that is verbal or written consent, is not required to
share information within the “circle of care” to other healthcare providers (Canadian HIV/
AIDS Legal Network 2014). At the same time, PHIPA permits disclosure of PHI without
implied consent in a number of vague and unspecified circumstances including “providing
healthcare” (as an individual healthcare provider or as a facility); “managing risks and error”
(Beardwood and Kerr 2004); “planning and management of the health system”; and “analysis
of the health system,” etc. (OIPC n.d.). The assumption of implied consent is no longer true,
however, when the HIC is aware that the individual wishes to withhold or withdraw their
consent. Furthermore, when PHI is disclosed to a non-HIC outside of the “circle of care,” or
for purposes other than delivery of healthcare, express consent is required (Beardwood and
Kerr 2004; Cavoukian 2008).

Implied consent and disclosure within the “circle of care” for the purposes of providing or
assisting in the provision of healthcare is “arguably the most significant provision in PHIPA”
yet it is “buried” in a sub-section of the legislation (Beardwood and Kerr 2004: 65). Permitting
disclosure of PHI in a variety of circumstances for the broad purposes of “providing health-
care” vis-a-vis a focus on implied consent means that HICs need to “use little or no effort to
comply with the requirements of PHIPA” (Beardwood and Kerr 2004: 67). Therefore, while it
is essential that people who use health services trust that their privacy will be protected, at the
same time, the “delivery of high quality healthcare depends on the availability of accurate and
complete health information” (Cavoukian and Rossos 2009: 6). PHIPA attempts to strike a
balance between protecting privacy and facilitating care delivery (Fletcher 2014).

Although identifying information in oral form falls under the category of PHI
(Beardwood and Kerr 2004), it appears that sharing information verbally amongst HICs and
to non-HICs is not the central focus of PHIPA nor is it explicitly mentioned in the legisla-
tion compared to other forms of information sharing practices. Instead, PHIPA focuses on
health records, in particular paper and electronic records (Cavoukian and Rossos 2009).
Furthermore, PHIPA does not lend itself to how information is currently exchanged in
healthcare institutions with the advent of new technologies and increasing use of e-mail and
digital interfaces to facilitate communication between and amongst HICs (Fletcher 2014).

Although healthcare providers may mention HIV status in the process of delivering care
to the patient, it may result in disclosure of PHI to a non-HIC or someone outside of the
“circle of care”, for example, hospital visitors. Healthcare providers may use HIV status as a
label, reminder, and/or communication tool, both for themselves and within the healthcare
team, to prevent ‘risks and error” in the process of delivering care (Beardwood and Kerr
2004). Employing HIV in this way may help those providing care to ensure appropriate
checks and balances within a woman’s care plan (Gagnon 2014, 2015). Healthcare providers
may also assume hospital visitors are aware of one’s HIV status, especially if the patient does

not explicitly discuss with them the importance of keeping it private. Regardless of whether
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a patient articulates if it is safe to disclose their HIV status is not the point; when HIV sta-
tus is disclosed without a person’s express consent, the attempt to strike a balance between
maintaining privacy while delivering high quality healthcare is not achieved. What recourse
do WLWH have? What mechanisms are in place for service users to take action in the event
that their privacy is breached? How would management of the institution in which care is

provided respond to this situation and take “reasonable steps” to right this wrong?

Enforcing PHIPA

There are many consequences when privacy is not respected including reputational conse-
quences and changes in therapeutic relationships with healthcare providers (Fletcher 2014).
Most privacy breaches are avoidable, even if conducted by well-intentioned healthcare provid-
ers; regardless of the intention behind the behaviour, the effect and consequences are the same
(Fletcher 2014) and HICs who “willfully” collect, use or disclose PHI in contravention of
PHIPA can be found liable (Beardwood and Kerr 2005). At a provincial level, enforcement

of PHIPA falls to the Information and Privacy Commissioner. Individuals have up to one year
to file a complaint concerning a breach of privacy under PHIPA (Canadian HIV/AIDS Legal
Network 2012). Enforcement involves an adversarial system whereby the Commissioner, viewed
as an impartial adjudicator, has discretion to determine the course of action including initiat-
ing a review or ordering a HIC to modify, cease or implement a particular information practice
(Beardwood and Kerr 2005). Patients have the choice to withdraw their consent for the use and
disclosure of PHI to other healthcare providers who deliver care, but the details of how this
would be achieved, as well as how the HIC would monitor patient consent, are unclear. It is one
thing to have policies in place that conform to PHIPA legislation. How policies and practices
that align with PHIPA are disseminated, interpreted and enforced by the HIC and its agents,
especially within a fast-paced and overburdened healthcare system, presents a whole different
set of challenges. The bottom line is that healthcare institutions implicated under PHIPA do
not do an optimal job to keep PHI private. Patients are encouraged to stand up for and assert
their rights to privacy (Canadian HIV/AIDS Legal Network 2014; Fletcher 2014), but is this a
realistic expectation and outcome?

Although disclosure of PHI often occurs by well-intentioned healthcare providers,
WLWH believe there will be serious repercussions if they call on healthcare providers who
have disclosed their HIV status to account for their inappropriate behaviour (Ion et al. forth-
coming). As a result, many WLWH who experience disclosure of PHI will not report the
actions of their healthcare providers. Why? Is there something unique about having HIV
that positions WLWH in a particular way while in hospital?

Early in the HIV epidemic, there was virtually no privacy protection for those living with
HIV because of fear, ignorance and "AIDS hysteria” within the healthcare system. Despite sig-
nificant advances in the clinical management of HIV and its evolution into a complex chronic
illness (Scandlyn 2000; Thompson et al. 2010), WLWH around the world continue to face a
number of health, social and legal challenges including access to HIV treatment, HIV-related
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stigma, discrimination and the criminalization of HIV (deBruyn 2004; Greene et al. 2015;
Mahajan et al. 2008). WLWH continue to report stigmatizing interactions with healthcare
providers, for example, being treated differently in the Labour and Delivery Unit because of their
HIV status and the societal perception that WLWH should not be having children (Greene et al.
forthcoming; Ion and Elston 2015; Ion et al. forthcoming). The current experiences of WLWH
may reflect a long and enduring history of fear and ignorance of HIV within the healthcare sys-
tem. Women'’s experiences may also reflect an enduring lack of knowledge and awareness about
HIV amongst healthcare providers who do not work in settings that specialize in HIV care.

It is critical to consider the legislative frameworks pertaining to privacy through the lens of
HIV because HIV has been classified as PHI that is particularly “sensitive” (Cavoukian 1990;
Gostin 1995). It is also apparent that healthcare practices within non-HIV-specific services
have not kept pace with the evolution of HIV as a chronic condition. It is clear why WLWH
continue to perceive HIV-related stigma when they access care, in particular, during pregnancy
and early postpartum, as well as why a climate of fear, ignorance and stigma continues to sur-
round the HIV epidemic across Canada (Canadian HIV/AIDS Legal Network 2004).

Although patients have every right to hold HICs accountable, expecting health ser-
vice users to stand up for their rights is not always optimal or possible, especially when
they are ill, in hospital, are not comfortable speaking up for themselves, or feel powerless
to do so (Fletcher 2014; Greene et al. 2015; Ton and Elston 2015; Ion et al. forthcoming;
McCoy 2005; Pryce 2000). Moreover, healthcare providers and trainees may not truly
understand their accountability and duty of confidentiality requirements (Canadian HIV/
AIDS Legal Network 2004). Power dynamics may be at play between WLWH and their
healthcare providers within the healthcare system. The choice of WLWH not to respond
to or hold healthcare providers accountable for disclosing their HIV status sheds some
light on how power dynamics may flourish within healthcare systems and may not always
position the patient at the centre of care. Furthermore, expecting patients to express their
privacy complaints to individual healthcare providers, then channel these complaints to the
upper echelons of a healthcare corporation, as well as a provincial body like the Office of the
Information and Privacy Commissioner, is a tall order. Although HICs may not do an opti-
mal job to protect the privacy of patients (Fletcher 2014), expecting patients to advocate for
themselves when privacy concerns arise and submit complaints to an adversarial system after
disclosure has occurred may not be a perfect solution. Could the healthcare system be organ-
ized differently to decrease the chance of a privacy breach and to facilitate the appropriate
collection, use and disclosure of PHI, including HIV status?

Recommendations for System Redesign: Optimizing Information Practices

A number of steps can be taken to optimize information practices to ensure the PHI of
WLWH is protected and remains confidential. These steps are relevant not only to WLWH,
but all people living with HIV (PLWH) and other patients who experience challenges relat-

ed to privacy and confidentiality when navigating the healthcare system. Any system changes
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must first be grounded in the perspective that, as a matter of public policy, the right to pri-
vacy is a fundamental human right for all PLWH (Canadian HIV/AIDS Legal Network
2004). Privacy is essential to freedom and revolves around personal control and freedom of
choice (Cavoukian 2014). It must also be recognized that not only do PLWH have a right

to privacy regarding their PHI, HICs owe a duty to PLWH to keep their PHI confidential
(Canadian HIV/AIDS Legal Network 2004). Confidentiality of PHI is fundamental to the
preservation of the ethical values of autonomy, dignity and respect for the individual; “patient
confidentiality is not only an essential pre-condition to successful treatment ... it's an issue of
human dignity and respect” (Canadian HIV/AIDS Legal Network 2004: 3).

The concept of Privacy by Design (PbD) offers a framework for ensuring that privacy is
embedded directly into the design specifications of information technologies, business prac-
tices and operational processes (Cavoukian 2014). PbD emphasizes service user privacy and
the need to embed privacy as a default condition by transforming service user privacy issues
from a “pure policy or compliance issue into a business imperative” (Cavoukian 2014: 13).
PbD is focused on process rather than singular, technical outcomes and recognizes the
need to introduce privacy principles during architecture planning, system design including
networked infrastructure, and the development of operational procedures including work
processes and management structures (Cavoukian 2014).

Scholars have suggested a number of recommendations at the macro-, meso- and micro-
levels of policy and practice regarding how information practices could be optimized to
ensure the appropriate collection, use and disclosure of PHI. At the macro level of legislation,
the Canadian HIV/AIDS Legal Network has taken issue with the discretionary disclosure
clauses inherent in health privacy legislation noting that these clauses fail to provide the level
of privacy protection accorded to health information under the Canadian Charter of Rights
and Freedoms (Canadian HIV/AIDS Legal Network 2004). As such, the Canadian HIV/
AIDS Legal Network (2004) recommends that only in exceptional and circumscribed situ-
ations should a HIC be permitted to disclose health information without the express and
informed consent of PLWH, rather than the vague and unspecified circumstances that are
currently permitted. The Legal Network also recommends that HICs be prohibited from
disclosing any information that may reasonably reveal a person’s health information to family
and friends without the person’s consent (Canadian HIV/AIDS Legal Network 2004).

At the meso level of systems, Buffet and Kosa (2006) have investigated how HICs
ensure that patient preferences regarding disclosure of PHI are acted upon. The authors
note that heath information network providers, for example, digital interfaces used to facili-
tate communication between HICs and its agents, bear some responsibﬂity for tracking
and monitoring patient consent (Buffet and Kosa 2006). The authors propose a systematic
consent management program, which they believe will minimize, if not eliminate, risk for
the HIC and health information network provider (Buffet and Kosa 2006). The consent
management system relies on utilities and assigns a valuation to patient attitudes with regard

to the handling of PHI. The utilities are applied as part of a risk-based consent management
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framework and could be updated and reviewed each time a patient’s records are accessed.

At any time a HIC performs an action that involves a patient’s PHI, an analysis would be
conducted to help the HIC determine whether to proceed based on the patient’s valuations
and the likelihood that the patient’s preferences would be violated in the process (Buffet and
Kosa 2006). The system for consent and risk management would assist HICs to meet their
legal obligations under PHIPA by managing a patient’s consent for releasing PHI.

Scholars have also highlighted how training and professional development initiatives for
healthcare providers and learners are important domains where the PbD framework could be
enacted. For example, privacy may only be a small portion of orientation modules trainees are
expected to complete; these modules may present privacy in very theoretical terms and lack
practical and applied elements (Fletcher 2014). Training programs could be redesigned to better
prepare and orient healthcare providers and learners to privacy protection and duty of confiden-
tiality. Concrete examples of privacy breaches could be included as a way to apply knowledge
to practice including the nuances of privacy in the context of HIV and other chronic and/or
stigmatizing health conditions (Fletcher 2014). Health professional licensing bodies also need
to educate their members about legal and ethical obligations regarding privacy and confidential-
ity. For example, just because discretionary disclosure clauses permit disclosure of PHI under
privacy legislation does not mean that the disclosure is necessary and valuable for the provision
of care (Canadian HIV/AIDS Legal Network 2004). Regulatory bodies could make the pro-
tection of PHI a performance metric for meeting licensing requirements. Enhancing education,
training and resources for healthcare providers within regulatory licensing bodies, as well as
healthcare corporations, could result in important meso- and macro-level changes.

The Canadian HIV/AIDS Legal Network (2004) has offered recommendations regard-
ing how the healthcare system, and its legislative and regulatory structures, could be better
organized to protect the privacy of PLWH. The Legal Network believes that the meso-level
‘remedies” currently in place for PLWH whose privacy rights have been violated could be
improved. The current adversarial system in Ontario, for example, which investigates com-
plaints brought forward by service users, could be made more accessible vis-g-vis increasing
the modes through which people could file a complaint such as audio or videotape in addi-
tion to written form, and eliminating fees associated with filing a complaint (Canadian HIV/
AIDS Legal Network 2004). Accessibility could also be enhanced by increasing the public’s
awareness of the system and improving transparency; for example, the Privacy Commission
of Ontario could develop education programs to inform the public about the existence of and
rights under privacy legislation including information about the complaint process and rem-
edies (Canadian HIV/AIDS Legal Network 2004). The Legal Network (2004) believes that
remedies currently available to PLWH whose privacy rights have been violated should also be
strengthened; for example, a system of deterrents should be implemented if HICs improperly
use and disclose PHI including increased enforcement and compensation to patients.

At the micro level of patient and provider, the Legal Network (2014a) reminds us

that healthcare providers should only ask questions that are relevant to providing care,
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for example, there is no need to ask about HIV status if that information is not required to
examine or treat someone. PLWH have often remarked about being asked how they acquired
HIV during a routine clinical encounter; when telling these stories they are always outraged
and annoyed because healthcare providers, who they often have never met before, are driven
more by their curiosity than delivering high quality, patient-centred care. Asking relevant
questions during a healthcare encounter is incredibly important for PLWH and highlights
one of the nuanced ways that the sensitivity of HIV can be considered in practice because it
prioritizes the person’s privacy. Healthcare providers should have a confidential, one-on-one
conversation with their patients in advance so that a plan to maintain privacy and respect
confidentiality is co-created and agreed to.

How will we get there, especially considering that policies in the current political
climate are considered within the micro-space of marginal incremental objectives, con-
tinually building out from the current situation (Lindblom 1959)? At the same time,
healthcare decisions are also influenced by economic, social, environmental and political
forces; policy makers and governments make decisions based on public opinion, electoral
considerations, personal preferences and crisis management (Fafard 2008). Luckily, PbD
has received global acceptance and endorsement by public and private sector privacy regu-
lators around the world (Cavoukian 2014). Also, a number of scholars have spoken out to
highlight public opinion regarding how governments handle PHI (Peekhaus 2008); why
HIV should be framed as health information that is particularly sensitive (Canadian HIV/
AIDS Legal Network 2004, 2012, 2014); and how issues of privacy and HIV-related
stigma complicate access to care and result in negative care experiences for PLWH (Carter
et al. 2013; Greene et al. 2015; Greene et al. forthcoming; Hodgson 2006; Ion and Elston
2015; Ion et al. forthcoming; McCoy 2005; OHTN 2010; Wong-Wylie and Jevne 1997).
As a result, community champions, social workers, researchers, activists and legal experts
working in the HIV sector, as well as those concerned with privacy and its protection
more broadly, are positioned with sufficient ammunition to enable a paradigm shift. The
time is now to ensure that policy and practice decisions that affect privacy at the micro-,
meso- and macro-levels are on the government’s agenda, and at the very least, are informed
by evidence (Fafard 2008), and grounded in the lived experiences and current realities

of service users.
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