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Abstract 

Background  The use of real-world data has become increasingly popular, also in the field of infectious disease (ID), 
particularly since the COVID-19 pandemic emerged. While much useful data for research is being collected, these data 
are generally stored across different sources. Privacy concerns limit the possibility to store the data centrally, thereby 
also limiting the possibility of fully leveraging the potential power of combined data. Federated learning (FL) has been 
suggested to overcome privacy issues by making it possible to perform research on data from various sources 
without those data leaving local servers. In this review, we discuss existing applications of FL in ID research, as well 
as the most relevant opportunities and challenges of this method.

Methods  References for this review were identified through searches of MEDLINE/PubMed, Google Scholar, Embase 
and Scopus until July 2023. We searched for studies using FL in different applications related to ID.

Results  Thirty references were included and divided into four sub-topics: disease screening, prediction of clinical 
outcomes, infection epidemiology, and vaccine research. Most research was related to COVID-19. In all studies, FL 
achieved good accuracy when predicting diseases and outcomes, also in comparison to non-federated methods. 
However, most studies did not make use of real-world federated data, but rather showed the potential of FL by using 
data that was manually partitioned.

Conclusions  FL is a promising methodology which allows using data from several sources, potentially generating 
stronger and more generalisable results. However, further exploration of FL application possibilities in ID research 
is needed.
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Introduction
Over the past decade, there has been a vast increase 
in the use of real-world data in infectious disease (ID) 
research, including the use of machine learning (ML) and 
artificial intelligence (AI). Advantages of these techniques 
are the potential of personalized medicine, providing up-
to-date and real-time predictions, and assisting in reduc-
ing human errors in clinical practice [1, 2].

Although very promising, the use of data in health 
research has its challenges, which include privacy legisla-
tion and intellectual property concerns. Data anonymiza-
tion is often performed to protect privacy, but this is not 
always sufficient. For instance, models have been devel-
oped that can re-identify individuals based on a small set 
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of demographic attributes [3] and face recognition soft-
ware was found to have the ability to identify anonymous 
individuals from magnetic resonance imaging scans of 
the face [4]. Moreover, access to health data is strictly 
regulated, for instance through the Health Insurance 
Portability and Accountability Act (HIPAA) [5] and the 
General Data Protection Regulation (GDPR) in Europe 
[6]. Regulations like these have made data transactions 
and multi-institutional collaborations more difficult [7]. 
Furthermore, as collecting high-quality health data is a 
large investment and data are not generally collected for 
the sake of research only, researchers and institutions 
are often hesitant to share their data to not lose owner-
ship [8]. Healthcare data are therefore often fragmented, 
such that hospitals may only access the data collected in-
house, and population registries cannot be shared across 
country borders [9].

The traditional approach of performing analyses using 
data from different sources involves pooling all data into 
a central server. Federated learning (FL) uses a different 
approach. With FL, analyses are performed locally and 
only the outputs are shared. A central server pools local 
model outputs to create a combined model, which is 
shared with local servers again for further optimization 
(Fig. 1). The FL method, which was introduced by Google 
in 2006 [10], overcomes the main privacy issues related 

to multi-institutional research. It was initially introduced 
for mobile device research, but quickly became of inter-
est in healthcare, because it allowed local data holders 
to keep their own privacy policies and to control data 
access, while enabling researchers to analyze the data [8].

So far, FL has most often been applied in the fields of 
oncology and radiology, with most research employ-
ing imaging data [11]. During the coronavirus disease 
2019 (COVID-19) pandemic, however, researchers rec-
ognized the usefulness of FL for research on infections 
and vaccines. This review provides an overview of exist-
ing applications of FL in ID research, which are mostly 
related to COVID-19. The advantages and challenges of 
the methodology and opportunities for future research 
are outlined.

Methods
References for this review were identified through 
searches of PubMed/MEDLINE [12], Google Scholar, 
Embase and Scopus [13] by using a combination of key-
words related to FL (‘federated learning’, ‘distributed 
learning’, ‘federated machine learning’, ‘federated deep 
learning’, ‘federated model’) and IDs (‘infectious diseases’, 
‘infection’, ‘vaccines’, ‘virus’, ‘bacteria’, ‘parasite’, ‘fungi’). By 
including these four databases in the review, we aimed 
to achieve broad coverage of all relevant literature. That 

Fig. 1  Illustration of a FL architecture
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is, PubMed/MEDLINE is the most commonly used 
database of medical literature, but it has been suggested 
that Embase should be used as a supplement to Pub-
Med/MEDLINE in reviews [14]. Since FL is a statisti-
cal method that is often used in ML research, we also 
searched beyond the medical literature. This was done by 
including Google Scholar and Scopus in the search strat-
egy, with the aim of covering a broader range of literature, 
and to also incorporate potentially relevant grey litera-
ture in the search [15]. An overview of the exact search 
terms used in PubMed/MEDLINE, Embase, and Scopus 
is presented in Additional Box 1 (Additional file 1).

Titles, abstracts, and full texts retrieved from PubMed/
MEDLINE and Embase were screened for relevance by 
two reviewers. In case of conflicts, reviewers discussed 
the eligibility for inclusion of the article until consensus 
was reached. The additional explorative search in Google 
Scholar and Scopus was performed by one reviewer. Arti-
cles were included if they (1) discussed a clinical applica-
tion of FL in the ID field, (2) had a clear description of 
the data and results, (3) were published open access, or 
through a subscription available to the authors, and (4) 
were published before July 2023. Articles were excluded 
if they (1) did not clearly describe the used data, (2) did 
not describe a clinical application of FL in the ID field, 
or (3) focused on methodology rather than a clinical 
application.

Results
Selection of references
Following searches within the various databases and 
screening on title, 49 abstracts were screened, after 
which 9 articles were excluded due to inaccessibility 
of the full text, lack of FL methodology introduced, or 
because no clinical application of FL in ID research was 
presented (Fig. 2). Full texts of the 40 remaining articles 
were then screened, after which 10 were excluded due 
to several reasons. A list of the excluded articles and the 
reason for exclusion is presented in Tables A1 and A2 of 
Additional file 1. The 30 remaining articles were included 
in this review and are listed in Table  1. We could iden-
tify four sub-topics across the articles, namely disease 
screening (n = 21), prediction of clinical outcomes (n = 3), 
infection epidemiology (n = 4), and vaccines (n = 2). Fig-
ure  3 provides a graphical overview of the identified 
papers. The following sections outline the main findings 
per sub-topic.

Disease screening
A total of 21 studies reported on the use of FL in disease 
screening, of which the vast majority (n = 18) propose the 
use of FL for analyzing Chest X-ray (CXR) and computed 
tomography (CT) images [16–33]. Although RT-PCR 

tests on severe acute respiratory syndrome coronavi-
rus 2 (SARS-CoV-2) remain the standard for diagnosing 
COVID-19, screening through the automatic assessment 
of chest X-ray (CXR) and computed tomography (CT) 
images has been suggested and investigated in several 
studies because of its wide availability and time-effi-
ciency [16]. Since the development of models for disease 
screening requires many cases to achieve proper accu-
racy, FL was proposed as a tool for analyzing CXR and 
CT images from several sites in a single model to obtain 
sufficient cases [16–33]. Across these studies, which span 
over 100,000 medical images from a variety of sources, 
FL was shown to achieve proper accuracy, with accu-
racy measures often higher than 90%. Moreover, FL was 
shown to perform much better compared to local mod-
elling in most cases. As an example, Dayan et  al. found 
that FL achieved 16–18% better accuracy compared to 
models developed on single-site data [37]. Of note, most 
research in this context was not performed on real-world 
federated data, but rather on data that was manually par-
titioned for testing FL methodologies. For instance, Feki 
et al. performed their experiment using one larger data-
set of CXR images, which they manually split into four 
parts of equal size [17]. Therefore, not all results may be 
directly generalizable to clinical practice.

Soltan et al. also used FL for COVID-19 screening, but 
their input data consisted of clinical data routinely col-
lected within the first hour after the patient arrived at the 
hospital, namely vital signs, full blood count, liver func-
tion, urea and electrolytes, and C-reactive protein [34]. 
Their FL framework was applied in emergency depart-
ments across three hospital groups in the UK and dif-
ferent statistical models were applied in the federated 
setting. Overall, federated models achieve higher accu-
racy compared to local models, with accuracy up to 84%.

Another possible application of FL in disease screening 
relates to the analysis of SARS-CoV-2 spike sequences to 
identify and classify virus variants without the need for 
sharing the genome sequencing data. Chourasia et  al. 
[35] presented a FL methodology for variant classifica-
tion based on spike sequences, which could allow for 
combining data from a variety of sources to study vari-
ants. Their method achieved an overall accuracy of 93% 
with regard to predictive performance using only spike 
sequences rather than a more elaborate and expensive 
standard approach using full-length genome sequences. 
Sim et  al. [36] also introduced a variant classification 
algorithm based on FL, using genetic data from eight 
different COVID-19 strains. They performed different 
simulations where data were distributed across multiple 
data providers. Their FL methodology included private 
training at each data provider, which preserved privacy. 
The FL framework achieved almost similar accuracy (i.e. 
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a classification Area Under the Receiver Operator Char-
acteristic (ROC) curve (AUC) of 0.99) as was achieved 
using centralized training.

Prediction of clinical outcomes
Several studies have used FL for predicting clinical out-
comes following SARS-CoV-2 infection. Many Clinical 
Decision Support (CDS) models were developed during 
the pandemic for triaging patients, most of which were 
only trained and validated on local data. This lacked 
diversity, which is why Dayan et  al. [37] and Vaid et  al. 
[38] developed CDS models using FL. Their models 
employed real-world data from over 16,000 and 4,000 
patients from 20 and 5 different hospitals, respectively, 
and achieved better accuracy than models trained on sin-
gle-site data.

Hoyos et al. [39] presented an application of FL for sup-
porting clinical decision-making in dengue virus infec-
tions and proposed different FL tools for the diagnosis 
and treatment of dengue. Using two datasets of around 
400 observations, their application outperformed local 
models in terms of accuracy, sensitivity, and specificity.

Monitoring infection epidemiology
During the COVID-19 pandemic, many models were 
used for gaining insight into virus spread and predict-
ing infection rates. To circumvent privacy issues, FL 
was proposed as a method for developing these mod-
els. Kumaresan et al. [40] developed a FL model using 
mobility data from mobile devices to predict infec-
tion rates and availability of hospital beds by employ-
ing a SEIR (Susceptible-Exposed-Infected-Recovered) 
model. Samuel et al. [41] employed FL in a SEIR model 

Fig. 2  Flowchart describing the search process and selection of references
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for analyzing the COVID-19 pandemic using data from 
different centers for disease control. Chen et  al. [42] 
provided a proof-of-concept for using FL to create a 
vulnerability map using data from different self-report-
ing apps. Such a map could be used for identifying 
high-risk areas, and combining different apps creates 
a more diverse sample of the population. These stud-
ies were all performed on data that were manually split 
into different sites by the author.

The dynamics of a virus infection can also be mod-
elled using a city Digital Twin, which essentially is a vir-
tual replica of a city or region that provides an insight 
into factors that influence virus spread. Pang et al. [43] 
proposed a FL solution for developing a Digital Twin 
that can be used for response plan management and 
analyzing the effect of different measures to reduce 
virus spread.

Vaccine research
The COVID-19 pandemic led to the development of 
many vaccines and the implementation of large-scale 
vaccination campaigns. However, with the many vac-
cines also came the risk of the occurrence of side effects. 
FL is of interest in studying rare vaccine side effects, as 
usually only few cases are reported at individual institu-
tions. At the same time, vaccine records are very privacy-
sensitive and cannot easily be shared across sites in order 
to create a dataset with sufficient events. Wang et  al. 
[44] used electronic health record (EHR) data of 6,526 
patients from insurance claims across the United States, 
which were federated on state-level, to predict vaccine 
side effects. Their FL model performed well in predicting 
adverse events in comparison to centralized training.

Vaccine adverse events are often recorded as free 
text in patient records. ML methods that can identify 
mentions of adverse events from the free text could be 

Fig. 3  Overview of main FL applications in ID scientific literature
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developed, but these need large and heterogeneous data-
sets to perform well. Kanani et al. [45] applied FL for vac-
cine adverse event detection using data from the Vaccine 
Adverse Event Reporting System (VAERS), federated on 
vaccine-manufacturer level. The case study demonstrated 
that FL is a promising approach for identifying mentions 
of vaccine adverse events from these data, which could 
be useful for achieving more complete overviews of the 
adverse events that occur during vaccination campaigns.

Discussion
This review summarized the findings of studies on appli-
cations of FL for disease screening, prediction of clinical 
outcomes, infection epidemiology, and vaccine research, 
of which most were related to COVID-19. The literature 
search did not yield many studies related to other IDs. In 
fact, only one study on another ID (i.e., dengue fever) ful-
filled inclusion criteria for this review. More research on 
the use and added value of FL applications for assessing 
many other types of infections is warranted to capture 
the needs and challenges associated with various IDs.

The main promise of FL is ensuring data privacy and 
allowing data holders to have their own governance in 
place while creating the possibility to be part of multi-
institutional analyses. Models for disease detection or 
prediction of clinical outcomes [16–27, 35, 37–39] can 
only achieve sufficient accuracy when there are sufficient 
observations. During the early phase of an emerging ID, 
data at individual institutions are often of insufficient size 
to achieve robust findings. FL allows for a faster estab-
lishment of more accurate detection and prediction mod-
els. This promise also holds for vaccine research because 
adverse events are rare.

FL also provides more flexibility for local calibration 
of models. For instance, Li et al. [46] introduced domain 
adaptation techniques that help improve overall accu-
racy of federated learning applications. The possibility of 
local calibration could be especially interesting in settings 
where heterogeneous epidemiological settings apply, as 
the final predictive global model following the FL process 
is iteratively trained on the different individual sites. FL 
also allows for more equitable research. By combining 
data from different sources, a more representative source 
population can be achieved [10]. For instance, specific 
subgroups may be over- or underrepresented in single-
institution research [10], and single-institution models 
may therefore be vulnerable to bias [16]. FL has been 
renowned for its potential to include data from under-
represented populations and from hospitals with fewer 
resources for participation in research [8, 11].

Monitoring of infection epidemiology can be supported 
by location data from mobile devices [40] or through self-
reporting of symptoms [42]. Such examples relate closely 

to the more classic FL applications outside of health-
care (e.g. [47]), as the methodology was first developed 
for analysis of mobile device data. A related application 
is that of using data from wearable devices, which are 
increasingly used for monitoring health and disease. 
During the COVID-19 pandemic, many researchers used 
wearable devices for infection surveillance [48, 49], con-
tract tracing [48] and monitoring behavioral changes 
[50]. Collecting data from all wearable devices centrally 
is considered a threat to user privacy, which is why the 
use of FL in research concerning such data has been sug-
gested [51, 52].

Challenges in the use of FL
Although FL could provide a solution to many issues 
related to the use of real-world data, various methodo-
logical and practical challenges are associated with its 
use. The following paragraphs discuss some of the most 
relevant challenges when applying FL.

Heterogeneous data
Data heterogeneity is a serious issue in the application 
of FL in health research. Issues with data heterogeneity 
have been argued to deteriorate the performance of FL 
models [53], and some common FL algorithms may per-
form poorly in case of highly heterogeneous data [53, 54]. 
Within ID applications, there are several ways in which 
data heterogeneity can be a challenge. With EHR data, 
static variables as gender and age are generally stored 
similarly across sites, but hospital visit data often consist 
of different codes. When applying FL to data from vari-
ous laboratories, issues may also arise, as different sites 
make use of different software and instruments, amongst 
others. Imaging data are much less heterogeneous, which 
is why these have been used more often in FL research 
[11, 44].

Clinical interpretability
FL studies tend to focus on complex prediction tasks 
using ML algorithms, which are not easily understand-
able for clinicians. ML algorithms are often referred to as 
“black boxes”, with the precise computations underlying 
predictions unknown [55, 56], while some understand-
ing of the underlying model is warranted when the model 
may be used for clinical decision making. Clinicians are 
more interested in knowing why the model produces cer-
tain outputs, but algorithms from most FL research only 
focus on maximizing predictive performance. The need 
for interpretable research and simple clinical scores and 
predictor variables is often overlooked [39].

In addition to models being difficult to compre-
hend, especially by clinicians who are the main users, 
the data used in current FL applications in ID might be 



Page 11 of 14Zwiers et al. BMC Infectious Diseases         (2024) 24:1327 	

a limitation for generalizability of the study findings. 
Indeed, numerous studies included in this review make 
use of simulated or manually partitioned data, which 
do not fully capture the complexities of real-world data. 
The findings of these studies may therefore not precisely 
reflect clinical practice, as it remains unclear whether 
similar predictive performance would be achieved on 
real-world federated data.

External validity
Apart from the difficulties with interpreting ML output, 
there is also an issue with external validity of many exist-
ing FL applications. External validation is a crucial step, 
but cannot be done for many FL studies, because data 
and code are not shared. This does not only limit the pos-
sibilities for validation, but also reduces the likelihood of 
more innovative models being developed [11].

The lack of external validation is also a problem 
because FL research often does not employ a sufficiently 
diverse sample. While FL makes it possible to use data 
from a wide variety of sources, researchers often resort to 
only using a selective pool of databases in their analyses 
(e.g. only data from New York hospitals in the study by 
Vaid et al. [38]), which limits generalizability.

Privacy‑accuracy trade‑off
Although FL has been praised for its ability to ensure pri-
vacy while incorporating data from different institutions, 
some privacy issues remain. Specifically, it is still possible 
to learn about sensitive data through local model outputs 
[11, 54]. Differential privacy methods have been intro-
duced to overcome this issue by adding artificial noise 
to outputs [57], but these methods come at the cost of 
decreased accuracy. A privacy-accuracy trade-off there-
fore still exists [11, 54].

Infrastructure issues
A final important challenge in the application of FL in 
ID research relates to infrastructure issues. These stem 
from, for instance, different institutions not having the 
software in place for local model running and updating. 
Moreover, the heterogeneity in systems may complicate 
the application of FL, for instance because some systems 
may be able to handle more complex tasks than others 
[54]. Communicating between sites for updating may 
also pose a challenge, as communication may be slower 
than computation, which could lead to very long runt-
imes [54]. In order to overcome these issues, institutions 
must invest in infrastructures that allow for performing 
FL research. For instance, fit-for-purpose common data 
models need to be developed and data need to be locally 
transformed to align with these common data models 
[58]. In addition, information technology infrastructures 

of institutions need to be able to run complex analyses 
that are required for FL.

Future perspectives
Despite its challenges, FL has the potential to provide a 
solution to many current challenges in the use of data 
for ID research. For the study of rare infections, or at 
the early stages of an outbreak, the method allows for 
developing accurate models much faster, which could 
have significant impact in a next pandemic. Early in the 
COVID-19 pandemic it was already noted that, while 
incredibly many studies on the virus were being con-
ducted, the availability of robust data was limited [59]. 
This highlights the opportunities of using FL in such situ-
ations. Moreover, in case of very privacy-sensitive data, 
such as mobility data and vaccine records, FL provides a 
way of leveraging much data without harming privacy.

Another potentially interesting application of FL is the 
study of antimicrobial resistance (AMR). Limited data 
quantity at individual institutions makes it challeng-
ing to study different aspects of AMR [60], which sug-
gests that combining input data from multiple different 
local data sources without the need for data extraction 
to preserve privacy can help increase the study sample 
size more easily. Data on AMR are already routinely col-
lected by many microbiological laboratories and research 
institutions, which means that FL could be applied if the 
appropriate infrastructure would be implemented. It is 
often insufficient to merely study incidence and preva-
lence of AMR, as patient and disease risk factors related 
to AMR are more relevant to investigate. The assess-
ment of risk factors of AMR might be more feasible in a 
FL setting compared to a centralized setting, as FL helps 
protect privacy. Also for last-resort antimicrobial thera-
pies, which are rarely used due to antimicrobial stew-
ardship principles, a FL approach to pool from multiple 
data sources might help to achieve sufficient statistical 
power to address questions related to effects and adverse 
effects of these last-resort antibiotics. Recently, FL has 
also been suggested to be of interest for automated infec-
tion surveillance, including for the surveillance of health-
care associated infections, because of the potential for 
a significant reduction in the local surveillance burden 
[58]. FL-based automated surveillance could provide the 
advantages of standardization and upscaling due to a cen-
tralized approach, while it also allows for real-time access 
to local data with flexibility in algorithms on a local level, 
such that optimal local implementation of infection sur-
veillance could be achieved.

Current FL applications have mostly been proof of con-
cepts and need to be improved. Many did not make use 
of real-world, multi-institutional data. Moreover, appli-
cations that incorporate real-world data generally do 
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not use very diverse data. To achieve the generalizabil-
ity that FL allows for, researchers should aim to employ 
data from a wider variety of sources. Furthermore, more 
open availability of study code and test data would allow 
for applying existing models in more diverse populations. 
The latter would not only aid in external validation, but 
could also incentivize researchers to keep improving 
existing models.

Conclusions
FL is a promising methodology for many applications 
in the context of ID research, but some challenges need 
to be addressed. Examples of real-world applications in 
the field are limited, hence the true possibilities of the 
method are under-investigated. More research on addi-
tional applications and methodologies for using FL in ID 
research is therefore warranted.
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