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Abstract

Health care organizations are building, deploying, and self-governing digital health technologies (DHTs),
including artificial intelligence, at an increasing rate. This scope necessitates expertise and quality infra-
structure to ensure that the technology impacting patient care is safe, effective, and ethical throughout its
lifecycle. The objective of this article is to describe Mayo Clinic’s approach for embedding internal
accountability as a case study for other health care institutions seeking modalities for responsible
implementation of artificial intelligence—enabled DHTs. Mayo Clinic aims to enable and empower in-
novators by (1) building internal skills and expertise, (2) establishing a centralized review board, and (3)
aligning development and deployment processes with regulations, standards, and best practices. In 2022,
Mayo Clinic established the Software as a Medical Device Review Board (The Board), an independent body
of physicians and domain experts to represent the organization in providing innovators regulatory and risk
mitigation recommendations for DHTs. Hundreds of digital health product teams have since benefited
from this function, intended to enable responsible innovation in alignment with regulation and state-of-
the-art quality management practices. Other health care institutions can adopt similar internal
accountability bodies using this framework. Opportunity remains to iterate on Mayo Clinic’s approach in
alignment with advancing best practices and enhance representation on The Board as part of standard
continuous improvement practices.
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n safety-critical industries, a common
pattern tends to emerge when technology
iterates and evolves: innovations trigger
rapid change, which in turn, results in a reac-
tion by regulatory agencies seeking to promul-
gate standardized methodologies to protect
the public. When novel technology introduces
concepts or features that cannot be evaluated
under existing laws or regulations, lawmakers
and regulatory agencies respond to ensure
continuity of public protection and safety."
This pattern is frequently observed in the
health care industry, wherein research and dis-
coveries drive modifications to the standard of

care that may improve diagnostic accuracy,
clinical workflows, therapeutic options, and,
ultimately, patient outcomes. The rate at
which innovations have been introduced into
health care has grown remarkably since the
wide-scale adoption and application of artifi-
cial intelligence (AD). Many of these innova-
tions are led by health care professionals
who identify a problem or opportunity in
practice and develop Al-enabled digital health
technologies (DHTs) to address the problem
or opportunity.?’

To enable the next frontier of implement-
ing Al-enabled DHTs at scale in practice,
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INTERNAL ACCOUNTABILITY FOR Al IN MEDICAL PRACTICE

health care institutions must prioritize embed-
ding enterprise accountability into their orga-
nizations to centralize monitoring,
interpreting, and applying relevant laws, regu-
lations, and best practices for these technolo-
gies. This article describes the approach
taken by Mayo Clinic to establish internal
accountability mechanisms that promote safe,
effective, and ethical deployment of Al. With
this approach, Mayo Clinic aims to enable
and empower innovators by (1) building inter-
nal skills and expertise, (2) establishing a
centralized review board, and (3) aligning
development and deployment processes with
regulations, standards, and best practices.

EMBEDDING INTERNAL ACCOUNTABILITY
FOR Al

With known (and unknown) risks affiliated
with the use of Al in medicine, federal regula-
tions are evolving to apply more oversight to
this emerging technology. These regulations
include the White House Executive Order on
the Safe, Secure, and Trustworthy Develop-
ment and Use of Artificial Intelligence” and
agency regulation and proposed rules from
the Food and Drug Administration (FDA),”
the Office of the National Coordinator for
Health Information Technology,” and the
Office for Civil Rights.”

Although regulatory rigor is intended to
promote controls to further the safety, efficacy,
and equity of these Al-enabled DHTs, it can
also pose challenges for entities attempting to
keep up with the evolving regulatory land-
scape. These challenges can be particularly
daunting for health care institutions, which
often do not have embedded expertise on staff,
nor do they have infrastructures primed for
quality management system regulations
required for products that meet the definition
of a medical device.”

Presently, health care institutions have
numerous well-established governance func-
tions that contribute to the internal account-
ability for Al-enabled DHTs, including
institutional review boards (IRBs) and adher-
ence to frameworks related to information se-
curity, data protection, and privacy. These
governance functions operate effectively
within the scope of their purpose. For
example, IRBs are intended to review and
monitor research involving human patients

for the protection of their rights and welfare.”
These existing accountability functions typi-
cally support (1) enterprise privacy and secu-
rity infrastructure, (2) products deployed
under research, and/or (3) vended solutions
deployed into practice. Although existing
functions remain in effect, a governance gap
remains for the product lifecycle of Al-
enabled DHTs that are locally developed and
deployed within health care institutions.

In response to this gap, Mayo Clinic estab-
lished the Software as a Medical Device’
(SaMD) Review Board (hereafter referred to
as The Board) as an independent body that as-
sesses risk and regulatory applicability for
DHTs and provides recommendations for
mitigation activities to be applied during the
development and deployment process. This
novel Board was intentionally scoped to inte-
grate with existing internal governance func-
tions and augment external oversight bodies,
adhering to the FDA regulations and interna-
tional standards. The Board integrates with in-
ternal governance functions (eg, legal, privacy,
and IRB) by including membership from each
domain and delivering a sharable report with
details of the regulatory analysis. Integrating
rather than replacing existing governance
functions was done to leverage existing frame-
works with augmented support for Al and
avoid the pitfalls of redoing all frameworks
for each new technology.

Pragmatically, standing up The Board to
enable safe, effective, and ethical translation
of Al-enabled DHTs from research into clin-
ical practice necessitated the following: (1)
hiring skilled professionals in the medical
technology (medtech) field and (2) opera-
tionalizing an enterprise-wide multidisci-
plinary team to assess and provide
regulatory and risk mitigation recommenda-
tions for Al-enabled DHTs.

BUILDING INTERNAL SKILLS AND
EXPERTISE

Federal regulations and international stan-
dards related to the development and deploy-
ment of DHTs are rapidly picking up pace.
This acceleration has led to increased
complexity and uncertainty for innovators
attempting to manage risks and implement
appropriate quality and regulatory controls.
Further, the evolving regulatory landscape
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instills apprehension/unease in individual in-
novators who, without assurance that risks
have been fully vetted, hesitate to make deci-
sions on behalf of their institution. Assessing
regulatory and patient risks of applying spe-
cific DHT solutions in clinical care often re-
quires  multidisciplinary ~ subject  matter
expertise that would be infeasible to embed
on every product team.

To encourage safe and compliant innova-
tion at scale, Mayo Clinic leadership identified
the need to hire experts with medtech industry
experience to comprehensively assess and
manage risks, including regulatory affairs/
quality assurance and engineering experts
from safety-critical industries. These functions
are essential for creating institutional processes
and applying risk mitigation-based practices
that align with US FDA regulations and Inter-
national Organization for Standardization
(ISO) standards, irrespective of the software
policies applicable to Al-enabled DHTs (ie,
medical device, nonmedical device, and
enforcement discretion).'"

Beyond hiring personnel with skills that
mirror those in the medtech industry, health
care organizations are generally well-
positioned to leverage existing clinical exper-
tise and knowledge to review Al-enabled
DHTs before, during, and after deployment.
Given the volume and diversity of DHTs at
Mayo Clinic, leadership determined that a
centralized board to review targeted content
(eg, regulated status of product and known
risks) was necessary to apply rigor to the
translation process and to streamline stan-
dardized reviews of these technologies.

ESTABLISHING CENTRALIZED REVIEW
BOARD
Mayo Clinic established a risk-based frame-
work for all DHTs, including those with Al
functionality, to promote innovation while
mitigating the potential harm to patients and
the organization. This framework is led by
The Board, an independent group of voting
and nonvoting physicians and domain experts
that assess applicable regulations and risk of
harm for DHTs developed at Mayo Clinic.
Established in 2022, The Board’s purpose
is to support Mayo Clinic Enterprise in the
development and deployment of DHTs,

enabling innovation by alleviating the uncer-
tainty associated with evolving regulatory
standards. The Board ensures adherence to
regulatory standards and best practices by
proactively evaluating the risks posed by
DHTs and making recommendations to mini-
mize those risks. The mission of The Board
is to ensure the safe, effective, and ethical
use of DHTs across the practice.

The Board is a cross-functional group with
representation from clinical, legal, business
operations, research, and engineering. Deci-
sions made by The Board are on the basis of
FDA regulations, guidance documents, and
other relevant publications that inform the
development, testing, and deployment of
DHTs.

To make informed decisions, an internal
accountability body should be diverse, equi-
table, and inclusive and ensure adherence to
the broader regulatory and ethical standards
guiding health care practices. Additionally,
Mayo Clinic is a physician-led organization."'
Consistent with that model, most voting mem-
bers are practicing physicians at Mayo Clinic
representing  diverse  clinical = domains,
including gastroenterology, radiology, cardiol-
ogy, pulmonology, neurology, and laboratory
medicine/pathology.

All Board members maintain experience
or proficiency in various facets of Al-
enabled DHTs. Members skilled in regulatory
and risk management provide The Board
with the appropriate training and expertise
to continuously update regulatory and risk-
based recommendations to advance safe,
effective, and ethical innovation within the
enterprise.

The Board does the following:

1) categorizes the regulatory risk classification
of the digital health solution, on the basis
of precedent and FDA’s current thinking
represented by regulation, guidance, and
international consensus standards;

2) provides a recommendation on whether
the software is subject to FDA notification
and review by using current law, FDA
guidance, and industry knowledge; and

3) advises on the applicable controls neces-
sary to comply with the latest regulations,
international standards, and internally
defined best practice.
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The analysis conducted by The Board is on
the basis of the same analysis recommended
by the FDA in their Digital Health Policy Navi-
gator.'” FDA’s determination on what is and is
not subject to quality systems regulation is a
determination made in part not only based
off of interpreting laws and regulations but
also on the basis of a risk analysis—the higher
the risk, the higher the likelihood of falling un-
der FDA’s jurisdiction. The Board both inter-
prets regulation as well as assesses specific
product-level risks as a means to determine
the applicability of regulation as well as pro-
vide recommendations back to the innovators
on how to manage and control product risks.

The outputs of The Board aim to accelerate
translation of digital technology, offset risks,
and ensure Mayo Clinic’s values are inherent
to digital innovation. Digital health innovators
across Mayo Clinic have leveraged The Board
to receive assistance from the multidisciplinary
team knowledgeable and skilled in the most
current regulations, standards, and best prac-
tices. In addition, the output of The Board in-
forms decision-making for numerous other
departments across the organization, including
governance and oversight committees, infor-
mation technology, legal, and executive
leaders seeking to learn more about the digital
health landscape at Mayo Clinic.

THE BOARD’S PROCESS

Initial Intake and Triage

With the high demand for The Board services,
an intake and triage process was created to
allow The Board to prioritize those innova-
tions that require a deeper review by the
multidisciplinary team. Figure 1 highlights
the evaluation process which has been applied
to thousands of digital health solutions at
Mayo Clinic. This process is also intended to
align with the FDA’s Digital Health Policy
Navigator and the guidance documents that
drive  the interpretation of  software
functionalities.'”

Abbreviated Review

Most of the proposed DHTs built internally do
not meet the definition of a medical device or
fall into a software function exempt from the
definition of a medical device per the 21st
Century Cures Act and FDA’s interpretation
of the Act."” In accordance with The Board’s
risk-based approach, these teams are provided
with a fast-track recommendation from a reg-
ulatory expert without full Board review. Typi-
cally, this fast-track recommendation requires
a few hours of time for the team to articulate
the specific scope of their DHT and gather ev-
idence of quality controls followed by a 30-

The criteria are analyzed

First, we must analyze our
product by comparing the
software to the criteria as

Interpretation is checked

The FDA interprets the
congressional law. Next, we
must confirm our regulatory
defined by congressional law. position is consistent with the the FDA's examples and
FDA's interpretation by utilizing predicate devices to reach a
their guidance documents.

Products are compared

Released products can serve
as a guide. Regulatory experts

regulatory determination.

FIGURE 1. A visual representation of the Software as a Medical Device Review Board's process for evaluating the regulated status of a
clinical decision support tool. FDA, Food and Drug Administration.

Factors are weighed

Finally, if a determination cannot
be made based on predicate
must now compare products to devices and/or example
comparisons, predefined factors
can be utilized to make a sound
decision using clinical judgement.
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minute review by regulatory experts. This
determination is provided to The Board in
an offline review. However, a fast-track recom-
mendation exempting innovation teams from
deeper regulatory review and guidance on
applicable controls does not exempt teams
from the standards and best practices expected
for software and Al solutions to ensure risks
are appropriately mitigated.

In addition to The Board, Mayo Clinic has
a robust review and assessment process avail-
able for Al, which includes empowering teams
with guidance derived from regulatory bodies
such as the FDA and Office of the National
Coordinator for Health Information Technol-
ogy.”'"!” These best practices are intended
to ensure safety, efficacy, and ethics, including
mitigation of bias, for all DHTs, irrespective of
the regulated status. These recommendations
can mitigate the risk of harm and introduce
sufficient rigor in the design and development
process to ensure agility within an evolving
regulatory landscape for Al-based DHTs.

Furthermore, to ensure appropriate safety
guardrails for Al-based DHTs not currently
subject to regulation, recommendations are
provided to maintain evidence of software
development lifecycle best practices. This
approach enables product development while
supporting future modifications and enhance-
ments. These activities may include the
following:

e requirements and traceability
e change and configuration management
e verification and validation

e cybersecurity assessments

e data management

These recommendations are derived from
policies and best practices represented as
state-of-the-art  in  international  stand-
ards.'°"" In addition to the specific Al and
software development lifecycle best practices
informed by regulatory bodies, The Board
also recommends that a risk-based framework
be integrated into product development that
considers potential patient harm and/or safety
concerns before deployment. Product teams
can work with regulatory experts to determine
the rigor of the risk-based framework so that it
is proportional to the functionality, pervasive-
ness, and dependency of the product in use.”

To maintain alignment with the predeter-
mined software policy for nonmedical devices,
product teams may also wish to collaborate
with internal regulatory experts associated
with The Board to appropriately scope com-
munications in accordance with regulatory
policies, including product instructions mar-
keting materials, published articles, confer-
ences, and presentations.

Full Review

DHTs that may be subject to FDA quality sys-
tems regulations necessitate further Board re-
view. A more detailed analysis of the
intended functionality and risks is conducted
to consider the applicability of the software
functionality to the exempt categories of
administrative support, general wellness, or
medical device data systems following FDA
guidance.' ™ The full review often spans
approximately 2 weeks, involving iterative
communication with the product team, fol-
lowed by at least 1 convening of The Board
to analyze and, in many cases, request further
information before finalizing recommenda-
tions. The Board has received over (300?) re-
quests for assessment, of which over (150?)
have received a review with approximately
(15%?) receiving a full review. When standing
up The Board, we found the need to increase
the number of dedicated subject matter ex-
perts to handle the expected volume and avoid
the pitfall of becoming an organizational
bottleneck.

Clinical decision support (CDS) software
typically necessitates that The Board applies
additional regulatory and risk analysis to
determine whether the software functionality
qualifies as a nonmedical device or medical de-
vice CDS. Per the established process, regula-
tory and domain experts first collect detailed
information about the product and then apply
a multistep process to validate the regulated
status of that product, including comparison
with  existing devices and/or products
(Figure 1). For these products, The Board be-
gins by analyzing the proposed software func-
tion against the 4 criteria provided in the 21st
Century Cures Act to qualify as “nonmedical
device CDS” (Figures 2-5), which are not sub-
ject to FDA’s jurisdiction.' ™!
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"“Medical image” can include
images from CT, x-ray,
ultrasound, and MRI machines

Pattern refers to “multiple,
sequential, or repeated
measurements of a signal or from
a signal acquisition system,” such
as an electrical signal from the
body being processed to create
and ECG waveform.

Y

Device example

A software product that
analyzes continuous glucose
monitor readings (considered
a pattern) from a patient’s
medical record.

Not intended to acquire, process, or analyze a medical image or signal from
an in vitro diagnostic or a pattern or signal from an acquisition system.

/5

Non-device example

A software product that
analyzes a single blood glucose
laboratory test result and
prediabetes diagnosis from a
patient's medical record and
provides a healthcare
professional (HCP) with a list

of next-step options to consider,
such as more frequent office
visits or referral to a specialist.

FIGURE 2. A summary of criterion | for nonmedical device clinical decision support software, including targeted language and ex-
amples from Food and Drug Administration’s guidance document and weighing factors used by Mayo Clinic’'s Software as a Medical
Device Review Board.”' ECG, echocardiogram; CT, computed tomography; MRI, magnetic resonance imaging.

Example weighing factors

* Are there repeat analysis
for the same user/patient?
If so, what is the frequency?

* Does the product use an
output from the algorithm
as a subsequent input?

* Does the product provide
predictive or trend analysis?

The Board relies on the FDA’s current
interpretation of the 21st Century Cures Act
to assess risk and evaluate CDS tools. Gener-
ally, the FDA’s CDS guidance document

prompts The Board to rigorously identify
whether the solution creates a higher-risk sce-
nario through automation bias, such as
providing a singular, specific disease output

"Information that normally is, and
generally can be, communicated
between HCPs in a clinical
conversation or between HCPs
and patients in the context of a
clinical decision."

Helpful tip: Can you easily
communicate this information
to a colleague in the hallway?
If so, it may be medical
information.

Intended for the purpose of displaying. analyzing. or printing medical information about

a patient or other medical information.

Device example

Non-device example

Example weighing factors

Software function that
analyzes sound waves
captured when users
cough or recite certain
sentences to diagnose
bronchitis or sinus
infection.

Software function that
analyzes medical
information on a
patient's bronchitis
diagnosis and
demographics from the
patient's medical record
and provides an HCP
with a list of
FDA-approved
treatment options for
bronchitis.

FIGURE 3. A summary of criterion 2 for nonmedical device clinical decision support software, including targeted language and ex-
amples from FDA's guidance document and weighing factors used by Mayo Clinic's Software as a Medical Device Review Board,”'
FDA, Food and Drug Administration; HCP, health care professional.

* Does the output of the product communicate
well understood medical information or does
it generate new insights that otherwise would
not be derived in the course of care?

Is the output of the product independently
verifiable?.

Does the product output include treatment
differentials that would be considered by the
HCP without the use of the product?
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Intended for the purpose of supporting or providing recommendations to a health care professional
about prevention, diagnosis, or treatment of a disease or condition.

FDA considers software that
provides information that a
specific patient "may exhibit
signs" of a disease or condition
or identifies a risk probability

or risk score for a specific
disease or condition as providing
a specific preventive, diagnostic,
or treatment output.

Helpful tip: Non-device software in
this space should not be intended
to support time-critical
decision-making, replace, direct
the HCP's judgement, or trigger
automation bias.

FIGURE 4. A summary of criterion 3 for nonmedical device clinical decision support software, including targeted language and ex-
amples from FDA's guidance document and weighing factors used by Mayo Clinic's Software as a Medical Device Review Board.”'
DHT, digital health technology; FDA, Food and Drug Administration; HCP, health care professional.

Device example

Software that generates
a risk score indicating
a patient' may exhibit
signs of type Il diabetes.

Non-device example

Software that provides
evidence-based clinician
order sets for an HCP
to choose from, tailored
for patients with a
diabetes diagnosis.

.

Example weighing factors

Is the intended user specialized in the area
such that they are trained to analyze this
disease/condition and therefore less likely to
rely on the output of the product?

Could the output of the product cause the
HCP to switch the course of treatment earlier
than they would be capable of doing without
the use of the DHT?

Is the HCP's ability to exercise independent
judgement, regardless of the product, inhibited?
Is there additional medical information outside
of the output of the product that would be
regularly used to make a decision?

Is the algorithm output published/
peer-reviewed or based on standards or
societies defining standard of care?

Is the algorithm output published,
peer-reviewed, or based on standard of care?

or being used in a time-critical scenario that
offers little time for a health care professional
user to consider alternative approaches.

Using examples from FDA guidance docu-
ments and previous evaluations from The
Board, a consensus-based conclusion can often
be reached by analogizing to established pre-
cedent. The Board also refers to its risk-
based precedent, providing a methodology to
continue building on the examples and set a
more robust precedent for the organization.
There are specific circumstances where FDA
guidance is unclear, and The Board applies
“weighing factors” that influence the satisfac-
tion of the 4 criteria. These weighing factors
also contribute to Board precedent, helping
to streamline subsequent reviews and to
consistently balance risk in making a final
recommendation. Reference Figures 2 to 5
for the weighing factors applied for each
criterion.

The review conducted by The Board re-
sults in a recommendation of regulatory

applicability while simultaneously informing
initial risk considerations as an input into
Mayo Clinic SaMD quality management sys-
tem. The Board recommends FDA controls
for DHTs that are subject to quality systems
regulations. These controls are defined in 21
CFR 820 quality systems regulation and
informed by international standards recog-
nized by FDA, including ISO 13485: Quality
Management Systems, IEC 62304: Software
Lifecycle Process, ISO 14971: Application of
Risk Management, and I1SO 62366: Applica-
tion of Usability Engineering.

Limitations

Although strong patient representation exists
at Mayo Clinic, the proprietary nature of the
products under review and the consideration
of business risks within The Board process
currently impede The Board from establishing
a direct link to patient review. Future opportu-
nities include incorporating patient and socie-
tal perspectives in considering risks. Other
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An exempt CDS function
must be intended to enable
HCPs to independently
review the basis for the
recommendations presented
by the software so that they
do not rely primarily on such
recommendations, but

Device example

Software function that
provides a prioritized list of
depression treatment options
to an HCP based on an
analysis of reported outcomes
in a database of clinical studies
using medical information from
the patient's medical record.

Non-device example

Software function that
recommends a prioritized list
of FDA-approved
chemotherapeutic agents
(approved for the patient's
diagnosed cancer type) to an
HCP based on analysis of
reported outcomes in a

Intended to enable an HCP to independently review the recommendations so as not to rely primarily on the
recommendations to make a clinical diagnosis/treatment for an individual patient.

Example weighing factors

* Is the output of the product
"explainable," allowing the
HCP to review the basis
for the determination?

rather on their own
judgment, to make clinical
decisions for individual

patients. the basis.

Helpful tip: Meeting labeling
requirements can aid software
teams in meeting this criterion.

HCP is not provided with
appropriate labeling to
independently review

database of clinical studies
using the patient's diagnosis
and demographics from the
medical record. HCP is
provided with appropriate
labeling to independently
review the basis.

FIGURE 5. A summary of criterion 4 for nonmedical device clinical decision support software (CDS), including targeted language and
examples from FDA's guidance document and weighing factors used by Mayo Clinic's Software as a Medical Device Review Board.”'
FDA, Food and Drug Administration; HCP, health care professional.

opportunities include diversifying the perspec-
tive of The Board, including representation
from nursing allied health staff, other nonrep-
resented medical specialties, and operations.

Moreover, The Board necessitates industry
regulatory and risk expertise to help inform
the voting members and help follow through
on recommended regulatory controls. Many
health care organizations do not have such
in-house resources, nor may they have the
budgetary capacity to retain such expertise.
Therefore, the creation of a similar internal
accountability body within health care institu-
tions may be hindered on the basis of the abil-
ity to hire or train staff to fill the roles needed
to provide the requisite level of expertise on
The Board.

We hope that by sharing the processes
used at Mayo Clinic, we may help other health
care organizations target practices that will
work for their circumstances. FDA enforce-
ment discretion on applicable policies for soft-
ware functionality —of digital health
technologies is evolving. Interpretation of

regulation and FDA guidance is consequently
changing with little publicly available prece-
dent. The authors recommend that health
care organizations remain current on cleared
FDA tools and precedent set by regulators to
inform internal policies and best practices.

CONCLUSION
With access to extensive patient data, health
care organizations are positioned to develop
Al-enabled DHTs in-house, some of which
are subject to regulatory requirements. These
organizations likely lack robust regulation
and governance to support safe, effective,
and ethical implementation at scale over the
product lifespan. Mayo Clinic established in-
ternal accountability for DHTs by creating a
multidisciplinary Board to assess regulatory
applicability and risks associated with the
growing number of Al-enabled innovations
emerging from our employees.

The Board enables internal innovators by
providing an enterprise-level risk management
process in alignment with applicable
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regulations. The Board necessitates internal ex-
perts to inform health care professionals and
optimize processes to review DHTs at scale.
With hundreds of DHTs already benefiting
from guidance and Board review, this regula-
tory and risk mitigation function at Mayo
Clinic is a critical enterprise function enabling
safe, effective, and ethical application of DHTs
and Al into the health care setting.
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