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Deception detection is crucial in domains like national security, privacy, judiciary, and courtroom
trials. Differentiating truth from lies is inherently challenging due to many complex, diversified
behavioural, physiological and cognitive aspects. Traditional lie detector tests (polygraphs) have

been widely used but remain controversial due to scientific, ethical, and practical concerns. With
advancements in machine learning, deception detection can be automated. However, existing
secondary datasets are limited—they are small, unimodal, and predominantly based on non-Indian
populations. To address these gaps, we present CogniModal-D, a primary real-world multimodal
dataset for deception detection, specifically targeting the Indian population. It spans seven
modalities—electroencephalography (EEG), electrocardiography (ECG), electrooculography (EOG),
eye-gaze, galvanic skin response (GSR), audio, and video—collected from over 100 subjects. The data
was gathered through tasks focused on social relationships and controlled mock crime interrogations.
Our multimodal Al-based score-level fusion approach integrates diverse verbal and nonverbal cues,
significantly improving deception detection accuracy compared to unimodal methods. Performance
improvements of up to 15% were observed in mock crime and best friend scenarios with multimodal
fusion. Notably, behavioural modalities (audio, video, gaze, GSR) proved more robust than
neurophysiological ones (EEG, ECG, EOG).The study demonstrates that multimodal features offer
superior discriminatory power in deception detection. These insights highlight the pivotal role of
integrating multiple modalities to develop robust, scalable, and advanced deception detection systems
in the future.

Keywo rds Multimodal data fusion, Automated deception detection, Lie detection, Affective computing,
Cognitive behaviour analysis, Neurophysiological data, Behavioural data

Human behaviour and cognition are inherently multimodal and occur through the integration of multiple
heterogeneous modalities of verbal factors such as pupil dilation, eye blink, eye tracking, brain activity,
thermal imaging, micro expression and nonverbal cues, facial expressions!, audio, video? and text’ presenting
a comprehensive and concise picture of the world around us*. Deception detection is an alarming and lasting
social challenge that potentially impacts human lives. Deception detection is deciding whether a particular
communication carries the truth through thoughts, feelings, and intentions®. The task is even more challenging
and complex as no single clue alone is an indisputable predictor of deception®. The accurate detection of deceptive
behaviour with malicious intent is far more crucial for several mission-critical applications such as law and
interrogating agencies, courtroom trails, and national security purposes covering physiological (e.g., biosensors
and thermal imaging), visual (e.g., facial expressions and gestures), speech (e.g., pitch and pause length), and
linguistic modalities”. Deceit/ lie can be an acted lie, deliberately lying under duress, and lying through partial
truths®. Lack of details, change in vocal pitch tone, fillers, contradictions, inconsistencies, reduced speech,
eye contact, pupil size, and rigid body are behaviour-based definitive signs of deception that must be traced
accurately’. Existing work in the domain applies techniques such as polygraph, eye tracking, speech, emotion,
visual, acoustic, physiological, linguistic, and social dynamics, exploring cognitive aspects of deception'®.
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Consequently, a range of recent work focuses on employing data-driven approaches based on machine
learning and deep learning algorithms and techniques!! that can accurately detect deception based on several
multimodal cues from audio, video, and textual modalities rather than relying on a single modality for detection'2.
The interplay between verbal and nonverbal cues for the data captured from human subject stimuli through
various sensors joint modelling and integration of neuro modalities improve the underlying task performance
of deception detection compared to the reliance on individual modality as a whole'®. Despite a lot of progress
in the field of automatic deception detection datasets and methods, there persist critical problems that need
further investigation in terms of addressing language and cultural gaps, scarcity of real-life labelled data with
open access availability, larger datasets and benchmarks to build robust and generalizable deception detection
systems addressing the cultural, ethical and security concerns altogether!®. Although multiple secondary
datasets'>~1” exist for multimodal deception detection, they do not explore the cognitive and behavioural aspects
of deception. These datasets are primarily collected from subjects with Caucasian ethnicity. Such datasets do
not generalize well for other ethnic populations; hence, a dataset is needed to focus specifically on the Indian
population. In'>, the authors present a Bag-of-Lies dataset of video, audio and eye-gaze data collected from 35
Indian participants. In this work, the aim was to identify the individual and combined contribution of various
non-verbal (video, gaze), behavioural (audio) and neurophysiological modalities (EEG, ECG, EOG, GSR) cues
collected from a large Indian population. To that end, this manuscript addresses the potential gap of the non-
availability of a very rich multimodal large dataset focusing on the Indian population. The experimental study is
executed on a one-of-a-kind novel, comprehensive, real-world multimodal primary dataset, consisting of data
from over 100 subjects and spanning seven diverse verbal and nonverbal modalities like EEG, ECG, EOG, Gaze,
GSR, Audio, and Video. This work demonstrates an improved task performance for generalized accurate and
robust multimodal deception detection.

In summary, the key contributions of this research are:

1. Development of a comprehensive multimodal dataset called CogniModal-D for deception detection collect-
ed from over 100 Indian participants balanced across age and gender. The work presents an experimental
study and detailed discussion on the design of the experimental design paradigm for primary data collection
involving various tasks and procedures followed for collecting (EEG, ECG, EOG, GSR, gaze, audio, and
video) targeting the Indian population with a sample size of over 100 subjects, along with the annotation
process.

2. The study, comparison and analysis of various unimodal ML models applied to the CogniModal-D dataset
to explore their efficacy and other performance parameters, deepening the understanding of more complex
fine-grained concepts through feature extraction and classification techniques on various deception detec-
tion tasks and scenarios.

3. Implementation and demonstration of the effectiveness of the multimodal machine learning-based fusion
approach for the individual deception detection tasks in comparison to their unimodal counterparts, high-
lighting the overall efficacy of the investigated modalities and the adopted strategy. The contribution and
importance of the verbal, nonverbal, neurophysiological, and cognitive aspects of multimodal deception
detection are explored.

The paper is organized as follows: Sect. 2 discusses the previous work and related studies on machine learning-
based unimodal and multimodal deception detection. Section 3 presents the methodology adopted and
employed for experimental design for primary data collection, followed by Sect. 4, where automated deception
detection with multiple modalities is presented. The results are presented, analyzed, and discussed in Sect. 5. The
conclusion and future scope of the work are presented in Sect. 6.

Related work

The literature survey was carried out mainly in three aspects: deception detection paradigms, Machine Learning
—-Deep Learning-based techniques developed explicitly for deception detection, and Multimodal fusion
approaches for cognitive behaviour analysis and deception detection. Traditional machine learning algorithms
such as support vector machines, random forests, k-nearest neighbours, and decision trees are used for
deception detection®. Deep learning-based models such as Convolutional Neural Networks, Recurrent Neural
Networks and Long Short Term Memory, Multilayer Perceptron, Multi-scale CNN, Deep Belief Networks, and
Multimodal Auto Encoders have been widely applied by previous studies?’. Multimodal data fusion processes
combine diverse modalities to achieve accurate and robust predictions. Depending on the level at which the
modalities are fused in the model architecture, the fusion approaches applied are broadly classified into early,
late, and hybrid fusion?..

i) Feature-level fusion or early fusion: Features from different modalities are combined into a single feature
vector, capturing correlations and associations among modalities!”?2-24,

ii) Decision-level fusion or late fusion: Individual modality-specific architectures are built, trained, and com-
bined to have an outcome. The score-level approach is applied in the late fusion and generates a score
separately for each modality, indicating the likelihood that it belongs to a particular class. Late fusion is the
widely applied fusion technique!'>?>%%. The methods for fusing multimodal features include major concate-
nation'’, score-level fusion'>?’, and average and majority voting mechanisms?.

iii) Intermediate or hybrid fusion: Hybrid fusion provides a more flexible approach to combining modalities by

integrating the benefits of both early and late fusion®!8%2,
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Deception detection tasks span across diverse domains such as psychology, linguistics, computer science, and
neuroscience'. Consequently, a range of recent work focuses on the task of multimodal deception detection.
In'’, the verbal and nonverbal visual, acoustic, and linguistic cues are explored. Deception detection based
on emotional states and facial features is explored in various works**3!. In®2, multimodal deception detection
through conversational dialogues with facial and linguistic behaviour is reported. Deception detection in videos
with audio, text, and nonverbal features is presented by Zhang et al.?3. The power of combined features of PPG,
eye tracker, audio, and video for mock crime scenarios is exploited!®. High-level features for deception detection
with real-life trial data with acoustic, visual, and textual modalities are explored??. The gender-based variability
of multimodal deception detection in males and females is studied in®*. Multimodal deception detection with
audio, visual, and textual cues is performed in?’. The significance of of speech and nonverbal cues in lying
are explored in*. The combination of verbal with physiological cues aids in improved deception detection as
reported in*®. The importance of facial cues and emotions is studied for lie detection in***2%. Deep learning-
based deception detection through visual features is carried out in*. The comparison of low-stake and high stake
lies with machine learning is carried out in“. Deception detection from gaze and speech using a multimodal
attention LSTM-based framework is performed in*!. Voting-based method for automatic deception detection
from videos using audio, visual, and linguistic features is proposed in*’. Multimodal features for detecting
political deception are explored in'®. Linguistic and physiological data streams are fused with bimodal CNN*2.
A dataset for conversational dialogues with multimodal features with cross modal features is studied in*’. The
automated deception detection from verbal, visual and videos is presented in**. Recently, audio-visual deception
detection has been studied in?*?°. A study on non-invasive approaches to multimodal deception detection
based on multimodal features such as facial expression, body movement, audio, video, and thermal imaging
is presented in*®. EEG based mental state detection is carried in*®. The nonverbal cues for deception, such as
silence and speech, are explored in*”. Multimodal deception datasets are analyzed and evaluated in?!. Although
alot of studies are carried out on this topic, they are not in the context of the Indian population, and yet there is
a need for a real-world comprehensive multimodal dataset that undermines, exploits, and analyzes the verbal,
nonverbal, physiological, and cognitive aspects of multimodal deception detection.

CogniModal-D: experimental design protocol and primary data collection
Dataset description
The CogniModal-D dataset developed as part of this is a comprehensive multimodal dataset built for efficient
and robust deception detection, exploring cognitive aspects of deception through well-designed tasks. The
dataset consists of multiple diverse modalities such as EEG, ECG, EOG, gaze, GSR, audio, and video, exploiting
the verbal and nonverbal cues of deception. Over 100 participants’ samples belonging to the Indian population
from various strata/backgrounds were collected and tested as a part of the experimental study. The data is
realistic and age and gender-neutral to address the inherent bias in the data collection process. The 100 sample
set is approximately equally divided into male and female participants. The participants are healthy controls
recruited and selected through open advertisement, fulfilling the inclusion criteria defined. The participants
are categorized into three age groups, namely- 18-25, 25-40, and 40-60 years respectively. Each age group
has an equal number of male and female participants. All methods were carried out in accordance with
relevant guidelines and regulations as per the ethical approval obtained from Symbiosis International Deemed
University’s (SIU) Institutional Ethics Committee with approval number SIU/IEC/517. The study and procedure
along with its use for research purpose was explained to all participants and informed consent was obtained
from all subjects.

The sample distribution details are listed in Table 1 below.

Experimental tasks for data collection

The deception detection paradigm aims at identifying and detecting deceptive behavior. Deceit detection
through multiple modalities induces behavioral and physiological changes in the behavioural patterns which
can be captured effectively by various sensing mechanisms. For example, pupil dilation and erratic eye gaze (Eye
tracking sensor and EOG), increased sweating (GSR), change in voice and facial expressions (Audio and video
data), increased heart rate (ECG), change in the brain waves (EEG) which can be very effectively leveraged for

Modality Audio, Video, Gaze, GSR EEG, ECG, EOG
Records 100 100
Subjects 100 100
Truth-Lie 50-truth 50-lie 50- truth 50-lie
Age Groups 18-25 25-40 40-60
Number of 33 34 33
Participants

Gender Female — 53 Male - 47
Groups

Table 1. Dataset sample distribution details.
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accurate deception detection. In this study, we designed two specific tasks- the best friend scenario and the
mock crime scenario- which the participants must undertake. The data for the mentioned seven modalities was
collected while the participants were carrying out these tasks in controlled lab settings. One of the challenging
tasks in the primary dataset development is to develop the experiment tests so that the participants can generate
the data corresponding to a particular class. In the specific application of deception detection, generating and
collecting data corresponding to lie (class 0) and truth (class 1) is essential. During data collection, appropriate
annotations must also be provided. In this work, we created two scenarios of mock crime physical task derived
from” and a best friend scenario task'>®.

Mock crime

The mock crime task consists of controlled mock crime interrogations. Existing mock crime tasks deal with
virtual crimes’. In contrast, in this work, a physically realistic scenario is presented to the participant. The
participant completes the task as instructed and is asked to describe their performance. Randomly, 50% of the
total participants (group 1) are asked to carry out specific misbehavior such as stealing, harming the property,
etc. The remaining 50% (group 2) are instructed to carry out the task normally and honestly. The participants
are not monitored and are isolated during this task. After the task completion, the group 1 participants are asked
a few leading questions which they need to answer in such a way as to fool the system to obtain high scores or
incentives by lying or deceiving the system by hiding information or some evidence, lying about stealing some
assets or trying to fool/confuse the system. In the mock crime paradigm, the participant admits lies/deceives, or
fools the system to voluntarily achieve high scores or incentives. Group 2 is asked to answer truthfully. Group 1
samples are annotated as class 0 or negative class and group 2 as class 1 or positive class. While they carry out this
task, the data from the aforementioned seven modalities is collected and labelled accordingly.

Best friend scenario

The best friend task consists of storytelling about social relationships'®. The best friend scene impacts the
emotional complexity and relational dynamics influencing deceptive behavior. The participant is requested to
think of their best friend/closest relative and talk about good things (positive truth) and bad things (negative lie)
about them. Later, they are asked to remember a person they dislike and describe that person positively (positive
lie) and negatively (negative truth). Data is available for these four classes and then scaled down to two classes,
lie and truth, by merging positive truth and negative truth into the truth class and positive lie and negative lie
into the lie class.

Significance of modalities and their acquisition
The verbal, nonverbal, and neurophysiological modalities such as EEG, ECG, EOG, GSR, gaze, audio, and video
are captured simultaneously through various sensor devices attached to the participants.

Electroencephalogram (EEG) Data Modality: EEG is a highly valuable modality in neuroscience, providing
a direct measure of electrical activity in the brain with exceptional temporal resolution. It captures fluctuations
in this activity through electrodes placed on the scalp, translating them into waveforms representing the brain’s
neural dynamics. Its non-invasive nature allows for safe and repeated measurements, crucial for long-term
studies and monitoring. One can significantly gain insights into the cognitive processes underlying deceptive
practices by analyzing specific EEG markers, such as frequency band alterations and time-frequency-based
features. EEG signals can be combined with other bio-signals such as ECG, EOG, GSR, and Eye tracking signals
for multimodal fusion methods for detecting lies, anomalies, and suspicious behaviour. The data was acquired
using a 28-channel EEG device. The data format was stored across three types of files: a brain vision header file
(.vhdr), the EEG data file (.eeg), and a marker file (.vmrk). Figure 1 depicts the EEG cap and system montage.
The spatial distribution of the EEG electrodes follows the 10-10 system to ensure consistent and comparable
EEG recordings across different participants.

Electrooculography (EOG) Data Modality: EOG is a non-invasive technique that measures the electrical
activity generated by the eye with the help of electrodes. The eyes produce electrical potentials due to the
movement of the eyeball. These signals can be captured and analyzed to gain insights into various cognitive and
physiological processes. In cognitive behavioural analysis, EOG is often employed to study attention, cognitive
processes, and emotional responses by analyzing eye movements and their underlying patterns. By tracking
eye movements, information about individuals right from where individuals focus their attention during tasks
provides insights into cognitive processes such as reading, problem-solving, and decision-making. EOG is also
used to investigate how emotions impact visual attention and exploration. Changes in eye movements and gaze
patterns are associated with deceptive behavior. While EOG provides valuable information, it is often used with
other physiological measures and behavioural assessments to understand cognitive and emotional processes
comprehensively. Interpreting EOG data requires expertise in both the technical aspects of signal processing and
the psychological or cognitive context under investigation.

The data was acquired using a 2-channel EOG setup. The data format was stored across three types of files: a
brain vision header file (.vhdr), the EOG data file (extracted from .eeg), and a marker file (.vmrk). Figure 2 shows
the EOG channels used for data collection, where four electrodes are shown. For this work, we collected data
from EOG, 4 and EOG,, , locations only, as the eye tracking modality is also collected separately.

Electrocardiography (ECG) data modality: ECG is a diagnostic modality that measures and records the
heart’s electrical activity. This technique involves placing electrodes on the patient’s skin in specific locations to
capture electrical signals produced by the cardiac muscle during each heartbeat. The recorded data are presented
as a waveform on an ECG machine, which healthcare professionals analyze to identify normal and abnormal
heart rhythms, diagnose heart conditions, and monitor cardiac health. For deception detection, ECG is used
as part of polygraph tests; ECG measures similar physiological responses, theorizing that lying induces stress-
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Fig. 1. (a): EEG cap. (b): EEG electrode placement.
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Fig. 2. Connection points for EOG channels for data collection.

related changes in cardiac activity. The data was acquired using a 2-channel ECG setup. The typical electrode
placements for ECG were positioned to capture cardiac activity effectively. These electrodes were placed to
mimic standard ECG lead placements, although exact positions were specified by the manufacturer. The first
derivation of the Einthoven Triangle was used. The Bipolar Lead Configuration is employed where the first ECG
electrode is placed on the right chest area, close to the heart (e.g., below the right clavicle) (RA), and the second
is placed near the left chest area (LA) position. The ground electrode was available in the EEG cap. This common
reference electrode acted as a virtual ground and helped reconstruct the third missing lead using differential
calculations following the Einthoven Triangle principle.

The data format was stored across three types of files: a brain vision header file (.vhdr), the ECG data file
(extracted from the .eeg file), and a marker file (.vmrk). Figure 3 shows the ECG electrodes and the channel
connections for data collection.

Audio modality: Audio plays a crucial role in deception detection as changes and alterations in the voice
pitch modulation and tone, verbal cues in the form of words and language, nonverbal cues such as the use
of fillers and inconsistencies, physiological and emotional manipulations, changes in the vocal characteristics,
patterns verbal and nonverbal patterns in speech are potential indicators of deceptive practices that are traced
and detected through audio analysis. A common approach to building a training model for audio is to use a deep
neural network (DNN) that incorporates various layers, such as convolutional layers, dense layers, and activation
layers. The model learns features at different time scales by applying filters with small receptive fields to the audio
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Fig. 3. PQRST complex and placement of the ECG electrodes.

data. The output layer of the sequential DNN model typically consists of one or more neurons, depending on
the specific audio classification task. The choice of activation function in the output layer depends on the task
at hand. The sequential DNN learns to recognize and classify various audio patterns by adjusting the model’s
parameters during training. The final layer of the sequential DNN model is the output layer, which typically
consists of one or more neurons, depending on the specific audio classification task. The sequential DNN learns
to recognize and classify various audio patterns by iteratively adjusting the model’s parameters during training.

Video data modality: Video plays a significant role in deception detection by decoding body language and
facial expressions in the form of micro-expressions, gestures, and eye contact. Contextual dependencies are
well captured through the video data. Physiological manipulations and emotional appeals, physiological and
behavioral analysis with nonverbal cues such as facial expressions and inconsistencies in body language. Thus,
video plays a multifaceted role in leveraging visual and auditory elements for identifying potential deceptive
behavioral traces.

Gaze or eye tracking data modality: Eye gaze provides nonverbal cues for deception in the form of
eye movement, blink rate, erratic and fast unconcentrated graze, etc. Increased blink rates are indicators of
nervousness and increased cognitive load. Aversion in gaze indicates deception; pupil dilation, micro-expressions,
and contextual dependencies are considered in conjunction with a broader set of verbal and nonverbal cues.
Advanced technologies provide comprehensive behavioral analysis and multiple cues for deception.

Galvanic skin response (GSR) data modality: GSR is a physiological measurement that assesses the electrical
conductance of a persons skin. It is primarily influenced by changes in sweat gland activity, which is affected
by emotional arousal, stress, or excitement. GSR is utilized to detect potential deception. When individuals
experience heightened emotional arousal or stress, their sweat gland activity increases, leading to decreased skin
resistance and a rise in GSR readings. In the context of deception detection, GSR has been incorporated into
polygraph or lie detection tests, as it is assumed that individuals exhibit increased stress or anxiety when they lie,
causing changes in GSR. However, it’s crucial to note that GSR alone is not a foolproof method for identifying
deception, and its interpretation should be complemented by other physiological measures and behavioural
observations to enhance accuracy. Figure 4 shows the placement of the GSR device on hand.

Data acquisition and processing

The data pertaining to EEG, ECG, EOG, and audio and video modalities is collected from the brain vision
recorder software. The Gaze and GSR modalities are captured for each subject through Tobi Pro lab software.
Raw data is uploaded to the analyzer software, and brain vision analyzer software derives integrated CSV data
for all the modalities captured. The integrated CSV file is provided as input to the Python script, which generates
markers for each task for synchronisation among the modalities. Each modality has a different sampling
frequency e.g. EEG, ECG and EOG are captured at 250HZ, GSR Sampling frequency rate is 60 Hz and eye
gaze and eye tracking Sampling frequency rate: 60 Hz.Hence, frequency matching is carried out prior to any
pre-processing. A file with integrated data with markers is input for the LSTM model. Data is mounted on
Google Colaboratory. Data is available in four classes: Positive truth, negative truth, positive lie, and negative lie.
Four classes are further scaled down to two classes, lie and truth, by merging positive truth and negative truth
into the truth class and positive lie and negative lie into the lie class. Data is appended into a dictionary of the
respective class. The dictionaries are further merged into nested lists. Sequences are generated from the nested
list. Labels for respective classes are generated using a ‘for loop’ over the dictionaries. The individual modalities
are processed through their modality-specific architectures, such as Convolutional Neural Networks and Long
Short-Term Memory. Diverse data-driven techniques are applied to analyze the performance of each modality.
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Fig. 4. Placement of the GSR device.
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Fig. 5. Multimodal deception detection pipeline.

Unimodal and multimodal deception detection
The multimodal deception detection pipeline is shown in Fig. 5.

Data preprocessing and feature extraction

Unimodal EEG Data preprocessing involves identifying and interpolating bad channels, re-referencing, signal
filtering, and artefact removal. The EEG data is initially processed to identify any bad channels that could distort
the analysis. The identified bad channels were then interpolated to correct form for any irregularities in the data.
The EEG data is re-referenced to standardize the measurement baseline across all channels. A band-pass filter
ranging from 1 to 48 Hz was applied to the signal to isolate the frequency bands of interest while excluding noise.
In the frontal region of the brain, EEG signals are most commonly associated with the beta frequency band,
which typically ranges from 13 to 30 Hz; this means the dominant frequency in the frontal area is usually within
the beta range, signifying active cognitive states like focused attention or mental exertion. During relax and
stress states, there is significant variations are observed in alpha and beta bands in the frontal regions. While beta
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is dominant, other frequencies; namely, theta (4-8 Hz) and alpha (8-12 Hz) can also be observed in the frontal
region depending on the mental state. To allow the consideration of all the frequency ranges associated with
alpha, beta and theta frequency bands, a bandpass filter ranging from 1 to 48 Hz was applied. The Independent
Component Analysis (ICA) algorithm was employed to remove non-brain artefacts from the EEG data, such as
those caused by eye movements or muscle activity.

The Feature Extraction process involved analysing key frequency bands (delta, theta, alpha, beta, and
gamma). These are firstly extracted, particularly from the frontal regions, due to their significant variations in
alpha and beta bands during relaxation and stress events. The Power Spectral Density (PSD) values for these
bands were calculated using the Short-Time Fourier Transform (STFT) algorithm. Additionally, the alpha
and beta power distribution differences were validated through a repeated ANOVA test to ensure reliability.
Statistical entropy was extracted alongside Hjorth parameters, including mobility and complexity, providing
insights into the signal’s statistical nature and temporal evolution. Statistical features such as mean, median,
standard deviation, and kurtosis are computed to capture the central tendency and variability within the EEG
data. The EEG modality processing pipeline is depicted below in Fig. 6.

The EOG Data pre-processing consisted of applying A band-pass filter ranging from 1 to 48 Hz to the
individual channel (EOG, 4, EOG,, , ) signals to isolate the frequency bands of interest while excluding noise.
A 50 Hz Notch filter is applied to remove power-line noise. Vertical and horizontal EOG signals are extracted to
interpret various eye movements. A high pass filter with a cutoff frequency of 0.1 using a Butterworth filter was
used to remove baseline drift. Also, a fourth-order Butterworth band pass filter is applied in the 0.1-20 Hz range.
EOG blink peaks, and EOG mean rate (blink) are the main features of eye blinking and are used for further
analysis. Statistical features such as mean, standard deviation, and kurtosis are captured to capture the central
tendency and variability within the data.

A 0.5 Hz high-pass filter to remove low-frequency trends caused by patient movements or breathing is
used for the ECG data. A notch filter at 50-60 Hz (depending on the geographical location) is suggested by
the manufacturer to remove electrical interference by significantly attenuating or removing noise frequencies,
specifically at 50 Hz or 60 H. A low-pass filter is used to remove high-frequency noise while allowing lower
frequencies to pass through. The fluctuations in heart rate occurring at low frequencies (typically between 0.04
and 0.15 Hz) are often associated with sympathetic nervous system activity.

The PQRST wave (Refer Fig. 3) is a component of an ECG reading. It provides information about the heart’s
function. In many ways, the PQRST wave is the heart’s signature, which provides insight into its function and
health. Apart from R-peaks, detecting the entire QRS complex can provide more detailed features for stress
analysis. The heart rate from the R-R intervals can be computed and can provide a direct indication of stress. The
data was segmented into one-minute intervals, and time domain features, including mean RR interval, standard
deviation of RR intervals (SDRR), root mean square of successive differences (RMSSD), etc., are extracted. The
frequency domain features such as Power spectral density, ultra-low frequencies (0.0 to 0.0033 Hz), very low
frequencies (by default, 0.0033 to 0.04 Hz), low frequencies (by default, 0.04 to 0.15 Hz), high frequencies (by
default, 0.15 to 0.4 Hz), very high frequencies (by default, 0.4 to 0.5 Hz), total spectral power, ratio of low
frequency power by the high frequency, log transformed high frequency etc. can also be extracted. Although not
employed in this study, the Non-linear Features such as Poincaré plot parameters, entropy measures, etc., can be
used to capture the non-linear nature of heart rate variability.

Audio from all the videos is extracted and processed further to calculate various frequency-based properties
such as zero crossing rate, spectral centroid, spectral bandwidth, spectral roll-off, chroma frequencies, and MEL
frequency cepstral coefficients (MFCC). The DNN is optimized with a learning rate of 0.0001, trained for 1000
epochs, with a train: test: validation split of 80:10:10 and a batch size of 32.

For the behavioural data, namely audio and video, video recordings of one hundred eleven persons were
recorded, with each person contributing four videos (total of 440 videos) about the best friend scenario. To
facilitate further analysis, the video files are converted into audio format. Subsequently, Mel-Frequency Cepstral
Coefficients (MFCC)* was employed as a feature extraction technique to capture relevant information from the
audio signals. The extracted MFCC features were organized into a structured dataset, precisely a data frame,
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Fig. 6. EEG processing pipeline.
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to facilitate efficient handling and manipulation of the data. MFCC, or Mel Frequency Cepstral Coefficients,
is a widely used representation for analyzing audio signals and performing tasks such as speech recognition.
MECCs are derived from the mel-frequency spectrum of an audio signal and capture essential characteristics of
the spectral shape and envelope of the signal. From the original video data from 110 individuals, 20 frames per
individual are extracted. Each individual contributed four videos portraying truth and lies in various scenarios.
After frame extraction and preprocessing, a Convolutional Neural Network model was subsequently trained
on the data. A multi-step methodology was adopted to comprehensively examine the truth and lies within a
video dataset across various conditions. Following previous studies, preprocessing techniques, such as Local
Binary Pattern (LBP), enhance the video data’s quality and informative content. LBP helps capture local patterns
and texture information, making it a valuable tool for feature extraction. Subsequently, a Convolutional Neural
Network (CNN) architecture is applied to analyze the preprocessed dataset. For learning hierarchical features
and patterns, CNN was employed to discern and classify the underlying visual cues and patterns that distinguish
between truth and lies in the videos. Splitting the dataset into 80% training and 20% testing sets ensures a
robust evaluation framework. CNN is employed to extract and classify the subtle visual cues and patterns that
differentiate truthful and deceptive behaviours. This strategy not only facilitated the identification of these
behaviours but also contributed to the robustness and reliability of the model.

Gaze is a crucial modality that plays a vital role in deception detection'®. Lie and truth data are separated into
two folders. To avoid disturbing the data sequence and process each CSV as a single data point. Data preprocessing
is performed for a binary classification task. CSV files are read from two folders, irrelevant columns are dropped,
and the data and labels are stored in lists. The data points are padded or truncated to have the same number of
rows, and the data and labels are converted to Numpy arrays. The long short-term memory (LSTM) architecture
is used with a data split of 80 —20.

For the GSR signal, the preprocessing step involves first subtracting the baseline level from the GSR signal
to eliminate any DC offset, effectively normalizing the data to represent the skin conductance in a relaxed state.
Although not explicitly specified, removing power-line interference (e.g., 50-60 Hz) is crucial to ensure the
accuracy of the GSR signal, especially in regions where power grids produce much noise. Median smoothing
and other smoothing techniques are then applied to reduce high-frequency noise and rapid fluctuations in the
signal, making it easier to identify and analyze skin conductance responses (SCRs). One of the most crucial
steps is decomposing into phasic and tonic components. Filtering at 0.05 Hz effectively removes low-frequency
noise and baseline drift from the GSR signal, allowing us to focus on the more rapid changes associated with
SCRs. The raw EDA signal is passed through a median value smoothing filter, which helps remove areas of rapid
change. The phasic component of the signal is calculated by subtracting the smoothed signal from the original.
The convex optimization (cvkEDA) approach aims to separate the tonic (slow-changing) and phasic (rapid-
changing) components of the EDA signal more effectively by modelling the underlying physiological processes.
Sparse Non-Negative Deconvolution (SparsEDA) is a sparse deconvolution technique that separates EDA’s tonic
and phasic components. It's based on the idea that SCRs are sparse and can be estimated by deconvolving the
observed signal with a predefined basis function.

The training data is fed into a sequential model with two LSTMs, two dropouts, and one dense layer. LSTM
model is fitted with L1 and L2 regularizes or lasso and ridge regularizes. The model is trained over ten epochs
with ‘early stopping’ as callbacks, monitoring validation loss. The learning rate applied is 0.0001 with ten epochs,
a validation split of 0.1, and a batch size of 32.

Performance evaluation of unimodal machine learning

Various metrics are used to evaluate the performance of multimodal deception detection, ranging from the
classification accuracy to the area under the precision-recall curve (AUC). The F1 score, which combines the
precision and recall scores, represents the area under the precision-recall curve (AUC) over the test set. Precision
refers to the fraction of positive results among the obtained results. At the same time, recall, also known as
sensitivity, is the fraction of positive results that were retrieved and were also used as a model performance
assessment and evaluation measure. The mock crime and best friend paradigm results are listed below in
Tables 2 and 3, respectively.

Multimodal fusion

Multimodal fusion integrates or fuses different heterogeneous modalities to improve the multimodal deception
task performance. The individual models are combined through multimodal AI-based fusion techniques such as
late or decision-level fusion with CNN-LSTM-based architectures. The modalities are gradually fused, starting
with unimodal, to analyze and ascertain the contribution and impact of individual modalities and the combined
impact of the fusion of all the modalities in integration on the deception detection task. The modalities are
combined through a score-level late fusion approach.

It can be represented mathematically as:

Class = argmaz (S, C)

Where Sy, C' is the combined score of class C'

Sp=Y" ; W;S;

Where i represents a number of samples, i.e. 100.
n represents the number of modalities, i.e. 7.

Scientific Reports |

(2025) 15:8943 | https://doi.org/10.1038/s41598-025-92399-6 nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

F1-

score
Modality Model Testing accuracy (%) | Precision (%) | Recall (%) | (%)
EEG XG Boost 53 52.7 53 52.84
EOG SVM 55.5 56 55.5 55.74
ECG Random forest 69.4 70.2 64.3 67.12
Audio DNN 43 43 99 59.95
Video CNN 96 98 93 94.93

70.
Gaze LSTM 64 78 64 30
GSR LSTM 76 56 75 64.12
EEG+EOG+ECG+GSR 59.3 59.6 57.6 59.75
Audio + Video Score level fusion of best- 50 25 50 33.33

performing algorithms on various

Gaze+GSR modalities late fusion 63.4 52 65 57.7
Audio + Video + Gaze + GSR 75 56 75 64.12

Table 2. Classification results for unimodal and multimodal data for the mock crime paradigm. Only the Best
model results are presented. Significant values are in bold.

F1-

score
Modality Model Testing accuracy (%) | Precision (%) | Recall (%) | (%)
EEG SVM 48.7 48.7 48.7 48.7
EOG KNN 53.8 53.8 53.8 53.8
ECG Light GBM 63.6 66 65 63.15
Audio DNN 55 60 55 57.39
Video CNN 74.1 63.9 43.3 51.6
Gaze LSTM 63 71 94 80.89
GSR LSTM 58 56 94 70.18
EEG+EOG+ECG+GSR 55.3 56.1 56.1 55.1
Audio + Video Score level fusion of best- 54.4 54.2 88.9 67.4

performing algorithms on

Gaze+GSR various modalities late fusion | 63 58 90 70.54
Audio + Video + Gaze + GSR 79 65 63 63.98

Table 3. Classification results for unimodal and multimodal data for the best friend paradigm. Only the Best
model results are presented. Significant values are in bold.

Wiis the weight is assigned to the i*" sample, and S; is the score assigned to the 7*" samples.

The prediction score for the i*" sample belonging to class C' as given by modality 7. The contribution and
impact of modalities are analyzed individually and in fusion.

The multimodal fusion results on the mock crime and best friend paradigm are listed in Tables 2 and 3,
respectively.

Results and discussion

The integration of diverse verbal, nonverbal, and neuro-physiological modalities, such as EEG, EOG, ECG, GSR,
audio, video, and gaze within a multimodal framework, holds profound significance in the domain of cognitive-
behavioural analysis. This holistic approach enables a comprehensive understanding of human behaviour,
particularly deception detection. By leveraging the unique insights provided by each modality, a nuanced
perspective on the intricate interplay between physiological responses and cognitive processes is established.
The comparative analysis for individual modality and multimodal fusion results on the mock crime and best
friend task is depicted below in Fig. 7.

From Tables 2 and 3 it can be seen that the EEG modality has an accuracy of 53% with the XGBoost classifier
for the mock crime and 48.7% with a support vector machine classifier for the best friend paradigm. EEG unveils
neural patterns associated with stress that contribute to lying. It is observed that EOG modality is not capable
of detecting the right class as the extracted features are not clearly indicative of the patterns with only ~50%+
accuracy for both scenarios. The ECG provides insights into cardiovascular correlates. The ECG modality has
an accuracy of 69.4% with a random forest classifier for the mock crime and 63.6% with the Light GBM model
for the best friend paradigm, showing a potential role in deception detection. The comparison between the three
neurophysiological modalities indicates that ECG is the most indicative of the three signals. This correlates well
with the fact that when a person lies, their heart rate increases. Audio recordings offer a rich dataset for behavioural
analysis. The audio has an accuracy of 43% for the mock crime paradigm and 55% for the best friend scenario
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Fig. 7. Results for Individual modality and multimodal fusion for the mock crime task (left) and best friend
task (right).

with a sequential DNN. Although audio signals are strong indicators and have multiple features contributing
to the behavioural pattern, the models are not able to identify between the varying pitch and other extracted
features for both classes. The model demonstrates only about ~50% accuracy, demonstrating that the it is not
able to classify between two classes. The video modality offers an accuracy of 96% for the mock crime being the
highest contributing modality and 74.1% for the best friend paradigm with a convolutional neural network. The
facial expressions are very clear indicators of the behaviour. When the person lies, the facial expressions change
and clearly indicate the cognitive behaviour. GSR captures changes in skin conductance with an accuracy of 76%
for mock crime and 58% for the best friend paradigm with an LSTM model. This correlates with sweating when
the person lies. Eye tracking further adds a layer of precision by mapping visual attention. The gaze modality
provides an accuracy of 64% for the mock crime and 63% for the best friend paradigm, respectively, with the
LSTM model. The video modality is the highest contributor towards mock crime, whereas the gaze modality is
vital for the best friend paradigm, followed by the neuro and GSR modalities. The combined score level fusion of
EEG+ECG+EOG + GSR has an accuracy of 59.3% for the mock crime and 55.3% for the best friend paradigm.
These are neurophysiological parameters only and indicate that the combined effect does not show significant
improvement over the contributing unimodal modalities. The fusion of audio and video achieves an accuracy
of 50% for mock crime and 54.4% for the best friend paradigm. Although the individual accuracy of video
modality is high, the combined accuracy is reduced. The fusion of GSR + gaze provides an accuracy of 63.4% for
mock crime and 63% for best friend, signifying that a complementary pairing of modalities is beneficial for the
task and is more significant than their counterparts, establishing that multimodal data fusion results in improved
performance and better accuracy. The combined multimodal fusion of audio, video, GSR, and gaze provides an
accuracy of 75% for the mock crime and 79% for the best friend paradigm, which is improved in comparison
to their contributing unimodal data, making the fusion model more robust and accurate at the underlying task
of deception detection. It is important to note that the accuracy of unimodal video data for mock crime tasks
is 96%. However, it is reduced to 75% when fused with the other behavioural modalities. This is because the
contradictory features of the individual modalities bring the accuracy down. However, this makes the fusion
model more robust and reliable.

Discussion

It has emerged that behavioural patterns are more valuable indicators and outperforms the multimodal
fusion results of the neurophysiological modalities. For example, the Audio+ Video+ GSR+ Gaze combined
model outperforms the EEG+ECG+EOG+GSR combined modalities by approximately 15%. The data
collection for all the behavioural modalities is non-invasive, less time-consuming, and easier to collect than
the neurophysiological modalities, which need longer duration for the EEG cap connections and are much
more prone to noises and external artefacts. Traditionally, EEG has always been the best indicator of deception.
However, in our experiments, it is observed that the non-neurophysiological modalities, which focus on
behavioral patterns, demonstrate better outcomes. The behavioural modalities directly capture readily observable
external expressions of emotion like facial expressions, voice tone, and eye gaze, which are easier to detect and
interpret than the subtle brainwave patterns measured by EEG/ECG/EOG. The physiological modalities can be
easily influenced by external factors and are more subject to individual variability; making audio and video data
more reliable and easier to analyze for cognitive behaviour analysis.

When bimodal, tri-modalities, and multiple modalities are fused simultaneously, the results improve further
and are better than using a modality individually or in pairs of modalities. Furthermore, using all the modalities,
the results are better than using any subset of the modalities. Thus, multiple modalities are highly beneficial for
the task, emphasizing the fact that verbal, nonverbal, and physiological modalities combined contribute to and
boost the overall performance of the deception detection task by reducing false positives and false negatives,
making the model more robust at detection.

The integrated approach not only enhances the sensitivity and specificity of behavioral assessments but
also fosters a more comprehensive understanding of cognitive processes in real-world scenarios in providing
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distinguished deceptive characteristics, ultimately contributing to advancements in the field of psychology,
neuroscience, and human-computer interaction. The choice of better classifiers, architectures, and features plays
a paramount role in multimodal deception detection.

Conclusion and future scope

Multimodal deception detection is a crucial task that can be solved by integrating and fusing multiple
modalities with advanced model architectures, data, and wiser use of different feature extraction, classification,
and preprocessing techniques, assisting the task with improved performance and accuracy. In this work, we
presented a study on multimodal deception detection using real-life data from 100 subjects belonging to the
Indian population and spanning seven modalities exploiting the cognitive aspect of deception detection. We
experimented with a novel primary multimodal deception detection dataset, CogniModal-D, consisting of
seven distinct modalities: EEG, ECG, EOG, Gaze, GSR, audio, and video. Experiments are performed on the
proposed interrogation-based mock crime and best friend paradigms that express social relationships designed
for deceit detection based on multiple modalities. Classifiers based on the individual or combined sets of verbal
and nonverbal features exploiting cognitive and behavioral aspects of deception are designed. It is observed that
multimodal score-level-based fusion combination detects deceptive samples with an accuracy of 75% in the
controlled mock crime interrogations and 79% in the best friend scenario involving storytelling about social
relationships compared to their unimodal counterparts in distinguishing deceptive and truthful samples. Our
analysis of verbal and non-verbal behavioral cues occurring in deceptive and truthful samples brought insights
into the discriminant cues that play a significant role in deception detection. These insights will lead us towards
building more advanced deception detection systems and algorithms involving multiple modalities to create a
comprehensive and all-inclusive multimodal deception detection system emphasizing multimodal fusion, which
provides improved performance and better results in comparison to their unimodal counterparts. The fusion
of modalities improves task performance and enlists the impact and contributions of individual modalities.
Modalities show complementary and assistive behavior, boosting the overall accuracy of the task. In the future,
increasing the number of modalities and samples with advanced architectures will improve task performance,
further enhancing multimodal deception detection capabilities. The inclusion of large language models in this
arena builds context and offers a promising solution further. The research aids in the development of automated
deception detection techniques exploring cognitive and behavioral aspects. Experiments with more data
collected from real, everyday, and diverse conditions would produce more robust solutions and raise results and
techniques to a level of potential industrialization and commercialization. We hope that our dataset and analysis
will be aided by multiple modalities and that the findings will open diverse avenues of research that will assist
in paving the road toward advanced multimodal deception detection algorithms and systems for multimodal
cognitive behavior analysis in the future.

Data availability

The dataset experimented with in this work is the first comprehensive multimodal deception detection dataset
for cognitive behavior analysis targeting the Indian population with over seven modalities and 100 subjects. The
data will be made available to the research community upon request to the corresponding authors.
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