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A B S T R A C T

Traceability systems have changed the way food safety is managed and data is stored. Blockchain tracking services
now provide customers with an infrastructure that allows them to easily access data online. However, there are
limitations to these new capabilities, such as a lack of transparency and the existence of privacy and security
challenges. Additionally, as the need for more agile, private, and traceability secure data solutions continues to
grow exponentially, rethinking the current structure of blockchain agricultural traceability is mission-critical for a
country. By leveraging and building upon blockchain's unique attributes, including tamper-evident, security hash
crypto-data, and distributed ledger, we have proposed a prototype that allows traceability data to be reliably
stored via blockchain while simultaneously being secured, with completeness auditing to enhance credibility. The
result, the trusted auditing chain (TA chain), is a flexible solution that assures data security and solves challenges
such as scalability and privacy-preserving. The TA chain works through Schnorr-style non-interactive Zero-
knowledge proof to support security automatical choose privacy augmented. In addition, The TA chain can
audit more than 1000 transactions within 1ms, and its error stabilizes below the 250 μs, which proves a security
and fair traceability system to assure that data is distributed and reliably, and provably audited.
1. Introduction

Food security has attracted lots of authorities and enterprises con-
cerned (Zhu et al., 2022). They come up with a traceability method to
protect the agricultural foods that can be stored, processed, and sold
timely, and also ensure each item can be tracked in the world, but
because of the widely distributed traceability information, the privacy
within the process of the traceability cannot be sure. For example, food
traceability systems without privacy-preserving technology are vulner-
able to malicious attacks, and incorrect information can lead not only to
financial losses but also to health hazards (Lei et al., 2022). Traceability
networks often involve many parties and sites, as well as a large flow of
information and private data. With the involvement of more nodes, more
exchanges, and supervision being conducted far from authority in-
stitutions, if not checked in time will come the opportunity for error,
whether it is unintentional or malicious. For example, the malicious
Supplier can store illegal materials or threatening information on agri-
cultural food labels (Dodd and Solutions, 2022).
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Therefore, just in response to the above phenomenon, some re-
searchers proposed the use of blockchain technology for the storage of
food traceability data (Wang et al., 2022a). In the Bonde Thylstrup et al.
(2022), the author was concerned about the concept of accountability,
explainability, and speculation, which disclose to the importance of
traceability. That is why it needs the Blockchain to explore its traceability
potential. Blockchain is a distributed system for storing important infor-
mation such as account transaction records, electronic contracts, and in-
voice documents (Liu et al., 2022b). Compared with traditional
traceability systems, in blockchain, the data can be protected on-chain,
generally, is hashed transactions on the distributed ledger (Xie et al.,
2022). The application of cryptography allows transactions on the chain
to be stored in abstract form, which avoids the drawbacks of explicit ac-
cess to data (Liu et al., 2022a). For example, a survey of the fish farm
platform displays a whole traceability ecosystemwith diverse information
from sensors, operators, entertainment, and so on (Hang et al., 2020).

But this type of ledger without security verification will be unfa-
vorable for humans. Then for a greatly im-proved food security and
ovember 2022
he CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

mailto:sunch@nercita.org.cn
http://crossmark.crossref.org/dialog/?doi=10.1016/j.heliyon.2022.e11477&domain=pdf
www.sciencedirect.com/science/journal/24058440
http://www.cell.com/heliyon
https://doi.org/10.1016/j.heliyon.2022.e11477
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://doi.org/10.1016/j.heliyon.2022.e11477


M. Lei et al. Heliyon 8 (2022) e11477
utility traceability system, auditing can be introduced into the block-
chain (Dasaklis, 2020) introduces a trusted third party to verify in-
formation of transactions, but it will expose the transaction process to
the third party, besides the much more sensitive information, which
privacy will uncover, and around that traceability system things will be
exposed to adversaries. But the auditing-related process can be
improved to prevent privacy from the opponents (Wang et al., 2019c;
Francati et al., 2021), which proves off-chain storage in an auditing
framework is feasible. However, the former stops opponents from
attacking or tampering with traceability, but without completeness
transactions auditing still leaves bugs to malicious nodes. For full
auditing, the latter pronounces an auditing way with off-chain com-
bined, so it has to download all transactions and cannot be audited in
real-time.

Alliance cooperation between manufacturers and their Suppliers
should be aligned with the goal of sustainable development. There is an
increasing demand for food safety in the current competitive market and
industry environment (Khanfar et al., 2021). Because blockchain can
maintain a track record of transactions, it increases the ability to audit
information and reduces the cost of guarantees and the time spent on the
audit process (Perera and Abeygunasekera, 2022). However, a lack of
security auditing or non-completeness auditing will lead to challenges to
privacy leakage, data security storage, and data effective sharing (Chenli
et al., 2022; Brebu et al., 2022). Therefore, making blockchain can be
safely traced is a great way to link Suppliers and customers, introducing
an Auditor into the traceability system will enhance the credibility of
traceability results. For the Auditor, verifying the traceability information
including private information but without using it directly, will be better
for transaction verification and food security.

Hence, in this paper, inspired by blockchain, we create a trusted audit
chain (TA chain), which needs to be permissioned. Furthermore, based
on this, we propose a Schorr-based non-interactive zero-knowledge
proof-based approach for security auditing to support non-interactive
evidence generation and verification throughout the audit period.
Meanwhile, audit cache sequences as an important way for online
auditing to be used, which can significantly improve the efficiency of
online auditing and create a gap with offline auditing. Simulation ex-
periments compare the difference between online and offline auditing,
considering the relationship between audit time, audit standard devia-
tion error, system throughput, and the number of audited transactions
when using TA chains for a single Supplier and multiple Suppliers. This
paper references use cases of fisheries germplasm resources, where both
public and private data are used for valuable fisheries resource data, to
test the feasibility of our model.

The contributions of this paper are as follows:

� This study is designed to be set up in a permissioned blockchain to
computing on privacy data directly, using a privacy-preserving style
distributed ledger to build a trace-ability network where internal
transactions have already been fully trusted by each other.

� Using audit sequences for each transaction when it requires to be
stored in the distributed ledger, the Auditor gets fast and completes
auditing effectively online and offline, this decentralized and fair
auditing also gives much security.

� This work proposed a Non-interactive Zero-knowledge proof to solve
the combination with the transactions and Auditor to finish the
auditing. Moreover, to protect the privacy of information, we pro-
posed an approach to increase ledger transaction security by using
Schorr.

The rest of this paper is organized as follows. Section 2 presents
previous works and makes a comparison of each of them. Section 3 ex-
plains the schema and methodology in detail. Section 4 implements the
prototype and makes an evaluation. Finally, Section 5 concludes with
details demonstrating our study's contribution clearly and proposes some
feasible future directions.
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2. Literature review

The concept of data integrity auditing of remote servers was first
introduced by (Ateniese et al., 2007), where data owners can periodically
check the integrity of the data they provide on remote servers. Liu et al.
(2014) proposeda conformance service auditing scheme to verifywhether
the data cloud provides the promised consistency. Jin et al. (2018) pro-
posed a public auditing scheme with support for dynamic data to enable
efficient handling of real-time data. Wang et al. (2019b) proposed an
identity-based public provable data possession scheme to eliminate the
complex certificate management that exists in public key infrastructures.
In (Wang et al.), the authors considered an identity-based online/offline
security auditing scheme that can reduce the online computational cost of
data owners by precomputing metadata offline. Also, Rabaninejad et al.
(2020) proposed a similar offline idea. Offline auditing can reduce oper-
ational costs, which was an efficient payback to the reviewer.

However, both concentrate on offline auditing of metadata and do not
consider the issues of communication and security in offline auditing.
Later, researchers introduced blockchain, which is tamper-proof, so they
attempted to integrate blockchain into remote auditing schemes, trying
to use blockchain to check the security of data in remote storage (Xue
et al., 2019). Bitcoin (Nakamoto, 2008) is the first-come blockchain to
ensure financial safety. Ethereum (Dannen, 2017) can also guarantee on
a remote server, but not like Bitcoin, Ethereum is much more flexible to
control the transfer of various coins and the storage is gradually growing.

Wang et al. (2019a) used the blockchain to build a decentralized
auditing framework whose responsibility for auditing is taken care of by
its nodes. This solution solves the problem of trusting third parties, but
the audit nodes are included in the attack considering security issues.
Konkin and Zapechnikov (2021) used zero-knowledge proofs to harden
data security, but do not take into account the computational process of
data interaction. Decentralized and fair auditing features a significant
point of a distribution auditing condition. System Blockstore fulfilled
fairness because file owners are responsible for selecting storage nodes
and challenge rates previously but authorities a third party to audit its
data (Ruj et al., 2018). In Francati et al. (2021), authors designed
decentralized and fair auditing, especially in the distributed storage
system, but there is no privacy-preserving. For example, when a mali-
cious auditor checks the transactions, they cannot ensure the privacy
information will not be threatened. Yu et al. (2022) designed an offline
scheme that eliminates communication between the vehicle and the
cloud. This is a lightweight approach. Automatic auditing is also sup-
ported through the use of smart contracts.

In summary, there are many excellent blockchain-based auditing so-
lutions available, such as Rabaninejad et al. (2020), Francati et al. (2021)
and Yu et al. (2022), but most of them focus on offline auditing because
auditing data in massive cloud storage requires communication issues to
be considered. There-fore, a lightweight approach should be investi-
gated. This work proposes an online cache audit that uses non-interactive
zero-knowledge proofs to secure data, and the online audit method is
more effective and stable than offline auditing. Based on such properties,
we made a simple comparison between the TA chain and the existing
audit system (Table 1), allowing our work to be presented more clearly.

3. Trusted auditing chain: our blockchain

3.1. Permissioned blockchain

The issue in creating the TA chain is to practically support complete,
confidential auditing—an Auditor would not allow in-sight into single
traceability transactions, but a Supplier should not be able to hide infor-
mation from the Auditor during an audit, and the Auditor should be able
to detect a deceived answer. Figure 1 depicts an overview of the TA
chain, which contains five layers. The lower four layers are the main
functions of the system, and the arrows between each layer represent the
flow of processing data. The top layer is the auditing operation of the



Table 1. The comparison summary between the TA chain and current auditable systems (✓ means completely satisfied, means partly satisfied and (� means not
satisfied.).

Authors and year privacy-preserving
blockchain

Decentralized and
fair auditing

Security and
completeness
auditing

Auditing way

Liu et al. (2014) � � Online & offline

Jin et al. (2018) � ✓ Public

Wang et al. (2017) � Online & offline

Rabaninejad et al. (2020) � � Online & offline

Xue et al. (2019) Public

Wang et al. (2019a) ✓ � Public

Ruj et al. (2018) –

Francati et al. (2021) ✓ Offline

Yu et al. (2022) Offline

Trusted auditing chain, 2022 ✓ ✓ ✓ Online
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auditor, with the arrows representing the acquisition of data. Therefore,
each of the functions mentioned in the overview is necessary. However,
the ‘technical support’ layer is the main emphasis of the research pro-
gram in this study and will be analyzed in detail in the article.

There are two major nodes in Ledger A, block-creators and auditors.
Block-creators submit the transactions to an append-only Ledger A,
which simply proposes all feasible transactions, such as the producers,
the processors, the storage, the sellers, and so on, so they are Supplier
nodes. The Ledger A maintains by the Suppliers themselves, by a third
party such as the Auditors, or by the blockchain systems like Fabric.
Figure 1. Trusted audit
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Maintaining a fault-tolerant ledger is out of the scope of this paper, but
these technologies can be used within it (Xu et al., 2021; Belchior et al.,
2022; Ge et al., 2022).

There are Suppliers that determine transactions between the nodes
and put them by appending transactions into the distributed ledger. The
ledger ensures all Suppliers and any Auditor will scan new transactions.
Each entering node and Auditor maintains a non-interactive zer-
o-knowledge proof (NIZK) cache sequence, which to values

q ¼
Yn

i¼1

Sequence Q ¼ βsk�γ used to make creating transactions and
ing chain overview.
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responding to audits faster. Each Supplier has its transaction of plaintext
content database. Besides, the rest of this section depicts the TA chain
transaction form, how the Suppliers upload the transactions, and how the
Suppliers can answer a general audit from the Auditor.

3.1.1. Smart contract set up in traceability transaction
In a traditional Fabric traceability blockchain platform, the Supplier

nodes create a proposal with a user ID, timestamp, chain-code function,
and client sign, while selecting an endorsement policy and sending it to
the endorsers, which verifies the user's signature and ensuring that the
proposal was sent by an authenticated user. The transaction request
simulated by the endorsers is executed according to the chaincode
selected in the proposal, while the signature of the endorsers is appended
to the generated execution result (endorsement process). Thus, the result
of the simulation based on the current state of the world is sent together
with the endorsement signature to the user, who can verify its consis-
tency. When the verification is successful, then the committers vote on
the results submitted by the endorsers (executed using the chaincode),
except that the endorsers do not participate in the consensus vote, so they
do not know the various results. Eventually, the committers store the
write portion of the read-write set off all verified transactions in the state
of the world and also update the state database (Ledger A) using the write
set. Once the traceability transactions upload into Ledger A, this trans-
action is committed by every node, immutability maintenance that no
one can immunity anything in Ledger A. Ledger A features consensus
fairness and by dynamic coordination, each Supplier node has a similar
probability to be a Supplier node for recording signature operations.

It is so difficult to transfer the natural languages to encoding pro-
cedures that this work has to consider some issues. Therefore, to ensure
the Auditor convenience with security auditing, the designed table
transaction form with the relevant smart contracts can verify the legal
logic during auditing (Figure 2). Considering the legality of the smart
contract, it features three characters as follows: (i) Useful procedure code.
It means the code must be sensitive to certain functions. (ii) Present real-
world transfer subjective digitally. To audit conventionally, related smart
contracts are more willing to present digitally. (iii) Designed agreement
within the legal context.
3.1.2. Construction set up in traceability transaction
The Ledger A in the TA chain is a cylindrical rolling table where

transactions represent rows, and supplies correspond to clumns. every
transaction features context for each Supplier. Figure 3 shows each Sup-
plier owns its phase and makes the cache to pre-generate the auditing
results, which come from the visualized forms below, the private data is
Hashed when it is on-chain, and each Supplier maintains a public state
and its secret key. Simulating the write-set consisting of the transaction
for transactions the Supplier originated, the private data is Hashed when
it is on-chain and hidden from the Auditor. This table scheme has a nice
display that an outside adversary can look at a Supplier entire column and
know that this represents the entirety of the Supplier information except
for privacy. Figure 2 shows an automotive process from the smart con-
tract. For example, it is crucial that the real-time auditing need online,
when the new data is appended into the A, the timestamp's settings need
to be upgraded, then broadcast to every Supplier to verify the transaction
(Latency will be taken into account). A transaction needs to meet three
requirements below:

� A transaction cannot be tampered with when it was already uploaded,
but a transaction with new data can be uploaded as a new transaction.

� A transaction cannot destroy other transactions when auditing.
� Data that has already been uploaded cannot be re-uploaded as a new
transaction.

To protect the Supplier privacy do not be broadcasted in detail, such as
the related private transaction data. Instead, the Supplier nodes post the
4

hash of privacy data in the table column and stored the Pedersen com-
mitments (Aranha et al., 2022) value to the append-only Ledger A with its
timestamp, especially, Ledger A uses this commitment value to generate
cache sequences value. Let G be a cyclic group with ε ¼ |G| elements and
let α be a generator and β is a point of Elliptic curves. Then an integer ν 2
{0, 1,…,ε � 1} is formed as a vector, after that, pick randomness γ, and
return the cache sequences value cm ¼ CM(ν, γ) ¼ ανβγ mod p, where p is
the order of the group G. Some adversaries can be used to compute logβα
and thus break the discrete logarithm problem in G. In the TA chain, we
choose G to be the group of points on the elliptic curve ECC.
3.2. Non-interactive zero-knowledge proof

To make a privacy-preserving trusted auditing chain about transaction
details, the designed distributed ledger relies on Schnorr-type non-inter-
active zero-knowledge proofs (Nakamura et al., 2022; Yang and Wang,
2022). Schnorr signatures take up little space and support multiple Supplier
signature aggregation (multiple participants can work together to produce
an aggregated signature based on an aggregated public key), it is beneficial
for multiple Suppliers making full use of traceability data (Chen and Zhao,
2022; Ciulei et al., 2022). For example, the producer node can prove the
private key is owned and show theAuditor the signature informationwhich
he provided is sent by itself, using Schnorr is the best way to settle both
problems synchronously. The Schnorr mechanism also avoids tampering
by second parties and is proof-safe, linear, and efficient, even in the case of
aggregation, the Schnorr signatures cannot be tampered with unless all
signers recreate them. At the same time, Zero-knowledge proof features
that one can convey the results of private information without telling the
detail of the truth to others so that the sender can pre-vent the private
information from adversaries (Wang et al., 2022b), but this method has to
be decided by the designer who will choose the proof way. Therefore, the
TA chain chooses to use non-interactive Zero-knowledge proof to solve this
problem (de Vasconcelos Barros et al., 2022). The great distinguished
figure is that the receiver only needs to tell the sender what information
they would like to verify, non-interactive Zero-knowledge proof will
choose the best approach to get the results and translate them to the
sender. For example, the Auditor does not have to choose the scope and
content of information that they will review, using non-interactive Zer-
o-knowledge proof will compute the bi-nary string α, and the proof will
persuade the Auditor and does not disclose anything else ν. Moreover,
Verifying α does not require any interaction between the Suppliers and the
Auditor, and the Suppliers can append α to Ledger A, where it can be
verified by any other Supplier of the system.

3.2.1. Signature
The Schnorr signature and non-interactive zero-knowledge proof

process of the algorithm are described as follows: the first step, is to
produce private keys and public keys: Private keys sk. Public keys pk ¼
Gskn (G is a point on the elliptic curve). Secondly, all users produce a
randomness number ν respectively which is not spread with others: νi ¼
Gνi , then send the νi to the Auditor, after the Auditor collects all the

randomness numbers (V ¼
Yn

i¼1

νi), synchronously, calculating the

encoding information C ¼ H(V ǁ S), in which C is encrypted transaction
information, H is a Hash algorithm (SHA256), and S is signed informa-
tion by the sender. The Auditor transfers C to each user, and comes back r
to them, so the ri ¼ νi � C ⋅ ski. Finally, the Auditor collects every ri: R ¼Pn

i¼1ri, getting the result (C, R).

3.2.2. Verification
When it comes to authentication, assuming nodes already know the

public keys and calculate the V 0 ¼ GR pkC, then proving C ¼ H (V 0 ǁ S) is
correct, the C stands for signature is available. The public keys are
created by the Schnorr signature (pk, sk) and be published to all Suppliers.
Using NIZK, Supplierswill generate a binary string Ω, simultaneously, the



Figure 2. Controlling the collected data on-chain with the smart contract and making the legal transactions into Ledger A.
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proof will persuade the Auditor, yet not disclose anything else about
Suppliers private information. Verifying Ω does not require any interac-
tion between the Suppliers and the Auditors, also the Suppliers can append
Ω to the ledger with a new timestamp, where it can be identified by any
party of the TA chain. Consequently, the private key leakage problem of
interactive zero-knowledge proofs, which prevents the algorithm from
being used in a public environment will be solved.
3.3. Auditing protocol in traceability ledger

The Auditor has a copy of Ledger A and the Supplies to compute their
private data, to get a view of the traceability system represented by the
ledger. For example, the Auditor checks the Supplier node by asking a
query to this Supplier node, such as the keywords “certification” or
“operational personal details”. The Supplier node responds to the Auditor
with a processed answer and proves it is true via non-zero knowledge
proof, and the Auditor gets the answer to calculate the row of transactions
which will be consistent with the Ledger A and return it into the ledger
restoring complete and consistent.

The deep insight into key issues is that in Ledger A's table con-
struction, the Auditor has access to check the Supplier node accurately
because each row features classified information, including public data
and private data. The public data can be published to every node and
consumer, but the private data should be protected by the other nodes
and consumers, the non-zero knowledge proof provides the Auditor
with a maneuver that has no risk of liability for privacy data breaches.
There is no way to hide the privacy information from the Auditors in
the ledger without actually transferring traceability data and granting
control to other Suppliers. On the contrary, the traditional auditing
strategy would depict all plaintext to the Auditor without any protec-
tion, and would not be conducive to maintaining the security of the
traceability system at that such a move when it is not certain that the
Auditor is malicious.
5

As described above, a Supplier can propose a transaction online on its
own without any previous proclaiming only need a signature in trans-
ferring transactions, and it is generally common in blockchain systems.
However, Since an Auditor cannot determine the transactions proposed
by whom, the TA chain must ensure that a participant cannot hide
transaction information and even private data from the Auditor during
the auditing phase, in-including the involved other Supplier data, for
example, the seller will submit every previous generated blocks’ data
during auditing phase. Therefore, it is important to privacy-preserving.
The TA chain does this by requiring the Supplier to include a publicly
verifiable Sequence in every entry. Sequence Q is defined as formula1.
Supplier uses this Sequence Q to open up the product of its significance
for the Auditor, without needing to know rQ.

In deep insight with each Supplier that they do need to reveal ri to
verify the ν (private data) is true. An assumption that a Supplier calcu-
lates M ¼ ανβγ , then the Supplier computesM

0 ¼ M/αν ¼ βγ , be careful q
equals 2. Especially, the Auditor will also calculate theM 0 and q from the
ledger with hashed v. Notice that only when the Auditor figures out the
result on 3, then ν can be proved.

Sequence Q :¼ ð pkiÞri (1)

q¼
Yn

i¼1

Sequence Q ¼ βsk�γ (2)

logM0 q¼ logβpk (3)

3.4. Assumption

Users in the TA chain be suggested to store their transactions in a
decentralized way. For the sack of the Auditor to audit transactions as
effectively as they can, to adapt the Ledger A assuming the presence of



Figure 3. Data processing in tables for traceability processes.

M. Lei et al. Heliyon 8 (2022) e11477
the experiment is rational. Assume the Auditor can be an arbitrary node.
Additionally, we make the following assumptions.

3.4.1. Correlation suppliers nodes
This study considers that the majority of nodes are rational and act in

a food safety rational manner, such as Block-creators (Suppliers) and
Auditors. In both Bitcoin and Ethereum, peers can automatically identify
transactions for the service provided to the decentralized ledger, and the
peers can be verified with each other. Therefore, in our permission sce-
nario, making the ideas and repurposing the methodology to set the
decentralized network construction is a great way.

3.4.2. Data resources
Basically, the data conveyed into the blockchain network suppose to

contain all information about its object, which comes from the local
sensors such as scanning imager, Infra-red spectrum absorption detector,
humidity transducer, and diverse sensitive resistors, also, the trans-
actions created serially the integrity, and authenticity of data can be
ensured, taking the workload off digitizing data, so avoiding mistakes by
artificial manufacture.

3.4.3. Storage
Each transaction in the TA chain block features a contractual agree-

ment with the authority that must be met. On-chain transactions are
taken charge of each node of the blockchain, the Hash of transactions
6

stored in the block of Ledger A, not all pieces of information will be
stored in it, there are additional details involved with some certain
missions will be stored off-chain. For example, the pictures and video of
produce processing and the off-chain pieces of information of each
transaction are stored in a provably correct database, such as IPFS. The
physical database storage locations are assumed to be secure.

3.5. Security goals

The goals of the TA chain are to maintain completeness and secu-
rity auditing with current sensitive information and provide Auditor
provably auditing approach. TA chain inherits from the Schnorr algo-
rithm the same signature technology to protect transaction data secu-
rity. Additionally, the TA chain allows Suppliers to process their smart
contracts and hides the details from the other nodes, every participant
can trust a transaction between the Suppliers. For example, if the pro-
ducer node transfers the costs, warehouse stock, and pricing trends,
both the producer node and the information are non-plaintext. The
public transaction information such as the trade names, growth cycles,
food conformity certificates, and individual delivery points are
plaintext.

An Auditor will query Suppliers such as producers about its content
respectively, for example, “check the producer certificates”. The pro-
ducer is supposed to make a response that will convince the Auditor the
answer is the same as the Ledger A and not encounter fraud. Additionally,



Figure 4. NIZK Integrity in Trusted auditing chain.
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to verify the legal logic, the TA chain also audits transactions with smart
contracts. On the contrary, if the answer of producers does not match
Ledger A, then theAuditorwill discover this cheat with them andmake an
illegal record. Correspondingly, smart contracts will give a response to
illegal acts, such as rollback.

4. Implementation and evaluation

To evaluate the preference of the TA chain, this study de-signed a
simple traceability prototype for implementation in 1.16.5darwin/
amd64, using a computer with 2 GHz quad-core Intel Core i5 and 16G of
3733 MHz RAM. The infrastructure of the permissioned blockchain is
based on the Hyperledger Fabric V2.2. Original transactions will be
processed by the SHA256 cryptographic hash function, this act can
maintain the structure reunion and avoid being tampered with, the cer-
tificates and the keys are stored in their servers. A general approach is
used in this prototype, which includes the values and methods to
compute with the elliptic curve ECC (using very little bandwidth and
storage resources, having a short key length, and allowing all Suppliers to
use the same operation for domain operations).

From previous work, the study proposes a new integrated approach to
stabilize the private preserving blockchain which can provide security
7

auditing (Figure 4), the 2 and 3 sequences at the Auditing phases can
equal progress synchronously for the Ledger A and the Auditor.

4.1. Implementation of trusted auditing chain

To test the full process against a running prototype of the TA chain,
and doing so allows for a better understanding and maintenance of the
real participating users, thus, promoting product and servicing designs
that are friendly to both users and regulators. Furthermore, the scien-
tific approach to design deserves effective improvement experiments,
as it involves algorithms to optimize the process of existing
solutions, as well as developing new solutions for new problems that
may arise.

To ensure that the data is valid in real-time, we process the data
uploaded from the sensors (Figure 1), uploading the data from the bot-
tom data collection to a remote server, which uses the upper layer privacy
protection technology to get the processed data into our permissioned
blockchain, the processing is completed and deposited into the form, the
information that needs to be traced is visible in plaintext (Figure 2). Of
course, a smart contract needs to be triggered before this to endorse the
transaction uploaded (Figure 4), but a column involving private data
must
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be protected and requires direct computing on private data, just to be
used when the regulator is auditing, and after completing the audit of the
uppermost layer, the experimental design of the trusted audit chain is
complete. The auditing time of the trusted audit chain can be arbitrary, to
prevent malicious attacks, optimizing the algorithm is necessary so data
can be audited offline and can also be audited securely when it is online,
mainly with the help of zero-knowledge proofs.

The communication of this network requires a large number of time.
Before the auditing, if a producer attempts to implement a computational
task as possible it can, it must control the other side of the network, then
the trusted auditing can be sure that when the Auditor works with the TA
chain will not change the environment of variances (Table 2). The
considered network latency is coming from a large number of transaction
submission times and auditing computing time. Therefore, there are two
conditions which are online auditing and offline auditing.

4.1.1. Online
The data in the ledger is original information from the live-site

collection. Therefore, smart contracts take a critical role in this process,
each transaction always fulfills the conditions of endorsers during the
consensus. The Auditor can check the online entry information as soon as
they can. For example, each Supplier stores rolling results of the
computing by row and by private level to quickly produce privacy values
and answer queries from the Auditor. in a Supplier column, caching the
results of the computing improves auditing and proof calculation speed
significantly. Using these cache sequences, a Supplier can quickly respond
to the Auditor asking about a subset of rows in the ledger. The designed
TA chain Curve is a global cache sequence for the elliptic curve and two
generator points are used in the various proof, the generated points can
be used to produce a sufficiently secure key pair which is sure the Auditor
verifies the results of NIZK. Hence, online auditing is important for the
TA chain.

4.1.2. Offline
Many traceability data are willing to be stored offline, on the one

hand, considering the communication speed, cache sequences, and
throughputs. On the other hand, food information always needs highly
sensitive time so the real-time update and audits are significant, and
new food transactions need new timestamps to verify. Hence, unfresh
data or additional information can be stored offline. But the Auditor
must tackle the whole ledger to finish completeness auditing, thus this
involved more complex auditing when the Auditor has to check every
row's entry. Meanwhile, though online auditing is critical for trace-
ability information to publish, much-existing data is stored offline, and
most smart contracts can implement online automatically but are not
offline running. Therefore, offline auditing is also necessary for food
safety traceability.
4.2. Evaluation of trusted auditing chain

To show the clear consequence, every point runs the query 10 times in
these figures. Table 2 shows the other prerequisite of the distributed
ledger start-up.
Table 2. The TA chain network performance evaluation configuration.

Experiment Parameters Single supply Multiple suppliers

Number of supply 1 1–10

Number of transaction 16–1024 64/512

Number of Auditor 1

Permissioned ledger 1

Encrypted channel 1

Number of cycles audited 10

Print progress of results/ms 60

Remote basic-port 8000
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4.2.1. Audit time
Average auditing time depicts the distinction between with cache and

without cache. The first group (Figure 6) fulfills index growth trans-
actions, the Auditor would need better control of variances and an idea
status, when the number of transactions is growing, the offline will spend
much time asking for the answers. All data in the TA distributed ledger is
under NIZK protection. In consideration of multiple Suppliers audited,
con-auditing needs high CPU computing capacity, and also meets the
ledger storage features. To test the scalability of the TA chain, we grew
the number of individual supplier transactions from 16 to 1024. This
indicates that with the increasing number of Suppliers both transaction
creation and verification times per supply node increase linearly, but
nodes increasing helps parallelization.

When the Auditor cannot audit through the cache, it means that it is
offline at the time, so it must calculate the transactions across the chain to
audit the current results. This can also be applied to more complex
auditing jobs. This graph shows the comparison of the time required with
and without the use of cache auditing (Figure 6), and as expected the
time cost increases linearly and the results are reasonable even without
the use of cache calculations. the TA chain currently only maintains a
cache of transactions from each supplier, but it could maintain many
more.

4.2.2. Audit throughput and the cost
In this study, throughput is used to represent the ability of the TA

chain to handle concurrent operations. In a Hyperledger blockchain-
based system, the throughput of TA chain auditing relies heavily on
the throughput of transactions and the number of providers processing
transactions simultaneously. We measure transaction throughput by
examining the relationship between the concurrency values of trans-
actions and the speed at which these transactions are processed. For a
more comprehensive analysis, the time of transaction generation and
validation is kept in dispute and the probability of each Supplier having a
malicious act is assumed to be equal.

For a fixed-size ledger, this audit function requires several Suppliers
to test the robustness of the TA chain. The graph on the right shows the
cost of the audit calculated on a ledger of 64 as we change the number
of Suppliers, both with and without caching (Figure 5). The Auditor
audits the Supplier at the same time. The audit cost for this function
increases slightly with the number of Suppliers because more of
them increase the variability of the parallel audit and the Auditor must
wait for the last transaction to respond before calculating a final
answer.

As Figure 5 depicts the system throughput under auditing requests,
and the system throughput stabilizes at about 60 when the auditing re-
quests increase by more than 1000. When checking the latency experi-
ence, with the transaction growing, each turn takes more than 16 ms less
than 18 ms time to audit transactions, which means the latency does not
change much with transaction growth, because of the network's robust-
ness. Meanwhile, with the increase in the Suppliers, transactions can be
verified in parallel, so the time clamp linearly.

The first two sets of graphs on the left, though there is also latency
(time for transaction generation and validation) when only one node is
working in the ledger, so the throughput is less than 58.5 even TX ¼ 64
(as an input), and the throughput is less than 60 when a Supplier ¼ 1 in
the multi-node graph, the reason it is not the same is that throughput
fluctuates with the quality of the network, although every effort has
been made to preserve the same environment for each test. After TX
grows to 256, the offline auditing time increases faster, while the online
plateaus. Combined with Figure 5(a), TX > 256 is nearly flat afterward.
Thus, on balance, a transaction throughput of 256–512 is optimal for
both online and offline auditing when Supplier ¼ 1. Meanwhile,
comparing with the first two sets of graphs on the right, we also dis-cuss
the pattern of node increase in this permissioned blockchain and find
that the rate of online and offline auditing is optimal when the Supplier
nodes are at 6.



Figure 5. This work sets the growing auditing transaction number as exponential multiplier growth, with the rapid transaction increase of more than 1000, the online
auditing is stable within the changing scape of 0.01 ms, on the contrary, the offline auditing needs 21 ms at least (a). Because online auditing uses the table cache to
pre-generate auditing results if the Auditor asks, pre-generate auditing results can be a conserved response time. Setting the TXs are 64, the online auditing time is still
much more stable than offline auditing time, even though the multiple Suppliers (b).

Figure 6. The total throughput decreases as the number of TXs and Suppliers increases (a), because throughput restricts the auditing time of multi-suppliers (latency
can also tell), then compare with (a) the auditing time increases apparently, except for online auditing. Creation and validation costs have proven to exist, but are
acceptable (b), ‘single’ means just only a Supplier, but TXs are increasing from 32 to 1024. The other two both represent the multi-Suppliers case, green means TXs ¼
512~, and purple means TXs ¼ 1024.

Figure 7. Standard deviation error (Stderr) means the unstable scenario during the auditing phase, (a) is a single Supplier, (b) and (c) are multiple Suppliers which be
audited by 64 TXs and 512 TXs.

M. Lei et al. Heliyon 8 (2022) e11477
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4.2.3. Accuracy evaluation
As communicating and validating transactions dominates the cost of

transaction creation and validation, the study affirms that a faster online
audit implementation will directly improve performance. This study uses
standard deviation error (Stderr) to verify the stability of online auditing
and offline auditing during the audit phase (Figure 7). As the number of
transactions increases (Figure 7(a)), the Stderr for the offline scenario
rises sharply, although it is lower at the beginning than in the online
scenario. In contrast, considering online auditing, where the variation
interval lies between 170 ms and 110 ms, the Stderr is relatively stable,
implying that individual vendors are not constrained by transactions and
that their cached audits contain a good computational environment.

In general, because of the instability of offline auditing, there is an
inflection point in the graph on the right, which we analyze as a loss of
communication costs (transmission and validation) due to simultaneous
remote auditing, where the error suddenly increases when the number of
suppliers audited simultaneously increases (6 < Suppliers < 8), and
slowly stabilizes but remains larger than before, as the number of sup-
pliers audited simultaneously continues to increase. The simultaneous
throughput then decreases. This result is in line with the expectations of
our research scenario, and therefore the number of controlled audit
transactions is controlled at around 512 to achieve optimal audit
efficiency.

Thus, while a single Supplier can use multiple cores to generate proofs
of individual transactions in parallel, multiple Suppliers cannot generate
different transactions in parallel. The major cost relates to creation and
validation. Each Supplier must verify each created transaction, so the
more Suppliers there are, the larger each transaction becomes, and
therefore the more work each Supplier needs to do (Figure 5). Because of
latency, proving and validating dominates transaction creation and
verification, but this cost is also highly parallelizable. They measure in
Figure 6, the time it takes from the creation to the audit of a Supplier and
all the participants in the TA chain to fully process a transaction. One of
the Suppliers creates a transaction and sends it to the ledger, it then
broadcasts the transaction to all Suppliers and an online Auditor, both
online and offline. Both the Auditor and each Supplier have to verify the
transaction as the number of Suppliers increases, the work increases
quadratically, but the Suppliers can verify the transaction in parallel, so
the time to process the transaction increases only linearly.

4.2.4. Performance comparison
Here, we assume that run 1000 transactions per second with a latency

of less than 1 s using PBFT consensus (Belchior et al., 2022). This is a
reasonable assumption from the perspective of the widely used Etherand
Hyperledger. Then, we compare the TA chain with other blockchain
systems, considering the other parameter settings designed in the two
audit approaches compared to the TA chain (Table 3).

Because of the importance of the security of blockchain, the permis-
sioned blockchain is the best choice for the TA chain system. Because
permissioned blockchain is suitable for agribusiness supply chain needs
that are more private and confidential, in-stead public blockchain is more
transparent in traceability and is suitable for fair trade in agribusiness.
Finally, there is a high-level comparison between other blockchain
Table 3. Comparison between other blockchain systems and the TA chain.

Performance Bitcoin Ethereum Hyperledger TA chain

Type of blockchain Public Public Permissioned Permissioned

Transaction fee Yes Yes No No

Consensus protocol PoW PoW PBFT PBFT

Anonymity Pseudo Pseudo Pseudo Pseudo

Transparent High High Medium Medium

Privacy of transaction data No No Yes Yes

Scripting Cþþ Solidity Golang Golang
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systems and the TA chain from some vital aspects. Something needs to be
noted that, as the property of centralized regulation, Bitcoin provides
decentralized decision-making by community/miners (Nakamoto,
2008), Ethereum is decided by the core developer group (Dannen, 2017),
Hyperledger is an open-governance model (Ge et al., 2022), and the TA
Chain is an auditing regulation model. In addition, considering the
property of scripting, Bitcoin only provides stack-based scripting (i.e.,
Cþþ), Ethereum proposes a Turing-complete virtual machine, high-level
language support (i.e., Solidity), and both Hyperledger and TA chain own
Turing-complete scripting of chaincode (i.e., high-level Go-language).

4.3. Threat analysis

Besides the above results being given to us, another unfavorable
condition is considered.

4.3.1. Threat attack
The results cannot be sure the Suppliers side hardware will be trusted

by all nodes, if the Suppliers do not trust this hardware, interest conflict is
inevitable. In addition, introducing third-party scientific auditing exist a
potential threat of attack because the Auditor identity cannot be identi-
fied to every Supplier node, a permissioned blockchain would remit the
threat but not eliminate it. Moreover, if a Supplier node can operate a
transaction collision when it acts as an Auditor on the transaction, the
Supplier can deny its operation. As far as it is concerned, a distributed
digital signature would do its work instead of authorities confirming.

4.3.2. Rollback
However, there is a negative condition in the auditing protocols. If the

transaction does not match the smart contracts, then be rollback to the
initial statute, which would unworthy of auditing. But can slow down the
transfer speed, occupancy cache, and the resource of throughputs. To
promote the auditing rate, the ineffective transaction entries must be
solved. Maybe the next study will start to solve this problem to arise
transactions effectively. Chaincodes are used for to consent transaction
process, which maybe is not available but the system has no idea about
that. We know the transition is down but whether the transaction is
available and correct or not is uncertain. Most traditional smart contracts
usually incorporate financial transactions of digital assets so that they
must be highly safe and trustworthy, but for agricultural traceability, it
needs to consider another problem, such as completeness auditing.

4.3.3. Dceive
The Suppliers can also be regarded as an Auditor to audit other Suppliers

data, here is the security problem. It is afraid that a Supplieri colludes with
Supplierj, then exchanges the transmitted information. If a malicious
vendor node wants to pretend that it is an Auditor to audit other nodes, the
encrypted private data and the rigorous mechanism of zero-knowledge
proof make it impossible for that malicious node to get the private infor-
mation of the inspected node, and it can only see the traceable public in-
formation and get the proof information that the node is legitimate.

TA chain focuses on providing provably secure auditing of food
traceability transaction data, but if the distributed ledger is corrupted,
the TA chain can only recover it through an offline database. In this case,
the ledgers of record for multiple parties must be brought together to
recreate the historical transactions. Future versions of the TA chain may
provide for corrected transactions or participant-agreed rollbacks.

5. Conclusion

The Trusted Auditing chain (TA chain) is related to work in auditing
or computing private data of traceability and privacy-preserving block-
chains. TA chain aims to effectively, correct auditing by creating a new
decentralized ledger auditing table model and applying a new scheme
using zero-knowledge proofs. We give an overview of the fundamental
properties that a blockchain-based trusted auditing system must satisfy.
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Based on such properties, making a comparison of the auditing features
between the TA chain and the existing systems. For example, balancing
the data calculation only on private data or on the whole blockchain
ledger, also fairing the auditing scope whether includes decentralized
and fair auditing or the extent to security and completeness auditing.
Finally, we find that most existing works would like to compute on pri-
vate data but not set security mechanisms in the blockchain ledger.
Therefore, they may use blockchain to finish the distributed audit, but
cannot be sure of its security and completeness of auditing. Therefore, a
new idea which is integrity private preserving into the trusted auditing
chain can not only guarantee the sensitive information but also convince
the transactions are true and stored in this distributed ledger.

In this study, the proposed security audit shows oversight of the
privacy and integrity of agri-food traceability systems. In particular, the
work uses non-interactive zero-knowledge proofs to validate transactions
even without acknowledging some im-important private data and uses
Pedersen's promise to pre-generate cached values to reduce audit latency
and optimize the stability of audit processing. By comparing the feasi-
bility and efficiency of offline and online auditing, we find that remote
auditing is stable with good communication conditions and both can be
performed, but in the case of high communication and latency, auditing
with caching can be chosen, which can improve the efficiency of audit-
ing. In addition, our research can also help to integrate other traceability
systems that require privacy-preserving audits, such as fruit and vege-
table traceability audits or cold chain audits. The theoretical analysis and
experimental results of this experiment show that the proposed scheme
has good performance. The experiments in our paper are currently
considering data from the agricultural traceability sector, but it is
something that can be actively extended. As mentioned above, testing for
security cannot guarantee collusion between Suppliers and Auditors, and
the security of smart contracts is also an issue that needs to be considered,
which is also something we will be looking at in the future.
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