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Abstract
This study explored the chain mediating effects of rumination and anxiety in the relationship between online risky behavior 
and sleep quality among Chinese college students. A sample of 1039 Chinese college students (Mage = 19.49, SD = 1.14, 
53.32% males) were investigated with Online Risky Behavior Scale (ORBS), Pittsburgh Sleep Quality Index scale (PSQI), 
Ruminative Responses Scale (RRS) and Self-rating Anxiety Scale (SAS). The results showed that: (1) There is a signifi-
cant positive correlation among online risky behavior, sleep quality, rumination and anxiety, and (2) Online risky behavior 
could not directly affect sleep quality, but it can affect sleep quality through the mediation of rumination and anxiety. The 
chain mediating effects includes three paths: The mediating role of rumination, the mediating role of anxiety, and the chain 
mediating role of rumination and anxiety after controlling for gender, grade, major, and network usage time. These find-
ings contribute to a deeper understanding of how online risky behavior affects sleep quality and provide important practical 
guidance for improving sleep quality.
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Introduction

According to the 47th China Statistical Report on Internet 
Development (2021), as of December 2020, the number of 
Chinese Internet users was 989 million, while that of mobile 
Internet users was 986 million, and the proportion of Inter-
net users using mobile phones to surf the Internet reached 
99.7%. 38.3% of netizens reported that they had encoun-
tered network security problems while surfing the Internet 
in the past six months, of which 21.9% had experienced 
personal information disclosure, 16.5% had experienced 
network fraud, 10.8% had encountered viruses or Trojans 
in devices, and 8.2% had experienced account or password 
theft. It can be seen that Chinese netizens still face greater 
risks and hidden dangers in their online life. Contemporary 
college students are the "indigenous people" of the Internet, 

Using Internet has become an indispensable part of college 
students' daily life.

Online Risky Behavior (ORB) refers to the behaviors and 
activities with potential adverse consequences that occur in 
Internet life (Choi & Lee, 2017; Qiu, 2018). It manifests 
itself in exposing a lot of private life on social network-
ing sites, downloading free movies or games on websites of 
unknown sources, clicking on a link to an unknown website, 
opening any email attachment, and so on. In recent years, the 
network security problems such as computer virus infection, 
personal data theft or leakage are deteriorating, and the reck-
less Internet behavior of network users often aggravates the 
network security problems (Chou & Sun, 2017).

Relationship Between Online Risky Behavior 
and Sleep Quality of College Students

As we all know, it is an indispensable basis for maintain-
ing health to have a good sleep, which is one of the neces-
sary conditions for normal physiological and psychological 
functioning of individuals, while chronic poor sleep qual-
ity can lead to serious physical and mental health problems 
(Altchuler, 2009; Urponen et al., 1991). However, people's 
sleep quality is inevitably affected by cybersecurity issues. 
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Poor sleep quality is one of the most important health prob-
lems of college students. Sleep problems occur frequently 
in college students. For instance, staying up late, insomnia, 
too many times of awakening at night, too long awakening 
time at night, and so on. Insufficient sleep duration among 
college students has become a major international health 
concern. Research has showed that 27% of college students 
in the southeastern United States are at least at risk of one 
sleep disorder, and the common sleep problems of college 
students are sleep deprivation and daytime sleepiness caused 
by sleep deprivation (Gaultney, 2010). Back in 2001, a study 
showed that Only 11% of college students have good sleep 
quality, more than 73% of college students occasionally 
have sleep problems, and more than 15% of college students 
reported poor sleep quality (Buboltz et al., 2001). According 
to the Chinese National Mental Health Development Report 
(2019–2020), 43.8% of college students identified they didn't 
get enough sleep in recent days, 7.9% identified they didn't 
get enough sleep more than half the time, and 4.4% identi-
fied they didn't get enough sleep almost every day (Fu & 
Zhang, 2021). Another study about college students' sleep 
quality in Wuhan, China, showed that 17.84% of college 
students had sleep disorders (Wang, 2012). The above find-
ings show the prevalence of sleep problems among Chinese 
college students.

There are a few studies that have examined the rela-
tionship between online risky behavior and sleep quality. 
Generally speaking, both problematic and addictive social 
networking behaviors are considered to be a type of online 
risky behavior (Qiu, 2018), and they are closely related to 
sleep problems such as reduced sleep time, sleep quality and 
insomnia (Lam, 2014). Of which Problematic social network 
users reported more sleep problems than Non-problematic 
users (King et al., 2014). From the perspective of the use of 
social networks, college students with more serious social 
network addiction and longer social network use and gradu-
ate students with more obvious passive social network use 
have worse sleep quality (Andreassen et al., 2012; Hussain 
& Griffiths, 2019; Yang et al., 2018). Woods and Scott’s 
(2016) study indicated that the individuals who used social 
media at night had worse sleep quality. A study on the 
relationship between the use of Facebook, a well-known 
social software in the United States, and sleep quality of 
college students found that, after controlling age and sex, 
the incidence of poor sleep quality of college students with 
Facebook used dependence was still 1.3 times higher than 
that of non-dependent college students (Wolniczak et al., 
2013). Alsulami et al. (2019) found that College students 
with poor sleep quality use electronic devices (including 
social networks) for longer on average than those with better 
sleep quality, and Those people reported that they spend an 
average of 64.38 min online on social networks before fall-
ing asleep. From the perspective of online games, playing 

online games is associated with longer sleep latency and 
shorter REM sleep (Higuchi et al., 2010). That is, the longer 
you play online games, the less likely you are to fall asleep. 
Akçay and Akçay (2020) found that as levels of game addic-
tion increased, individuals experienced decreased sleep qual-
ity, increased severity of daytime sleepiness, and delayed 
waking times. The above reflects the impact of Problematic 
internet use (PIU)on sleep quality. Both severe online gam-
ing disorder and social media addiction can lead to worse 
sleep quality (Wong et al., 2020).

To our knowledge, although most empirical studies on 
this topic have considered the effects of PIU on sleep distur-
bance, the direct relationship between online risky behavior 
and college students' sleep quality has been infrequently 
tested. Based on this, this study will first investigate the 
relationship between online risky behaviors and sleep qual-
ity among college students.

The Mediating Role of Rumination

Rumination (this article refers to repetitive negative think-
ing), which is one of the crucial factors of sleep disturbance 
(Pillai & Drake, 2015), refers to a psychological phenom-
enon in which individuals think repeatedly or frequently 
about the causes and potential consequences of negative 
life events after they encounter negative life events (Nolen-
Hoeksema, 1991). It is a kind of negative reaction style 
and personality characteristics (Nolen-Hoeksema, 1991). 
According to the sleep-interfering processes theory, sleep 
problems are caused by cognitive arousal. When the brain 
is very active during sleep to think, worry, plan, analyze 
and solve problems, people will have difficulty controlling 
their thoughts and they will have sleep problems (Lundh, 
& Broman, 2000). Rumination is a significant interfering 
factor in sleep quality. A large number of previous studies 
have confirmed the positive relationship between rumina-
tion and sleep quality (Bertelson & Monroe, 1979; Kales 
et al., 1983). The cognitive model of maintaining insomnia, 
proposed by Harvey (2002), suggests that intrusive thoughts 
that occur at bedtime can prevent individuals from falling 
asleep normally. Ruminative thinking, a typical intrusive 
thought, triggers physiological hyperarousal and emotional 
distress, which can lead to sleep problems and true sleep 
deprivation (Harvey, 2002). Some other studies found that, 
after control of depression, anxiety and anger, there is still a 
significant positive correlation between ruminant thinking 
and sleep quality (Jeffrey et al., 2009; Shen, 2019; Thom-
sen et al., 2003). That is to say, the more obvious ruminant 
thinking, the worse the sleep quality of college students.

In recent years, there has been an increasing number of 
studies exploring the relationship between PIU and rumina-
tion. Jin et al. (2018) found that there is a significant posi-
tive correlation between college students' cyber aggressive 
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behavior and ruminant thinking. Teenagers in the environ-
ment of cyber violence will repeatedly think about the scene 
of being bullied, and then appear ruminant thinking (Fein-
stein et al., 2014). Both problematic smartphone use and 
problematic Facebook use were significantly and positively 
correlated with ruminative thinking (Dempsey et al., 2019; 
Elhai et al., 2018, 2020; Wang et al., 2020). That is, the 
higher the frequency of smartphone and Facebook software 
use, the more likely individuals are to ruminant thinking. 
Feinstein et al. (2013) found that negative social compari-
sons on Facebook can predict the enhancement of ruminat-
ing emotion.

It is clear from the above that online risky behaviors such 
as cyber-attack and internet addiction have a positive effect 
on rumination, and rumination is a critical factor affecting 
sleep quality. Therefore, it is speculated that rumination 
may be a mediator in the relationship between online risky 
behavior and sleep quality. On the basis of this, this study 
will explore the mediating role of rumination in the relation-
ship between online risky behavior and sleep quality among 
college students.

The Mediating Role of Anxiety

In addition to rumination,anxiety is also an important factor 
affecting sleep quality. Therefore, in this study, the effect of 
anxiety will also be considered, because anxiety is not only 
the other significant factor for college students’ sleep disor-
ders, but also highly related with online behavior. Anxiety 
refers to the emotional state elicited by signals of impending 
punishment. Qiu et al. (2017) found that there is a significant 
positive correlation between college students' social media 
use intensity and anxiety. Kim and Davis (2009) found that 
the higher the degree of problematic Internet use, the more 
serious the anxiety. As the line between online and offline 
communication tends to blur, social media situations can 
also induce social anxiety (Theresa & Lee, 2014). college 
students' problematic Internet use can significantly predict 
social anxiety (Wang et al., 2017). Medical students with 
severe Internet addiction will show higher social anxiety 
(Bengü and Ahmet, 2018). Ariel et al. (2020) found that 
24% of people miss important moments in their lives due to 
browsing and sharing on social media, causing individuals 
to experience more anxiety (Duvenage et al., 2020; Frison 
et al., 2016). A meta-analysis showed that individuals with 
higher levels of social media use tend to be accompanied by 
higher levels of miss anxiety (Zhang et al., 2021). Another 
study have found that being bullied on the Internet can also 
lead to a significant increase in anxiety levels (Kowalski 
et al., 2014).

Furthermore, anxiety is a key determinant of poor sleep 
quality among college students (Stewart et al., 2011. Based 
on the cognitive model of Sleep Disturbance, Worry, as an 

important cognitive component of anxiety, is a potential 
underlying cause of sleep-related difficulties (Harvey, 2002). 
Adults' worries about the next working day are related to 
a decline in sleep quality (Kecklund & Akerstedt, 2004). 
Brown et al. (2002) found that there is a significant posi-
tive correlation between anxiety level and sleep quality. 
Ulrich et al. (2021) found that college and university stu-
dents with moderate-to-severe anxiety were more likely to 
report poor sleep quality than those with less anxiety during 
the COVID-19 pandemic. That is, the higher the anxiety 
level, the more likely to have problems with sleep quality. 
Some other studies have indicated that excessive uncontrol-
lable anxiety before falling asleep is a common complaint 
of insomniacs (Allison & Emmeline, 2003), even after con-
trolling depression, both state anxiety and trait anxiety are 
associated with increased arousal after sleep onset (Spira 
et al., 2008). In addition, social anxiety is related to insom-
nia (Buckner et al., 2010), individuals who are emotionally 
involved in social networking sites will increase their anxi-
ety, thus affecting their sleep quality (Doane et al., 2015).

In summary, online risky behavior has a positive effect 
on anxiety, and anxiety is an important factor affecting sleep 
quality. Therefore, the relationship between online risky 
behavior and sleep quality among college students may be 
mediated by anxiety. Accordingly, this study will explore the 
mediating role of anxiety in the relationship between online 
risky behavior and sleep quality among college students.

The Chain Mediating Effect of Rumination 
and Anxiety

A large number of historical studies have showed that rumi-
nation can significantly increase anxiety (Harrington & 
Blankenship, 2002; Fresco et al., 2002; Hsu et al., 2015; 
Xuan, 2017). Nolen-Hoeksema (2000) found that rumina-
tion can predict anxiety symptoms. The higher the tendency 
of ruminating thinking, the more obvious anxiety is (Roe-
lofs et al., 2009). In the study of Facebook use, Shaw et al. 
(2015) et al. found that ruminative thinking was a potential 
mechanism for triggering anxiety, and that passive use of 
Facebook triggered more ruminative thinking, which in turn 
exacerbated anxiety Similarly, college students with higher 
tendency of ruminating thinking are more likely to have 
negative emotions such as anxiety (Gan et al., 2017). Some 
studies have confirmed that rumination is not only a suscep-
tibility factor for anxiety and depression (Michl et al., 2013; 
Raes, 2010), but also an important factor in triggering and 
reinforcing psychological pain and suicidal ideation (Mor-
rison and O'Connor, 2005; Miranda et al., 2013). In sum-
mary, we can conclude that people with higher rumination 
are more prone to have anxiety, which may trigger insomnia.

Although some studies have revealed the effects of 
rumination and anxiety on sleep quality, few studies have 



 Current Psychology

1 3

explored the mediating effect of rumination and anxiety in 
impacting sleep quality. The above evidence provided an 
empirical basis for investigating the chain mediating effect 
of rumination and anxiety. Therefore, this study will not only 
explore the direct correlation between online risky behav-
ior and college students' sleep quality, but also explore the 
mechanism of the effect of online risky behavior on college 
students' sleep quality. Based on previous research in this 
area, this study puts forward the hypothesis that (1) there 
is a significant correlation between online risky behavior 
and sleep quality and (2) rumination plays a mediating role 
between online risky behavior and sleep quality and (3) 
anxiety plays a mediating role between online risky behav-
ior and sleep quality and (4) rumination and anxiety play 
a chain mediating role between online risky behavior and 
sleep quality. The hypothetical model of the study is shown 
in Fig. 1. This study aims to answer the question of how 
online risky behaviors affects the quality of sleep among col-
lege students. It is significant to deeply explore the joint role 
of rumination and anxiety between online risky behaviors 
and sleep quality among college students. It is beneficial to 
deepen the research in the field of cyber behavior and sleep. 
It can also be a valuable contribution for later researchers.

Methods

Participants

The participants in this research, all of whom had Internet 
usage experience, were recruited by a cluster sampling from 
three universities in Fuzhou, the capital city of Fujian prov-
ince in China. Participants completed their questionnaires 
in class; and the surveys were administered by their profes-
sional teachers. The researcher and procedures obtained ethi-
cal approval from the Ethics Committee of Fujian Normal 
University. A total of 1100 questionnaires were sent out, and 
1039 valid questionnaires were obtained after recovery, with 
an effective recovery rate of 94.45%. In total, there were 554 
males and 485 females. There were 488 participants from 

Freshman, 228 from Sophomore, and 323 from Junior. There 
were 480 participants from liberal arts, 293 from science, 
257 from engineering, and 9 from arts and agriculture. All 
participants were informed of the purpose of the study after 
which they provided their informed consent. The researcher 
obtained ethical approval from the Ethics Committee of 
Fujian Normal University.

Measures

Online Risky Behavior Scale (ORBS)

The online risky behavior was measured by the Online Risky 
Behavior Scale of college students compiled by Qiu (2018), 
which is used to describe the activities and use behavior 
of college students in online life. The scale, which consists 
of 24 items, includes five sub-scales: entertainment risk, 
social risk, transaction risk, contact risk and management 
risk. Items are rated on a 5-point Likert scale ranging from 
1 (totally disagree) to 5 (totally agree). The higher the score, 
the higher the online risky behavior index of college stu-
dents. In this study, the total Cronbach’s alphas of the scale 
was 0.90, the Cronbach’s alphas of the subscales were as fol-
lows: entertainment risk (0.93); social risk (0.87); transac-
tion risk (0.80); contact risk (0.85); management risk (0.67).

Ruminative Responses Scale (RRS)

Rumination was measured by the Ruminative Responses 
Scale (RRS; Nolen-Hoeksema et al., 2008). This tool,which 
includes 22 items, consists of three sub-scales: Symptom 
Rumination, Brooding and Reflective Pondering. Items are 
rated on a 4-point Likert scale ranging from 1(almost never) 
to 4 (almost always). The higher the total score, the higher 
the individual's rumination level. In the current study, the 
Chinese version of the RRS was used (Han & Yang, 2009), 
the total Cronbach’s alphas of the scale was 0.953, and the 
Cronbach’s alphas of the subscales were as follows: Symp-
tom Rumination (0.89); Brooding (0.91); Reflective Ponder-
ing (0.82).

Fig. 1  The hypothetical chain 
mediating effect model of 
rumination and anxiety between 
online risky behavior and sleep 
quality among college students
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Self‑rating Anxiety Scale (SAS)

Anxiety was measured by the Self-rating Anxiety Scale (SAS), 
compiled by Chinese professor Zung (1971). The SAS consists 
of 20 items which are rated on a 4-point Likert scale ranging 
from 1 (No or little time) to 4 (Most or all of the time). The 
higher the score, the higher the frequency of anxiety symp-
toms. In this study, the Cronbach α coefficient of the scale 
was 0.778.

Pittsburgh Sleep Quality Index (PSQI)

Sleep quality was measured by the widely-used Pittsburgh 
Sleep Quality Index (PSQI; Buysse et al., 1989; Liu and Tang, 
1996). The PSQI is used to measure an individual’s sleep 
disturbances for the previous month. It includes seven sub-
scales: Subjective Sleep Quality, Sleep Latency, Sleep Dura-
tion, Habitual Sleep Efficiency, Sleep Disturbance, Used Sleep 
Medicine, and Daytime Dysfunction. This tool has 18 items 
in total, which rated on a 4-point Likert scale between 0 and 
3, with higher scores indicating poorer levels of sleep quality. 
The total score is the sum of the subjects' scores for each item, 
and the higher the total score, the worse the sleep quality of the 
subjects. This study used the Chinese version of the PSQI was 
revised by Liu and Tang (1996). In this study, the Cronbach's 
alpha coefficient for the PSQI was 0.808.

Statistical Analysis

The statistical analysis was conducted using SPSS24.0, and the 
chain mediation tests with Bootstrap analysis were performed 
using Hayes' (2013) PROCESS macro program.

Common Method Biases Test

The data in this study were all obtained from the subjects' 
self-reports, and the results may have a significant biases. In 
order to ensure the scientific accuracy of the findings, har-
man’s single factor test was performed to test for possible 
common methodological biases before data analysis (Zhou & 
long, 2004). All items of the questionnaire were integrated 
for exploratory factor analysis. The results showed that there 
were 14 factors with characteristic roots greater than 1, and the 
first common factor interpretation rate was 21.54%, which was 
much less than 40%. Therefore, there is no significant common 
methodological biases in this study (Xiong et al., 2012).

Results

Descriptive Statistics and Related Analysis

There is a list of the average, standard deviation and Pearson 
correlation matrix of each variable in Table 1. The analy-
sis shows that there is a significant positive correlation 
between online risky behavior and rumination, anxiety, and 
sleep quality; rumination, anxiety, and sleep quality are all 
positively associated; Anxiety is positively associated with 
Sleep quality. The relationship between variables supports 
the subsequent testing of the hypotheses.

Notes. ***p < 0.001, **p < 0.01, *p < 0.05, Same below.

Mediating Effect Test

The results of the above correlation analysis fit the sta-
tistical requirements for further tests of mediating effects 
on rumination and anxiety (Wen & Ye, 2014). Firstly, all 
the variables were standardized in this study. Then, online 
risky behavior was used as the independent variable; sleep 
quality as the dependent variable; rumination and anxi-
ety as mediating variables; gender, grade, major, and time 
spent using the Internet as covariates. The test for mediat-
ing effects was conducted using the SPSS macro program 
developed by Hayes (2013) (http:// www. afhay es. com), 
which allows for integration tests of the chained mediator 
model (Liao et al., 2014).

Multiple hierarchical regression analysis was performed 
according to model 6 of the Process program dedicated to 
chain mediated model testing. After gender, grade, major, 
and network usage time were controlled, the results of the 
regression analysis showed (see Table 2):online risky behav-
iors did not significantly predict sleep quality (β = -0.01, 
p > 0.05); online risky behaviors could significantly posi-
tively predict both rumination (β = 0.22, p < 0.001) and anxi-
ety (β = 0.15, p < 0.001); rumination could significantly posi-
tively predict both anxiety (β = 0.44, p < 0.001) and sleep 
quality (β = 0.31, p < 0.001); anxiety could significantly 
positively predict sleep quality (β = 0.42, p < 0.001).

Table 1  Descriptive statistics of various variables and associations 
between the variables (n = 1039)

Variables M ± SD 1 2 3 4

1 Online risky 
behavior

53.62 ± 12.98 1

2 Rumination 42.25 ± 11.30 0.21*** 1
3 Anxiety 41.95 ± 8.37 0.27*** 0.477*** 1
4 Sleep quality 7.69 ± 6.21 0.18*** 0.517*** 0.587*** 1

http://www.afhayes.com
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In the test for mediating effects, the Bootstrap method 
was used to calculate 95% confidence intervals for each of 
the 5000 repeated draws. The results of the mediation effect 
size analysis (see Table 3, Fig. 2) showed that rumination 
and anxiety mediated significantly between online risky 
behavior and sleep quality, with a total standardized media-
tion effect value of 0.17, and three significant mediating 
chains were identified in this study: firstly, mediating effect 
1 generated by the path of “Online risky behavior → rumi-
nation → sleep quality”, whose confidence interval does not 
contain a 0 value, indicating that rumination plays a signifi-
cant mediating role between Online risky behavior and sleep 
quality, with a mediating effect value of 0.07; Secondly, 

mediating effect 2 generated by the path of “Online risky 
behavior → anxiety → sleep quality”, whose confidence 
interval does not contain a 0 value, indicating that anxi-
ety plays a significant mediating role between Online risky 
behavior and sleep quality, with a mediating effect value of 
0.06; Thirdly, the mediating effect 3 generated by the path 
of “Online risky behavior → rumination → anxiety → sleep 
quality”, with a confidence interval that does not contain a 0 
value, indicating that rumination and anxiety play a signifi-
cant chain mediating role between online risky behavior and 
sleep quality, which means sleep quality can be influenced 
by online risky behavior through rumination first and then 
via anxiety, with the mediating effect value at 0.04. Since 

Table 2  Regression analysis 
of the relationship between 
variables

Regression equation Overall fit index Significance of 
regression coef-
ficients

Result Variables Predictive variables R R2 F β t

Sleep quality Gender 0.27 0.07 15.70*** 0.03 1.01
Grade 0.21 6.17***

Major 0.02 0.50
Network usage time -0.02 -0.65
Online risky behavior 0.16 5.26***

Rumination Gender 0.26 0.07 14.88*** 0.11 3.27**

Grade 0.04 1.20
Major -0.07 -1.91
Network usage time -0.01 0.47
Online risky behavior 0.22 7.26***

Anxiety Gender 0.53 0.29 68.72*** -0.07 -2.32*

Grade 0.16 5.45***

Major 0.13 4.15***

Network usage time -0.06 -2.19*

Online risky behavior 0.15 5.62***

Rumination 0.44 16.18***

Sleep quality Gender 0.65 0.42 108.70*** 0.01 0.31
Grade 0.12 4.48***

Major -0.00 -0.09
Network usage time 0.01 0.49
Online risky behavior -0.01 -0.56
rumination 0.31 11.39***

Anxiety 0.42 14.94**

Table 3  Mediating Effect Analysis of the Chain mediating Model

Path Mediating Effect 
Value

Standard error Lower limit of 
95% CI

upper 
limit of 
95%CI

Path1 Online risky behavior → rumination → sleep quality 0.07 0.01 0.04 0.10
Path2 Online risky behavior → anxiety → sleep quality 0.06 0.02 0.03 0.09
Path3 Online risky behavior → rumination → anxiety → sleep quality 0.04 0.01 0.02 0.06
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none of the direct effects of the above mediating chains were 
significant, they were all fully mediated. That is, online risky 
behavior affects sleep quality exclusively through rumination 
and anxiety (Fig. 2).

Discussion

The Relationship Between Online Risky Behavior 
and Sleep Quality

Previous studies mostly focused on the impact of social net-
work use and online game addiction on college Students' 
sleep quality, and found that individuals with higher inten-
sity of social network use and more serious online game 
addiction showed more sleep disorders. Previous studies 
have showed that there are at least three reasons to explain 
the impact of Internet use on sleep. Firstly, the use of Inter-
net media deprives sleep and takes up sleep time; Secondly, 
the use of Internet media increases the individual's awak-
ening state, leading to difficulty in falling asleep; Thirdly, 
the strong light exposure of Internet media will delay the 
circadian rhythm and cause irregular sleep habits (Cain and 
Gradisar, 2010; Chen & Gau, 2016). This study explored the 
relationship between online risky behavior and sleep quality 
of college students. The results showed that there was a sig-
nificant positive correlation between online risky behavior 
and sleep quality, which verified hypothesis 1. But in this 
study the relationship between online risky behaviour and 
sleep quality is very low. By the subsequent multiple hier-
archical regression analysis, it was found that online risky 
behaviors could not directly predict sleep quality among col-
lege students. The reasons can be explained by the theory 
of planned behavior. According to the theory of planned 
behavior,all of people's behaviors are planned, which means 
that individuals consider the potential consequences of their 
activities before deciding to act. People's decision making 
process includes an assessment of relevant factors such as 
their attitudes, subjective norms, and perceptual behavioral 

control, and the assessment of these factors together deter-
mine their intention to engage in behavior, which is a pre-
requisite for behavior to occur (Fishbein & Ajzen, 1975). 
That is to say,engaging in online risky activities can be made 
through individual rational choice,therefore does not have a 
significant impact on sleep.

The Chain Mediating Effect of Rumination 
and Anxiety

This study found that rumination plays a mediating role 
between online risky behavior and sleep quality, which 
verifies hypothesis 2. This is consistent with previous 
studies on the influence of problematic Internet use on 
rumination (elhai et al., 2018; Elhai et al., 2020; Demp-
sey et al., 2019; Wong et al., 2020), rumination affects 
sleep quality (Shen, 2019; Thomsen et al., 2003). In this 
study, three variables were taken into consideration at the 
same time, which revealed that online risky behavior is an 
important factor to increase rumination, and rumination 
is an important factor to affect sleep quality. This may be 
because college students with high frequency of online 
risky behaviors will feel more negative intrusive think-
ing, which makes them more likely to treat themselves 
with a self reproach and regret attitude when they touch 
various network risks, thus affecting the quality of sleep. 
This study also found that anxiety plays a mediating role 
between online risky behavior and sleep quality, which 
verifies hypothesis 3. This is consistent with the research 
results of problematic Internet use causing anxiety (Kim 
& Davis, 2009), and anxiety affecting sleep quality (Stew-
art et al., 2011). This study also explored the relationship 
between these three variables, and confirmed that online 
risky behavior is an important factor causing anxiety, and 
anxiety is an important factor affecting college students' 
sleep quality. The possible reason is that college students' 
online risky behavior may increase their worry and tension 
about the future safe life, such as fear of personal privacy 

Fig. 2  Model diagram of the 
effect of online risky behavior 
on sleep quality
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leakage, fear of being bullied by the network, and then 
affect the sleep quality of college students. According to 
cyber-routine activities theory (Cyber-RAT),Some risky 
online behaviors or daily online habits of an individual can 
increase his/her likelihood of being victimized (Choi & 
Lee, 2017). Therefore, when individuals realize that they 
will be exposed to risks such as private information leak-
age, cyber-attacks, or cyber-fraud, they may have negative 
perceptions and anxiety, which may lead to insomnia.

In addition, the findings further revealed that rumina-
tion and anxiety mediated the chain between online risky 
behavior and sleep quality, and Hypothesis 4 holds. This 
is consistent with previous findings that ruminant thinking 
significantly increases anxiety and that individuals with a 
high propensity for ruminant thinking also have more pro-
nounced anxiety (Harrington & Blankenship, 2002; Fresco 
et al., 2002; Hsu et al., 2015; Roelofs et al., 2009; Xuan, 
2017). The response style theory suggests that rumination 
reinforces negative thinking tendencies, reduces problem 
solving abilities, and decreases social support resources, 
thus further prolonging and exacerbating negative emotional 
experiences and reinforcing the negative effects of negative 
factors (Nolen-Hoeksema, 1991; Nolen-Hoeksema et al., 
2008). This study showed that the more college students 
with online risky behaviors, the more they will repeatedly 
dwell on their online risk-taking behaviors, making anxi-
ety more pronounced and thus affecting sleep quality. From 
the hot system/cold system model of information processing 
(Li et al., 2015; Metcalfe & Mischel, 1999), rumination is 
a self-immersive perspective of self-concentration, which 
makes individuals focus on details and feelings and activates 
the hot system more, increasing individual anxiety and thus 
exacerbating the impact on sleep quality.

In this study, it was found that online risky behaviors 
affect college students' sleep quality exclusively through 
the chain mediating effects of rumination and anxiety. 
Online risky behavior is not a direct predictor of sleep 
quality among college students. This suggests that among 
the behavioral, cognitive and emotional factors that influ-
ence sleep quality, cognition and emotion may be the more 
important influences. That is, cognition and emotion are 
both the important and most direct generators of sleep qual-
ity. In summary, when examining the effects of online risky 
behaviors on sleep quality, both cognitive and emotional fac-
tors should be integrated, and not only the separate roles of 
cognition and emotion should be emphasized, but also the 
dual system architecture of both cognitive and emotional 
processing characteristics. According to this study we know 
that, as a negative lifestyle, online risky behaviors have dif-
ferent degrees of influence on college students' ruminative 
thinking, anxiety, and sleep quality. This suggests to us that, 
for college students, effective control of their online risky 
behaviors, cultivation of positive and optimistic thinking 

patterns, and learning to adjust to anxiety may all contribute 
to improving sleep quality.

This study investigated the factors influencing the sleep 
quality of college students from the perspective of cyberse-
curity, and analyzed in depth the pathways and conditions 
of the influence, based on which we can provide empirical 
support and practical inspiration for protecting and promot-
ing the sleep quality of college students. This result expands 
the previous research on online behavior and individual psy-
chosocial adaptation, and to a certain extent enriches the 
research horizon in the field of online risky behavior and 
sleep.However, there are some insufficiencies in this study. 
Future research can be improved and expanded from the 
following three aspects. First of all, this study was a cross-
sectional design, and the causal relationship between the 
variables could not be determined. Therefore, experimen-
tal methods can be used in future studies to increase the 
persuasion of the conclusions. Secondly, this study selected 
college students as the object of study, and future research 
can be extended to other age groups to explore the impact 
of online risky behaviors on sleep quality in different age 
groups. Finally, this study mainly focused on the effect of 
online risky behaviors on sleep quality among Chinese col-
lege students. Future research can explore the impact of 
online risky behaviors on sleep quality among college stu-
dents from different cultures and countries.

Conclusion

(1) Online risky behaviors are significantly and positively 
associated with sleep quality in college students, but 
could not directly predict sleep quality.

(2) Rumination and anxiety mediated the association 
between online risky behaviors and sleep quality, and 
the mediating effect consisted of three pathways: a sep-
arate mediating effect of rumination, a separate medi-
ating effect of anxiety, and a chain mediating effect of 
rumination-anxiety.
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