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Abstract: Twin-field quantum key distribution (TF-QKD) can break the repeaterless linear bound and
possess the measurement-device-independent security, and thus seems very promising in practical
applications of quantum secure communication. In most reported TF-QKD protocols, light sources
are assumed to possess trusted and fixed photon number distributions (PND), which are unrealistic
assumptions in practical applications. Fortunately, the light source monitoring (LSM) method is
proposed to circumvent this problem by actively adjusting the attenuation coefficient and monitoring
the photon number distribution of light sources. However, the active light source monitoring (ALSM)
method may induce additional modulation errors due to imperfect attenuation devices, deteriorating
practical performances of TF-QKD systems. In this manuscript, we propose a passive light source
monitoring (PLSM) scheme for TF-QKD, and employ the sending-or-not-sending (SNS) TF-QKD
as an example for illustration. Simulation results show that our present work can greatly exceed
both the original SNS protocol and the ALSM scheme when light source fluctuations and modulation
errors are taken into account.

Keywords: twin-field quantum; sending-or-not-sending; passive light source monitoring

1. Introduction

Quantum key distribution (QKD) allows two legitimate parties, Alice and Bob, to
share secure keys based on the laws of quantum physics. The security of BB84 protocol
was proven in theory by many scientists [1-7]. However, there are still some loopholes in
the measurement devices. To remove those attacks directed on the measurement devices,
the measurement-device-independent quantum key distribution (MDI-QKD) [8] was put
forward. Thereafter, a lot of related experiments and theories have been done on MDI-
QKD, making it more efficient and practical [9-13]—just its key rate is still limited by the
fundamental limit of channel capacities without quantum repeaters, e.g., the Pirandola—
Laurenza-Ottaviani-Banchi (PLOB) bound [14,15].

Recently, Lucamarini et al. proposed the twin-field quantum key distribution (TF-
QKD) protocol [16], which can break the PLOB bound [14,15] and make the rate distance
dependence change from a linear to square root. Up to date, many variants of TFQKD
protocols have been proposed and experimentally demonstrated [17-28]. However, some
assumptions are made for the sources in most reported works, i.e., with a trusted and
fixed photon-number distribution (PND), which usually can not be satisfied in practical
implementations. Those unreasonable assumptions will inevitably compromise the security
of practical QKD systems. To solve the problem, the light source monitoring (LSM) method
was put forward and experimentally realized by actively modulating local attenuator into
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different losses [29,30], hereafter called the active light source monitoring (ALSM) scheme.
However, unfortunately, the ALSM scheme will bring new loopholes and then deteriorate
practical performances of TF-QKD systems during intensity modulation processes due to
imperfections of attenuated devices.

In this paper, we propose a passive light source monitoring (PLSM) scheme for TF-
QKD, which is accomplished by a passive monitoring module consisting of a beam splitter
and two detectors at the source side. Through the PLSM module, we can obtain four
monitoring events by two local detectors and then precisely estimate the bounds of source
distributions. Specifically, we employ the sending-or-not-sending (SNS) TFQKD [18,31-33]
as an example for illustration. Compared with the ALSM method, our PLSM method
can passively monitor the PND and dramatically exceed the performance of ALSM when
modulation errors are considered.

2. PLSM Scheme in SNS—TFQKD

In this section, we describe the SNS—TFQKD scheme [18,31-33] with PLSM. The
schematic of the setup is shown in Figure 1, where it involves two senders, Alice and Bob,
and one untrustworthy third party (UTP), Charlie. The detailed process of the SNS—TFQKD
with a four-intensity decoy-state PLSM scheme can be described as follows:
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Figure 1. Schematic of the SNS—TFQKD system with PLSM. The PLSM module consists of a beam
splitter (BS) and two local single-photon detectors.

Step 1. Alice and Bob do some preparatory work before sending the pulse: they send a
reference coherent light to Charlie, and Charlie performs phase compensation.

Step 2. The N pulses generated by Alice and Bob are encoded by a modulation module,
which contains a phase modulator (PM) and an intensity modulator (IM). During this pro-
cess, each pulse is randomly chosen as the X (decoy) or Z (signal) window. At any time win-
dow i, Alice (Bob) independently determines whether it is a decoy window or a signal win-
dow. If the decoy window is chosen, she (he) prepares state | /Dxe04i T774i) (| /oeisi Ti78i )
and sends it to Charlie, v, (k = 0,1,2). If the signal window is selected, Alice (Bob) sends
states |/uel®4it 741} (|/ueisi+i7si’)) to Charlie with a probability of ¢, and with a probabil-
ity of (1 — €) for not sending, where the 4, p are global phases of the coherent states.

Step 3. The pulses are split into two modes, where the idler mode is for performing
PLSM and the signal mode is for encoding information and sending it to Charlie. The idler
mode is further split by a local beam splitter and then sent into two local detectors. As a
result, four detection events can be obtained. For example, in Alice’s PLSM module, these
events can be denoted as ! (I = x,y,z,w): x, neither D; or D; clicks; y, only Dy clicks; z,
only D, clicks; w, and both Dy and D; click.
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Step 4. Charlie measures all received states with a beam splitter and two detectors (D,
and Dg), and then announces the effective measurement outcome, i.e., which detector clicks.

Step 5. Alice and Bob announce the local detection events I and the kind of window
(X window or Z window) for each pulse. In addition, the intensity and encoding phases
(64, 6p) in the X basis should also be disclosed.

Step 6. Alice and Bob use the data in the X basis to estimate channel parameters, and
they randomly select some bits in the Z basis for the error test and use the remaining bits
to extract the final secure keys.

In this protocol, Z basis is defined as the time window when both Alice and Bob
choose the signal window; X basis is denoted as the time window when both Alice and
Bob choose the same decoy window (with intensity v), and, simultaneously, the random
phases 4, 0p prepared in the window satisfy

1—|cos(da —dp)| < |A]. (1)

Here, A is determined by the size of the phase slice chosen by Alice and Bob. In addition,
the effective measurement outcome denotes that only one detector (D, or Dg) clicks.

In the PLSM module, when the event / occurs, the idler state is projected into
o = Y. Py(p)gh|n)(n|, where P,(1) denotes the photon number distribution of the weak
coherent state (WCS) with mean photon number y (u € {vg,v1,v2,u}), Pu(p) = e # ;:l, ,
and g/, is the probability of an n-photon state projecting into event ! given by [34,35]

g5 = (1—do)*(1— )",
qz—(l_ds 1_775 {( 1—5775> +dS_1:|r

el (22) v

w

qy =1—q5—qn—a

@

where d; and 75 are the dark counting rate and detection efficiency of the local detectors at
the sender’s side (Alice and Bob), respectively, and ¢ is the transmittance of BS; and BS;.
Here, for simplicity, we assume that two local detectors in PLSM module have the same
detection efficiency and dark count rate, which means 11 = # = 15, d1 = dp = ds. Define
al, (1) := P,(p)ql, as the photon number distribution under different counting events.
Then, we estimate the upper and lower bounds of probabilities of different photon-
number states, i.e., the vacuum state, the one-photon state and the two-photon state. By

measuring the idler mode, the gain of four events can be obtained as

=Y a(u) =Y e V” (1—ds)2(1—75)",

=Y al(w) =Y e W’ (1—ds)(1—7s) [( s >n+ds—1],
=2ai<u>:2e*”%<1—d a-nr|(3 ”75) 1),
= YA () = 1— Qulp) — Qy (1) — Qu(p).

According to the derivation presented in Appendix A, the estimations of P} (u), PY(u)
(n=0,1,2) are given by

®)

Py (u) = il (p) = OQX(Z)) 4

L B a5Q:(n) — (al — a5ak) PE () -
Pl (V) - ] - Y ’
9291 — 1192
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(45 — 5)Qz (1) — a3Qy () + (a3a% — 3% — 3% + 4303 ) PE () + 50
7 (e —ah) — (e — )
Q) — (g — a%) P ) — (4 — 48 ) PH () — o}
9 — 03
Q= (1) — 45P5 (1) — 43P (1)
1

Pl (u) =

. (6)

Py (p) = @)

7

Pyl (u) = , ®)

where Py ) (u) represents the lower or upper bounds on the probability of having the
n-photon state given the mean photon number .

In the SNS—TFQKD, Alice and Bob simultaneously send photon pulses to the un-
trustworthy third party (UTP) Charlie. According to Ref. [36], the decoy-state method is
still applicable under unknown PND conditions; the lower bound of the single-photon
counting rate and the upper bound of the single-photon error rate can be estimated as

L P5(02)[So; — p§ (01)S0] — p5 (01)[So, — p§(02)S0]

sy = , )
! Y (v2)p¥ (v1) — pk(v1)pk (v2)
e{)h,u _ Sle‘ul - P(I)‘(UE)SO/Z (10)

L
pr(v1)sy
Here, we set vg = 0, v, > v1 > 0, and Sy,, Ey, are the counting rate and the bit error rate of
a state with intensity v sent in decoy windows, respectively. In addition, the relationships

between P () () and pﬁ(u) (u) are set by [30]

2
pe o) = [ ] =288 o (),

(11)
2
pe (o) = 275 G0 p M () + [P ()]
Finally, the secure key rate is
R = 2¢(1 — &) PE(u)sk (1 - H(ef”'”)) — Sy fH(Ey), (12)

where ¢ represents the probability that Alice (Bob) chooses to send out a signal pulse (it can
be preset in the protocol); H(x) = —xlog, x — (1 — x)log, (1 — x) is the binary Shannon
entropy function; PL (1) is the lower bound of the probability of single photons in the signal
state; Sz and Ey refer to the gain and the average quantum bit error of pulses with intensity
u sent in signal windows.

3. Numerical Simulations and Analysis
In the following, we perform numerical simulations for the original SNS—TFQKD
[18], the SNS—TFQKD with ALSM [30] and the SNS—TFQKD with PLSM. In simulations,
the gain and the quantum bit error of decoy states in X basis in Equations (9) and (10) are
expressed as
So, = S5 +SE,

SykEvk = Eoptsz():k + (1 - Eopt)SE

Ui’
1 A/2
c _ —vn(1—cos & 2 2 13
Svk K(l_Pdc) /—A/Ze okt (1 ~cos )d‘s_(l_Pdc) e th ( )
1 A/2
E _ —opn(1+cosd 2 -2
s, = (1 _PdC)/—A/Ze o (L4e0sd) g5 _ (1 — Py )2e 200,
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where Sgk (Sgk) is the counting rate of twin-field states entering into the correct (wrong)

detector; # = 77p10~ % denotes the total channel transmittance, where « and s are the loss
coefficient and the length of channels, respectively; #7p and P, each refer to the efficiency
and the dark count rate of detectors at Charlie’s side, respectively. § = [6p — J4]| is the
phase difference between the twin-field states prepared by Alice and Bob; A = 271/ M is
the size of the phase slice and M is the number of phase slices; E,,: represents the optical
misalignment error, Sy is the counting rate of the vacuum state, and Sg = 2P;.(1 — Py.).
The average quantum bit error and the counting rate for the signal states can be respectively
expressed as:

SzEz = 2P (1 — Py ) (1 — €)% + 26*(1 — Py )e "I [Ip(un) — (1 — Py )e "],

uy uy (14)
Sy =4e(1—¢€)(1— Py)e 7 [1 —(1- Pdc)e_T} +SzEy.
Here, Ip(x) is the 0-order hyperbolic Bessel function of the first kind [31].

In the following, we do comparisons among three schemes, the original SNS—TFQKD,
the ALSM SNS—TFQKD, and the present PLSM SNS—TFQKD, by using either ideal light
sources without intensity fluctuations or practical light sources with intensity fluctuations.
In addition, we also analyze the effect of modulation error on the ALSM scheme. The basic
device parameters are shown in Table 1 [30].

Table 1. The basic system parameters used in our numerical simulations. a: the loss coefficient of
fiber at telecommunication wavelength (dB/km); #p and P, are the efficiency and dark count rate of
detectors at Charlie’s side; E, pti the misalignment error of the QKD system; f: the error correction
efficiency; M: the number of phase slices.

L2 M D Pdc Eopt f
set a 0.2dB/km 16 80% 10~ 1% 1.1
seth 0.2dB/km 16 30% 10~? 3% 1.15

In ALSM, the attenuation coefficients are set as 9 = 1, 1 = 0.95, #, = 0.9. For a fair
comparison, in our scheme, the detection efficiency in PLSM module is set as s = 0.9. In
addition, the dark count rate of local detectors ds in ALSM and PLSM is set with the same
value denoted as Py, as listed in row a of Table 1. In addition, we adopt the local search
algorithm (LSA) [9] to optimize the parameters €, ¢, vy, v1, v2, u. The numerical simulation
results are presented in Figures 2—4.

The performance of different monitoring methods with ideal sources without intensity
fluctuations are presented in Figure 2. Simulation results show that the performance
of our proposed PLSM SNS—TFQKD is comparable to both the original SNS—TFQKD
and the ALSM SNS—TFQKD. It is also clear that the maximum transmission distance
of all schemes exceeds 800 km. In addition, if actively odd-parity pairing (AOPP) [33]
of post data processing is adopted, it can further improve the distance and key rate of
SNS—TFQKD significantly.

However, in realistic implementations, the fluctuation of light sources is a common
phenomenon in QKD systems [37,38]; therefore, it should be taken into account. In general,
the signal from light sources can be considered as a coherent state, whose intensity usually
possesses a Gaussian distribution:

_ 1 (4 = o)”
G(]l) - may exp [_M]I (15)
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where p and 0y, represent the mean value and standard deviation, respectively. Define the

fluctuation coefficient as o := 0}, / po, and Q;(p) can be rewritten as

Key rate (bit/pulse)

107

10710

= /QI(V)G

T T T T T T T T

—reme Oriéinal
ALSM
. ----PLSM

10—10 ..

780 785

! ! ! ! ! ! ! i

0 100 200 300 400 500 600 700 800

Distance (km)

(16)

Figure 2. The secure key rate of different monitoring method using a set of parameters in row a of
Table 1. The blue solid curve represents the original SNS—TFQKD; the red dash curve denotes our
present PLSM SNS—TFQKD; and the green dash curve is the ALSM SNS—TFQKD. In addition, the
variation trend of the key rate ranging between 780 km and 785 km is illustrated in the inset. It shows
that our proposal can offer a key rate comparable to both the original SNS—TFQKD and the ALSM
SNS—TFQKD when using photon sources without fluctuations.

After calculating and simplifying, the counting rate of four events can be reformulated as

Qy(VO)

(o) = (1 —ds) exp[ r]s< 2;404-775(72)}

(17)

2
I/‘O — Ns0, )
(1—4ds) exp (1—ds)exp 20_2 —exp
2
2 2
<P‘0 - ’75%) (po — tnsayz)
Qz(po) = (1 —ds) exp( ) (1 —ds)exp T —exp[m ,
Qw ) QJ(VO) QZ(FO)

On the other hand, Sgk and Sgk will change if light fluctuations are considered, which
can be expressed as [36]

A/2
S5 = /S%G(Uk)dvk = /E(l = Pac) /_A/2 e ok(1=cosd) g5 _ (1 — Pdc)ze‘z"k’?}G(vk)dvk,

(18)

71 A/2 2
/ S G(vg)do, = / |:K(1 — Py) / y ¢ ok (1+eosd) g5 (1—Py) 87201"7:| G(vg)dog.
—A/2
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Then, the counting rate and the quantum bit error of decoy states in X basis can be
respectively re-expressed as

§Uk = S\Z(;k + §Z€k1

A . . (19)

SUkEUk = Eoptsvk + (1 — Eopt)Svk.

Then, sf and ¢} " can be rewritten as [7]
) {Svl -py (01)50} =Py (v1) [sz - P (02)50} 0)
51 = 7
Py (v2)pi (1) = P5(01)pi (22)
So,Ev, — ph(v1)S0/2

e{)h,u _ Suktn Po (ULl) o/ (21)

pi(o1)s
In the following, we compare the performance of SNS—TFQKD with various schemes
under different fluctuation coefficients o.
In order to simulate the realistic condition, we use a set of practical system parameters
in row b of Table 1 [16]. In the realistic condition, the coefficient of light intensity fluctuation

o is usually greater than 1% [39]; therefore, we set coefficient of intensity fluctuations as
0 =1%and ¢ = 2%.

1

10'2 T T T T T . 10'2 T T .
K —Original K — Original
ALSM > ALSM
—_ 4 ] _ 4 ---PLSM |
g w0 - - -PLSM ? 10
2 H
2 400 S 10
o 2
® [
> &)
F N
¥ 10°® N X 8 .
Al Al
Al A}
10710 . . . . . 10710 . . . . .
0 100 200 300 400 500 600 0 100 200 300 400 500 600

Distance (km)

(a) c=1%

Distance (km)

) o = 2%

Figure 3. The secure key rate of different schemes with intensity fluctuation ¢ = 1% in (a) and o = 2%
in (b) when intensity modulation errors are not taken into account.

As we can see from Figure 3a,b, when intensity fluctuations are taken into account,
both ALSM and our present PLSM can show much better performance compared with
the original SNS TF-QKD protocol. For example, when o = 1% or 2%, both ALSM and
our present PLSM only slightly decrease its key rate and transmission distance, while the
original SNS TF-QKD protocol rapidly drops its key rate and transmission distance.

In practice, when switching between different coefficients, it may bring into mod-
ulation errors in the ALSM scheme. We define the attenuation coefficients modulation
error as (), then 7Y = 5(1+ Q), 4 = (1 — Q), where 7" and 5" are the upper bound

and lower bound of attenuation coefficients. Based on [30], PnL ) (1) in ALSM has been
reestimated in Appendix B. The simulation results are shown in Figure 4, and it is obvious
that our scheme can show much better performance than the ALSM scheme when the
modulation error is accounted. For example, when we reasonably set (3 = 0.02%, the
maximum transmission distance drops from 540 km to 435 km for the ALSM scheme,
while it still remains constant for our PLSM scheme. Obviously, the ALSM scheme is very
susceptible to intensity modulation errors.
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2

107 | | | — Original

ALSM Q=0
————— ALSM Q=0.01%
- - =ALSM Q=0.02% -

— PLSM

Key rate (bit/pulse)

1 0'10 : 1 1 1 1 !
0 100 200 300 400 500 600

Distance (km)

Figure 4. The secure key rate of different monitoring methods when different modulation errors
are taken into account. Here, parameters in line b of Table 1 and the intensity fluctuation é = 2%
are used. The blue solid curve represents the original SNS—TFQKD; the green solid curve is the
ALSM SNS—TFQKD when ) = 0; the red solid curve denotes the PLSM SNS—TFQKD; the orange
dotted-dash curve and the black dash curve denote the ALSM SNS—TFQKD with modulation errors
Q) = 0.01% and Q) = 0.02%, respectively.

4. Conclusions

In this paper, we propose a PLSM scheme for TF-QKD, which is accomplished by
implementing a passive monitoring module consisting of a beam splitter and two detectors
at the source side. Through the PLSM module, we can obtain four kinds of monitoring
events with two local detectors and can then precisely estimate the bounds of source distri-
butions. We build a theoretical model and carry out corresponding numerical simulations.
Simulation results show that our present work can outperform the original SNS—TFQKD
protocol when there are existing intensity fluctuations in the light sources. Moreover, it
shows much better performance than the reported ALSM scheme when modulation errors
are taken into account. Therefore, our present work can not only reduce assumptions on
the source distribution in former TF-QKD protocols, but also close the additional loopholes
existing in the former active monitoring scheme, and thus seems very promising in practical
implementations of QKD in the near future.
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Appendix A. Upper Bound and Lower Bound of P, (u) in PLSM

In this appendix, in order to obtain P,l{ (u)( i), we use the gain of four events by
measuring the idler mode:

Qx(1) = Y Pu(m) g3, (A1)
Qy(1) =Y Pu()qn, (A2)
Qz(p) = ) Pu(p)a, (A3)
Qu(p) =1—Qux(p) — Qy(u) — Qz(). (A4)

With Equation (A1), we have
=) Pu(p)(1—ds) 2(1—ps)" (A5)

When setting 77, = 1, we can obtain

PE(u) = Pl () = (1@"(;?) (A6)

Combining Equations (A2) and (A3) to eliminate the parameter P, (j):

TQu (1) — 5 Q= () = Po(w) (aha5 — aha3) + Pu(w) (a5 — gk ) + i w)(d3a! — ajat)

(A7)
< Po(p) (q%qé - q’é’qé) + Py (p (Mz qz»h)
then P} (y) is obtained as
45Qy (1) — 5Q=(n) — (395 — 395 ) Ps (1)
P () = ( ) : (A8)

9391 — 330
According to Equations (A1) and (A2), we scale appropriately and change the equation
to an inequality as

Y Pu(p)qh > Po(p)gy + Pr(w)ay + Pa()g3, (A9)
Y Pu(p)qs, > Po(u)a + Pr(u)ai + Pa(u) P35, (A10)

Y Pu(p)an < Po(p)qy + Pr(m)qy + Pa(u)qs + q3(1 — Po(u) — Pr(p) — Pa(p)),  (A11)

Y Pu(i)gs < Po(u)qs + Pr(p)ai + Pa(p)g5 +g5(1 — Po(p) — Pi(p) — Pa(p)).  (A12)

Using Equations (A9) and (A12) to eliminate the parameter P» (), we obtain the upper
bound of P ()

(95 — a5)Qz (1) — a3Qy () + (a4 — a30% — aas + 502 ) P& () + 50
7} (a2 —a%) — a3 (a1 — a5)

P (u) = . (A13)



Entropy 2022, 24, 592

10 of 12

References

The lower bound of P, (y) can be obtained by using PY () and P () in Equation (A11),
and the upper bound P, (i) can be obtained by using P} () and PF () in Equation (A9):

Q) — (a8 — %) P () — (¢ — 45 ) PH () — o}

(A14)
7 -

Py () =

- zPL o zPL
72
Appendix B. Upper Bound and Lower Bound Of P, () in ALSM

According to Ref. [29], we set Q¥ (1) as the probabilities of the single photon detector
not responding with # for source y, which can be described as

Q*(110) = (1= Yp) Zo(l —10)" Pu(p), (A16)
Q*(im) = (1-Yp) Zo(l —111)" Pu(p), (A17)
Q*(n2) = (1 - Yp) ;(1 —12)" Pa (), (A18)

and then we set 7Y = max{7;(1+ Q),1}, 7t = (1 — Q) (k = 0,1,2). When considering

the modulation errors, P (Y (u)(n =0,1,2) can be reestimated as

iU (L
Py (p) = Ql_(ﬂffo), 5 (1) = ?_(77130), (A19)

pﬂm_Xl—ﬁfQW%»—u—%fQW%>—< o+ )%«m, (A20)

(1=Yo)(1—n1) (A —n5) (nf —n5) 1—np  1-1nk

(1= ) (1= g}) { 79 M Lk GO P
= === - a -0 - )’ a2
R -0 ww>}

] u Un 2 2 (’

2 772(1*’72>(1*Y0) (1_’71)
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Then these reestimated PNDs are used in ALSM SNS—TFQKD to calculate the final se-
cure rate.
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