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Context: The technological advancement of the Internet of Things (IoT) creates opportunities in various social sectors. Patients in 
clinics or home care have their comfort and safety enhanced with remote monitoring, sensors and applications that control and transfer 
patient data. These applications must be trustworthy, since they deal with sensitive data.
Purpose: The purpose of this work is to identify gaps in trustworthiness, availability, effectiveness, security and other attributes. Also, 
to highlight challenges and opportunities for research and give guidance on choosing the right technology or application based on the 
resources available to support patients and doctors, protocol of communication and maturity level of these technologies.
Methodology: This work presents a systematic review of the literature following four steps: Definition of the Research Questions, 
Conduct Search, Screening of Papers, and Data Extraction and Mapping Process.
Results: Based on the articles studied, it was possible to answer important questions about eHealth applications. The results highlight 
how eHealth applications can enhance patient care by monitoring health data and supporting doctors’ decision-making with 
a reasonable level of trustworthiness. Additionally, the results demonstrate how applications can notify external caregivers in 
emergencies and assist in diagnosis and treatment of illnesses. However, these applications still face problems related to sensor 
lifetime, medical data sharing, interoperability and lack of standardization. Finally, we suggest a literature mapping to support the 
choice of technologies based on resources available, communication protocol and technological maturity.
Conclusion: This work carries out a systematic literature review to discuss state-of-the-art eHealth applications and gather new 
information of current research. In this process it was possible to show how these applications work, map out their main technological 
characteristics to assist the decision-making process for future works and uncover eHealth applications' strengths, future perspectives 
and challenges, specifically related to the high level of trustworthiness necessary.
Keywords: internet of things, IoT, remote monitoring, healthcare, decision making

Introduction
An important and current use of IoT applications is in eHealth. In an eHealth environment, IoT devices can monitor 
patients in their residence and transmit information between devices and/or to an external caregiver (whether a doctor, 
nurse or automated system).

Often, users involved in telemedicine (either the patient or caregiver) use mobile applications to consult the data or to 
control devices in these environments. Medical consultations can be carried out via telemedicine with a good level of 
satisfaction on both sides1 and even perioperative monitoring can be carried out with the new technologies developed.2

IoT devices collect, process and transmit data from an eHealth environment. Here is the focus of the research 
problem, as this type of data is sensitive and needs to be precise, coherent and up to date for decision making in a case of 
an emergency.3,4 One of the main limitations of these applications is access to inaccurate patient information, through 
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different eHealth applications. IoT applications are limited and cost-inefficient in terms of security, transmission and 
interconnectivity.5

There are several applications related to remote patient care available in the literature, but it is not possible to 
guarantee their trustworthiness. This qualifies as a research topic, precisely because these applications are working with 
sensitive data, which are directly related to patients’ health and well-being. The scope for the work is the comprehensive 
analysis of design and methodology flaws regarding eHealth solutions.

This work does a systematic review of the literature to answer six defined questions. The contributions of this paper are: (i) 
organization of the research ideas in clear topics, (ii) discussion of methodology weakness found in some works, (iii) listing of 
open challenges for the field, (iv) mapping the main technological characteristics to assist the decision-making process for 
future works. These four points are valuable suggestions for future research and qualify as novelty for the literature.

The remainder of this work is organized as: Research Methodology, Results, Discussion and Conclusion.

Research Methodology
This Systematic Literature Review (SLR) aims to understand the state-of-the art of eHealth applications. The method 
used in this article is based on Petersen6 and conducts the following steps: (i) Definition of the Research Questions, (ii) 
Conduct Search, (iii) Screening of Papers, and (iv) Data Extraction and Mapping Process. Figure 1 shows the Research 
Methodology used with the steps detailed.

Definition of the Research Questions
The SLR begins with the definition of the research questions. These questions guide the search for relevant, up-to-date 
work. Based on the scenario defined in the Introduction the following questions are defined:

Figure 1 Search protocol model adopted.
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1. RQ1: How do applications that handle information from eHealth systems work?
2. RQ2: What information can one monitor through these applications?
3. RQ3: Are these applications trustworthy?
4. RQ4: How well can a patient be monitored with these applications?
5. RQ5: How would the doctor be notified in the event of an emergency?
6. RQ6: What are the advantages and disadvantages of these applications?

Answering the proposed questions it is possible to understand the current scenario of eHealth applications, the 
positives and negatives points and propose future works. After the analysis of the selected works, the questions are 
answered in Discussion.

Conduct Search
To identify candidate papers, the SLR search protocol scope is defined. The first step in conducting the search is to 
establish the search string. Correct word selection is critical to the results needed and to remove false positives. The 
following search string is defined based on Kitchenham.7

(“IoT” OR “Internet of Things” OR “Smart Devices”) AND (“eHealth” OR “Health” OR “Healthcare” OR 
“Telehealth”) AND (“Application”) AND (“Monitoring” OR “Sensing” OR “Detection”) AND (“Wearable” OR 
“Ubiquitous” OR “Biosensor”) AND (“Zigbee” OR “Lora” OR “5G” OR “WIFI”)

Screening of Papers
In addition to the keywords, filters are used according to the inclusion criteria, such as the year of publication and 
language. The following databases are consulted: Institute of Electrical and Electronics Engineers (IEEE) IEEExplore 
digital library (https://ieeexplore.ieee.org/), the Elsevier Scopus (https://www.elsevier.com/en-us/solutions/scopus) and 
the ISI Web of Science (https://clarivate.com/webofsciencegroup/).

The search returned 135 papers (IEEE: 25 articles, Scopus: 84 articles and Web of Science: 26). Then, the inclusion and 
exclusion criteria described in Table 1 and Table 2 are applied to these 135 articles, which selected 34 articles for the full reading.

Table 1 Inclusion Criteria (IC)

Criteria Description

IC-01 The article must contain the searched keywords.

IC-02 The article must feature a eHealth-related application.

IC-03 The article must present the development of a software, application or modeling.

Abbreviation: IC, Inclusion criteria.

Table 2 Exclusion Criteria (EC)

Criteria Description

EC-01 Be in a language other than English.

EC-02 It is not an article.

EC-03 The article does not have an eHealth-related application.

EC-04 The article does not contain the searched keywords.

EC-05 Duplicate articles.

Abbreviation: EC, Exclusion criteria.
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When it comes to EC-02 - It is not an article, in the context of this research, only scientific articles published in 
journals indexed by the search engines SCOPUS, IEEE, and Web of Science were considered. In addition to scientific 
articles published in journals, these search engines also index the following types of documents (which were not 
considered in the context of this research):

● SCOPUS: Books, Technical Reports, and Patents;
● IEEE: Books, eBooks, and IEEE Standards;
● Web of Science: Reviews, Patents, Books and book chapters, Technical reports, Scientific news, Theses, and Dissertations.

Data Extraction and Mapping Process
After selecting the articles to compose this work, data extraction aims to collect relevant information to answer the 
research questions defined in the protocol of this systematic literature review. After read each paper completely, the key 
items were extracted:

● Title;
● Year of publication;
● Keywords;
● Addressed Issue;
● Main concepts covered (security, usability and etc.);
● Main technologies used;
● Research questions:

○ RQ1: How do applications that handle information from eHealth systems work?
○ RQ2: What information can one monitor through these applications?
○ RQ3: Are these applications trustworthy?
○ RQ4: How well can a patient be monitored with these applications?
○ RQ5: How would the doctor be notified in the event of an emergency?
○ RQ6: What are the advantages and disadvantages of these applications?

● If the technology was validated through laboratory/simulation tests or through industrial application.

Figure 2 shows the systematic mapping resulting from reading and extracting data from the selected articles. 
Systematic mapping allows the choice of eHealth technology based on the resources available in each one, their level 
of maturity and the communication protocol used.

Results
Figure 3 shows the percentage of papers found in each of the databases and Figure 4 shows the amount of work per year. The 
remainder of this section presents the main topics found in the articles, divided by the main communication protocol used.

ZigBee
The papers characterize ZigBee protocol as a low frequency transmission protocol, that is suitable for applications where 
a sensor network may contain many devices, and energy consumption is a relevant point for the systems architecture. The 
main concepts found in the articles in this section are trustworthiness, security, accuracy and scalability. It is worth 
pointing out that authors opted for the protocol that guarantees energy efficiency to carry out the monitoring, but the 
authors still have concerns about the manipulation and security of the generated data.8–13

LoRa
The major feature described by the papers about the Long Range (LoRa) protocol is its coverage area, without having an 
excessive consumption of energy. In the articles presented in this section, the key terms are reliability, cost effectiveness, 
independence, security and performance. The remote monitoring of the patient or the environment still brings some 
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uncertainties, since energy efficiency is not enough to guarantee the effectiveness of the system, it is also necessary 
a good relationship between performance and safety on long range monitoring.14–22

5G
5G technology promises a high data transmission rate and at high speed and with low latency. It is possible to see this 
characteristic in the articles listed, and the key concepts of their applications are performance, response time and 

Figure 2 Systematic mapping.

Figure 3 Papers per database.
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effectiveness. However, there is a recurring concern about the energy efficiency of the systems. The higher the 
transmission speed and the amount of data transmitted, the higher the energy cost of the application, and this is still 
a problem to be solved. The authors propose different strategies to improve this correlation, but there is still much to be 
explored within these works.23–26

WiFi
A great variability of works using Wireless Fidelity (WI-Fi) was proposed in the papers, generating a broad set of key 
terms. In this context, it is possible to find trustworthiness, affordability, efficiency, security, accuracy, etc. Despite the 
significant advances in the area in recent years, which have grown continuously, different obstacles generate concern for 
authors and need to be overcome. It is possible to see this plurality of concerns in this section, where the authors propose 
different techniques and applications to solve the respective problems mapped in the papers.27–41

Based on the articles studied in this section it is possible to plan the discussion of the results, answering the research 
questions defined.

Discussion
In this section, the answers to the research questions defined in Research Methodology are discussed.

RQ1: How do applications that handle information from eHealth systems work? Despite the unique individual 
characteristics of each application studied in Results, there is a standard structure followed by most papers. eHealth 
environments are usually composed of a set of sensors that monitor and collect patient’s data, cloud servers and web and/ 
or mobile applications to control, oversee or present the data. Figure 5 shows an example of systems modeling.

RQ2: What information can one monitor through these applications? Traditional health monitoring systems can 
monitor different medical data, such as cardiac activity through ECG (electrocardiogram) sensors, blood sugar level, 
pulse, blood pressure, number of steps, heartbeat, respiration rate, body and ambient temperature, and many others.

Other interesting examples are: Han21 uses a method based on multi-sensors to detect and understand users’ posture. 
Wu22 focuses on monitoring the environment the user is in, factors such as carbon monoxide level, carbon dioxide and 
ultraviolet intensity can directly affect the health of people in the environment. Respiration rate is the key factor 
monitored to help the diagnosis and treatment of COVID-19 within the context of the pandemic, where personal contact 
needs to be minimal, as presented by Li.41 Nataraja13 proposes an IoT based solution that can be adapted into Lateral 
Rotation Mattress used for bed-bound patients by embedding sensors to recognize patient discomfort.

eHealth systems can present the health data collected in the monitored environments in different ways, however, the 
authors agree that the best strategy is between a mobile application or a responsive web application.

RQ3: Are these applications trustworthy? Evaluating the chosen articles one notices that 27 of the 34 works studied 
presented tests or practical applications of their proposed systems. Unfortunately, the tests usually include only the 
fundamental concepts (accuracy, safety and efficiency, for example), but not all concepts that makeup an application of 
this type. Thus, one can evaluate the applications as trustworthy if analyzed only for the key purpose. To become 

Figure 4 Papers per year.
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completely trustworthy, tests that go beyond the concepts defined by the authors are necessary, perhaps using frameworks 
and architectures that cover the entire scope of an application, to demonstrate a functional prototype.

RQ4: How well can a patient be monitored with these applications? Along with the new technologies developed, new 
options for patient monitoring become accessible. Currently, not only doctors can monitor a patient’s health but also other 
external caregivers (nurses, automated systems, relatives, for example). Among the monitoring solutions presented in this 
work, there are cases where authors present testing processes concerned with the quality of patient monitoring. Although, 
in other papers, to measure how well these systems can monitor patients, more testing is necessary. In general, a good 
monitoring level is found in the presented scenarios.

RQ5: How would the doctor be notified in the event of an emergency? In addition to real-time monitoring, the 
systems also offer tools to notify caregivers in emergency cases.

Emergency situations, such as sudden cardiac arrest, require immediate emergency medical services. The system 
proposed by Wu17 triggers an emergency alarm if the router does not detect a heartbeat within 2 seconds, that means, 
when the heart rate is below 30 beats per minute (BPM) or cardiac arrest occurs. The maximum response time is the 2s 
threshold, in addition to the BLE (Bluetooth Low Energy) transmission delay from the sensor node to the local router.

Sood37 proposes the Sukoon application, which gives the current location: latitude and longitude in case of 
emergency situations to the necessary user’s contacts. Also, the application gives the contacts places to call to, when 
either the user presses the panic button or the combined values of accelerometer and pulse rate sensor crosses the upper 
limit threshold. Also, the Global Position System (GPS) coordinates can be sent in case of an emergency. This 
exemplifies the capacity of emergency notifications of these applications, however, still with limitations. The authors 
developed the application only for the Android system, and the distance between the hardware and the application cannot 
be further than 14 meters, which can be an obstacle most times.

Figure 5 Example of system modeling found in the literature. Overall scheme of remote personal or group monitoring platform. 
Notes: Adapted from Choi A, Noh S, Shin H. Internet-based unobtrusive tele-monitoring system for sleep and respiration. IEEE Access. 2020;8:76700–76707.35
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The system proposed by Li41 uses the Grafana visualization to allow the provider to set up alarms when the 
Respiration Rate passes (RR) certain thresholds. When Grafana detects an “unusual” respiration value, it triggers an 
alarm in the dashboard, which allows the healthcare provider to visualize the current status of the patient. The framework 
allows users to visualize both current RR and historical information, which helps the decision-making process. However, 
the authors design the system to be implemented on specific devices that can use Wi-Fi, which can be a limiting factor for 
some environments.

RQ6: What are the advantages and disadvantages of these applications? Applications such as those studied in this 
work offer significant advances related to the care of a patient, and these advances are the major strengths of these 
applications. For example, in contexts where human contact needs to be minimized, as seen in the COVID-19 pandemic, 
or other diseases with a high transmission rate, the possibility of remote health monitoring is a powerful tool to avoid the 
spread of diseases, and ensure the safety of medical staff and other patients.

Often, health systems in different countries have difficulties in dealing with the volume of patients, as in a pandemic 
context, for example, and tools for remote monitoring can be more accessible solutions for the general population. 
Implementing those applications needs fewer physical resources, such as hospital facilities and high cost equipment, and 
these solutions provide patients with more freedom and comfort by allowing them to receive treatment and recover at 
home.

In addition to monitoring the patient’s health, it is also possible to monitor the surrounding environment. In this way, 
the system or an external caretaker can take actions to deal with the patient’s health and to improve the environment in 
which he is. Besides the decision-making process related to the patient’s health and surroundings, the systems also 
enhance the possibility of speeding up helping a patient in emergency cases.

Finally, another positive point of these tools is related to the possibility of carrying out intelligent diagnosis of 
diseases in advance.13,29,39,41 Therefore, it is possible to effectively predict future health needs, monitor conditions in real 
time, and act imperatively toward urgent needs.

Based on the studied papers, it is possible to directly relate the main negative points of these applications to the 
limitations they have. For example, the authors directly linked the lifetime of sensors that monitor a patient or 
environment to the battery of these sensors and that is why some articles seek solutions to reduce energy consumption.

Sensors are devices that have physical limitations. Ensuring that these devices have a sufficiently long lifespan is 
essential for proper patient monitoring. Even with systems allowing the use of technologies and protocols aimed at low 
energy cost and the efficiency of the environment, this limitation is still an impediment to the practical application of 
several systems. This is a challenge faced by any application that seeks to perform remote patient monitoring.

Medical data sharing is another important issue with security and is another point treated by part of the papers. When 
dealing with information considered sensitive, the loss, interception or alteration of data can have severe consequences 
for patients. Another important factor is the distance at which a system can monitor the patient without loss of 
information or response time in emergency cases. Therefore, this also needs to be considered when developing an 
application of this type.

The correct functioning of the systems depends on the proper use of different sensors, which monitor different aspects 
of a patient’s health. Interoperability is a requirement of these systems. The systems must be able to understand the data 
coming from these sensors regardless of the type of information collected, for example, temperature, heart rate, blood 
sugar, etc. Devices also need to be interoperable, as sensors need to know each other within the sensor network. Several 
applications cannot use protocols or technologies different from those proposed by the authors. Thus, these systems are 
limited to specific cases, and replication in other cases may be unfeasible.

Conclusion
Monitoring personal health is an important application of IoT systems. This work carries out a systematic literature 
review to discuss state-of-The-art of these applications and gather new information of current research. In this process 
were uncovered eHealth application’s strengths, future perspectives and challenges, specifically related to the high level 
of trustworthiness necessary.
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The developed work shows that it is possible not only to monitor patients and make emergency decisions, but also the 
prospect to diagnose and prevent diseases using IoT devices and collection data. However, these applications still lack 
a standardization or set of good practices to guarantee the trustworthiness of use.

Selecting the best architectural and technological strategy for an application is also an important factor. In 
a health monitoring environment, this is an arduous task, considering the advantages and disadvantages of the 
different technologies and protocols available. In pursuit of this goal, the present study offered a comprehensive 
mapping of the protocols used by the authors and the level of technological maturity shown in these works.

Another important factor raised in the work was the COVID-19 pandemic scenario, where these applications are 
proved even more important, since remote healthcare was a key factor. In a context where health systems around the 
world can be overwhelmed by the volume of patients, options accessible to the population and that allow them to support 
it in uncertain times become essential for the future of modern medicine.

The papers evaluated deeply debated issues such as security, energy efficiency, usability, precision and others. In 
addition, all articles were published in the last six years, showing that these issues are contemporary and relevant to the 
current context of technology.

Even with all the positive points presented in the articles, there are still gaps for future research. The 
monitoring distance, for example, is an essential issue in this context. The greater the monitoring distance is, 
the more difficult it is to guarantee the quality of the system’s attributes. IoT applications need to be made for 
scalability, so increasing the monitoring distance and the number of patients monitored is a key aspect in this 
scenario. This represents a limitation that many of the studied systems face, and more research is needed to 
mitigate quality decrease.
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