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Microbial forensic research has led to the
development, expansion, and evolution of new
technologies, tools, and analytical capabilities
bolstering our collective preparedness and
response. A parallel commitment to education
and training in this field is needed to prepare
the next generation of scientists. The scientific
bases, advances, applications, interpretations,
and lessons learned by those who have been inti-
mately involved in the early years of microbial
forensics need to be documented and transferred
to the next generation of scientists and decision
makers so that society can be better protected
from potential harm resulting from acts of bioter-
rorism and biocrime. An understanding of the
microbial forensic field is essential to determining
what evidence is collected, what proper and safe
methods of collection and preservation to

employ, how the evidence is analyzed, what the
significance of a result is, and what is supportive
in identifying a perpetrator for prosecution. Thus,
the burgeoning field of microbial forensics should
be accompanied by a concomitant development
of educational infrastructure and resources tar-
geted at the next generation of practitioners, as
well as diverse elements for the policy, research,
and law enforcement communities.

A microbial forensic education program can
take many forms depending on its purpose and
target audience. It can be broad, providing infor-
mation encompassing all aspects of the field from
science to policy, or more focused. On one end of
the target audience spectrum is the student at an
academic institution who desires to enter into the
discipline of microbial forensics andwould like to
be well prepared for a career choice. Students
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following a broad academic education and
training pathway have many options.
Theymay, for example, (1) become forensic scien-
tists analyzing crime scene evidence for law
enforcement or intelligence agencies; (2) work as
a research scientist in a government laboratory
such as the CDC, FBI, USDA, or EPA; (3) work
as a scientist in an industrial or commercial
setting; or (4) enter graduate school toward a
career in academia. Alternatively, the student
may become an investigator who employs tradi-
tional law enforcement approaches with the
most effective evidentiary documentation, collec-
tion, and preservation techniques merged with
those of epidemiology for attribution purposes
or crime investigation (Budowle et al., 2007). An
individual may become a law enforcement
official whose responsibility is to understand the
scope of an investigation andwhat tools are avail-
able to generate investigative leads. Policy
makers must have a general understanding of
microbial forensic results, keep abreast of techno-
logical and analytical advances, and develop
better appreciation of their implications to effect
sound and defensible policy decisions. Finally,
an important group that informs the public and
government is the news media. They are
frequently the primary interface between the
scientist and the public, publishing and reporting
their observations, insights, or inaccuracies of
great importance and impact. Social media ave-
nues have dramatically increased the speed
with which news stories, factual or erroneous,
are promulgated to the public. Educational efforts
will better prepare such individuals to be
informed and responsible and must be varied in
depth and scope to match the target audience of
various entities involved in microbial forensics.

There can be many formats and venues for
microbial forensic education. Full academic-style
programs should be developed at universities to
comprehensively educate individuals in this
appliedscience.Microbialforensicswillnecessarily
cover abroad rangeof topics (microbiology, epide-
miology, evolution, forensic science, genetics, sta-
tistics, infectious diseases, etc.), and no one can be

an expert in all aspects. However, all interested
parties need to have some requisite, core knowl-
edge in the various aspects of the discipline.

There are currently no full academic under-
graduate (UG) of graduate degree programs in
microbial forensics as of the writing of this chap-
ter to the best of our knowledge. However, there
are academic programs inmicrobiology, molecu-
lar biology, and forensic science, and related
topics, with affiliated courses and training
opportunities that provide avenues and strate-
gies for the preparation of students. Addition-
ally, a full academic program likely is not
practical for working professionals; more abbre-
viated educational/training activities, similar to
that of a continuing education course format,
could be very effective at integrating profes-
sionals into the microbial forensic discipline.
Microbiologists, epidemiologists, public health,
and law enforcement officials are highly trained
in relevant aspects of microbial forensics but
may need additional training to integrate effec-
tively their expertise with the demands of this
new discipline. Shorter courses or symposia
will be useful for expanding the knowledge
base of trained professionals. To broadly educate
and to specifically educate those involved in the
widely varied aspects of microbial forensics
represents an educational challenge that must
be met to develop the experts and expertise
that we desperately need to combat bioterrorism
and biocrime. Microbiology, epidemiology, and
forensic science education are all at the heart of
this field. Program directors, educators, and
trainers may review the recommendations and
resources from academic, government, and pro-
fessional organizations in these and related areas.
For example, the American Society of Microbi-
ology (ASM) Education Board on microbiology
education (asm) has developed and published
many educational resources that may be useful
for developing training strategies. The ASM
proposed a document on Vision and Change in
microbiology education (vision and change)
with five recommended overarching microbi-
ology curriculum concepts: (1) Evolution;
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(2) Cell Structure and Function; (3) Metabolic
Pathways; (4) Information Flow and Genetics;
(5) Microbial systems; and a sixth applied
concept, the Impact of Microbes. The new curric-
ulum guidelines were derived to be in line with
recommendations from the American Associa-
tion for the Advancement of Science Vision and
Change education publication (American
Association for the Advancement of Science
(AAAS), 2011)

Resources from the American Academy of
Forensic Sciences (aafs) for forensic science educa-
tion tools and opportunities are available. These
include the Forensic Education Program Accredi-
tation Commission recommendations for forensic
science coursework, electives and laboratory
courses fit to specific subdiscipline areas (fepac),
a Young Scientists Forensic Forum providing a
forum for student-led seminars, research, and
networking (yfsf), an International Education
Outreach program (international), and an annual
Forensic Science Educators Conference targeted
at high school teachers (forensic). Microbial
forensic educators and trainers may find these re-
sources useful. These ASM and AAFS resources
are dedicated to educating future scientists and
contain recommendations for core, elective, and
required laboratory courses, preparation on legal
issues, seminars, public speaking, and court testi-
mony. Other useful groups include the Council of
Forensic Science Educators (cofse), the National
Forensic Science Technology Center (nfstc), the
National Clearinghouse for Science, Technology
and the Law (ncstl), and the Organization of Sci-
entific Area Committees for Forensic Science
Interdisciplinary Virtual Subcommittee on
Training (nist) that all provide educational tools
and resources in forensic science. Additional
resources may be found in reports and conference
proceedings on biocrimes, defense, and biothreat
agents (disarmament) that may be available from
DHS, CDC, and DoD, for example (frontiersin).

A list of topics in Table 32.1 covers the spec-
trum of educational opportunities in microbial
forensics and could form the template for a

comprehensive education and training program.
Clearly some areas are more relevant to scien-
tists, others to crime scene investigators, and
others to decision makers. Many of the subjects
naturally overlap. Some general areas are identi-
fied and discussed briefly as potential parts of
the core curriculum for scientists. Most of these
topics are addressed in greater detail in other
chapters of this book.

Microbial forensic curricula and training

Microbial forensics is defined as a scientific
discipline dedicated to analyzing evidence from
a bioterrorism act, biocrime, or inadvertent
release of a microorganism/toxin for attribution
purposes (Budowle et al., 2003). It is the same as
other forensic disciplines except for its focus on
a particular type of crime (Budowle et al., 2003;
Carter et al., 2017). Based on past history and
with current technology capabilities, the potential
use of biological weapons is greater than at any
other time in history. Only a few semiexpert indi-
viduals are needed with access to dual-use equip-
ment (e.g., equipment used in the pharmaceutical
or food industries) to produce bioweapons inex-
pensively. These bioweapons will contain signa-
tures that might be exploited to help identify
the perpetrators. One may consider attribution
solely to be the “DNA fingerprinting” of a patho-
genic agent, but unique genomic identification of
a microorganism may not always be possible
because of the clonal nature of many microorgan-
isms and, on a case-by-case basis, lack of popula-
tion and phylogenetic data.

Microbial forensics employs the same general
practices as other forensic disciplines. Recog-
nizing a crime scene, preserving a crime scene,
chain of custody practices, evidence collection
and handling, evidence shipping, analysis of
evidence, and interpretation of results are car-
ried out in the same general manner as other
forensic evidence. A common exception is that
evidence will be handled as a biohazard (even
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TABLE 32.1 Overview and origins of microbial forensics.

Basic epidemiology
Molecular epidemiology
Microbial forensic curricula and training
Basic and advanced

Microbes and their productsa. Viruses
b. Bacteria
c. Fungi
d. Eukaryotic parasites
e. Toxins

The host targetdhow does a person or animal become ill?
Immunology
The plant as a targetdhow does a plant or crop get damaged?
The host response as a forensic indicator
a. Immune system
b. Pharmacokinetics
c. Antibiotics

Processes and technology
a. Sample collection
b. Forensic handling
c. Preservation
d. Extraction
e. Advanced microscopy
f. Proteomics
g. Genomics
h. Bioinformatics
i. Statistical analysis and confidence estimations
j. Indicators of engineering
k. Synthetic biology
l. Population genetics

m. High-throughput sequencing
n. Nonbiologic tools
o. Sensitive signature detection and characterization
p. Evolving, nascent technology

Quality assurance and quality control
Investigative genetics (i.e., forensic genetics)
a. Interpretation
b. Forensic science in general

Crime scene investigation
a. Identify crime scene
b. Evidence collection
c. Sampling strategies
d. Sample storage and transportation
e. Trial preparation including moot court

Case histories
a. Civilian

i. Food safety and public health
1. FoodbornedShigella, Salmonella (spinach)
2. Anthrax
3. Ricin

32. Education and training in microbial forensics476

V. Miscellaneous



more so than, for example, HIV-infected blood).
It is anticipated that the majority of microbial
forensic evidence will fall into a category with
shared characteristics, with some data being
very informative and some being less informa-
tive. An understanding of the field is essential
to determining what type of evidence is
collected, how it is analyzed, what the signifi-
cance of a result is, and what is supportive in
identifying a perpetrator and for prosecution.

To support a career inmicrobial forensics, auni-
versity microbial forensic curriculum will neces-
sarily cover a broad range of disciplines, which

may include microbiology, chemistry, statistics,
epidemiology of infectious diseases, evolution,
genetics, genomics, and forensics. These courses
could be taught individually ormerged into a few
dedicatedmicrobial forensic courses. Fromaprac-
tical standpoint, many microbial forensic training
programs will be based in other majors or minors
in epidemiology, genetics, molecular biology, or
microbiology as there are numerous graduate
programs already in place for epidemiology and
these other fields (publichealthonline).

Amajor inepidemiologyormicrobiologycould
easily become a training platform for microbial

TABLE 32.1 Overview and origins of microbial forensics.dcont'd

ii. Agriculture
1. Foot-and-mouth UK 2007
2. Mad cow disease US 2003 (attribution by host genetics)

iii. Environmental science
Poultry industry water contamination Arkansas

iv. Emerging infections
1. H1N1
2. Severe acute respiratory syndrome
3. Monkeypox
4. HIV

b. Criminal
i. US anthrax 2001 with focus on technology and investigation HIV
ii. Ricin

c. Biodefense
Terrorism and biocrimes

Legal issues
a. United States
b. International

Select Agent rules
Operational and intelligence issues
National-level capabilities and resources
a. Country capabilities

i. What and how should any country be prepared?
ii. What strategies make sense?
iii. Planning, implementing, and measuring effectiveness
iv. Exercises
v. Where can additional support be sought?
vi. Epidemiologic investigation as a basic country skill

Public information (media and public)
Dissemination of accurate information in timely manner

Entertainment industry
Depiction of accurate information
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forensics with the addition of select courses that
include fundamentals in forensics. Alternatively,
a forensic science program with additional
training in basic sciences such as microbiology
and epidemiology could serve to educatemicrobi-
al forensic scientists. Itwill be important to empha-
size integration of the material toward a specific
microbial forensic profession. Concurrent enroll-
ment in microbial forensic seminars, capstone
courses, and internshipswill be needed to provide
students the contextual importance of the basic
material toward their chosen discipline that will
often be taughtmore generically or under anunre-
lated discipline.

Research internships and forensic seminars
provide important opportunities to conduct
hands-on experimentation, analyses, and data
interpretation and exposure to recent advances
in the field. Seminars also provide a forum for
student research presentations and public
speaking. External workshops, conferences, and
meetings (index; scientific; meetings) augment
opportunities to present research, gain further
insights, network, and to become aware of
emerging advances in the field from microbial
forensic experts. Students that present and pub-
lish their results contribute to moving the field
forward and advancing their careers. Training
in the communication of science is a pivotal
aspect of preparing our future science leaders
and should be an integral part of any microbial
forensic education program.

Curricular guidelines from the American
Society of Microbiology and American
Academy of Forensic Sciences

Recent national reports have addressed the
need for changing how science courses in higher
education are taught, so that students develop a
deeper understanding of critical concepts and
the analytical and cognitive skills needed to
address future challenges. Our competitiveness
and national success depend on our students’

science aptitude (edsource). National Science
Teachers Association teachers point to lack of stu-
dent motivation as a major concern in US science
education (news). The need for a new approach to
improve science and math education is compel-
ling and well supported. In the American Acad-
emy for the Advancement of Science Project
2061, “just doing more science was not the
answer” (project 2061). Current methods put
more value on learning correct answers versus
exploration, collaboration, and inquiry. They
recommend “practices where the learning of
science is as much about the process as the result
or outcome, and where students can ask
questions and are actively engaged in the
learning process, refocusing student learning
from knowledge and comprehension to applica-
tion and analysis.” (project 2061). Inquiry is “cen-
tral to science learning” as students develop their
understanding of science concepts combining
knowledge, reasoning, and thinking while
enhancing comprehension through hands-on
learning. The National Research Council agrees.
They state “effective instruction capitalizes on
students’ early interest and experiences, identifies
and builds on what they know, and provides
them with experiences that serve to engage
them in the practices of science and sustain their
interest” (NRC, 2011).

Because discipline-specific professional soci-
eties have national stature and are often the orga-
nizations that set guidelines or standardswithin a
discipline, they are well-suited to play a role in
promoting systemic change. In 2010, the AAAS
and the NSF released the report entitled “Vision
and Change in Undergraduate Biology Educa-
tion: A Call to Action” (American Association
for the Advancement of Science (AAAS), 2011).
In response to these recommendations, the
ASM revised its curriculum guidelines for intro-
ductory microbiology courses to emphasize a
deeper “understanding of core concepts, critical
thinking, and essential laboratory skills.”
(American Association for the Advancement of
Science (AAAS), 2011).
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In 2012, the ASM Education Board published
curriculum guidelines and recommendations for
education in microbiology (Merkel & the ASM
Task Force on Curriculum Guidelines for
Undergraduate Microbiology, 2012).

“These Guidelines incorporate many of the recom-
mendations made in Vision and Change. They
embrace the scientific process and thinking skills put
forth in Vision and Change, adding microbiology-
based laboratory skills. Further to adopting the five
core concepts of Vision and Change, the Guidelines
added a sixth core concept, Impact of Microorganisms,
specific to this field. Each of the six core concepts is
exemplified by four or five microbiology-specific
fundamental statements, which reflect basic concepts
that are important for all microbiology students to un-
derstand in depth. These 27 fundamental statements,
together with the four scientific thinking skills and
seven laboratory skills, form a comprehensive frame-
work for an undergraduate microbiology course.
(Merkel and the ASM Task Force on Curriculum
Guidelines for Undergraduate Microbiology, 2012).
In addition, the ASM Curriculum Guidelines were
designed to focus microbiology teaching on student-
centered goals and priorities and to enable educators
to adopt the discipline-based approach to course
design for microbiology courses.”(Horak et al., 2015).

The American Society for Microbiology has
developed a number of educational programs
and resources with student-centered learning
modules thatmaybeuseful indeveloping forensic
microbiology education programs (Merkel, 2016).

The resources cited above are codified in
Table 32.2. (Merkel & the ASM Task Force on
Curriculum Guidelines for Undergraduate
Microbiology, 2012), 32.3 (Merkel, 2016), and
32.4. (Merkel, 2016) (Tables 32.3 and 32.4).

Additional guidelines have also been pub-
lished for Nursing and Allied Health (McKay
and ASM MINAH Undergraduate Curriculum
Guidelines Committee, 2018).

The Undergraduate Education Committee
has developed a set of curriculum guidelines
for microbiology majors in “ASM’s curriculum
recommendations: Microbiology Majors Progra-
m”(Emmert and the ASM Task Committee on

Laboratory Biosafety, 2013). In this document,
ASM provides “recommendations for concep-
tual knowledge, recommended core and elective
courses, and laboratory skills and safety as well
as issues for further action and discussion . to
be used by programs in their own assessment,
maintenance, and formation of strong programs
in microbiology.” Table 32.5 contains the recom-
mendations for UG microbiology education and
core and elective courses, and Table 32.6 lists
recommendations for laboratory skills, labora-
tory safety guidelines from ASM have also
been published and are listed for BSL1 and
BSL2 levels (Emmert and the ASM Task
Committee on Laboratory Biosafety, 2013).

These recommendations provide a starting
framework for developing curriculum require-
ments fit to the goals of programs and the target
students they serve.

ASM prompted further discussion in its curric-
ular recommendations stating “A major problem
noted was time and resources. The list is long and
it is not possible to fit all of these courses into a 4-
year program nor are all courses appropriate for
all students. A critical component to this issue
may be in getting the students into the major
early. The Introduction to Microbiology course
should be designed so that it can be taken no later
than the fourth semester (end of second year) of
study. This will allow for two years of advanced
study of microbiology” (Emmert and the ASM
Task Committee on Laboratory Biosafety, 2013).

Another potential solution would be to
require students to double major. In this dual
BS model, students would be required to
complete two BS degrees. Core science and labo-
ratory courses would be covered in the first BS
science degree (to fit the target career trajectory).
The BS in Microbial Forensics specialty area
would therefore have additional coursework
space for upper division science and elective lab-
oratory courses. There are a few forensic science
programs that use this model such as the Univer-
sity of Central Oklahoma.
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TABLE 32.2 ASM Curriculum Guidelines: list of recommended skills, core concepts, and fundamental statements.

Evolution

1. Cells, organelles (e.g., mitochondria and chloroplasts), and all major metabolic pathways evolved from early prokaryotic
cells.

2. Mutations and horizontal gene transfer, with the immense variety of microenvironments, have selected for a huge diversity
of microorganisms.

3. Human impact on the environment influences the evolution of microorganisms (e.g., emerging diseases and the selection of
antibiotic resistance).

4. The traditional concept of species is not readily applicable to microbes due to asexual reproduction and the frequent
occurrence of horizontal gene transfer.

5. The evolutionary relatedness of organisms is best reflected in phylogenetic trees.

Cell structure and function

6. The structure and function of microorganisms have been revealed by the use of microscopy (including bright field, phase
contrast, fluorescent, and electron).

7. Bacteria have unique cell structures that can be targets for antibiotics, immunity, and phage infection.

8. Bacteria and archaea have specialized structures (e.g., flagella, endospores, and pili) that often confer critical capabilities.

9. While microscopic eukaryotes (for example, fungi, protozoa, and algae) carry out some of the same processes as bacteria,
many of the cellular properties are fundamentally different.

10. The replication cycles of viruses (lytic and lysogenic) differ among viruses and are determined by their unique structures
and genomes.

Metabolic pathways

11. Bacteria and aarchaea exhibit extensive, and often unique, metabolic diversity (e.g., nitrogen fixation, methane production,
anoxygenic photosynthesis).

12. The interactions of microorganisms among themselves and with their environment are determined by their metabolic
abilities (e.g., quorum sensing, oxygen consumption, nitrogen transformations).

13. The survival and growth of any microorganism in a given environment depends on its metabolic characteristics.

14. The growth of microorganisms can be controlled by physical, chemical, mechanical, or biological means.

Information flow and genetics

15. Genetic variations can impact microbial functions (e.g., in biofilm formation, pathogenicity, and drug resistance).

16. Although the central dogma is universal in all cells, the processes of replication, transcription, and translation differ in
bacteria, aarchaea, and eeukaryotes.

17. The regulation of gene expression is influenced by external and internal molecular cues and/or signals.

18. The synthesis of viral genetic material and proteins is dependent on host cells.

19. Cell genomes can be manipulated to alter cell function.

Microbial systems

20. Microorganisms are ubiquitous and live in diverse and dynamic ecosystems.

21. Most bacteria in nature live in biofilm communities.
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TABLE 32.2 ASM Curriculum Guidelines: list of recommended skills, core concepts, and fundamental
statements.dcont'd

22. Microorganisms and their environment interact with and modify each other.

23. Microorganisms, cellular and viral, can interact with both human and nonhuman hosts in beneficial, neutral, or detrimental
ways.

Impact of microorganisms

24. Microbes are essential for life as we know it and the processes that support life (e.g., in biogeochemical cycles and plant
and/or animal microbiota).

25. Microorganisms provide essential models that give us fundamental knowledge about life processes.

26. Humans utilize and harness microorganisms and their products.

27. Because the true diversity of microbial life is largely unknown, its effects and potential benefits have not been fully
explored.

Downloaded from Susan Merkel* and the ASM Task Force on Curriculum Guidelines for Undergraduate Microbiology (2012). The Development of
Curricular Guidelines for Introductory Microbiology that Focus on Understanding. J Microbiol Biol Educ. 2012; 13(1): 32e38. Published online 2012 May 3
Downloaded from https://www.asm.org/getattachment/1b074b9e-8522-4d9d-bbc3-c0ca9b9abf1a/FINAL_Curriculum_Guidelines_w_title_page.pdf.

TABLE 32.3 Examples of lower-order and higher-order learning outcomes and assessments from some ASM
fundamental statements.

Example core concept and
fundamental statement

Example lower-order learning
outcome: after this unit, students
should be able to ..

Example higher-order learning outcome:
after this unit, students should be able to
..

Evolution Mutations and horizontal gene
transfer, with the immense variety of
microenvironments, have selected for a
huge diversity of microorganisms.

... describe three mechanisms of
horizontal gene transfer in bacteria.

... interpret sequence data to determine if
horizontal gene transfer has occurred.

Cell structure and function The structure
and function of microorganisms have
been revealed by the use of microscopy.

... explain how the cell structure of
gram-negative and gram-positive
cells leads to a given gram stain
result.

.. .compare and contrast the effects of doing
the gram stain incorrectly on gram-
negative and gram-positive bacteria.

Metabolic pathways Bacteria and archaea
exhibit extensive, and often unique,
metabolic diversity.

... draw a diagram that shows the
process of nitrogen fixation in
cyanobacteria.

... design a mechanism that would allow a
bacterium to protect its nitrogenase from
oxygen.

Information flow and genetics Genetic
variations can impact microbial
functions.

... identify each of the following: point
mutation, genetic insertion, genetic
deletion and frameshift mutation.

. predict whether or not a given mutation
(genotypic change) would result in a
change of function (phenotypic change).

Microbial systems Most bacteria in
nature live in biofilm communities.

... order the stages of biofilm
formation and maturation.

... develop a drug that would prevent
biofilm formation.

Impact of microorganisms Because the
true diversity of microbial life is largely
unknown, its effects and potential
benefits have not been fully explored.

... measure cell density using viable
cell counts and microscopy methods
and explain the differences.

... propose an experiment that would allow
you to prospect for antibiotics in a new
environment.

From: Merkel, S., August 2016. FEMSMicrobiol Lett. 363(16), pii: fnw172. https://doi.org/10.1093/femsle/fnw172. Epub July 12, 2016. American Society for
Microbiology resources in support of an evidence-based approach to teaching microbiology: Downloaded from https://academic.oup.com/femsle/article/363/16/
fnw172/2197755 and content available at https://www.asm.org/ASM/media/Education/FINAL-Learning-Outcomes-w-title-page.pdf.

Microbial forensic curricula and training 481

V. Miscellaneous

https://www.asm.org/getattachment/1b074b9e-8522-4d9d-bbc3-c0ca9b9abf1a/FINAL_Curriculum_Guidelines_w_title_page.pdf
https://doi.org/10.1093/femsle/fnw172
https://academic.oup.com/femsle/article/363/16/fnw172/2197755
https://academic.oup.com/femsle/article/363/16/fnw172/2197755
https://www.asm.org/ASM/media/Education/FINAL-Learning-Outcomes-w-title-page.pdf


Another issue that the ASMmembership iden-
tified is the recommendation that the core courses
all have labs. Laboratory courses are by their
nature expensive. ASM raised the following ques-
tion: “How can departments with limited
resources deal with this resource problem?” One
suggestion is to offer a two-semester sequence of
independent lab courses that teach the skills

needed to be a microbiologist rather than offer a
lab with every course. This approach may reduce
the current recommendation of five lab courses
in the core curriculum to two semesters of inde-
pendent lab courses that cover the basic skills
and one advanced course with laboratory
(Emmert and the ASM Task Committee on
Laboratory Biosafety, 2013).

TABLE 32.4 List of ASM resources that support evidence-based teaching and learning.

Resource Description Website

ASM Curriculum Guidelines for an
Undergraduate Microbiology Course

Concepts and competencies for an
introductory undergraduate
microbiology course

https://www.asm.org/index.
php/guidelines/curriculum-
guidelines

Learning outcomes for the ASM
Curriculum Guidelines

Examples of lower-order and
higher-order learning outcomes

https://www.asm.org/index.
php/guidelines/curriculum-
guidelines

ASM Sample Questions in Microbiology
(release in 2016)

Collection of peer-reviewed
multiple-choice and true/false questions

http://www.asmscience.org

Microbiology Concept inventory and
Microbiology for Health Sciences Concept
inventory (release in 2017)

Tested questions developed to assess
how well students understand critical
concepts

facultyprograms.org/index.php/
resources/concept-inventories

Journal of Microbiology and Biology
Education

Open access, peer-reviewed collection
of research articles and activities

http://www.asmscience.org/
content/journal/jmbe

MicrobeLibrary Peer-reviewed visual resources and
laboratory protocols

https://www.microbelibrary.org

ASM Faculty Programs Portal to the ASM educational resources http://www.facultyprograms.org

ASMCUE Interactive 4-day conference for biology
educators

http://www.asmcue.org

Biology scholars Program Five-month hybrid courses offering a
range of training in microbiology
education

http://www.facultyprograms.
org/index.php/biology-scholars-
hybrid-courses

Science Teaching fellowship Program Five-month online program to prepare
doctoral-trained students for science
teaching positions

http://facultyprograms.org/index.
php/stf-program

ASM webinars Online courses on teaching and
research

http://www.facultyprograms.
org/index. Php/webinars

Guidelines for biosafety in Teaching
laboratories

A comprehensive guidebook of best
practices for safely handling BSL-1
and BSL-2 microbes in teaching labs.

https://www.asm.org/index.
php/guidelines/safety-guidelines

Downloaded fromMerkel S., August 2016. FEMSMicrobiol Lett. 363(16), pii: fnw172. https://doi.org/10.1093/femsle/fnw172. Epub July 12, 2016. American
Society for Microbiology resources in support of an evidence-based approach to teaching microbiology. https://academic.oup.com/femsle/article/363/16/
fnw172/2197755.
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TABLE 32.5 Recommended core and elective courses from the ASM Curricular Guidelines.

Core courses for microbiology majors

• Introduction to microbiology (with lab)

• Microbial physiology (with lab)

• Microbial genetics (with lab)

• Microbial diversity and eecology (with lab)

• One advanced course that includes laboratory

• Capstone course (e.g., senior seminar presentation, independent research project, internship)

Elective courses for microbiology majors

• Immunology

• Pathogenic microbiology

• Food and dairy microbiology

• Environmental microbiology

• Marine microbiology

• Industrial and applied microbiology

• Biotechnology

• Bioinformatics

• Virology and other acellular agents

• Parasitology/protozoology

• Mycology

• phycology

• Epidemiology

• Public health

• Undergraduate research and internship

• Careers in microbiologya

• Bioethicsa

Support courses for microbiology majors

• General biology with lab (1 year)

• Cell and molecular biology

• General chemistry with lab

• Organic chemistry with lab

• Biochemistry (1 semester)

Continued
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The depth of the curriculum will vary
depending on the level and occupation of the
student. High school students may have abbrevi-
ated versions that can pique their appetites to
learn more. College students will need compre-
hensive training to prepare them for graduate
school or for entering the workforce. Legal
experts will require an overview to understand
the limitations of the field and how to support
or refute scientific findings.

Basic epidemiology

Epidemiology is a cornerstone of public health
and is critical to microbial forensics. One goal of
epidemiology is to recognize infectious disease
outbreaks and to attribute the outbreak to a
source to prevent additional cases (see Chapter
16 for further detailed information). In many
aspects, microbial forensics employs the same

TABLE 32.5 Recommended core and elective courses from the ASM Curricular Guidelines.dcont'd

• Math (through calculus)

• Physics (1 year)

• Statistics (1 semester)

• Scientific writing and technical communication

a Bioethics and careers in microbiology could be integrated into core course material to ensure exposure of all students to the topics.
Downloaded fromMerkel S., the ASM Task Force on Curriculum Guidelines for Undergraduate Microbiology, 2012. The development of curricular guidelines
for introductory microbiology that focus on understanding. J. Microbiol. Biol. Educ. 13(1), 32e38. Published online May 3, 2012 Downloaded from https://
www.asm.org/getattachment/1b074b9e-8522-4d9d-bbc3-c0ca9b9abf1a/FINAL_Curriculum_Guidelines_w_title_page.pdf. Also available from- https://www.
asm.org/Articles/Education/ASM-Recommended-Curriculum-for-Microbiology-Majors.

TABLE 32.6 Recommended scientific thinking and laboratory skills from ASM curriculum recommendations.

Scientific thinking

1. Ability to apply the process of science
a. Demonstrate an ability to formulate hypotheses and design experiments based on the scientific method.
b. Analyze and interpret results from a variety of microbiological methods and apply these methods to analogous

situations.
2. Ability to use quantitative reasoning

a. Use mathematical reasoning and graphing skills to solve problems in microbiology.
3. Ability to communicate and collaborate with other disciplines

a. Effectively communicate fundamental concepts of microbiology in written and oral format.
b. Identify credible scientific sources and interpret and evaluate the information therein.

4. Ability to understand the relationship between science and society
a. Identify and discuss ethical issues in microbiology.

Microbiology laboratory skills

5. Properly prepare and view specimens for examination using microscopy (bright field and, if possible, phase contrast).
6. Use pure culture and selective techniques to enrich for and isolate microorganisms.
7. Use appropriate methods to identify microorganisms (media-based, molecular, and serological).
8. Estimate the number of microorganisms in a sample (using, for example, direct count, viable plate count, and

spectrophotometric methods).
9. Use appropriate microbiological and molecular lab equipment and methods.
10. Practice safe microbiology, using appropriate protective and emergency procedures.
11. Document and report on experimental protocols, results, and conclusions.

Downloaded from https://www.asm.org/ASM/media/Education/ASM-Curriculum-Guidelines.pdf.
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tools as those used in epidemiology. A training
program in microbial forensics will parallel
many parts of current programs in epidemiology.
Models can be obtained from epidemiology
curricula, and experience from natural outbreaks
will help guide how microbial forensic scientists
will perform investigations of biocrimes. Tracing
the course of an outbreak will assist in identifying
the index case, cause, and/or time of the outbreak.
With many disease outbreaks, as well as cases of
unusual infections (e.g., monkeypox), the recur-
ring question will be: Is this a natural event or an
intentional attack? Epidemiological factors will
help distinguish between natural or intentional
events and enable more effective responses in
either event. A biocrime may be recognized
through surveillance linking multiple unusual
disease occurrences in contiguous or noncontig-
uous geographic areas.Amicrobial forensic inves-
tigation may be based on initial public health
findings and then proceed further to address attri-
bution to identify the perpetrator(s) of a biocrime
or bioterrorist act.

Molecular epidemiology

Molecular epidemiology focuses on the
contribution of potential genetic, identified at
the molecular level, and environmental risk fac-
tors to the etiology, distribution, and prevention
of disease within families and across populations
(Riley, 2004; Eybpoosh et al., 2017; Jagielski et al.,
2016) [(3) also see the Genomics section below].
The field provides a good example where appli-
cation of newer technologies may help overcome
many of the same problems encountered with
traditional epidemiology with respect to study
design and interpretation (4). Molecular tools
can be employed to characterize and potentially
individualize samples and isolates to address
forensically relevant questions. This subdivision
of epidemiology has special importance in mi-
crobial forensics because it is desirable to

determine the source of a particular microbe
used in a crime. Highly discriminating assays
can precisely identify strains and isolates, result-
ing in a more focused and effective investigation.
These types of data could associate a sample with
a single geographic area, even possibly a partic-
ular laboratory orflask, orwith the specific condi-
tions and nutrients used to culture the
microorganism. Some of these aspects are dis-
cussed in the chapters on anthrax.

Microbes and their products as biological
weapons

Agents that can be used in biocrimes span the
microbial world of viruses, bacteria, fungi,
eukaryotic parasites, and toxins. It is important
to have a basic understanding of each type of
microorganism to appreciate the factors that
make a particular microbe a serious threat as a
weapon. These factors include accessibility, sta-
bility, transmissibility, associated history with
weapons programs, and the capacity to produce
diseasewith transient or sustained consequences,
including death. Different technologies are
needed to culture bacteria and viruses, as they
differ greatly in growth requirements. Indeed,
some microbes are difficult or impossible to cul-
ture. Such information may help an investigator
understand what microbes should be considered
as a high threat and how they might have been
used in a particular circumstance. A basic under-
standing of different microbial classes and their
products would include human, animal, and
plant pathogens (Schutzer et al., 2005; Schmedes
et al., 2016; Teshome, 2016).

Host factors including immune responses

It is important to understand how the host
responds to microbes and the unique signatures
that can be found, including those in response
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to exposure to a particular microbe or for timing
the exposure to a pathogen [(Tomkovich and
Jobin, 2016) and see Chapter 20]. For forensic
purposes, an immediate goal is to distinguish a
potential victim from a perpetrator and to distin-
guish between a natural or intentional event. A
basic understanding of the immune system,
how antibodies are generated, when different
classes of antibodies appear, and what cell types
and their signatures are generated may assist in
criminal investigations.

Processes and technology

Sophisticated equipment (technology) that
resides in the laboratory is only part of the process
forobtaining reliableandmeaningful information.
The process begins with sample acquisition and
proceeds with packaging, storage, and analysis
and ultimately ends up with interpreting the re-
sults. All aspects are important and must be
integrated effectively to have high confidence in
results.

Crime scenes and chain of custody

After recognizing that a bioterrorist act or bio-
crime has occurred, defining the crime scene is
the first important part of an investigation.
Depending on the nature of the crime, there may
be multiple crime scenes requiring different sets
of skills, knowledge, equipment, and abilities
(see Chapters 21 and 22 for more details). Once
the crime scene(s) has (have) been identified
and delimited, a plan is needed to properly collect
and maintain integrity of the evidence that may
be subsequently analyzed. Practices are needed
to maintain the integrity and that minimize
contamination of the evidence. The handling
and storage of evidence is integral to minimizing
degradation of the target analytes. Microbial
contamination may be somewhat different from
other types of contamination because the contam-
inating organisms can replicate thus confounding
results. The nuances of a microbial forensic

investigation add a layer on top of traditional
crime scene investigations, particularly because
of the hazardous nature of the evidence. The
need for proper documentation may seem
obvious but it is a very important part of main-
taining the integrity of the evidence. Crime scenes
are chaotic and missteps can occur. To minimize
missteps in handling documentation procedures
should be established so the crime scene can be
reconstructed at a later date for investigators or
in a court of law. It is likely that biocrimes and
acts of bioterrorism will add another dimension
of complexity because (i) there is less experience
in crime scene collection due to (fortunately)
fewer cases, (ii) addressing the safety of victims
will not be trivial, (iii) investigators will be wear-
ing cumbersome but absolutely necessary per-
sonal protective equipment (PPE), (iv) the best
approaches for collection and preservation of ev-
idence may have to be determined at the scene
given the limited extant information available,
and (v) the response to biocrime events by using
forensic science in an attribution involves a com-
plex interplay among science, policy, law, law
enforcement, public health, medical, and media
communities (bioattribution) and may require
several different areas of expertise and authority.
This aggregation of diverse disciplines and pro-
fessions, “brought together to develop an under-
standing and action plan in response to a
suspicious event” is challenging in a domestic
context, and even more formidable if an event
has global implications (Bidwell et al., 2016).
The historical knowledge of experts intimately
involved in past events and their understanding
of the dynamics of the interplay of scienceelawe
bureaucracyemedia are pivotal in developing
effective and efficient responses for future attribu-
tion determinations as well as in the training of
our students. Thus, crime scene investigation,
safety, PPE, collection, chain of custody, and
sharing important past casework experiences
and examples of how to manage the interplay
of the different disciplines and professionals
should be included as essential parts of any
curriculum.
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The first responder community needs to be
aware of the safety issues and the methods of
collection because they may become involved
in performing evidence collection. Laboratorians
must understand these processes because better
decisions can be made as to what evidence is
pertinent for analysis. Lawyers and judges will
want to understand the basics of chain of cus-
tody to be assured that acceptable handling
methods have been exercised to maintain the
integrity of the evidence. Those who will have
contact with the crime scene, as well as those in
the laboratory who require downstream interop-
erability of collected evidence, will have to learn
basic do’s and don’ts of crime scene investiga-
tion (United States Federal Bureau of Investiga-
tion Laboratory FBI, 1999) to effect a better
systems-based process. Education about crime
scene investigation will help ensure use of vali-
dated microbial identification practices that
will collect the most pertinent evidence and
will best preserve the integrity of the evidence
for analysis in a forensic laboratory.

Training resources, tools, and opportunities
that may be useful to educators are available
from other dedicated academic, government,
and private industry groups in many of the sub-
topics listed in Table 32.1. For example, there
are research papers, newsletters, webinars, semi-
nars, and guidelines at CDC, the Biological Secu-
rity Countering Weapons of Mass Destruction
(CWMD) US Homeland Security Office and
disaster, mortuary operations response team
units (DMORT) (emergency; topic; Nolte, 2003;
Preparedness), which may be useful to educators,
trainers, and students depending on the goals of
the training and target audience.

Sample collection and preservation of
forensic evidence

One must understand the tools available to
collect the sample as well as the limitations
posed with a collection process or tool (see

Chapters 21 and 22 (*new Budowle et al., 2005,
2006)). While most approaches focus on collec-
tion tools, it is very important to consider sam-
pling strategies to obtain the most relevant
data, which involves strategic planning, logis-
tics, and statistics. Conditions that are proper
for collection and/or preservation of one
microbe may be deleterious for another and,
for that matter, to traditional forensic materials
such as human DNA, fingerprints, and trace ma-
terials. For example, foodborne pathogens are
particularly vexing; conditions that are intended
to preserve the material may promote growth of
natural bacteria in a food product, and this over-
growth may destroy or obscure the initial bio-
weapon. Tools for collection need to be
validated for efficient collection and for deter-
mining that they do not react with the target of
interest. Tools developed for powder collection
may be inefficient or ineffective for collecting
plant material. Sample collection is not trivial
and requires substantial consideration. Issues
related to the practices of sample collection,
handling, transportation, and storage of
microbes in the investigation of biocrimes and
guidelines for the collection of evidence by phy-
sicians and medical personnel from potential
victims of bioterrorism have been published
and are valuable for education and training pro-
grams (Schutzer et al., 2005).

The same issues about evidence collection will
need to be applied to preservation processes. It is
imperative to prevent further degradation of the
evidentiary target once collected. Conditions for
preservation apply for packaging and shipping,
for maintaining of the evidence in the laboratory,
and for postanalysis storage.

Extraction

Extraction efficiency, particularly of interest to
the scientist, pertains to obtaining the highest
quality and quantity yield as possible of the
target of interest. Yield is related to the quantity
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and purity of target and removal from the collec-
tion matrix. Targets can include cells, nucleic
acids, proteins, nutrients, growth materials,
and elements.

Advanced microscopy

Various forms of microscopy may be used to
visualize the evidence. These tools may range
from light microscopy to electron microscopy
to atomic force microscopy and are available
for characterization of a microbe. These ap-
proaches are rapid and can be used to identify
candidate threats as well as to dismiss hoaxes.

Proteomics

Defining chemical and physical properties of
a biological agent can provide information on
how and when the agent was produced and
can be used to determine if two microbial sam-
ples were produced by the same process. Prote-
omics is a comprehensive study of the protein
composition of biological systems at a moment
in time or at different stages of a microbe’s
growth. Many proteins are conserved and can
be used for general identification, while other
proteins may be expressed in response to envi-
ronmental stimuli, growth state, or growth con-
ditions. Protein profiling can provide
information beyond genomic analysis about the
conditions of the bioweapon before host expo-
sure (Gil and Monteoliva, 2014).

Genomics

One of the fastest growing areas with implica-
tions for microbial forensics is genomics. More
rapid and in-depth sequencing of microbes is
possible today than it was a decade ago;
sequencing and targeted methods such as those
used in the investigation of the anthrax-letter
attack seem almost antiquated today. Genomic
analyses will continue to be essential in

identifying species, strains, isolates, and individ-
ual samples to assist in a microbial forensic
investigation. (Schmedes et al., 2016; Budowle
et al., 2017; Karlsson et al., 2013). The rapid
expansion of sequencing capabilities, where
sequencing some microbes within a day at very
deep coverage, has raised the importance of
genetic identification. It will likely be a mainstay
of the microbial forensic investigation of any
attack with any microbe. The cost of whole-
genome sequencing has decreased at least 100-
fold in just a few years. This technology has
now matured into one of the methods of choice
to examine the genetic structure of a particular
pathogen and to identify signatures of forensic
relevance. (Schmedes et al., 2016; Budowle
et al., 2017; Karlsson et al., 2013)] In addition,
the legal profession should have a basic under-
standing of the capabilities and limitations of
these technologies to be successful in the court-
room, just as has been necessary for human
DNA forensics. Several chapters in this book
expand on technology in detail.

Interpretation, statistical analysis, and
confidence

Interpretation of results and the bases to sup-
port interpretation by scientists will be critical to
the end-user stakeholders that rely on microbial
forensic evidence for legal proceedings, for
setting policy or responding to a threat or an
attack. Interpretations could be as simple as pos-
itive or negative to very complex evaluations us-
ing limits of detection, complex algorithms for
identifying. A host of answers and additional
questions can arise from data interpretation.

Central to interpretation is, when possible, a
statistical analysis of the findings which should
be performed to provide significance of the result,
uncertainty, or to convey the strength of the
evidential results. A variety of statistical ap-
proaches exists, and it is imperative to understand
which ones apply to particular analyses and
interpretations.
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One needs to consider that traditional statisti-
cal analyses may not apply to microbial evidence
in some cases. With the advent and ease of
massive parallel sequencing on various plat-
forms and long-read sequencing with the
MinIon (Oxford Nanopore) or PacBio (Menlo
Park, CA), whole genomes of suspected bio-
threat agents can be quickly and easily obtained.
However, the sequence differences may be
limited to only informative single-nucleotide
sequence (SNP) differences as represented by
the genus Bacillus (Derzelle et al., 2015). Geneti-
cally similar microbes are analyzed via compar-
ative genomics tools where multiple SNP
patterns (canonical SNPs (canSNPs)) emerge
and can distinguish geographically unique
strains from one another when compared with
reference strains of known biothreat agents
(Dahiya, 2017). Many different phylogenetic
tools and software are available now to perform
such genetic comparisons. Working groups such
as the AniBio Threat project (anibiothreat) in
Europe developed standard protocols and
expanded molecular databases to better assist
in determining if an outbreak is natural or inten-
tional (Derzelle and Thierry, 2013).

Both scientists and legal analysts need to
understand (or at least appreciate) the results
and their significance. Moreover, the degree of
confidence that can be placed on a result must
be understood so that the weight of a compara-
tive analysis is not overstated. Basic statistics,
probability, and population genetics are essential
requirements of any curriculum involving the
analysis of forensic biological evidence.

Bioinformatics

The term “bioinformatics”was developed as a
result of the Human Genome Project. Because of
the immense amount of data generated, it became
necessary to apply more sophisticated computa-
tional techniques beyond what the average bench
biologist had available. Bioinformatics requires a

combination of data handling and analysis skills
(including standard statistics) that connect
routine biology with high-powered computation.
As scientific investigations and data generation
expand using high resolution, deep sequencing
of genomes of microbes, and large-scale prote-
omics, computational analyses will be more crit-
ical than ever. This subject can be taught in a
simplistic form for the biologist or a more com-
plex form for the computationally inclined
scientist.

This interdisciplinary field has greatly
impacted microbiology as well as forensics,
medicine, agriculture, and other disciplines. Bio-
informatic algorithms have simplified compara-
tive genomics. Bioinformatics for medicine,
microbial genome, and agriculture (Dahiya,
2017) are able to determine biologically relevant
patterns in complex datasets (Damaso et al.,
2018) as well as allow analyses of whole-
genome shotgun sequencing of complex mix-
tures such as microbiomes (Citation: Chen and
Pachter, 2005). The information derived from
complex data will have to be extracted using al-
gorithms such as support vector machines (Xu
et al., 2015; Schlecht et al., 2008), neural networks
(Vidaki et al., 2017; Vidaki and Kayser, 2017),
and other more complex algorithms yet to be
developed. All scientists and individuals with in-
terest in microbial forensic sciences will need to
have a basic understanding of statistics and bio-
informatic tools.

Indicators of engineering

With rapid developments in molecular
biology to benefit humankind also comes a great
potential for manipulating a microorganism for
nefarious purposes. Microbes could be engi-
neered to be more virulent, and difficult-to-
obtain microbes may be synthesized de novo in
a laboratory. There is a need to detect not only
the microbe but to determine if it was genetically
manipulated or perhaps is a novel chimera.
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Signatures indicative of manipulations or syn-
thesis may be detected through sequencing and
bioinformatic analyses. The skills and materials
needed to manipulate a microbial genome may
provide clues about the perpetrator and degree
of sophistication used to develop the biothreat
agent. This capability should be of interest to
law enforcement and the intelligence community
for supporting investigative leads.

Population genetics

A knowledge of population genetics is essen-
tial for understanding the rarity of a genetic
(and sometimes protein) profile derived from an
evidence sample. Molecular epidemiology is
increasingly applying the principles of evolu-
tionary and population genetics to pathogens. It
is important to understand what constitutes a
sample population as opposed to a sample collec-
tion, the mode of inheritance related to a genetic
marker, what significance or weight to apply to
a genetic marker, what the mutation rate of a
marker is, and how to combine the weight ofmul-
tiple markers. Training of the student in this disci-
pline will require basic genetic courses and more
advanced courses in phylogenetic analyses and
other forms of comparison. Such educational ma-
terial will be found in population genetics and
systematic and evolutionary biology programs.
The population genetics of pathogens and its
importance for microbial forensics are covered
elsewhere in this book.

An example of a forensic application of popu-
lation genetics is the human skin microbiome.
Schmedes et al. assessed human skin micro-
biome populations and, using supervised
learning algorithms, were able to associate spe-
cific human microbiome profiles with their hosts
with a high degree of accuracy (Schmedes et al.,
2017). Recent comprehensive skin microbiome
analyses (Ross et al., 2018) suggests that the
skin microbiota have undergone coevolution
with their corresponding mammalian hosts

providing support for future development of
forensic applications using skin microbiomes
(Ross et al., 2018).

Nonbiological tools

This topic is broad and can encompass tools
that characterize a microbe morphologically or
chemically. Subjects will range from microscopy
to basic chemistry to analytical chemistry. The
Amerithrax investigation demonstrated the
importance of nonbiological measurements on
samples of biological agents. A variety of mass
spectral, spectroscopic, and other instrumental
methods were used in an attempt to answer
questions related to how, when, and what mate-
rials were used to produce the spore powders.
Such information can be used to compare evi-
dence directly to a reference sample or indirectly
to infer something about the processes used to
culture, stabilize, and/or disseminate the bio-
threat agent.

Bioelectronic scent detectors have also been
developed using human olfactory and taste re-
ceptors that detect microbes in drinking water
(Son et al., 2015; MankiSona et al., 2017), These
human receptors have been shown to be capable
of distinguishing one trillion different olfactory
targets (Bushdid et al., 2014). Dogs have also
been used for the detection of scents to track hu-
man waste in microbial source tracking in storm
drains (Canine Scent Detection and Microbial
Source Tracking of Human Waste Contamina-
tion in Storm Drains, 2014).

Forensic science

Forensic science is the application of science to
answer questions of interest to a legal system as
well as for military or state decisions (1,5,6).
While science may not offer definitive solutions
to the problems of society, it does serve a special
investigative role, particularly in the criminal
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justice system. The areas of science that have
been traditionally exploited are diverse, but typi-
cally include the major disciplines of biology,
chemistry, physics, and geology. Within each
discipline are many scientific subcategories that
may be used in a forensic science investigation.
For example, within the discipline of biology
are the subdisciplines of medicine, pathology,
molecular biology, immunology, odontology,
serology, psychology, and entomology.

The specific discipline(s) employed depends
on the circumstances of the crime. Mathematics,
especially statistics, is used to place weight or
significance on observations or data retrieved
from crime scene evidence. The ultimate ques-
tion addressed by forensic science is usually
“who committed the crime?” (i.e., attribution)
or “who did not commit the crime?”, and crime
scene evidence can play a role in answering these
questions. Evidence can be any material, physical
or electronic, that can associate or exclude indi-
viduals, victim, and/or suspect with a crime. It
typically comprises materials specific to the crime
as well as control samples for background infor-
mation. Types of evidence may be fingerprints,
blood, semen, saliva, hair, fibers, documents,
photos, computer files, videos, firearms, glass,
metals, plastics, paint, powders, explosives, tool
marks, and soil. Scientists and other practitioners
need to be cognizant of the types of evidence,
how these different forms of evidence interplay,
and how they can be used to help reconstruct
the crime and/or identify the perpetrator.

Case histories

A case history is a detailed account of a person
or event. Studies of case histories are instructive
because they provide analysis of information in
the relevant context, including real complexities.
The study of a variety of incidents can be tailored
to the particular group learning about them (see
Chapters 1, 3, 10, 17 and 39). The Amerithrax
case is likely to be studied for years by many

different groups ranging from scientists to law
enforcement to lawyers. In addition to this
case, many other cases are described in chapters
of this book and the previous edition (Budowle
et al., 2005), as well as in specific publications
[(Schutzer et al., 2005) (Seth Carus, 1998)].
Among these threats are foodborne illnesses
from bacteria, such as Shigella and Salmonella,
and toxins such as ricin. In addition, there have
been events involving agriculture, including a
foot-and-mouth outbreaks in the United
Kingdom (Jamal and Belsham, 2013) and mad
cow disease in the United States (Sigurdson
et al., 2018). Environmental contamination is
also an area of interest (Yates et al., 2016; Cano
and Toranzos, 2018), such as microbial source
tracking to detect water contamination by hu-
man sewage (see Chapters 6 and 7) or animal
farming such as by the poultry industry in
Arkansas. Perhaps the most common area where
issues of natural versus intentional events arise is
related to emerging infections. This question has
arisen with the outbreaks of influenza H1N1, se-
vere acute respiratory syndrome, monkeypox,
and specific cases of HIV infection (Jester et al.,
2018; Lucas and Nelson, 2015; Morand et al.,
2017).

Legal issues

Legal issues are of obvious importance to the
legal community but are also important to the
scientific community. There will be times when
the evidence will be used in a court of law to
prosecute an individual who has been arrested
for a biocrime. There are standards for admissi-
bility of scientific evidence in a legal setting.
The scientist may be asked to provide expert tes-
timony. These standards need to be known and
appreciated so that admissibility of evidence
can be achieved. The government will use micro-
bial forensic scientists and other experts, their re-
sults, the scientific literature, and supporting
validation studies to support its position. The
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defense will defend its client vigorously to
attempt to achieve an acquittal. Because of the
adversary system, challenges are expected to
the credibility of the science and its practitioners
in the United States and other English-based law
countries (Harmon et al., 2005; Kirsch and Dau-
bert, 1995). Studying the science behind head-
lines can be a very instructive and creative way
to interest students. Some controversial issues
in forensic DNA, which can be used instruc-
tively, involve (1) the use of low quantities of
template DNA (Budowle et al., 2009; Gilder
et al., 2009), (2) population genetics issues and
associated degrees of confidence (NRC), (3) po-
tential contamination and background signals,
(4) sufficient and appropriate validation studies,
and (5) access to proprietary information or intel-
lectual property.

The standards and court proceedings, howev-
er, will vary for each country. For example, in the
United States, possession of unauthorized mate-
rial can be considered a crime by itself. Therefore,
an understanding of the relevant laws for
handling and possessing, for example, select
agents is important.

Operational and intelligence issues

Evidence derived from a microbial forensic
investigation may not necessarily end up in
court. For example, such evidence can be used
for intelligence purposes. Information can be
gathered to determine the risk or probability of
an individual, a group, or a state to use (or has
used) a bioweapon in an attack. The primary
goal is to intercede and thwart the attack before
it can happen. Alternatively, if an attack has
occurred, a head of state may require some evi-
dence to determine whether to retaliate and to
whom retaliation should be directed. Results
from microbial evidence are far reaching and
have consequences. Training individuals in
understanding the strengths and limitations of
scientific evidence is essential so that proper de-
cisions and responses can be made. Understand-
ing how information is gathered, analyzed, and

acted upon is likely to be of interest to any level
of student.

National-level capabilities and resources

Policy and decision makers need to learn
about and support advances in microbial
forensic strategies and capabilities, such as
were described in the “National Science and
Technology Council, National Research and
Development Strategy for Microbial Forensics,
Office of Science and Technology Policy (2009)
(National Science and Technology Council,
2009), and Science Needs for Microbial Foren-
sics: Developing Initial International Research
Priorities, 2014 (Science Needs for Microbial Fo-
rensics, 2014).” The following aspects should be
addressed: (i) What and how should a country
be prepared? (ii) What strategies make sense?
(iii) Planning, implementing, and measuring
effectiveness. (iv) Training and evaluation exer-
cises. (v) Where can additional support be
sought? (vi) Leveraging of epidemiological tools.

Conclusion

Education of the next generation of microbial
forensic scientists, the continuing professional
development and training of practitioners, and
informing those in the legal community and pol-
icy makers are our collective responsibility and
of paramount importance. The evolution of tech-
nology, analytical capabilities, and, equally as
important, the need for incorporating advances
into our education and training programs
continue to evolve and expand rapidly. This
chapter along with the educational resources
cited indicates some resources that could be
considered to educate and train those interested
in the field of microbial forensics. Other forms of
education should include didactic lectures,
workshops, conferences, practical demonstra-
tions, and discussions at specialty meetings.
Those interested in the development of formal
microbial forensic degree programs will find
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resources from academic, government, industry,
and professional societies. The target audience
may include laboratory directors, bench scien-
tists, other practitioners, faculty, college stu-
dents, law enforcement representatives,
medical care and first responder personnel, law-
yers, and judges. Those who fulfill teaching
roles, whether by profession or indirectly as
reporters and even entertainment writers, can
become informed so that their writings are
founded in facts that could serve as well to better
educate stakeholders.
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