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Abstract

In ophthalmology, extensive use of ancillary imaging has enabled the development of artificial intelligence
models, for which data are crucial. A data-sharing environment promotes external validation, collaborative
research, and bias assessment before implementation in the real world; however, legal and ethical concerns
need to be addressed in this process. The proposed solutions for improving the security of ophthalmic data
sharing are patient consent and data-sharing agreements with third parties. Federated learning enables
decentralized algorithm development, however, with limited results and unknown risks. Deidentification
techniques through image manipulations and synthetically generated images are possible alternatives to
improve security. Still, there is no single solution available. The challenge is to determine the appropriate level
of risk and ensure accountability for the use of data. Sharing data, including retinal scans, can and should be
performed within a trusted research environment, where there are data use agreements and credentialing of
researchers, including requirements for training in responsible conduct of data use. In this review, we discuss
the challenges and consequences surrounding limited sharing of ophthalmic datasets in the development of
digital innovations and explore potential solutions that will enable safer sharing of retinal scan data.
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n 1935, pioneers Carleton Simon and Dr

Isadore Golstein radically conceived the

use of a retinal scanner to identify people
based on their unique retinal vascular pat-
terns.' This technique has been subsequently
dramatized in films (Star Trek, Batman, X
men) and video games (Half-life, Splinter
Cell). Nowadays, iris architecture has replaced
retinal biometrics for unique authentication,
offering better cost and image capture that
yields  utlity  beyond high-security
environments.

The sharing of retinal tissue biometric data
in medical congresses, journals, presentations,
and deep learning studies has historically been
blighted by the inability to deidentify retinal
images. However, to avoid biased predictions,
it is vital that machine learning (ML) algo-
rithms are able to make use of accurate, repre-
sentative retinal data sets.

Currently, limited sharing of ophthalmic
retinal data sets, which are themselves

sourced from very few countries and are
representative of relatively homogeneous
populations, represents a drawback in the
ophthalmic data ecosystem and risks that
are paradoxically widening health care dis-
parities and  perpetuating health care
inequality.”

Here, we review the challenges and conse-
quences of limited sharing of ophthalmic data
sets in the development of digital health care
and provide potential solutions for deidentifi-
cation methods that may enable safer sharing
of retinal scans.

Artificial Intelligence (Al) in Ophthalmology

Ophthalmology is unique, in that, extensive
use of ancillary imaging in diagnosis, follow-
up, and treatment provides immense potential
for ML models to detect, segment, and recog-
nize patterns in images that can augment
robust clinical decision making.”
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To date, algorithms have been applied to
retinal images to aid screening, decision mak-
ing, and outcome prediction for ocular
diseases such as diabetic retinopathy, age-
related macular degeneration, glaucoma, and
retinopathy of prematurity.”

Certain  retinal imaging modalities,
including optical coherence tomography, color
retinal photography, and fluorescein angiog-
raphy, allow for screening of vision- and life-
threatening diseases and prediction of patients’
sex and cardiac risk as well as provide treat-
ment  suggestions.” ©  Publicly  available
ophthalmic data sets include EYEPACS from
the United States, APTOS from India, and
MESSIDOR from France.” '* However, the
lack of publicly available retinal images has
resulted in data sets that represent only a small
number of countries, patient populations, and
diseases, which lack important demographic
and disease-associated information. Thus, the
potential benefits of their use in ML are yet
to be realized.'”

By limiting data sharing, predictions made
by ML are threatened by bias because they are
drawn from an unrepresentative data set that
typically favors those already benefiting from
advancements in health care.’

Data Sharing Ecosystem

Individual privacy is essential in a data-sharing
ecosystem: insufficient attention to data pro-
tection can cause personal harm through
exposure of sensitive personal data and
erosion of personal dignity.'” Data are a
crucial element of AI development. For
example, deep learning algorithms learn rela-
tionships from input data in multiple hidden
layers with numerous levels of abstraction
and produce predictive results. ™" The
increasing number of electronic medical de-
vices and implementation of electronic health
record systems, coupled with increased cloud
storage and enhanced computer speed and po-
wer, have made the collection of massive vol-
umes of data possible, enabling more complex
and robust deep learning models.'” "

The hazards of biased predictions by these
algorithms and the need for generalizability
and fairness in ML development is a significant
concern in Al research.'™'? Evaluation of fair-
ness goes way beyond ensuring that Al models
perform well in underrepresented groups. In

ARTICLE HIGHLIGHTS

e In the ophthalmology specialty, ancillary
imaging examinations have enabled the
development of artificial intelligence
models.

e A data-sharing ecosystem is crucial to
address bias before model deployment
in the real world; however, legal and
ethical concerns need to be addressed
in this process.

e The proposed solutions to data sharing
are patient consent and user agree-

ments, federated learning, image

manipulation, and synthetically gener-
ated images, with no single solution
available.

e Sharing of data should be performed in
a trusted research environment.

fact, relying on a ground truth that is not
fair, because of different sources of bias, may
end up legitimating and perpetuating existing
outcome disparities among marginalized
groups. *""*" Therefore, before deploying Al
algorithms in clinical practice, more multidis-
ciplinary and collaborative efforts toward un-
derstanding the pitfalls of data collection,
external validation processes, and, ultimately,
the need for diverse data sets are necessary
to mitigate algorithmic bias.”

Data sharing, in particular, enables
external validation and model recalibration to
elucidate how and when findings might be
applied to more heterogeneous, underrepre-
sented populations and prevent perpetuating
existing health inequities."”

Together with transparent data sharing,
publicly available datasets and reproducible
codes are integral components of fair and
generalizable digital health care. Furthermore,
scientific advancement is enabled through sec-
ondary analysis,””*® which is advocated by
the National Institute of Health.”’

Retina as a Biometric Identifier
Biometric authentication is used to determine
personal identity on the basis of unique
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SOLUTIONS TO A SAFER DATA-SHARING ECOSYSTEM

physical or behavioral characteristics.”® The
use of biometrics is more reliable than tradi-
tional authentication systems because it re-
quires the physical presence of the person,
equating to difficulties in copying, sharing,
or forging identity.”” Biometric systems rely
on pattern recognition that identifies a person
according to a feature vector.”” It needs to be
secure, universal, trustworthy, consistent, and
user friendly, enabling functionalities such as
pattern verification, individuality identifica-
tion, and identification screening.’®*” The
commonest biometric modalities that are
currently employed are the hand (fingerprint,
palm print, or geometry), face, iris, voice,
keystroke, and signature.””

The retina is an ocular tissue composed of
cells, neurons, and vascular layers responsible
for translating optical images into complex
visual outputs.” The vascular structures are
responsible for metabolically sustaining the in-
ner retinal tissues and their development, which
starts at 6 weeks of pregnancy, and almost all
processes are completed in utero.”’ The
vascular pattern of every individual is unique,
stable during life, and difficult to change or
replicate. Individual identification premises
rely on retinal venous and arterial patterns,
vascular end points, bifurcations, crossings,
and optic disk as minutiae information.”'

There are currently no commercially avail-
able retinal scanners.”’ Outside of health re-
cords, there is currently no data set of retinal
scans linked with personal information. There
is confusion between retinal and iris scans,
which are commonly featured in movies.
Although both images are unique to an indi-
vidual, the absence of a data set of retinal scans
linked with personal information poses the
risk of reidentification, which leads to discov-
ery of new information about an individual,
almost negligible from sharing retinal scans.

Legislation on Personal Data Protection

The Health Insurance Portability and Account-
ability Act (HIPAA) is the US national standard
to safeguard sensitive patient information and
prevent unwanted disclosure.”* It was signed
as a law in 1996 with the purpose of
improving health insurance coverage. The
HIPAA guidelines have defined 18 personal
health information (PHI) identifiers; however,
medical imaging examinations and retinal

images are not included in the definition.”
In 2017, the Office of Human Research Pro-
tections of the Department of Health and Hu-
man Services reconsidered the definition of
what is considered identifiable information
(common rule).”® The decision after deliber-
ating on responses from the public was that
biospecimens and data derived from bio-
specimens, including whole-genome se-
quences and medical images, are not
considered identifiers that can lead to discov-
ery of new information about an individual
unless they can be linked with another data
set where the biospecimens and data derived
from biospecimens are mapped to named
individuals.

In the European Union, personal data of
patients are regulated by General Data Protec-
tion Regulation (GDPR). The GDPR, estab-
lished in 2018, is often regarded as one of
the strictest regulations of its kind. Because
of its “extra-territorial effect,” it protects any
European Union citizen anywhere in the
world.”” Because any information that can
lead to either direct or indirect identification
of an individual is considered personal data
under the GDPR, retinal scans also fall into
this category.

Although prohibiting, in general, the use
of biometric data processing for the purpose
of uniquely identifying persons, this is autho-
rized if there is explicit consent or it is neces-
sary for public health reasons (eg, ensuring the
safety of medical device standards).

Even though retinal scans are unique to
each person, they cannot, per se, be linked
to the identity of a person. The GDPR requires
data sets to be pseudonymized, ie, the data can
no longer be attributed to a specific patient
without the use of additional information.
Therefore, there must be layers of security to
ensure that data containing PHI are not
embedded in these images.

When it comes to sharing identifiable data,
it is allowed as long as the intention for its use
is communicated at the time the data are
collected. To allow third parties to process
data on one’s behalf, data processing agree-
ments must be signed by all parties.

POSSIBLE SOLUTIONS
Data transmission needs to be secure, reliable,
and available exclusively to intended
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recipients.”” Privacy safeguards are invariably
detrimental to the overall utility of data, and
the best solutions need to balance individual
privacy with the ability to facilitate scientific
development through broad, collaborative
use of data.

Patient Consent

Patient consent allows researchers to access
patient data for medical, scientific, and educa-
tional purposes. In biomedical Al research,
consent for data sharing is required to include
privacy information, the intended use of data,
and possible risks. However, reliance on pa-
tient consent for data usage is predisposed to
data that are only representative of a small
(biased) subset of the population. Because
informed consent documents are often long
and riddled with complex medical vernacular,
only 1% of the patient population reads the
consent form for more than 5 seconds, and
some (ie, older patients, nonnative speaking
patients, or those with comorbidities) are less
likely to read it.”"*"

Moreover, in the development of research
databanks, it is not feasible to recontact all
original participants for subsequent reconsent
for the use of secondary data, with a trend to-
ward the use of broad consent describing the
scope and aim of the biobank and its gover-
nance. " Because of this, reliance on consent
forms and personal preferences can produce
data sets that are poorly representative of those
who most stand to benefit from Al in health
care.

In the GDPR, patient consent is required
to share identifiable data, and the intention
for its use should be communicated at the
time of data collection.”’

Data Sharing Agreement With Third Party

Data use agreements with third parties are
required by the HIPAA and GDPR and have
been applied in the exchange of patient data
among researchers.”” An agreement between
parts that includes clauses designed to protect
data and responsibilities is required before
data sharing but is not a substitute for data
deidentification or expert determination.
Agreements for data sharing consist of details
of the project, responsibilities of investigators,
and information about individual participant
data, complying with the HIPAA guidelines.”’

In Al, agreements on research transfer with
third parties are essential for data sharing.
However, they still need to address additional
points, such as deidentification level and a
statement indicating that users are not
permitted to reidentify patients or share their
data with persons other than researchers
working on the research project.”*

Expert Determination

According to the HIPAA guidelines, there are 2
potential paths for sharing patient health infor-
mation: safe harbor and expert determina-
tion.”” The safe harbor method consists of
explicitly removing all HIPAA identifiers
from the patient’s record before sharing data;
however, given that ophthalmic images do
not have the same distribution of PHI as other
medical data (ie, clinical texts), this method
provides less relative “anonymity” and is,
thus, less applicable to sharing of ophthalmic
images. Expert determination requires a
specialist with “appropriate knowledge of
and experience applying generally accepted
statistical and  scientific principles and
methods for rendering information not indi-
vidually identifiable” to determine that the
risk of reidentification is sufficiently low"”;
however, there is no standard method or
readily available open-source solution for this
method, making it similarly difficult to create
a standardized benchmark for sharing
ophthalmic image data.”®

Federated Learning

The term federated learning was coined by
Google in 2016 with the aim of training a
shared global model with a central server
while keeping all data decentralized in its stor-
age place of origin.*"** This has already been
applied in areas such as finance, keyboard pre-
diction, vehicle-to-vehicle communication,
and Apple’s Siri and Face ID.*”" In health
care, federated learning represents a possibly
ideal alternative form of Al because it allows
large amounts of data to be analyzed without
dependence on large cloud or data storage
capacity.

In ophthalmology, there are simulated
frameworks that apply federated learning in
diabetic retinopathy’" and retinopathy of pre-
maturity, integrating multimodal
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examinations such as retinal fundus photog-
raphy and optic coherence tomography.
However, the deployment of federated
learning in health care has challenges, limita-
tions, and vulnerabilities, including the need
for appropriately harmonized and adequate-
quality data sets to optimize model perfor-
mance; statistical challenges in normalizing
data sources to compatible formats; control-
ling for model bias across distributed data;
the risk of identifying underlying training
data through inverting applied data weights;
the need for local, professional, and computa-
tional resources to run Al models before
sharing them with the centralized system;
and the communication transfer cost.”"””

Deidentification

The concept of removing PHI from health care
data for secondary use is not uniform
throughout legislations across countries. The
term deidentification comes from the HIPAA
law regarding identification and removal of
PHI from data. In the GDPR, the concept of
pseudonymization accounts for reducing the
risk of data reidentification.”* ”°

Image Manipulation

Traditional image protection techniques,
including inserting digital watermarks and
cryptography solutions, and image preprocess-
ing techniques, such as random cropping and
image augmentation, are alternatives to dei-
dentification that may help ensure individual
anonymity. Validation studies are needed to
assess how efficacious these techniques are in
ensuring the security of retinal scan data
without compromising the features of the orig-
inal retinal disease and model performance for
downstream tasks.”’

Synthetic Data
The most common synthetic data approach
uses generative adversarial networks (GANs),
a framework that applies adversarial networks
to generate high-quality synthetic images
through a generator and discriminator, which
compete against each other in the form of a
zero-sum game to minimize the probability
of the discriminative model predicting the
sample origin.””

Generative adversarial networks have been
used to address the shortage of large and

diverse data sets as well as improve the quality
of images and the accuracy of classification
methods.””

Synthetically generated images have also
been applied in image deidentification.”’
However, although GAN-generated images
may ensure better patient privacy, there are
still unresolved uncertainties regarding main-
tenance of the capacity to address downstream
tasks.*

In synthetic health care data, there are no
clear evaluative metrics for the assessment of
data fidelity, with GANs limited by the quality
and size of the original data set. The balance
among synthetic image fidelity to real data,
representation of the variability of real data,
and the absence of identity leakage must be
weighed carefully.“*®

CONCLUSION

The proliferation of Al in health care brings
unprecedented opportunities for efficient, ac-
curate, and cost-effective diagnosis, prediction,
and clinical decision making that performs on-
par with or better than human clinicians.” In
ophthalmology, Al models have, to date,
been applied to diseases such as diabetic reti-
nopathy, retinopathy of prematurity, and
age-related  macular  degeneration  for
screening, detection, and prognosis. However,
a deficit in the availability of public data sets
has hindered collaborative research and
external validation studies that would allow
benefits to be felt in wider, heterogeneous pa-
tient populations.”™"”

The use of retinal scanners as a biometric
authentication method relies on the unique
and stable architectural characteristic of retina
vascular tissues. Unfortunately, real-world Al
applications on retinal scans are still limited
by high costs of hardware and software,
distrustful public perception of the technol-
ogy, lack of publicly available data sets repre-
sentative of populations that most stand to
gain from clinical Al, and challenges in image
capture, thus making hand and facial struc-
tures as well as iris characteristics the more
commonly used identifiers. "

The use of patient consent is a valid solu-
tion to data collection and secondary use for
medical, scientific, and educational purposes.
Nevertheless, as discussed, consent itself can
potentially create biased data sets and hamper
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the inclusion of data in
algorithms.

Federated learning is an alternative that
would enable collaborative research without
explicitly sharing patient data; however, there
are challenges in multicentric data harmoniza-
tion and bias control, limiting data representa-
tion to a few capable centers.

Health Insurance Portability and Account-
ability Act expert determination is another
possible approach for sharing medical imag-
ing; however, the statistical and scientific
method is not straightforward and lacks
standards and open-access available solutions.

In deidentification, image manipulation
and GAN-generated images are alternatives,
with a balance between private security and
the capability to preserve downstream tasks
and with the ability to identify clinical
findings.

There is presently no viable single solution
for safe retinal scan deidentification that still
allows for retinal images to be effectively uti-
lized in public databases for clinical models.
More studies are needed to assess risks and
improve the security of sharing retinal data.

Finally, there is always a risk of reidentifi-
cation with any high-dimensional health data,
whether it is an image, genomic data, or some
combination of clinical and social demo-
graphic data. The challenge is in determining
the appropriate level of risk and ensuring
accountability for the use of health data.
Sharing data, including retinal scans, can and
should be performed within a trusted research
environment, where there are data use agree-
ments and credentialing of researchers,
including requirements of responsible data
use training.

retrospective
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