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Abstract: Communication among patients, colleagues,
and staff in healthcare has changed dramatically in the
last decade. Digital technology and social media sites
have allowed instantaneous access to information. The
potential for information technology to improve access
to healthcare, enhance the quality, and lower the cost is
significant. Text messaging, tweeting, chatting, and blog-
ging are rapidly replacing e-mail as the preferred means of
communication in healthcare. This review will highlight
how digital technology is changing the way surgeons com-
municate with colleagues and patients as well as provide
some guidance as to how to avoid some of the pitfalls and
problems that this form of communication can bring.
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Introduction

Digital technology is essential for communication across
the globe, and it seems that the public’s appetite for more
is insatiable. Physicians in general have been slow to
use digital communication in their practices [1], but that
reluctance is now rapidly fading as healthcare systems
and the entire industry have made the digital transforma-
tion. A recent Bulletin of the American College of Surgeons
article highlighted the usefulness of Twitter in academic
surgery. With platforms like Twitter, surgeons share their
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research, stay up to date on other research, network with
colleagues, follow tweets during national conferences,
and crowd-source ideas [2]. Extrinsic pressure to partici-
pate in digital communication comes from competition to
reach and inform more patients, industry marketing, and
public request for greater transparency. Publications on
how to incorporate text messaging, tweeting, digital net-
working, and blogging into academic surgery are being
published with some regularity. Several studies show that
ease of Internet access and newer patient portals have led
to greater acceptance among physicians [3, 4]. Given the
nearly ubiquitous use of social media in daily life com-
bined with a growing younger demographic of physicians
in healthcare, one has to at least have a working knowl-
edge of what is out there. This review will highlight some
of the common uses of digital technology in surgery as
well as provide some guidance as how to avoid some of
the problems that this form of communication can bring.

Text messaging

Text messaging is easy and immediate and can be done
from almost anywhere provided you have a phone, tablet,
iPad, or computer. Since 1992 when the first text message
was sent, texting has become commonplace. The ease of
use has accelerated texting as a preferred method of com-
municating for many residents and younger physicians
[5]. The Pew Research Center’s Internet and American Life
Project surveyed 2277 adults ages 18 or older and found
that 83% of American adults own cell phones and 73% of
them sent and received text messages. The study found
that, although the majority of cell phone owners preferred
a call when someone needed to reach them, active text
messaging users were much more likely to prefer texting
to calling. It is not surprising that young adults were by far
the heaviest texters and were more likely to prefer texting
to talking [6]. With the high percentage of smartphone
use among physicians, a recent Canadian study explored
the use of text-based messaging for patient-related
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communications among surgical residents. An online
survey was distributed to all 81 general surgery residents
at a major Canadian medical school. The survey found
that texting was the most common method by which
residents communicated routine patient-related informa-
tion with staff physicians. Eighty-five* percent of the 46
responding residents surveyed felt that texting actually
enhanced patient care. One concerning finding was that
11% of those residents did not use password protection on
their cell phones, 89% did not have encryption on their
phones, and 66% did not know if the hospital had a policy
on texting [7]. Professional privacy and concern for the
protection of patient-related information has been cited
as a major reason digital communication between physi-
cian and surgeons has been slow to catch on. It should be
noted that many apps do exist for texting over the Inter-
net. One such example is WhatsApp.

WhatsApp

With consumers across the globe embracing mobile com-
munication and concerns surrounding cyber security,
digital media tech giants like Apple and Facebook have
made secure communication a major priority. WhatsApp, an
instant media messaging client launched in 2010, became a
subsidiary of Facebook, Inc., in April 2016. WhatsApp is free
for download on any smartphone (iPhone, Android, Nokia,
Windows, or BlackBerry). It allows users to make phone
calls, send and receive text messages, and share video and
voice messages and images over the Internet on a highly
secure network platform. It has a group text capability to
allow the user to share content with up to 256 people at once.
The app has grown into one of the most popular applica-
tions in use today with more than 1 billion users second only
in the number of users to its parent company Facebook. The
company recently added end-to-end encryption to all forms
of its communication service [8], which means that a third
party cannot eavesdrop on any communication between
two WhatsApp users using the latest version of the software.
Even WhatsApp employees cannot access data content sent
across its network. Recent claims of a “backdoor” security
loophole were reported by the Guardian in January 2017 [9].
WhatsApp has explained that the “loophole” intentionally
exists so that if someone changes their phone, and therefore
their automatic security key, messages will still send so as
not to disrupt service to its 1 billion users. The full expla-
nation from the WhatsApp cofounder Brian Acton can be
found on the reddit website [10].

The enhanced security claims and group texting
ability have drawn WhatsApp into the healthcare arena.

DE GRUYTER

Numerous publications have appeared in the literature
describing adaptations of the software in clinical medi-
cine [11]. Common themes from these studies are ease of
use, low cost, ability to securely communicate patient
data, a large group, and getting quick feedback. In one
study, WhatsApp was used to assess interdepartmental
communication between orthopedic residents; they meas-
ured residents’ awareness of patient-related information,
efficiency of the handoff procedure, and duration of the
traditional morning handoff [12]. Residents reported faster
and more efficient handoffs with the use of the app. The
use of WhatsApp was associated with an improvement
in the residents’ overall patient-related awareness and
their ability to communicate patient-related information.
In another study, WhatsApp was used as a communica-
tion method among emergency surgery teams in a London
hospital. Forty emergency surgery team members used
WhatsApp for 19 weeks. The response times and commu-
nication types were compared for the initiators and receiv-
ers of communications. Safety events were reported. More
than 1100 communication hours covering the details of
636 patients were logged, resulting in 1495 communication
events. It is not surprising that the attending initiated the
most instruction-given communication, whereas interns
asked the largest number of questions (p<0.001). The
resident was faster to respond compared to the intern or
attending (p < 0.001). Participants felt that the app helped
to flatten hierarchy among students, residents, and expe-
rienced consultants, enabling them to all actively contrib-
ute to discussions without intimidation [13]. WhatsApp
may have a role in improving clinical decision-making
and patient care for clinicians by enhancing the sharing
of documents, images, and consultations.

There are downsides to using WhatsApp. These
communications are not easily included in the patient’s
medical record and identifying patients can be difficult.
Other limitations have to do with Internet connectivity
issues, lack of adequate follow-up, and incomplete case
discussions. Image quality can be variable and there are
still concerns related to the risk of breaching patient confi-
dentiality when posting clinical photos on public sites. In
spite of the enhanced security of WhatsApp, it remains the
physician’s responsibility to protect the patient’s privacy
and confidentiality.

Instagram

Instagram is another free, easy-to-use app that was
created for photo and video content sharing. Users can
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add captions and hashtags to the photos and create a
timeline of posted content that can then be commented
on by invited users. It is designed for the Android and iOS
platforms and is accessible from any web browser on a PC,
notebook, or tablet.

This app is being used in many clinical disciplines,
particularly those that engage heavily in visual content
such as radiology, dermatology, and plastic and recon-
structive surgery. Hospitals and a number of govern-
ment and medical societies are well represented on
Instagram but physicians much less so [14]. The World
Health Organization (WHO) and the U.S. Centers for
Disease Control and Prevention (CDC) use Instagram to
educate, to raise public awareness to important health
issues, and for health alerts. For example, various image
sharing platforms were used to exchange information
during the Ebola crisis [15]. The Ebola crisis highlighted
how the novel use of photo sharing apps could be used
to disseminate information. This experience also raised
concerns regarding the spread of misinformation and
how image platforms differed in the type of content
disseminated. Seltzer et al. compared Instagram and
Flickr, an image hosting website, use during the Ebola
crisis. Instagram posts were more often coded as jokes
or unrelated to the crisis, whereas Flickr images primar-
ily depicted healthcare workers and other professionals
providing care and other services. The study concluded
that understanding these differences could guide future
users who wish to provide targeted education/aware-
ness interventions [15].

Twitter

Founded in 2006, Twitter has become a major means of
information exchange worldwide. It is an online news and
social networking service that allows users to post mes-
sages or “tweets” that are restricted to 140 characters. Any
registered user can post tweets. Tweets are public unless
a restricted account is created; therefore, anybody with
Internet access can read them. Twitter users create unique
usernames beginning with the @ symbol, i.e. @SarahB_
MD. Twitter users can “follow” other users or accounts.
Common Twitter accounts in academic surgery include
academic surgeons, residents, societies, and journals
[2]. Whenever someone who you follow posts a tweet, it
shows up on your Twitter feed. When you post a tweet, it
shows up on the Twitter feed of all your followers. If you
find a tweet interesting, it can be “Retweeted” to your fol-
lowers. Retweeting basically reposts the tweet to anybody
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following you. Tweets can be directed at individual fol-
lowers by including their @username.

Topics of interest can be marked with a hashtag (#).
Hashtags help categorize conversations and allow them
to be searchable. Hashtags are commonly used during
national conferences. Articles have been presented and
published about the use of conference hashtags such as
#ACSCC15 (the American College of Surgeons Clinical
Congress) and #2013ASC (the Academic Surgical Con-
gress) [2, 16]. Conference tweeting allows academic sur-
geons to share and follow tweets in real time. Conference
tweeting allows Twitter users to follow discussions during
synchronous sessions. A Bulletin of the American College
of Surgeons article noted an 800% increase in the use of
Twitter during the annual clinical congress from 2010 to
2012 using the hashtags #ACSCC10 and #ACSCC12. Given
the fast pace of information delivery, Twitter provides a
platform to easily keep up on topics of interest from jour-
nals, professional societies, mentors, and colleagues. The
website provides simple-to-follow video instructions on
how to get started and customize Twitter for your needs.
The American College of Surgeons has a well-written
review of social media for the surgeon that focuses on
Twitter for practicing surgeons. Social media outlets like
Twitter, Facebook, and LinkedIn have dominated the sci-
entific community as the preferred means of social net-
working [17].

Facebook

Social media and Internet usage has become an increas-
ingly important means of communication among physi-
cians, scientists, and patients. Facebook remains one of
the most popular social media outlets, with more than
1 billion active daily users. The Pew Research Center
stated that about 75% of Internet users reported having a
Facebook account. With this degree of social media pen-
etration, it is not surprising to see the use of Facebook
increasing in healthcare. Facebook allows academic sur-
geons to connect through groups. Groups can be public,
closed, or secret. Public groups are visible and can be
joined by anybody. Closed groups can be found by search-
ing but need an administrator to accept new members.
Only members can see posts. Secret groups are invitation
only and cannot even be found by searching. An example
of a popular closed group for surgeons is The International
Hernia Collaboration, found at https://www.facebook.
com/groups/herniacollab/. Facebook and social networks
like it actively encourage social interaction, thus opening
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the potential for blending one’s professional and private
lives. Patients and/or their family members may request to
be Facebook friends and post a medical question that you
feel compelled to answer. One must use the same degree
of care and judgment that you would use when respond-
ing that you would use if you were to meet in public. Some
medical practices have created a Facebook page with the
intent of posting medical information, answering ques-
tions, or just providing access for nonurgent inquires,
thus easing follow-up. In the age of reducing length of stay
after surgery, using social media to bridge the communi-
cation gap after a patient leaves the hospital may help to
alert surgeons earlier to potential postoperative problems.
Mobile digital technologies designed to keep patients con-
nected to the healthcare system during the postdischarge
period are now coming to market at a phenomenal pace.

Digital mobile technology

Mobile digital technologies have made life more conveni-
ent and it is clear that patients want to use these tech-
nologies to access healthcare and healthcare information.
Personal mobile devices that monitor heart rate, caloric
intake, body weight, and other vital metrics are extremely
popular. A growing number of companies are taking this
a step farther by developing digital platforms to enhance
the patient experience before, during, and after a surgi-
cal procedure. A key feature of this platform is its ability
to connect the patient directly to their physician or phy-
sician practice. The program will send mobile device
and web-based reminders about preoperative or postop-
erative instructions. Using videos and other illustrative
content, clinical information can be delivered directly to
the patient’s smartphone at a time designated by their
provider. One surgical group attempted to reduce the
number of postoperative ER visits and complications after
thoracic surgery [18]. Using preoperative SMS remind-
ers and having patients actively report on their postop-
erative progress and symptoms, the group found that the
mobile digital program helped to reduce the number of
cancellations for procedures and decreased postopera-
tive ER visits. Using this mobile application significantly
improved patient’s satisfaction. The authors stated that
patients were empowered by getting more information
about their progress and by having better access to the
surgeon’s instructions using web-based videos [18]. The
average length of stay after most surgical procedures has
decreased significantly over the years. Digital mobile
technology has the potential to enhance communication
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between patients and their surgeon, thus filling the gap
from discharge to first postoperative visit. Experience with
these devices will grow and one can expect to see data on
the impact of enhanced digital communication on read-
missions, patient satisfaction, and patient compliance.

Beware

Twitter, Instagram, WhatsApp, and any other forms of
social media are public and accessible to anybody with
Internet access. Those who embrace social media must
do so responsibly. Social media platforms are an effective
means to rapidly communicate evidence-based health-
care information among colleagues and to the public.
The increased online presence of reputable medical soci-
eties, healthcare agencies, and physicians helps serve as
a source of truth and an antidote to the legions of misin-
formation that can easily be disseminated across the web.

A useful post on Elsevier.com by Eric Swirsky high-
lights five do’s and don’ts of digital communication in
healthcare. The first is to encrypt your phone and mobile
devices. WhatsApp uses sophisticated encryption, but
most healthcare systems have and should have a policy
governing the use of e-mail and social media sites; con-
sider whether e-mail is an appropriate channel of com-
munication. Empathy and compassion are not easily
communicated in a text; some conversations are best
done face-to-face or at least by phone. Swirsky warns to
be mindful of healthcare literacy gaps as many patients
and coworkers vary in their understanding of modern
technology. If you encourage the use of e-mail, then you
should explain the risks and not assume privacy concerns
are understood. Finally, don’t hesitate to seek guidance.
Most medical centers and major medical societies have
published guidelines on the appropriate use of e-mail in
patient care [19]. The rapid use of mobile technologies
in healthcare is becoming a big deal. A collaboration
involving the American Heart Association, the American
Medical Association, The DHX Group, and the Health
Care Information and Management Systems Society
(HIMSS) has formed an alliance to lead the development
of guidelines for the evaluation of mobile health applica-
tions. In general, if you wouldn’t say something in public
or in front of your mother or your boss, then don’t post
it online, tweet about it, or share on any blog or forum.
Digital content can last forever.

Digital technologies are now tightly woven into the
fabric of modern communication. Social networking,
Twitter, and mobile digital technologies are being applied
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globally to all aspects of healthcare. Innovation will con-
tinue to find new ways to enhance the sharing of new
information among physicians, patients, and colleagues.
Keeping abreast of safe practices when using social media
is not difficult if you apply commonsense rules. The digital
world is here to stay; therefore, adopting some of the
digital communication tools discussed in this review has
the potential to enrich your medical knowledge, improve
communication with your patients, and empower your
patient to engage more in their own care and ultimately
improve patient outcomes.
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