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Abstract

Objective: Mobile health applications hold immense potential for enhancing health outcomes. Usability is one of the main
factors for the adoption and use of mobile health applications. However, despite the growing importance of mHealth appli-
cations, clear standards for their evaluation remain elusive. The present study aimed to determine heuristics for the usability
evaluation of health-related applications.

Methods: We systematically searched multiple databases for relevant papers published between January 2008 and April
2021. Articles were reviewed, and data were extracted and categorized from those meeting inclusion criteria by two authors
independently. Heuristics were identified based on statements, words, and concepts expressed in the studies. These heur-
istics were first mapped to Nielsen’s heuristics based on their differences or similarities. The remaining heuristics that were
very important for mobile applications were categorized into new heuristics.

Results: Seventeen studies met the eligibility criteria. Seventy-nine heuristics were extracted from the papers. After combin-
ing the items with the same concepts and removing irrelevant items based on the exclusion criteria, 20 heuristics remained.
Common heuristics such as “Visibility of system status” and “Flexibility and efficiency of use” were categorized into 10 pre-
viously established heuristics and new heuristics like “Navigation” and “User engagement” were recognized as new ones.

Conclusions: In our study, we have meticulously identified 20 heuristics that hold promise for evaluating and designing
mHealth applications. These heuristics can be used by the researchers for the development of robust tools for heuristic
evaluation. These tools, when adapted or tailored for health domain applications, have the potential to significantly enhance
the quality of mHealth applications. Ultimately, this improvement in quality translates to enhanced patient safety.
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Introduction

Smartphones, now immensely popular, have transformed
interpersonal communication and information exchange.'
An important reason for the popularity of these devices is their
use on the go.>* The proliferation of mobile devices has
spawned impactful applications, including mobile health
(mHealth) applications.™® The World Health Organization
defines mHealth as “the use of mobile wireless technologies
for health”.” Health professionals commonly employ
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mHealth applications at the point of care.>'* These applica-
tions assist with clinical decisions, provide health record
access, and enhance communication.'>*° They’re also valu-
able for teaching and learning clinical skills.*>*' Patients
benefit from these applications to manage their health status
through diet, exercise, and smoking cessation. Additionally,
these applications are used to manage chronic diseases,”>>
reduce mortality,”* and improve caregiver interactions.®
However, errors in their design can endanger patient
safety. > 2®

One way to prevent these errors is to check the quality of
these programs using usability evaluation.”> Moreover,
some specific features of mobile applications have resulted
in new usability challenges. So if users cannot easily use
even an esthetically attractive application, they may
refuse to use it.>*' International Organization for
Standardization defines usability as follows:** “the extent
to which a product can be used by specified users to
achieve specified goals with effectiveness, efficiency and
satisfaction in a specified context of use.”

Usability evaluation encompasses various methods,
including expert-based and user-based approaches.®~*
One of the expert-based methods is heuristic evaluation
(HE). Nielsen and Molich defined HE as “a usability evalu-
ation method where a number of evaluators are presented
with an interface design and asked to comment on it.”>
In HE, evaluators assess interface designs using predefined
principles called heuristics.>® This method is common,
popular, fast, cost-effective, and adept at detecting practical
usability issues.”’** Relevant studies in the healthcare
domain have demonstrated that adapting evidence-based
heuristics for health information systems can efficiently
evaluates patient safety features.*>*** While this method is
typically used for desktop interfaces, it can be tailored for
mobile applications despite differences in screen size,
touch input, and data entry.**~*® But because of these differ-
ences, this method needs to be adapted.w*5 2

Some studies have developed general heuristics for mobile
applications without considering a specific domain.>>>* The
existing literature has either adapted the pre-existing heuristics
(such as Nielsen”) for the evaluation of mobile applications
or has developed new ones. These studies developed heuris-
tics in different domains such as e—commerce,5 3 education,56
and gaming.’” Customizing heuristics for specific domains
and thoroughly validating them enhances usability.>>® For
mHealth applications, domain-specific heuristics need to be
carefully developed, modified, and validated.

Based on our search in the literature, no systematic
review has been conducted to explore the HE methods
used in health-related mobile applications. Previous sys-
tematic literature reviews on the HE of mobile applications
have been domain-independent.”’>® Another systematic lit-
erature review (SLR) has been conducted on developing
heuristics to evaluate the quality of smartphone applica-
tions.”® None of these studies has focused on the heuristics

developed for applications in the healthcare domain. The
only SLR that addressed this issue in mobile health applica-
tions is a technical report by Reolon et al.>® Yet, it has not
been published in any scientific journal. Some reviews also
identified frameworks, dimensions, criteria, and scales for
evaluating health applications,®*®* but none considered
heuristics in this domain. Other systematic reviews have
only included studies that addressed the usability evaluation
of mobile applications. The studies that developed specific
heuristics for applications were not included in these sys-
tematic reviews.> 0%’

There is a wide range of available research concerning
HE but few that are domain specific tied to mHealth
mobile applications. Existing heuristics face limitations
when applied to mHealth because they either focus on
general heuristics for mobile applications or span diverse
domains. Additionally, the precise validation process for
these heuristics remains incomplete. Another limitation of
these heuristics is the significant variety of their definitions,
which in some cases leads to confusion during evaluation.
The present research aimed to address these limitations
through systematic review, quality assessment, and
attempting to establish clearer definitions of suggested
heuristics for use in mHealth applications.

Methodology

Protocol registration and amendment

We followed the PRISMA (Preferred Reporting Items for
Systematic Reviews and Meta-Analysis) guidelines to
report the results.®® A study protocol was registered on
Open Science Framework®(Registration ID: 10.17605/
OSF.IO/PZJ7H). We could not use the level of evidence
method despite what is proposed in the protocol. We use
levels of evidence when the included studies are of the
types of studies in the evidence pyramid, such as cohort,
trial, case-control, etc. In the preliminary search, our inten-
tion was to use levels of evidence to assess quality. But the
studies that were finally included in our study were not from
any of these studies and we could not use this tool. Also,
Cochrane’s risk of bias’® and other critical appraisal
tools”!"”? were not applicable either. Therefore, we
created a checklist for assessing the quality.

Data sources and search strategy

We searched databases including PubMed/MEDLINE,
Scopus, Embase (Embase.com), WoS (Clarivate
Analytics), ACM digital library, and IEEE Explore
(Institute of Electrical and Electronics Engineers) for
primary studies from 1 January 2008 to 30 April 2021
without any language limitation (see A.l for search
syntax in Supplemental material). We performed a
manual search of the Mobile HCI Conference Series
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website”? to retrieve the articles that were not index in these
databases. We set the beginning of the search at 2008, as
smartphones emerged this time.”* The reference lists of
the included studies and related systematic reviews were
investigated too. Keywords were found by reviewing the-
saurus systems such as MeSH (Medical Subject
Headings) and Emtree (Embase subject headings), the
free text method, expert opinions, and the review of rele-
vant primary studies and reviews. We used two categories
of keywords related to mobile application and also
mHealth application (e.g. “Mobile Application”, “Mobile
App”, “Smartphones Application”, “mHealth application”,
“Mobile Health application”) and HE (e.g., “Heuristic
evaluation,” “Usability heuristic,” “Heuristic checklist”).
The latest search was done on 16 July 2021.

Eligibility criteria
We included studies that met the following conditions: (1)
having developed, adapted, or proposed a heuristic for
evaluating the usability of mHealth applications; (2)
having proposed general heuristics to evaluate mobile
applications; (3) having developed an instrument such as
a checklist, a questionnaire, a method, or an approach to
evaluate the usability of mobile applications based on heur-
istics. The exclusion criteria were: (1) conducting a usabil-
ity evaluation of mobile applications without developing or
proposing usability heuristics; (2) doing a web-based or
desktop-based evaluation; (3) proposing domain-specific
heuristics other than health, for example, for e-commerce,
e-learning, and games; (4) proposing usability metrics, cri-
teria, and attributes; (5) letter-to-editors and protocol
studies; (6) having an updated version of the heuristics pub-
lished by the same authors; and (7) no full-text available.
The focus of this study is on the usability of mHealth
applications. Therefore, we included all studies of health
applications regardless of the user type (provider or
patient) and disease type that met the above criteria.

Study selection

The results of all the search of the databases and other
resources were transferred to a Mendeley desktop as a ref-
erence manager software. The duplicates were then
removed. The remaining papers were imported to the
Rayyan site for a review.”” In the screening stage, the
titles and abstracts of all papers were reviewed by two
authors (ZG and SN) independently based on the inclusion
and exclusion criteria. In the next stage, the full-text of the
papers were independently reviewed by the same two
authors to find the relevant studies. In the third step,
based on reading the full-text of studies, we included
primary studies that addressed the eligibility criteria. In
the whole study selection process, the reviewers had con-
servative approach in excluding studies based on the

eligibility criteria. Moreover, disagreements were resolved
based on a discussion and consensus between the two
researchers. In case of dispute, the opinion of an expert
(RK) in the research team was obtained to resolve the issue.

Methodological quality assessment

A quality assessment checklist was created (Table B.1 in
Supplemental material) using critical appraisal skills
program quality assessment tools,”? studies on consensus
methods,”®"® and the review of studies conducted by
Dissanayake et al.”” and Raeesi et al.*® This tool was devel-
oped in a focus group session using the opinions of two epi-
demiologists, and three medical informatics experts familiar
with the principles of HCI and systematic review.

Two important dimensions in developing heuristics are
the method used to (1) create and (2) validate them.
Therefore, we considered these two dimensions in the
design of our instrument, based on which we evaluated
the quality of the included studies. The first dimension
refers to the categorization of the sources used to create
heuristics, for which we used the level of evidence
pyramid modified by Raeesi et al.** This checklist consists
of two parts. The first part is related to creating or selecting
heuristics including: (1) the clarity of research questions
and (2) the source(s) used to extract and create them
based on the modified levels of evidence approach.
Studies were scored based on the source they used to
create the heuristics. The levels of evidence used are as
follows: “International guidelines,” “National guidelines,”
“Institutional guidelines,” “Systematic review,” “Specialized
methods under the supervision of specialists in the field,”
and other types of studies, for example, “literature review.”

The other dimension of the instrument is related to the
validation process of heuristics, as mentioned in the
second part of the checklist. This part contains three
actions:

1. identifying the method used for decision-making
process to validate heuristics,

2. checking the process description and specifications of
the decision-making process for validating heuristics,
and

3. determining whether the paper reports the validation
result.

After the heuristic’s development step, different methods
are used for validation. In this study, the included studies
were scored based on the method they used to validate
the heuristics. These methods were taken from the study
conducted by Quifiones et al.,81 which included:
“Consensus method with subject experts,” “Evaluation
with real wusers,” “Evaluation with subject expert,”
“Consensus method without subject experts.” It is very
important that the studies about the validation process of



https://journals.sagepub.com/doi/suppl/10.1177/20552076241253539
https://journals.sagepub.com/doi/suppl/10.1177/20552076241253539

DIGITAL HEALTH

heuristics have the necessary transparency. Therefore, we
devoted the second and third questions of this part to the
issue of whether experts performed this validation,
whether the field of those who performed the validation
process is clear, and whether the results were reported cor-
rectly. Some studies have only reported that the validation
process was done without any clear explanation in reporting
the results of the validation process.

Scoring the studies based on the quality assessment
checklist. First dimension: A study using international,
national, and institutional guidelines or systematic review
receives a score of 2. A study conducted based on specia-
lized methods under the supervision of field specialists or
a literature review gets a score of 1.

Second dimension: If a study uses one of the following
methods, it receives a score of 2: “Consensus methods
with field experts,” “Evaluation with real users,” and
“Evaluation with subject experts.” If a study uses the “con-
sensus method without field experts,” it receives a score of
1.

If the status of each question in any dimension is unclear,
the score is 0. Based on the checklist (Supplemental
Table B.1), each question is assigned a score of 0, 1, or 2
depending on meeting the desired conditions. Finally, a
total score is calculated for each article by summing up
the scores of the checklist questions. Total score less than
4 indicates low quality. Total score between 4 and 6 indi-
cates medium quality. Total score of 7 indicates high
quality.

All studies included were evaluated independently by
two authors (ZG and SN). Any disagreement at this stage
was resolved by the two authors’ consensus and consult-
ation with a third expert (RK).

Data extraction

According to our protocol, we developed a data extraction
form in Microsoft Word (2016). We extracted the following
information from each study: first author’s name, year of
publication, country, objective(s), number and specifica-
tions of evaluators, set of heuristics used, those developed
or adapted, and the purpose of the study. Based on a sys-
tematic review,81 we decided to add other variables.
Following a thorough review of this systematic review
study, we acquired valuable insights into the essential
dimensions employed in heuristic development, as well as
the various associated methods (including the domain and
method of developing and validating usability heuristics).
Recognizing the critical role of these dimensions in ensur-
ing a comprehensive study, we added them in close consult-
ation with our research team.

This systematic review®' identified the following
heuristic development methods: (1) “existing heuristics
which indicates using existing sets of usability heuris-
tics to develop new heuristics”; (2) the “methodology”

is a formal and systematic process to create usability
heuristics; (3) literature reviews which indicates
reviewing the literature to identify concepts, specific
characteristics of the domains, existing heuristics, and
other relevant elements to develop new usability heuris-
tics; (4) creating heuristics based on existing guidelines,
principles, or design recommendations; (5) identifying
and analyzing usability problems using different
methods of usability evaluation (e.g. HE, user test,
questionnaire, interview among others); (6) collecting
information by conducting interviews with users
encountered using an application;, (7) developing heur-
istics by reviewing and analyzing theories related to a
specific domain; and (8) a mixing process which indi-
cates creating heuristics based on using two or more
of the previous methods.
Heuristic validation methods:

1. HE in comparison to the previous heuristics: the devel-
oped heuristics are compared with previous heuristics
(such as Nielsen and Inostroza) and the problems iden-
tified by the two methods are compared.

2. Use of heuristics in case studies: the developed heuris-
tics in the case studies are tested and they are modified
using the identified usability problems.

3. HE with expert evaluators: conducting an HE on an
application using usability and HCI experts.

4. Online survey with HCI experts and researchers: con-
ducting HE through an online survey using experts in
the field of evaluation.

5. Validation by expert researchers: conducting HE on an
application using nonusability experts.

6. Validation through an inquiry test: participants in this
method are divided into two groups: (1) evaluators
with no previous experience and (2) those with previous
experience. Both groups use the developed heuristics
and finally, the results are analyzed by the evaluation
experts.®!

The extracted heuristics were divided into the previ-
ously established and new categories. The previously
established category refers to the well-known ones
developed by pioneer researchers such as Nielsen®
for assessing all user interfaces. The new category
refers to the heuristics that were not in Nielsen’s heur-
istics category. Heuristics used for mobile applications
and also important in the health domain were mapped
onto this category. The final analysis did not include
heuristics that were not related to usability (e.g.
Behavior change and Self-monitoring). Data extraction
was done by two independent authors (ZG and SN).
Disagreements were also resolved through discussions
between the authors.
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Data analysis and synthesis

After the initial extracting of data, we could not have per-
formed a meta-analysis due to methodological heterogen-
eity in included studies. For data synthesis, we used
inductive methods. At first, heuristics were extracted
based on statements, words, descriptions, and concepts
expressed in the included studies. Then heuristics with a
similar content were mapped to the same category. These
heuristics were mapped onto Nielsen’s heuristics based on
their differences or similarities. As commented by the
research team, the heuristics that were very important for
mobile applications were mapped onto the category of
new heuristics. Although the inductive method was used
to group the heuristics to achieve the most internal consist-
ency and the least external inconsistency, but also the
back-and-forth approach was used. Heuristics were
extracted independently by two (ZG and SN) reviewers

who were trained in the field of usability evaluation. Then
they were categorized through a discussion between two
reviewers. At the end, in the focus group meetings with
the third author, who is a subject expert in the field of
HE, the lack of agreement was investigated and the classi-
fication of heuristics was finalized.

Results

We identified 2538 studies. After excluding the duplicates,
1680 remained and were screened for title and abstract.
Among these, 66 studies were reviewed in full text.
Seventeen studies met our inclusion criteria (Figure 1).
Three studies™®*** were identified through the reference
lists. As the updated or modified versions of these papers
were already included, they were excluded in the final
analysis.

R
E Articles identified through database searching Additional articles from other sources:
g‘ Pubmed (n=171), Scopus (n=355), Embase (n=135), Proceeding or Conference Paper (n=1442)
= WoS (n=333), IEEE (n=10), ACM (n=92)
S
~—
)
v A 4
oo
E Articles after duplicates removed
& (n=1680)
3]
(%]
|
4
) .
Screened based title and abstract > Removing papers based on the
exclusion criteria
(n=1680) (n=1614)
z Excluded (n=49)
5 Reasons:
o
e Assessed based on full-text — 3| Proposed usability metrics,
criteria, attributes (n=21)
(n=66)
Specific domain heuristics
(n=12)
— Usability evaluation without
proposing heuristics (n=8)
- ] No full text (n=5)
< Included articles
= (n=17) Updated version included
£ (n=3)

Figure 1. PRISMA flow diagram.
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Study characteristics

The characteristics of the included studies are summarized
in Table 1. A new set of heuristics were proposed, vali-
dated, and refined in nine papers.3’45 46.59.84-88 Houristics
were presented in the format of a methodology, model, or
guideline by three papers.**>°° Nielsen and Morville’s
Honeycomb models were adapted in two papers.’’*?
Additionally, health-related instruments were developed
in two papers, and a general instrument was introduced in
another.”* > Based on the domain, 12 studies proposed
heuristics for the general domain, while 5 studies specific-
ally addressed health-related contexts. Notably, most of
the 17 papers were published in 2019 (constituting 35.2%
of the total), and 29.4% of the studies were conducted in
Brazil.

Usability heuristics extracted from the included
studies

A total number of 79 heuristics were extracted from the
studies. We combined the items with the same concepts.
Finally, 20 were retained. These were then divided into
10 previously established and 10 new heuristics. Table 2
shows the extracted heuristics and definition. Also, the add-
itional information about categorization of heuristics is pro-
vided in Table B.3 in Supplemental material.

Previously established heuristics

The heuristics presented in the papers were mapped to 10
Nielsen ones. In 15 studies, the heuristics of “Visibility of
system status” were reported. Sixteen studies mentioned
the “Match between system and the real world.” Eleven
studies reported the “User control and freedom.” Fourteen
studies considered the “Consistency and standards” and
the “Error prevention.” All studies mentioned the
“Flexibility and efficiency of use” and 16 studies mentioned
the “Aesthetic and minimalist design.” Studies'*">'* reported
three heuristics in their categorization, including the “Help
users recognize, diagnose and recover from error,” the
“Recognition rather than recall,” and the “Help and documen-
tation,” respectively (Supplemental Table B.3).

New heuristics

Ten new heuristics were suggested in the papers reviewed.
Twelve reported the “Navigation” and eight studies men-
tioned the “User engagement.” In more than six studies,
the “Pleasant and respectful interaction with the user” and
the “Privacy and Security” were identified. Five studies
reported the “Handling varied context of use in mobile
environments.” Four mentioned the “Functionality.” Four
reported the “Learnability,” and four mentioned the
“Personalization.” Three studies reported the “Avoid

misleading relations,” and three others mentioned the heur-
istic of “Compatibility between different platforms”
(Table B.3 in Supplemental material).

Development and validation of usability heuristics in included
studies. Table 3 shows the development methods in the
included studies. The review revealed that most studies
(n=7) used a literature review approach to develop them.
The approaches used in other studies include applying
existing heuristics (n= 1), a mixing process (n=1), guide-
lines or design principles/recommendations (n=2), and
methodologies (n =6). Among the six studies using a meth-
odological approach, three proposed Rusu et al.’s method-
ology,”® and three used various methodologies.>***° In
general, in different approaches, the most prevalent heuris-
tics were developed based on Nielsen,® Shneiderman,'®
Inostroza,*® and Bertini,” respectively. Figure 2 shows the
validation methods in the included studies. The validation
process of 40% of papers was unclear, 25% of the studies
used the “HE method in comparison to previous heuristics,”
15% used the “use heuristics method in case studies with
experts.” Some studies used more than one method for
validation.*®*’

Methodological quality assessment. Quality assessment in 17
studies based on the developed checklist (Table B.1 and B.2
in Supplemental material) is presented in Figure 3. Based
on the results of quality assessment three studies had a
score equal 7,89’93’95 and 9 studies a score between 4 and
6.46:4750.5986-8995 The quality score of 5 studies was
below 4.%%9°2 The evaluation results for the resources
used in extracting the heuristics based on the levels of evi-
dence® showed that one study was based on a guideline
(health literacy online guideline'®"), 5 based on the system-
atic review, and 10 based on the literature review or previ-
ous heuristics (e.g. Nielsen and Inostroza).

Studies used different decision-making methods to val-
idate them. Twelve studies have used one consensus
method with subject experts, evaluation with real users,
evaluation with subject expert. Since five studies did not
mention the method of decision making in the article,
based on the checklist their status was unclear. Twelve
studies described the decision-making process in detail,
including the number of experts, their area of expertise,
and the type of decision-making method. Eight studies
accurately reported the heuristic validation process. Six
did not report the validation process, and three studies,
although they mentioned that they performed a validation
process but did not report any information about it.
Therefore, the status of these studies was left unclear.

Discussion

In this systematic review, among all the included studies,
after combining and eliminating duplicates, 20 heuristics
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Table 2. Definition of heuristics.

Previously established heuristics

Visibility of system status The design of mobile applications due to the limited screen size 89, 95, 45, 46, 3, 91, 90, 84, 49,
should always keep users informed about what is going on, 88, 86, 87, 93, 59, 94
through appropriate feedback within a reasonable amount of
time.”® .Critical and contextual information, such as battery
status, network status, environmental conditions, etc. should be
prioritized.®*®

Match between system and the The design should speak the users’ language. Use words, phrases, 89, 95, 45, 46, 3, 91, 90, 84, 85,
real world and concepts familiar to the user, rather than internal jargon. 49, 88, 86, 87, 93, 59, 94
Follow real-world conventions, making information appear in a
natural and logical order. *°

User control and freedom Users often perform unwanted actions on the touch screen of 95, 45, 46, 90, 84, 85, 49, 88,
smartphones by mistake. They need a clearly marked “emergency 93, 59, 94
exit” to leave the unwanted action without having to go through
an extended process. The system should support undo and redo

for a clear navigation.*®%%°
Consistency and standards The smartphone should follow well-known and social conventions, 89, 95, 45, 46, 3, 84, 85, 49, 88,
allowing the user to do things in a familiar, standard, and 86, 87, 93, 59, 94

consistent way.>**%”8%?7 The mobile interface should be similar
to desktop interfaces in terms of buttons, logos, and color
schemes so that the user experience is consistent across all
platforms.®®

Error prevention The device should try to be explicit regarding every option and 95, 45, 46, 3, 91, 90, 84, 49, 86,
functionality. Considering a small screen size, this could be a big 87, 93, 59, 94
challenge. In this way, icons play a very important role. The
information should be displayed clearly, trying to avoid long
dialog sequences. Also, eliminate error-prone conditions or
check for them and present users with a confirmation option
before they commit to the action, especially when some actions
might have undesired effects.*®>*%

Flexibility and efficiency of use Each user has his/her own needs and trying to satisfy all of them 89, 95, 45, 46, 3, 91, 90, 84, 85,
with a standard menu or interface can be a challenge. Based on 49, 88, 86, 87, 93, 59, 92, 94
data from the user and context, the system should, whenever
possible, suggest support and customization options for frequent
actions.”® Through access to advanced configuration options,
expert users can improve their efficiency of use, and new users
can get a deeper feel of ownership.*®

Esthetic and minimalist design  Interfaces should not contain information that is irrelevant or rarely 89, 95, 45, 46, 3, 91, 90, 84, 85,
needed.’® Due to the size limit of the screen, navigation should 49, 88, 86, 87, 93, 59, 94
not be repeated on all pages.”® The device should avoid
displaying unwanted information and overloading the screen.

Overloaded interfaces may produce stress for the user.“® The
interface design for mobile devices should ensure that text boxes
fit on the screen and that the layout will fit multiple devices.”

Recognition rather than recall ~ Minimize the user’s memory load by making elements, actions, and 95, 45, 46, 3, 90, 84, 85, 49, 88,
options visible. The user should not have to remember 86, 87, 93, 59, 92, 94

(continued)
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Table 2. Continued.

Help users recognize, diagnose,
and recover from error

Help and documentation

New heuristics

Privacy and security

Compatibility between different
platforms

Functionality

Navigation

Learnability

Avoid misleading relations

User engagement

information from one part of the interface to another. Information
required to use the design (e.g. field labels or menu items)
should be visible or easily retrievable when needed.’® Make it
sure to eliminate gesture ambiguity for significant gestures to be
more usable according to touch targets, size, and placement.”’

In the interaction with mobile phones, it is essential to provide
meaningful feedback, concise error messages, return options,
and easy error recovery due to limited data entry and,
consequently, higher rates of user errors.’® Error messages
should be expressed in plain language (no error codes), precisely
indicate the problem, and constructively suggest a solution.*®

It’s best if the system doesn’t need any additional explanation.
However, it may be necessary to provide documentation to help
users understand how to complete their tasks. *° It is
recommended that this information should be included on the
device. If not, the documentation should be available on a
website.*®>°

The application must protect the user’s sensitive data and should

request the user’s password for the modification of important
data, as well as provide information about how the user’s
personal data is protected, as well as about copyright content.

Due to the large fragmentation and constant innovation of the
mobile device market, applications must be flexible to adapt to
different platforms and devices. The site or application should
automatically detect the kind of device and direct the user to the
mobile version.*®

The system should explicitly provide basic application functionality,

focused on users’ objectives and also provide a usable setting of
important functions of mobile application especially.®’

The most common navigation controls must be within reach of the

user and to be easily pressed with his/her thumb. Especially
touch-sensitive control elements should have adequate size and
spacing so that users can easily touch them with their fingers. The
contact zone of touch controls should be the size of the icon
displayed on the screen. Applications should be designed to be
used with the device in any hand or provide an option for right or
left handed persons in specific cases.’

Intuitive interfaces make for easier user journeys. Mobile interfaces
should be easy-to-learning whereby next steps are obvious. This

allows users to more easily complete their tasks.®”’

The system should provide an outcome, as it is intended to design.
Avoid input-output mismatching.”’

Offer interactive tools (e.g. quizzes, questionnaires, glossaries, and

89, 95, 45, 46, 3, 91, 90, 84, 49,
86, 87, 93, 59, 92

95, 45, 46, 90, 84, 49, 88, 86,
87, 93, 59, 94

89, 45, 90, 49, 93, 59

95, 45, 59

3, 84, 86, 94

95, 45, 46, 3, 90, 84, 85, 49, 88
87, 93, 94

88, 87, 93, 92

45, 84, 88

45, 90, 84, 85, 49, 86, 93, 59

(continued)
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Table 2. Continued.

tutorials) to engage with the information and provide
performance feedback. Allow users to share information (e.g.

print and email) with others.?®

Pleasant and respectful
interaction with the user

The application should provide esthetically pleasant interaction,
controls, icons, contents, and others to the user. So they can avoid

45, 90, 84, 49, 93, 59, 92

negative UX and feel joyless while performing the task.®’

Personalization

These should allow mobile users to tailor/personalize frequent

89, 95, 91, 85

actions, as well as to configure the system dynamically in
accordance with contextual needs.*

Handling varied context of use
in mobile environments

The content of the screen should be easy to read in different lighting 89, 95, 84, 87, 93
conditions. Thus, it is essential that there is sufficient contrast

between text and background, icons and background.®®

were identified and divided into two categories: previously
established and new heuristic. More than two-thirds of the
studies suggested general heuristics for mobile applications.
We identified 17 studies, of which only 5 proposed heuris-
tics in the health domain,®*'=* 2 of which developed
checklists in this area.”>** Most studies modified their heur-
istics based on the existing heuristics.>>*%7

Classification of the heuristics into two categorizations
previously established and new showed that in the new cat-
egory, “Navigation,” “Security and privacy,” and “User
engagement” heuristics were reported more than others in
the included studies. The results of our study related to navi-
gation heuristic were in line with Agarwal et al."®* Also, in a
study by Azad-Khaneghah et al.,®* easy navigation was con-
sidered as one scale in usability assessment questionnaires.
The reason for the importance of navigation heuristic is
that improper navigation leads to suboptimal interactions,
rendering applications unused by users and reducing the
potential for applications to improve care.'%~1%

Although smartphones’ increased hardware and soft-
ware capabilities (e.g. increased memory capacity, the
ability to encrypt using fingerprints) have encouraged
people to use them more and more to store information,
however the lack of proper monitoring instructions on
security and privacy is one factor that can affect how
patients use health applications. Health experts mentioned
privacy and security concerns as a limiting factor in
patients’ use of health applications.'® As perceived by
Wager et al., privacy and security are essential factors in
maintaining data safety.'”” Nouri et al. also introduced
this heuristic as one of the seven main categories of
quality evaluation criteria for mHealth applications.®’ In a
study by Llorens-Vernet et al.,'"®® security and privacy are
introduced as the criteria related to the standards of
mHealth applications.

User engagement is a relevant issue in application
usability. Optimal usability can lead to higher levels of
interaction as well as user satisfaction.'” In a study by
Liu et al.,"'” user engagement was assessed along with
usability to evaluate the effectiveness of designing
mHealth applications for the elderly. In Hensher et al.,®?
user engagement was one domain mentioned in the evalu-
ation framework of mHealth application. In mobile app
rating scale (MARS)!"'! and the user version of the
MARS (uMARS)''? tools used to evaluate the quality of
mHealth applications, user engagement was also considered
a significant category.

n the present study, in the previously established cat-
egory, “Flexibility and efficiency of use” and “Aesthetic
and Minimalist Design” heuristics were reported more
than others, respectively. In a review by Zahra et al.,
“Efficiency” was also introduced as a significant dimension
of using mobile applications for chronic diseases.®® In a lit-
erature review conducted by Salazar et al.,57 the most
frequently cited heuristics for mobile applications
were “Aesthetic and Minimalist Design” followed by
“Consistency and Standards.” The reason for the import-
ance of “Aesthetic and Minimalist Design” is that the
improper design of interfaces can cause stress to users.
Studies have shown that the acceptance and use of
mHealth applications are often low due to their improper
designs.' O3

In the included studies, the most commonly used
approaches to developing a new collection of heuristics
were literature review followed by methodology (e.g.
Rusu and Quinones). Given that usually, one step of the
methodology is the literature review, it is suggested that a
specific methodology be used to develop a new set of heur-
istics. The use of a formal process facilitates their design
and development.®' One of the important steps mentioned




Galavi et al.

11

Table 3. Characteristics of the heuristics in included studies.

Billi et al®® Methodology
von Wangenheim et al.” Methodology
Reis et al.* Methodology
Inostroza et al.* Methodology

Huang® Literature review
Chang et al.”*
recommendations

Cronholm®® Mixing processes

|sn.

Bashir et a Methodology

Monkman et al.*
recommendations

Gomez et al.*’ Methodology

Humayoun et al.®® Literature review
Neto et al.?® Literature review
Joyce et al.¥’ Literature review
Khowaja et al.”® Literature review

|59

Da Costa et a Literature review

|92

Sobri et a Existing heuristics

Reeder et al.” Literature review

HE: heuristic evaluation; N/A: not applicable.

in the proposed methodologies is validation that which is a
critical step in the process of heuristics development,
various methodologies have dedicated one step to the valid-
ation process.”®?>!!"* Using the validation process, the
effectiveness of heuristics is examined. The effectiveness
of heuristics means they identify more problems in a par-
ticular domain.'"> To develop a new set in a particular
domain, it is better to validate those that have been devel-
oped. According to Rusu’s claim, nondomain specific heur-
istics cannot adequately identify a particular domain’s
usability problems.''® Therefore, the more we use heuristics
of a higher validation, the more usability problems we can
detect.

Guidelines, principles, models, or design

Use heuristics in case studies with experts
Use heuristics in case studies with experts
N/A

—HE with comparison to previous heuristics
—Validation by expert researchers

in usability and HE
—Validation through an inquiry test.

N/A

Guidelines, principles, models, or design N/A

N/A
HE with comparison to previous heuristics

HE with experts

N/A
HE with comparison to previous heuristics
HE with comparison to previous heuristics

—Online survey with HCl experts and researchers —HE with
comparison to previous heuristics

Use heuristics in case studies with experts
N/A
N/A

N/A

One issue identified in the studies was that the heuristics
validation process was not done or explicitly reported.
Another issue with developing heuristics, as pointed out
by Joyce,''” was the use of similar titles to Nielsen’s heur-
istics that differed in definition and concept of them. This
issue can confuse usability and HCI experts. In this study,
however, to solve this problem, we mapped heuristics
with similar concepts to a category that could solve the
inconsistency problem.

There were three limitations in the present study. First,
some studies included in our review considered hardware
besides the software to suggest the target heuristics. Our
study only focused on software. Future studies need to
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HN/A

M Heuristic evaluation with comparison to previous

heuristics

1 Use heuristics in case studies with experts

Heuristic evaluation with expert evaluators

M Online survey with HCI experts and researchers

l Validation by expert researchers

M Validation through an inquiry test

Figure 2. Heuristics validation methods in the included studies.

Study

Decision- Decision-
making making

Billi et al. 2010

von Wangenheim et al. 2016

Reis et al. 2020

Inostroza et al. 2016
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Figure 3. Quality assessment summary for all studies.
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consider hardware too. Second, we did not include heuris-
tics related to a specific target groups (e.g. the elderly, the
deaf) or domains other than the healthcare (e.g. e-com-
merce, e-learning, and games). Although this could result
in missing heuristics applicable to a specific group or
domain, however helped us to identify the heuristics that
are applicable on a broader range of health applications.
Third, we did not exclude any studies based on quality
assessment because the number of studies was small and
our goal was not to miss any evidence at any level.

One strength of the present study was the methodo-
logical quality assessment of the studies. We considered
two main aspects in the process of developing heuristics
to check the quality level of the studies: the methods used
to create and validate them. In this study, five primary
studies were of a low quality, which was due to lower
levels of evidence or the lack of any validation process.
Another one was the heuristics were categorized by
experts after being extracted from the studies, and a com-
prehensive list of heuristics was reported. But a similar sys-
tematic review conducted by Reolon et al. only reported
some heuristics and did not identify many heuristics in
the health domain. Another advantage of the present
study over Reolon et al.’s is that the former attempted to
follow the principles of systematic review studies (protocol
registration, searching more databases and gray literature,
and a longer period of time, acting based on the comprehen-
siveness and quality principle).

The variety of recent review studies on the
evaluation of health applications have shown the need to
evaluate health applications in the light of recent advance-
ments. These studies show that, to date, there has been no
agreed-on “gold standard” for evaluating the usability of
mHealth applications. Study” also stated that most
studies did not use appropriately customized heuristics
with mobile phone features and healthcare features to
conduct the evaluation. To our knowledge, this study is
the first systematic review that attempts to assemble a
more comprehensive set of mHealth heuristics based on
evidence to date, which are important in the domain of
health, and presenting them in a comprehensive and cate-
gorized manner with definitions. The present findings can
be used as a guide for stakeholders in this field. Mobile
application designers can use the present findings for a
better and more accurate design at the beginning of the
system design process. These heuristics can be modified
according to the type of application, the target group (e.g.
the elderly and the disabled), the type of disease or even
the patient and healthcare providers. For example, if an
application is designed for the elderly, according to
their special conditions, navigation, or learnability can
be given more importance.''*"'?° In addition, evaluators
can use our findings to identify problems with the usabil-
ity of mobile applications at each stage of the evaluation
process.

61,62,108,118

Conclusion

In this review, we presented the results of an SLR to iden-
tify the heuristics for the usability evaluation of mHealth
applications. We identified 20 heuristics that were used to
evaluate the usability of mHealth applications. The heuris-
tics indentified in this study can be used as a basis for devel-
oping HE tools and evaluating applications in the healthcare
domain. Due to the potential advancement of mHealth
applications and the importance of their usability, further
research is required in developing tools used for HE. The
set of heuristics that were categorized can be used as a
guide for the HE of mobile applications in all phases of soft-
ware design. The use of heuristics for evaluating mHealth
applications in the health domain can significantly
improve their quality and, ultimately, patient safety.

First, we established a method of evaluation the currently
wide range of studies in regard to HE. Second through our
methodology we were able to focus definitions of some
terms and similar concepts and map these more carefully in
an attempt to standardize what is currently available which
may help further study by decreasing confusion in current lit-
erature. Finally, through systematic review we propose an
expanded set of heuristics that may improve the HE tied
more specifically to the use of mHealth applications.

We failed to meet this aim and further study may be
required to establish this aim more clearly.
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