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A B S T R A C T

Most heavy metal ions are carcinogenic and non-biodegradable, posing threats to ecological balance and human 
health in trace amount. Therefore, there is a pressing demand for rapid and dependable detection technologies. 
Electrochemical sensing technology distinguishes itself with its ease of use and swiftness, rendering it perfect for 
the expeditious detection of heavy metal elements. This review examines various electrochemical detection 
techniques for on-site real-time monitoring of heavy metal ions. Advanced methods using innovative electro-
chemical sensor technologies are explored, highlighting the importance of sensing strategies for the quick and 
easy monitoring of metal levels in different environments. Additionally, the role of nanotechnology and elec-
trochemical techniques in enhancing the sensitivity and selectivity of sensors for better detection of heavy metals 
is discussed. Finally, the future direction of sensor development is addressed, focusing on integrating new ma-
terials and technologies to improve the performance of sensor in environmental monitoring, food safety and 
public health.

1. Introduction

Heavy metal pollution is a serious environmental problem charac-
terized by the presence of metals and metalloid elements with a specific 
gravity exceeding 4.0, posing a threat to human health (Bansod, Kumar, 
Thakur, Rana, & Singh, 2017). These pollutants are non-biodegradable 
and can accumulate in the environment, entering the food chain and 
affecting various physiological processes. Elements such as lead, cad-
mium, mercury, chromium and arsenic can cause severe health prob-
lems even in trace amounts (Ferrari, Carrington, Rowley-Neale, & 

Banks, 2020). For instance, cadmium and chromium can bind to the 
sulfhydryl groups of biomolecules like amino acids and enzymes, lead-
ing to their inactivation, while lead can interfere with heme synthesis. 
Although trace amounts of metal ions, such as Cu, Fe and Zn are 
necessary for maintaining normal biological processes, excessive con-
sumption of these elements can be harmful (Kempahanumakkagari, 
Deep, Kim, Kumar Kailasa, & Yoon, 2017; Zhang, Wang, Xie, Gao, & Yu, 
2024). Thus, it is crucial to develop a technology capable of achieving 
rapid, highly sensitive, highly selective and trace detection of heavy 
metal ions, which has become a focal point of current research (Buledi, 
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Amin, Haider, Bhanger, & Solangi, 2021).
Although highly sensitive spectroscopic techniques such as atomic 

absorption spectrometry (AAS), inductively coupled plasma mass spec-
trometry (ICP-MS), atomic emission spectroscopy (AES) and X-ray 
fluorescence spectroscopy (XRF) can detect trace amounts of heavy 
metals in complex matrices, they are often limited by high equipment 
costs, complex operating procedures and lack of portability, making 
them unsuitable for rapid on-site detection (Waheed, Mansha, & Ullah, 
2018). In contrast, electrochemical sensors offer several advantages, 
including low development cost, simple operation, portability and short 
detection and analysis times, enabling real-time detection and prompt 
action when heavy metal ions concentrations exceed standard limits 
(Liu, Yao, Ying, & Ping, 2019). Despite these benefits, the relatively low 
sensitivity and high detection limits of electrochemical techniques 
compared to spectroscopic techniques necessitate improvements in their 
design to enhance performance in detecting heavy metal ions (Li et al., 
2024). Research indicates that integrating diverse electrochemical 
techniques with distinct sensing strategies and implementing modified 
nanomaterials on the electrode surface can enhance sensor sensitivity 
and minimize detection limits (Meng et al., 2023).

Several reviews have explored the fundamental principles of elec-
trochemical sensors, including their classification and the latest progress 
in nanomaterial modification (Gudić & Krǐsto, 2023; Kempahanu-
makkagari et al., 2017; Power, Gorey, Chandra, & Chapman, 2018; 
Yang, Denno, Pyakurel, & Venton, 2015). However, few studies have 
focused on electrochemical strategies. Therefore, this paper provides a 
brief overview of electrochemical techniques and nanomaterials, 
emphasizing the innovative mechanisms and strategies of nanomaterial- 
based electrochemical sensors for detecting heavy metal ions (Gumpu, 
Sethuraman, Krishnan, & Rayappan, 2015). Integrating these new 
strategies, electrochemical techniques and nanomaterials not only 
addressed the challenges faced by traditional electrochemical analysis, 
but also supported the development of novel sensors and innovative 
electrochemical detection technologies, which points out the future di-
rections of electrochemical sensing technologies.

2. Electrochemical techniques for heavy mental detection

Electrochemical techniques based on heavy metal ions offer versatile 
and sensitive method for detecting and quantifying heavy metal ions in 
various environments. These methods leverage the unique electro-
chemical properties of metal ions to achieve high sensitivity, specificity 
and rapid analysis. Electrochemical sensors are categorized based on 
their electrochemical detection principles and include voltammetric, 
potentiometric, conductive and impedance sensors. To achieve sensitive 
detection, these sensors measure the concentration of heavy metal ions 
by calculating the corresponding electrochemical signals (potential, 
current and conductivity). According to the current research progress, 
voltammetric electrochemical sensors have been the most widely stud-
ied at present (Beitollahi et al., 2020).

2.1. Voltammetry

The electrode potential of the voltammetric sensor alters based on a 
specific program (e.g., linear or cyclic scan), and the current flowing 
through the working electrode (WE) is measured. As there is a linear 
relationship between the current signal and analyte concentration 
within a certain range, the obtained current signal can be transformed 
into the analyte concentration according to the linear equation, thereby 
achieving highly sensitive detection of heavy metal ions (Ding, Liu, 
Weerasooriya, & Chen, 2024). Depending on the change in applied 
potential over time, there are several types of voltammograms 
(Gulaboski, 2022).

2.1.1. Linear sweep voltammetry
Linear sweep voltammetry (LSV) involves linearly scanning the 

potential from its initial value to its final value over an extended period 
of time (Tukur & Azah Yusof, 2014). During the potential scanning 
process, a redox reaction occurs on the surface of the electrode, resulting 
in the generation of a current (Singh, Maurya, & Malviya, 2024). The 
change of current is recorded, thereby permitting the acquisition of a 
voltammetric curve (i.e., a current-voltage curve) (Zhao et al., 2023). 
Tanvi et al. electrodeposited MnO onto ITO electrodes and constructed 
an electrochemical sensor for As(III) detection using LSV. The limit of 
detection was 1 ppb (Gupte et al., 2019). Similarly, Tu et al. modified 
gold nanoparticles (AuNPs) on screen-printed carbon electrodes and 
constructed an AuNP-SPCE sensor to achieve highly sensitive detection 
of Cr(VI) using LSV. The linear range of the sensor was 20–200 μg/L, the 
limit of detection was 5.4 μg/L (Tu, Gan, Liang, Wan, & Wang, 2018).

2.1.2. Cyclic voltammetry
Cyclic voltammetry (CV) provides valuable information regarding 

the electron transfer rate, electrode interface reaction kinetics and redox 
properties of the analyte (Puthongkham & Venton, 2020). Although CV 
is valuable for the optimization of analytical conditions and preliminary 
identification of analytes, it is not sensitive for trace analysis of heavy 
metal ions (Hu et al., 2018). However, there have been studies on 
electrochemical determination using CV (Rajendrachari, Somashekhar-
appa, Mahale, Vasanth, & Chikkegouda, 2022). Liu et al. developed an 
electrochemical aptasensor based on Ti-Co3O4 nanoparticles for the 
determination of Cd(II) using CV. The Ti-Co3O4 nanoparticles were used 
as signal amplifiers, which served as recognition elements for Cd(II), and 
thionine on the aptamers served as an electrochemical probe. The basic 
principle of Cd(II) determination involves the formation of a Cd(II)–Apt 
complex via specific recognition, which increases the thionine current 
signal. CV was used to characterize each optimization step as well as the 
binding of the aptamer to Cd(II). Under optimal conditions, the cali-
bration curve of ΔI and Cd(II) concentration was established through 
CV, with a linear range of 0.20–15 ng/mL, a limit of detection of 0.49 
ng/mL, and the recovery of 98.71 % ~ 109.95 % in tap water (Liu et al., 
2020).

2.1.3. Differential pulse voltammetry
Differential pulse voltammetry (DPV) is a technique that involves 

superimposing periodic equally spaced pulses on a slowly changing 
potential and recording the changes in the current before and after the 
pulse for analysis. This method enables determination of the relation-
ship between the peak current and the concentration of the analyte to be 
measured. Additionally, DPV uses the obtained peak potential to 
distinguish different compounds with similar potentials, demonstrating 
a high resolution. The calibration curve obtained by measuring the 
current and heavy metal ions concentration using DPV can also be used 
to determine the detection limit and sensitivity of the sensor, thus 
providing an effective method for quantitative analysis in the field of 
electrochemical detection (Xu, Dai, & Jin, 2019). Singh et al. developed 
an electrochemical sensor for detecting Cd(II) by DPV. A novel nano-
scale copper MOF (CNT-Cu-MOF) functionalized with multi-walled 
carbon nanotubes (MWCNTs) was prepared via a hydrothermal reac-
tion and was modified on the surface of the WE. A successful sensing 
interface was constructed and the limit of detection was extremely low, 
reaching 0.27 nM (Singh et al., 2021).

2.1.4. Square wave voltammetry
Square wave voltammetry (SWV) is a technique that employs peri-

odic square-wave pulses superimposed on the basic potential. The 
square-wave pulse consists of alternating positive and negative pulses of 
the same length. At the end of each cycle of the square-wave pulse, the 
current is measured and the difference between the positive and nega-
tive pulse currents was calculated. The SWV is suitable for analyzing the 
redox characteristics of trace electroactive substances and can reduce 
the noise of redox reactions (Ayenimo & Adeloju, 2016). Xiao et al. 
utilized a one-step hydrothermal technique to synthesize Fe-MOF/ 
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MXene in situ, which was then modified onto the WE to prepare a sen-
sitive As(III) electrochemical sensor. The strong bonding effect between 
As(III) and hydroxyl groups was evident in the Fe-MOF/MXene- 
modified electrode, resulting in exceptional electrochemical perfor-
mance. As(III) exhibited a high current response with an LOD of 0.58 ng/ 
L, and has been successfully applied for the detection of As(III) in real 
water samples (Xiao et al., 2022).

2.1.5. Stripping voltammetry
Stripping voltammetry is a highly sensitive electrochemical analysis 

technique which includes measuring the concentration of a substance on 
the electrode surface, followed by the oxidation or reduction of the 
substance through a change in potential, thereby obtaining a voltam-
mogram and achieving quantitative analysis of the target substance. 
Common stripping voltammetry methods include anodic stripping vol-
tammetry (ASV) and cathodic stripping voltammetry (CSV). CSV is 
usually used to detect anionic substances, whereas ASV is more suitable 
for heavy metal detection because heavy metal ions are easily enriched 
on the electrode. Although ASV has many advantages, its accuracy and 
sensitivity can be adversely affected by the presence of interfering ions 
in the complex samples. To address this issue, it is necessary to imple-
ment strategies, such as adding masking agents or modifying the elec-
trode. Rahman et al. developed a highly sensitive sensor for Hg(II) 
detection using ASV. A sensing interface was successfully constructed by 
modifying a platinum (Pt) electrode with graphene oxide (GO) and sil-
ver nanowires (AgNWs) composite materials. Under optimal conditions, 
the sensor demonstrated a linear detection in the range of 1–70 nM with 
a detection limit of 2.0 nM. The sensor has been successfully employed 
for on-site detection of Hg(II) in water (Rahman et al., 2019).

2.1.6. Amperometry
Amperometry is a highly sensitive electrochemical method that has 

emerged as a promising alternative to traditional analytical techniques 
for the detection and quantification of toxic metals. For instance, 
amperometric inhibition biosensors have been successfully used to 
detect persistent organic pollutants and heavy metals such as Cd, Pb and 
Cu. This approach leverages the bioelectrocatalytic activity of immobi-
lized enzymes such as horseradish peroxidase on modified electrodes 
(Scandurra & Mirabella, 2021). Karthika et al. constructed a g-C3N4/ 
AgM/Nf/GCE electrochemical sensor to detect Cr(VI) in water samples 
using an amperometric method. The sensor exhibited a satisfactory 
linear range (0.1–0.7 μM) and an exceptionally low detection limit (1.6 
nM). Additionally, the sensor achieved good recovery rates for various 
water samples (Karthika, Nikhil, Suganthi, & Rajarajan, 2020).

2.2. Potentiometric method

Potentiometric analysis is a technique that measures the potential 
difference between an indicator and a reference electrode (RE) in close 
proximity to zero current. This potential difference is linearly propor-
tional to the concentration of heavy metal ions, thereby quantifying 
heavy metals. This method has several advantages, including nonde-
structive testing, simple operation, ability to analyze precious samples 
and ease of automation (Lisak, 2021). An ion-selective electrode (ISE) is 
the most commonly used sensor in potentiometric analysis and consists 
of a two-electrode system comprising a WE with an ion-selective mem-
brane (ISM) and a RE. ISM incorporates ionophores that transport spe-
cific ions through the membrane, inducing ion activity and generating 
an electric potential (Ding, Cheong, Zhao, & Lisak, 2021). This provides 
selectivity for the potentiometer in the presence of other analytes, 
thereby avoiding the negative effects of interfering ions. Conductive 
poly (sulfonamide anthraquinone) nanoparticles are suitable iono-
phores. Based on this carrier, Huang et al. constructed a Pb(II) ISE sensor 
for measuring Pb(II) ions in aqueous solutions. The detection limit of the 
potentiometric sensor was 16 μM (Huang, Ding, & Li, 2014).

2.3. Conductivity method

Conductivity sensors determine the signal based on alterations in 
conductance caused by the oxidation or reduction of the analyte. Mod-
ifications in the concentration of charged ions with varying mobilities 
result in changes in conductivity. Conductivity sensors do not require 
the use of a RE and are insensitive to light. Nevertheless, conductivity 
sensors can only measure the aggregate conductance of all ions and 
cannot distinguish between different ion species, resulting in poor 
specificity and limited applications (Gulaboski, 2022). Koo et al. 
designed a simple technique for the fabrication of highly active and 
conductive porous materials by embedding catalytic metal nano-
particles (NPs) within 2D metal-organic frameworks (MOFs). In partic-
ularly, Pd or Pt NPs were placed within the cavities of Cu3(HHTP)2 
MOFs. This specific structure confines the size of the metal NPs to 
approximately 2 nm. The modified MOFs exhibited improved NO2 
sensing performance at room temperature owing to the high reactivity of 
the metal NPs and porosity of the MOFs. The study also demonstrated 
the enhancement of NO2 sensing in Cu3(HHTP)2 by Pd and Pt NPs (Koo, 
Kim, Jang, Kim, & Kim, 2019).

2.4. Impedance method

The impedance method is usually represented by electrochemical 
impedance spectroscopy (EIS), which provides information on the in-
ternal resistance of electrode materials. The impedance spectrum often 
includes both semicircular and linear components. The high-frequency 
semicircle represents the electron-transfer-limited process. The larger 
the diameter of the semicircle, the slower the charge transfer process 
and the poorer the reaction kinetics of the electrode. Conversely, the 
linear part at lower frequencies corresponds to a diffusion-limited pro-
cess, with a larger slope indicating a slower diffusion process and a 
smaller slope indicating faster diffusion. The interaction between the 
heavy metal ions and nanomaterial-modified electrodes changes the 
electrochemical impedance characteristics of the electrode interface. By 
measuring these impedance changes, the heavy metal ions in the solu-
tion can be detected both qualitatively and quantitatively. Tan et al. 
constructed an electrochemical resistance sensor based on reduced 
graphene oxide (rGO) for the sensitive and specific detection of Hg(II) in 
water samples. The sensor exhibited a selective response to Hg(II) in the 
presence of other metal ions, with a minimum detection concentration 
of 0.5 nM. The detection of Hg(II) showed no significant differences 
across matrices (Tan et al., 2016).

In general, different types of electrochemical techniques have their 
own set of advantages and application areas. We need to choose the 
appropriate method according to the specific detection requirements 
and conditions.

3. Nanomaterials

Electrochemical detection techniques are widely preferred because 
of low cost, rapidity, high sensitivity, ease of operation and high accu-
racy. These methods often cause some problems including poor stability 
and selectivity (Manikandan, Yoon, & Chang, 2023).The electrode 
modification effectively enhanced the electrochemical response signal. 
Current research more focuses on the preparation of high-performance 
WE through electrode surface modification (Chen, Xie, Zhao, & Han, 
2022). Common electrode surface modification materials include car-
bon nanomaterials, metal nanomaterials, polymers, organic frame ma-
terials, MXene materials and other materials. In view of the extensive 
literature on this part, this chapter briefly introduces common carbon 
nanomaterials and metal nanomaterials.

3.1. Carbon material

Carbon materials include graphene (GR) and its derivatives, carbon 
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nanotubes and graphitic carbon nitride. GR and its derivatives, 
including GO and reduced rGO (Petrucci et al., 2019; Yan et al., 2022). 
Qian et al. developed a hydrophilic GR/GO composite material for the 
electrochemical detection of Cd(II). The sensor exhibited a low LOD 
(0.087 μM) and wide linear range (0–10 μM) (Shan, Tian, Ding, & Wu, 
2022). Carbon nanotubes (CNTs), including MWCNTs and single-walled 
carbon nanotubes (SWCNTs) (Fiyadh et al., 2019; Li et al., 2023). Spe-
cifically, small SWCNTs facilitate rapid electron transport, whereas the 
layered structure of MWCNTs provides more surface active sites 
(Bassyouni et al., 2019). Peng et al. synthesized PEI-functionalized 
MWCNTs and constructed an MWCNTs-PEI/GCE sensor for the elec-
trochemical detection of trace amounts of Cr(VI) (Peng, Wang, Li, & He, 
2016). Graphitic carbon nitride (g-C3N4) is a nanostructured material 
with strong covalent bonds between carbon and nitrogen (N) in its 
structure, which can replace the carbon‑carbon (C–C) bonds in graphite 
layers (Zhao, Zou, Hu, Long, & Jiao, 2021). This material plays an 
important role in electrochemical sensors because of its multiple cata-
lytically active sites, high conductivity and large surface area (Chen 
et al., 2020). Wang et al. constructed a simple g-C3N4@ GCE electro-
chemical sensor for the detection of three heavy metal ions, with 
detection limits of 0.228, 0.103 and 0.217 μM for Pb(II), Cu(II) and Hg 
(II), respectively (Wang, Zhao, Sun, & Zhang, 2019).

3.2. Metal nanoparticles

Metal nanoparticles, comprising pure metal and metal oxide nano-
particles, are increasingly being used to enhance electrochemical signals 
(Sawan, Maalouf, Errachid, & Jaffrezic-Renault, 2020). Metal nano-
particles, including AuNPs, silver nanoparticles (AgNPs) and bismuth 
nanoparticles (BiNPs), are used in electrochemical sensors to enhance 
signal response owing to their excellent conductivity properties. 
Gimenez-Gomez et al. modified AuNPs on a gold thin film electrode. The 
linear range of the sensor was 1–150 μg/L, and the limit of detection was 
0.42 μg/L (Giménez-Gómez, Baldi, Ayora, & Fernandez-Sanchez, 
2019a). Sonkoue et al. used simple AgNPs modified gold electrodes 
for the determination of As(III) in water. The electrical signal was 
improved owing to the large surface area of AgNPs. The linear range of 
this sensor was 0.05–0.2 μM, with a detection limit of 13.8 nM (Sonkoue, 
Tchekwagep, Nanseu-Njiki, & Ngameni, 2018). Li et al. successfully 
measured Pb(II), Cd(II) and Zn(II) by in situ electrodeposition of a bis-
muth film on a screen-printed gold electrode (SPAuE). The sensor 
exhibited a wide linear range (1–120 μg/L). In addition, the limit of Pb 
(II), Cd(II) and Zn(II) detection were 0.04 μg/L, 0.02 μg/L and 0.05 μg/L, 
respectively (Li, Zhao, Zhao, & Cui, 2021). Zhao et al. developed an 
electrochemical sensor based on an electrode modified with Au–Ag 
bimetallic nanoparticles for the simultaneous determination of two 
chromium species, Cr(III) and Cr(VI). The linear range and detection 
limit of Cr (VI) are 0.05–5 ppm and 0.1 ppb respectively, and the linear 
range and detection limit of Cr (III) are 0.05–1 ppm and 0.1 ppb 
respectively (Zhao, Ge, Wong, Zhou, & Lisak, 2021). In another study, 
Yang et al. synthesized Au–Cu bimetallic nanoparticles using a simple 
hydrothermal method, which exhibited a low detection limit of 2.09 ppb 
and ultrahigh anti-interference performance for As(III) detection (Yang 
et al., 2016).

Various metal oxides, primarily transition metals, have been used to 
modify electrodes, including iron oxide (Fe2O3), ferric oxide (Fe3O4), 
zinc oxide (ZnO), bismuth oxide (Bi2O3), chromium oxide (Cr2O3), ti-
tanium oxide (TiO2) and cobalt oxide (Co3O4), on the electrode surface 
to construct sensing interfaces. Among these, Fe2O3-based materials 
have a high affinity for heavy metal ions. Li et al. used Fe2O3 nanorods 
and Fe2O3 hollow nanocubes-modified glassy carbon electrodes for the 
electrochemical detection of Pb(II). They found that the Fe2O3 nanorod- 
modified electrode exhibited a lower detection limit (0.0034 μM) than 
the Fe2O3 hollow nanocube-modified electrode (Li et al., 2018).

4. Sensing strategies

Sensing strategies are an essential aspect of electrochemical sensors, 
allowing the detection limit of the sensor to be reduced by several orders 
of magnitude. Existing literature predominantly discussed the classifi-
cation of nanomaterials for electrochemical sensors, primarily empha-
sizing the roles and types of nanomaterials employed. However, there is 
a lack of emphasis on the key role of sensing strategies in electro-
chemical sensors. Therefore, this section highlights the innovative 
strategies for heavy metal ions detection in electrochemical sensors by 
referring to literature published in the past decade (2014–2024), and 
demonstrates the pivotal role of electrochemical sensing strategies in 
detection.

4.1. IIPs-based electrochemical sensor

Ion-imprinted polymers (IIPs) are materials synthesized through 
free-radical polymerization that exhibit specific recognition of partic-
ular metal ions (Abdul Halim, Sulaiman, Nordin, & Bajunaid Hariz, 
2022). These materials are similar to molecularly imprinted polymers, 
which are synthesized using a solvent to remove template ions after the 
polymerization process, leaving behind cavities that are highly matched 
to the target metal ions in terms of size, shape and functional groups. 
Consequently, IIPs can achieve highly selective recognition of specific 
heavy metal ions (Dahaghin, Kilmartin, & Mousavi, 2018). For instance, 
Hu et al. constructed a chitosan-IIP-GCE electrochemical sensor for 
measuring trace levels of Pb(II) in food and water samples. This sensor 
utilized chitosan to stabilize IIPs on the electrode surface, resulting in 
enhanced selectivity for Pb(II). Compared to NIP, IIP increased the 
adsorption capacity of Pb(II) by 2 times. The sensor exhibited a linear 
range of 0.05–60 μM and a detection limit of 0.01 μM (Hu, Xiong, 
Huang, & Lai, 2016). Masi et al. initially synthesized IIP for determining 
Cu(II) levels. The IIP was modified on the surface of the SPCE. The IIP 
sensor demonstrated a higher affinity for Cu(II) than the NIP, with a 
sensitivity that was four times higher. The sensor had a linear range of 
0.95–244 nM, a detection limit of 2.7 nM, and a recovery rate of 95–105 
% in spiked drinking water (Fig. 1a) (Di Masi et al., 2020). Khairnar et al. 
developed Zn(II)-IIP through free radical polymerization on the surface 
of vinyl silica particles and detected Zn(II) using DPV, demonstrating a 
linear range of 6.12–45.9 nM with a detection limit of 13.51 nM 
(Khairnar et al., 2020). Ma et al. prepared nanoporous gold (NPG) via 
green electrodeposition using As(III) as the template ion and o-phenyl-
enediamine as the functional monomer. A layer of IIP was synthesized in 
situ on the NPG surface via electropolymerization, and an electro-
chemical sensor of IIP/NPG/GE was constructed for the determination 
of As(III) in water. The linear range of this sensor for As(III) was 
9.0–200.0 nM, and the limit of detection was 7.1 pM (Ma, Chang, Zhao, 
& Ye, 2020).

Cd(II)-imprinted polymers were synthesized for Cd(II) detection. 
Coelho et al. constructed a carbon paste electrode/ion-imprinted poly-
mer (CPE/IIP) electrochemical sensor to detect Cd(II) in water samples. 
The detection limit of IIP was lower than that of NIP for Cd(II) detection. 
The limit of detection was 4.95 μg/L, the limit of quantification was 
16.4 μg/L. This sensor was successfully applied to Cd(II) detection in 
mineral, tap water and lake water samples (Coelho et al., 2017). Hu et al. 
synthesized IIP using polyethyleneimine (PEI) and methacrylic acid 
(MAA) as bifunctional monomers and Cd(II) ions as template agents, and 
constructed an electrochemical resistive sensor with IIP-functionalized 
rGO (IIP/rGO) for Cd(II) determination in water. The imprinted mem-
brane (PEI-MAA) exhibited a higher selectivity for Cd(II). The sensor 
demonstrated a linear range of 2–200 ppb and a detection limit of 0.83 
ppb, which was successfully applied for Cd(II) detection in tap water, 
lake water and river water with a recovery rate of 94.5 % to 113.5 % 
(Fig. 1b) (Hu et al., 2021). Motlagh et al. prepared nanostructured Cd-IIP 
for the first time by surface-imprinting technique using the sol-gel 
method, and employed DPASV to determine Cd(II) at a carbon paste 
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electrode (CPE), where the maximum adsorption amounts of NIP and Cd 
-IIP showed maximum adsorption of 12.2 and 24.7 mg/g, respectively 
(Ghanei-Motlagh & Taher, 2017). This suggests that the high ratio of 
imprinted sites in the Cd-IIP materials provides a favorable high- 
performance platform for Cd(II) sensing.

In other studies, Cr(III)- imprinted polymers were also synthesized 
for the Cr(III) detection. Alizadeh et al. synthesized Cr(III)-imprinted 
polymers using itaconic acid and ethylene glycol dimethacrylate as 
the complexing monomers and crosslinkers, respectively, and con-
structed IIP-IMA nanoparticles to construct an electrochemical sensor 
for IIP-CCE. The oxidized peak current response of Cr(III) at the IIP- 
modified electrode was significantly higher than that of CCE and NIP- 
CCE. The peak current of Cr(III) ions in IIP-CCE was approximately 18 
times higher than that in NIP-CCE. The IIP not only accumulated Cr(III) 
on the surface of the electrode, thereby increasing its electrochemical 
signal, but also enhanced the charge transfer rate at the electrode sur-
face, further increasing the electrochemical signal of Cr(III) on IIP-CCE. 
The sensor demonstrated a linear range of 0.1–10 μM, a lower limit of 
detection of 17.6 nM, and was successfully applied to the determination 
of Cr(III) in water and urine (Fig. 1c) (Alizadeh, Rafiei, Hamidi, & 
Ganjali, 2017). Aravind et al. also developed a method for the detection 
of Cr(III), they established an ion imprinting technique for the deter-
mination of Cr(III) in water by using MAA as a functional monomer, N,N′ 
-methylene-bis-acrylamide as a cross-linking agent and potassium per-
sulfate as an initiator. Simultaneously, they produced vinyl-functional 
MWCNTs, formed a coating of an ion-imprinted polymer (IIP) on their 
surface, and then applied it to platinum electrodes to form a novel Cr(III) 
ion-imprinted MWCNTs-IIP electrochemical sensor. This sensor 

demonstrated a rapid response to Cr(III) ions by integrating highly 
specific binding sites in the IIP, and was suitable for the selective 
detection of Cr(III) ions with a detection limit of 0.054 μM (Aravind & 
Mathew, 2018).

In conclusion, electrochemical sensors based on the imprinting 
strategy have promising applications in the detection of heavy metal 
ions.

4.2. Flexible electrochemical sensor

Flexible substrates play a supporting role in electrochemical sensors. 
In contrast to the brittle substrates used in traditional electrochemical 
sensors, flexible substrates are bendable, stretchable, wearable, easily 
miniaturized, portable, easily manufactured, and can make direct con-
tact with the skin and other surfaces for noninvasive detection. 
Commonly used flexible substrates include polydimethylsiloxane 
(PDMS), polyvinyl alcohol (PVA), polycarbonate resin (PC), polyimide 
(PI), polyethylene terephthalate (PET) and polyethylene naphthalate 
(PEN). The flexible design and cost-effective manufacturing of flexible 
sensors make them ideal for field inspection (Mathew, Radhakrishnan, 
Vaidyanathan, Chakraborty, & Rout, 2021).

Flexible electrochemical sensors are becoming increasingly popular 
because of their ability to be thin, lightweight, stretchable and bendable. 
These sensors were designed to satisfy the requirements of different 
application environments. By employing micromachining technology 
and printed electronics technology, researchers can precisely configure 
the electrodes and sensing interfaces on flexible substrates to realize 
high-performance flexible electrochemical sensing platforms (Gao et al., 

Fig. 1. (a) An electrosynthesised ion imprinted polymeric sensor for the detection of Cu(II) (Khairnar, Jirimali, Patil, & Gite, 2020). Copyright 2020, Elsevier. (b) 
Illustration of the chemical structure of IIP (Coelho et al., 2017). Copyright 2021, Elsevier. (c) Nano-structured Cr(III)-imprinted sensing platform for the detection of 
Cr(III) (Hu, Sedki, Shen, Mulchandani, & Gao, 2021). Copyright 2017, Elsevier.
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2023). For example, Neethipathi et al. used screen printing technology 
to print a three-electrode system onto a flexible polyvinyl chloride (PVC) 
substrate with a hybrid carbon paste ink to form a thick-film electrode 
SPCE, and modified the SPCE with two-dimensional MoS2 nanoparticles 
to successfully construct an electrochemical sensor for detecting Cu(II) 
in water. Comparing with the electrochemical impedance of the modi-
fied SPCE, the results showed that the SPCE flexible sensor had better 
performance than the traditional glassy carbon electrode, with a line-
arity of the standard curve of 0.99, an extremely wide detection range of 
5–5000 μM, and an LOD of 5.43 μM (Fig. 2a) (Neethipathi et al., 2023). 
On the basis of the flexible sensor to detect single ions, studies have 
shown that the self-made flexible sensor can detect multiple metal ions 
at the same time. Zhao et al. successfully synthesized BiNPs@LIG 
nanostructures using flexible PI films as substrates and 470 nm laser 
irradiation. Subsequently, BiNPs@LIG was wrapped with a Nafion film 
to form a Nafion/BiNPs @LIG composite material, which was modified 
at the WE and assembled with an Ag/AgCl RE and a Pt wire counter 
electrode to form a three-electrode system. This flexible electrode was 
connected to an electrochemical instrument for simultaneous determi-
nation of Pb(II) and Cd(II) with a measurement range of 5.0–50.0 μg/L. 
When applied to standard addition recovery experiments on soil sam-
ples, the recovery rates of Cd(II) and Pb(II) reached 99.07 % and 98.95 
%, respectively, demonstrating the potential application of this sensor to 
real-world samples (Fig. 2b) (Zhao, Wang, & Liu, 2022). Zhao et al. 
employed electrodes using full printing technology by printing a com-
mercial carbon ink onto the surface of PET to form a conductive layer. 
An EDTA@PANI/MWCNTs composite material was used as the elec-
tronic ink to print the WE. The redox current peaks of the Cu(II), Pb(II) 
and Hg(II) ions did not overlap and showed obvious differences in their 
positions, which allowed for the simultaneous detection of these ions. 

The limit of detection for Cu(II), Pb(II) and Hg(II) ions were 55.4 pM, 22 
pM and 17.8 pM, respectively (Zhao et al., 2020).

Traditional electrochemical sensors are typically connected to com-
mercial electrochemical workstations, which greatly limits the integra-
tion of the system and real-time monitoring of heavy metal ions (Li et al., 
2025). Later, some portable integrated systems which combined sensors 
and microprocessors were developed; however, they still require an 
external battery or a wired connection to a smartphone for power supply 
and data transmission, which still has limitations for on-site detection. 
Therefore, wireless electromagnetic induction technologies based on 
NFC and Bluetooth have emerged. Jiang et al. modified a bismuth (Bi) 
film on a textile substrate to prepare a flexible electrode and combined it 
with a printed circuit board (PCB), Bluetooth technology and electro-
chemical technology to successfully prepare a flexible electrochemical 
sensor for real-time detection of human sweat, seawater, Zn(II), Cd(II) 
and Pb(II) in cosmetics and drinking water. The designed circuit and 
microcontroller were integrated on a small board, and the printed circuit 
board (PCB) was fabricated using electronic printing technology, then a 
flexible wearable sensor was integrated with a PCB and Bluetooth sys-
tem. The PCB was responsible for data acquisition and processing, the 
Bluetooth system transmitted the data to the mobile device, and the 
sensor enabled wireless transmission and real-time detection. The sensor 
was bendable as well as washable, cheaper and easier to scale up, with a 
lower LOD of 6.32, 15.04 and 9.08 ppb for Zn(II), Cd(II) and Pb(II), 
respectively (Fig. 2c) (Jiang et al., 2020). Xu et al. developed a wireless 
electrochemical sensor that could detect Pb(II) and Cd(II) in a range of 
containers without batteries. The sensor was composed of a flexible 
circuit board that replaced the traditional commercial electrochemical 
workstation and integrated circuits, NFC modules and flexible electrode 
arrays. The electrode array had two WEs for the detection of two heavy 

Fig. 2. (a) Manufacturing procedure of bulk electrodes for MoS2-modified screen printed sensor (Neethipathi, Beniwal, Bass, Scott, & Dahiya, 2023). Copyright 2023, 
IEEE Xplore. (b) The fabrication process of the disposable and flexible electrochemical sensor for the sensitive detection of Cd(II) and Pb(II) (Li, Zhang, & Li, 2025). 
Copyright 2022, Elsevier. (c) The electrode fabrication, detection mechanism and sensing process of electrochemical sensor (Jiang et al., 2020). Copyright 2020, 
American Chemical Society. (d) System design of the fully integrated battery-free and flexible electrochemical tag (Xu et al., 2020). Copyright 2020, Elsevier.
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metal ions: one modified with AuNPs for Pb(II) detection and the other 
with BiNPs for Cd(II) detection. The miniaturized flexible circuit board 
design allows it to be attached directly to the inner surface of the 
container, allowing the wireless detection of heavy metal ions from the 
outside using only an NFC-enabled smartphone. The NFC technology 
provides a stable voltage power supply to the circuit board so that the 
test results can be wirelessly transmitted to a mobile phone without any 
external power supply or equipment, which is convenient for easy access 
or subsequent analysis. The sensor achieved the low detection limits of 
2.20 μg/L and 1.51 μg/L for Pb(II) and Cd(II), respectively (Fig. 2d) (Xu, 
Li, et al., 2020).

Many flexible electrochemical sensors have been used to detect 
heavy-metal pollution in the environment, such as soil and water. 
Furthermore, studies have been conducted to monitor the levels of 
heavy metal ions in human sweat and urine. Hui et al. successfully 
developed a flexible electrochemical sensor by ultrasonically combining 
Ti3C2Tx and MWCNTs nanomaterials, modifying them on Au PET elec-
trodes, and depositing antimony (Sb) on the electrode surface. This 
sensor was used to simultaneously detect Cu(II) and Zn(II) in human 
urine and sweat, respectively. Taking Cu(II) as an example, the study 
showed slight changes in the oxidation electrode potential of the sensor 
at different bending angles (70◦, 45◦ and 30◦). Compared with the 
original state, the changes in the peak currents were only 1.3 %, 0.6 % 
and 1.9 %, respectively. This result highlighted the excellent flexibility 
of the electrodes, allowed them to be directly attached to the skin and 
toilet bowl for monitoring Cu(II) and Zn(II) levels in sweat and urine 
with detection limits of 0.1 ppb and 1.5 ppb were achieved, respectively. 
The application of this technology opens new possibilities for home 
health monitoring and real-time tracking of heavy metal ions levels in 
the body (Hui et al., 2020).

Flexible electrochemical sensors are highly conducive to rapid on- 
site detection owing to their adaptability. As technology continues to 
advance and optimize, it is likely that additional flexible electro-
chemical sensors with superior performance will be developed to meet a 
wider range of detection requirements.

4.3. Paper-based electrochemical sensor

Paper possesses microporous characteristics with adjustable pore 
size, hydrophilicity, strong liquid absorption capacity, thinness, light-
ness, customizable functional group modification, and can generate flow 
by capillary action. Cellulose is the primary component of paper, and 
various cellulose-based papers containing a large number of hydroxyl 
and carboxyl groups have been used as electrode substrates, demon-
strating their potential for heavy-metal adsorption (Ding, Cheong, 
Ahamed, & Lisak, 2021). Furthermore, recent investigations have 
explored the application of paper for the assessment of heavy metals, 
they highlighted the significance of paper substrates in shaping sensing 
responses and presented a cost-effective and accessible alternative for 
heavy metal analysis (Özbek & Berkel, 2022).

Paper-based sensors are commonly used in the development of 
colorimetric and fluorescent sensors, and have also been studied for the 
detection of heavy metal ions using electrochemical sensors. In contrast, 
electrochemical sensing methods provide better response times and 
sensitivities, with less background noise. Hu et al. modified BiNPs and 
nitrogen-doped carbon (NC) materials on flexible graphene paper elec-
trodes to enable the simultaneous detection of various heavy metals, 
with linear ranges of 10–1200 ppb for Zn(II), 0.5–1200 ppb for Cd(II), 
and a linear range of 0.5 ppb ~ 2.1 g/L for Pb(II). The detection limits 
for the BiNPs@NC/GP sensors were 5 ppb for Zn(II), 0.05 ppb for Cd(II), 
and 0.02 ppb for Pb(II) (Hu, He, Xiao, & Liu, 2023). Kamel et al. 
developed a paper-based sensor for assessing Cu(II) levels in blood. They 
used filter paper as a supporting substrate and macrocyclic pyridine- 
pentapeptide derivatives as novel ionophores for Cu(II) detection. The 
paper-based sensor had a linear range of 0.5 μM ~ 1.0 mM and a 
detection limit of 80.0 nM. The advantage of this sensor is that it can 

detect blood without pretreatment and it is relatively faster (Kamel, 
Amr, Almehizia, Elsayed, & Moustafa, 2021). Feng et al. prepared a cost- 
effective, disposable and paper-based sensor for the electrochemical 
detection of Pb(II). The sensor featured a disposable WE composed of 
carbon ribbons and indium tin oxide (ITO) glass, which was coated with 
a bismuth film, and filter paper was placed at the sensing interface for 
heavy metal detection. The linear range of this paper-based sensor for Pb 
(II) was 10–500 μg/L with a detection limit of 2 μg/L. The sensor was 
simple to prepare and inexpensive, and the electrode preparation price 
was approximately $ 0.05, which was convenient for practical applica-
tions (Fig. 3a) (Feng et al., 2013). Mariana et al. developed a disposable 
paper-based sensing device that combined filtering and detection ca-
pabilities. The linearity of Pb(II) and Cd(II) in the water samples was 
10–100 ppb, with detection limits of 7 and 11 ppb, respectively. In 
addition, the inclusion of filter paper in this sensing platform imparts 
filtering properties to the sensor and allows sample pretreatment. Pb(II) 
and Cd(II) can be detected in complex matrices such as mud and 
seawater without sample pretreatment (Medina-Sanchez et al., 2015). 
Ruecha et al. used graphene-polyaniline composite (GO/PANI) to 
modify SPCE and added Bi NPs to the buffer solution to achieve the 
detection of Zn(II), Cd(II) and Pb(II). The linear range of the sensor was 
0.1–300 ppb, and the limit for Zn(II), Cd(II) and Pb(II) detection were 1 
ppb, 0.1 ppb and 0.1 ppb, respectively. Compared with the bare elec-
trode, the sensitivity of the modified electrode was increased by 2 times. 
The recovery rates of Zn(II), Cd(II) and Pb(II) in human serum spiked 
with these metals were between 93.8 % and 109.7 % (Fig. 3b) (Ruecha 
et al., 2015).

4.4. Ratio electrochemical sensor

In recent years, ratiometric techniques originally developed for 
fluorescence analysis have been applied to electrochemical detection. 
Ratiometric sensors improve the reliability of electrochemical detection 
by measuring the variations in the ratio between two electrochemical 
signals (analytical and reference signals). Compared with single-signal 
electrochemical sensors, the self-calibration of the ratio of the two sig-
nals is less susceptible to unavoidable interference caused by instru-
mental or environmental factors, exhibits good stability and addresses 
the issue of poor reproducibility in electrochemical sensors (Wang et al., 
2019).

Ratio electrochemical sensors can be divided into two categories 
according to the different manifestations of the reference signal: the 
reference signal remains constant and the reference signal changes. In 
the first type, when the analysis signal changes, the reference signal 
remains unchanged. In the second type, when the analysis signal 
changes, the reference signal also changes. Wang et al. constructed a 
ratio electrochemical sensor using AuNPs as an internal reference signal. 
Cu(II) were successfully detected, and the reproducibility was greatly 
improved (Fig. 4a) (Wang, Liu, et al., 2019).

The reference signals of the above sensors were kept constant, 
whereas some studies used the strategy of changing the reference signal. 
Rong et al. constructed a ratiometric electrochemical sensors based on 
MOFs for the detection of Cd(II) and Pb(II) and the Cu(II) signals of the 
center ions of the MOFs were used as the internal reference signals. The 
central metal ions in the original MOFs were replaced by ion-exchange 
reactions in the presence of Cd(II) and Pb(II). The peak current of Cu 
(II) decreased, the peak currents of Cd(II) and Pb(II) increased, and the 
final output signals of the ratiometric sensors were used as the I Cd(II)/I 
Cu(II) and I Pb(II)/I Cu(II) signals. The output signal established a linear 
relationship with the concentrations of Cd(II) and Pb(II) (Fig. 4b) (Hu, 
Zhang, Chi, Yang, & Yang, 2020). Ma et al. constructed a DNAzyme- 
based dual-signal ratiometric electrochemical biosensor for the detec-
tion of Pb(II). The biosensor was self-assembled on a gold electrode 
using a methylene thiocyanate blue-labeled catalytic DNA probe (MB- 
P1) and a complementary ferrocene-modified substrate DNA probe (Fc- 
P2). MB-P1 served as the catalytic probe and the “turn-on” element, and 
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Fc-P2 served as the substrate probe and the “turn-on” elements. The 
presence of Pb(II) activates DNAzyme, cleaving Fc-P2 into two frag-
ments and dissociating it from the sensing interface, and is accompanied 
by an MB-P1 probe approaching the sensing platform. As a result, the 
peak current of the MB increases and the peak current of Fc decreases, 
generating a “turn on” and “turn off” element of a dual signal-ratio 
electrochemical output. According to the comparison of two peak cur-
rents, it is possible to detect Pb(II) in biological fluids, such as serum. 

DNAzyme has an efficient recognition capability and signal amplifica-
tion strategy, and the biosensor has a wide detection range (0.1–5 μM) 
and a low detection limit (45.8 pM) (Fig. 4c) (Ma et al., 2018).

Ratiometric electrochemical analysis is a widely used method for 
detecting heavy metal ions, because it is ability to eliminate environ-
mental interference. This technique is particularly useful in electro-
chemical detection.

Fig. 3. (a) The fabrication process of paper-based analytical devices (Kamel et al., 2021). Copyright 2013, Elsevier. (b) The electrochemical sensor fabrication on 
plastic film or paper (Medina-Sanchez, Cadevall, Ros, & Merkoci, 2015). Copyright 2015, Elsevier.

Fig. 4. (a) Embedded Au nanoparticles-based ratiometric electrochemical sensing strategy for the detection of copper ions (Ruecha et al., 2015). Copyright 2019, 
American Chemical Society. (b) The ratiometric electrochemical sensor for the detection of Pb(II) and Cd(II) (Zhou et al., 2021). Copyright 2020, American Chemical 
Society. (c) The DNAzyme-based dual-signal ratiometric electrochemical biosensor for the detection of Pb(II) (Yang et al., 2024). Copyright 2018, Elsevier.
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4.5. Dual-mode electrochemical sensor

The signal of a single-mode sensor is susceptible to interference from 
the external environment, particularly the sample matrix, which may 
lead to inaccurate results, such as false positive or false negative. 
However, dual-mode sensors compensate for the limitations of single- 
mode sensors by integrating the benefits of both and exhibiting syner-
gistic effects. These two signals can verify each other more reliably after 
interference from the external environment. Moreover, dual-mode sen-
sors offer greater versatility in dealing with intricate sample-matrix 
interference (Zhou et al., 2021).

Among the various sensors, fluorescence and colorimetric sensors 
belong to the optical field category and are more traditional dual-mode 
sensors. However, electrochemical fluorescence dual-mode sensors 
belong to two fields and have few applications. These have attracted 
wide attention in recent years. Fluorescence sensors have low detection 
limits in trace samples as well as turbid samples, electrochemical sensors 
have low reproducibility, and bimodal sensors are used considering the 
limitations of both sensors (Yang et al., 2024). Karakuş et al. designed a 
sensing platform by combining aggregation-induced emission (AIE) 
fluorophores and electrochemically active units into a single structure, 
which could provide an effective sensing platform for detecting the dual- 
signal response of Cu(II) ions. An easily synthesized AIE fluorescent 
probe (ANT-Fe) was developed with anthracene dye as the fluorophore 
and ferrocene formaldehyde as the redox-active unit. The probe has 
dual-modal sensing potential, namely a fluorescence “turn-off” signal 
mode and a cathode-shifted electrochemical signal mode, for the 
detection of Cu(II) in water. This sensor has a low detection limit (2.5 
ppb), short response time (<30 s), and good selectivity for Cu(II) ions 
(Karakuş, Gunduz, Liv, & Ozturk, 2020). Chen et al. constructed a 
fluorescent electrochemical dual-mode sensor to successfully detect Pb 
(II) ions in tap water and fertilizer samples. In the optical field, GDNA 

was labeled with FAM (F-GDNA) at the 3′ end as a recognition probe for 
Pb(II) ions and 2D-MOF nanosheets were used as quenchers. These two 
molecules are mixed by π–π stacking and hydrogen bonding, leading to 
FRET and the quenching of F-GDNA fluorescence. In the presence of Pb 
(II), the separation of F-GDNA resulted in the recovery of fluorescence in 
the sensing system, thereby establishing a linear relationship between 
fluorescence intensity and Pb(II) concentration. The detection limit of 
the fluorescence sensor was 3.3 nM. In the field of electrochemistry, 2D- 
MOF nanosheets were modified on an electrode, followed by the 
modification of single-stranded GDNA on a 2D-MOF/GCE. The addition 
of Pb(II) ions led to the formation of G-quadruplexes from single- 
stranded DNA. The difference in the 2D-MOF affinity for single- 
stranded GDNA and G-quadruplexes resulted in a change in the 
impedance of the electrode surface, enabling the detection of Pb(II) ions. 
This electrochemical sensor was highly sensitive, with a low detection 
limit of 8.7 pM (Fig. 5a) (Chen, Bai, Jin, & Zheng, 2021). Wang et al. 
used fluorescence electrochemistry dual mode to solve the problem of 
Cd(II) and Pb(II) detection in practical situations. For the first time, a sea 
urchin-like FeOOH-modified Au electrode was used to detect Pb(II) in a 
solution. EDTA quenched the fluorescence of CdTe/CdS quantum dots. 
Fluorescence was recovered in the presence of Cd(II), and the degree of 
fluorescence recovery was related to the concentration of Cd(II). In this 
study, the convolutional neural network (CNN) technique was applied 
for the first time to an electrochemical-fluorescence (EC-FL) two-mode 
strategy for the determination of Cd(II) and Pb(II) content in water. In 
particularly, the prediction errors of the developed CNN model for Cd(II) 
and Pb(II) were significantly lower than those of the conventional linear 
regression (0.2176 and 0.6002 μg/L, respectively), confirming its high 
accuracy and reliability in the analysis of real water samples (Fig. 5b) 
(Wang et al., 2022).

In the field of heavy-metal detection, in addition to electrochemical 
fluorescence dual-mode sensors, researchers have successfully 

Fig. 5. (a) Fluorescent and electrochemical Pb(II) sensor based on 2D-MOF nanosheets (Wang et al., 2022). Copyright 2021, Elsevier. (b) Fluorescence and elec-
trochemistry dual-modal sensor for detection of Cd(II) and Pb(II) (Erdemir et al., 2023). Copyright 2022, Elsevier. (c) Optical–electrochemical method of detecting 
Hg(II) and Cu(II) (Chaiyo, Apiluk, Siangproh, & Chailapakul, 2016). Copyright 2023, Elsevier. (d) Dual electrochemical and colorimetric detection of Pb(II), Cd(II) 
and Cu(II) (Cui, Ren, Song, & Ren, 2022). Copyright 2016, Elsevier.
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constructed electrochemical colorimetric dual-mode sensors. Erdemir 
et al. developed 1-mercapto triglyceride (TG)-modified AuNPs and used 
optical and electrochemical methods to identify and detect Hg(II) and 
Cu(II) by varying the solution medium. In ultrapure water, Hg(II) ions 
changed the original wine red color of AuNP-TG to blue, the initial 
absorbance value at 520 nm decreased, and a new absorbance peak 
appeared at 670 nm. In the PB solution, the Cu(II) ions produced a 
similar reaction. In terms of electrochemical detection, the change in the 
redox peak of Cu(II) originated from the reduction of its complex with 
the hydroxyl group adjacent to TG, whereas the electrochemical 
detection of Hg(II) originated from the disruption of AuNP-S bonds by 
Hg(II), followed by the aggregation of AuNPs and a significant increase 
in the electron transfer rate of the electrode. In this study, electro-
chemical and colorimetric dual-mode sensors were constructed and 
successfully used for the detection of Hg(II) and Cu(II) in spring, 
drinking and wastewater samples. Moreover, color-intensity changes in 
colorimetric sensors can be color-resolved using a smartphone, thus 
enabling on-site identification (Fig. 5c) (Erdemir et al., 2023). Chaiyo 
et al. also constructed an electrochemical and colorimetric dual-mode 
sensor to quantitatively detect Pb(II), Cd(II) and Cu(II). The sensor 
combined bismuth-modified boron-doped diamond electrodes (Bi- 
BDDEs) for the electrochemical analysis of Pb(II) and Cd(II), and the 
catalytic etching of silver nanoplates (AgNPls) using thiosulfate (S2O3

2− ) 
for the colorimetric analysis of Cu(II). Under Cu(II) catalysis, the AgNPls 
experienced size reduction and a color change from pink to colorless. 
This sensing strategy provided an extremely low detection limits of 0.1 
ng/mL for Pb(II) and Cd(II), whereas the detection limit for Cu(II) is 5.0 
ng/mL (Fig. 5d) (Chaiyo et al., 2016).

4.6. Microfluidics-based electrochemical sensor

Microfluidics were initially used in the medical field, and research on 
food testing has increased annually in recent years. Combining micro-
fluidic chips with electrochemical sensors can realize real-time, rapid 
and sensitive on-site detection of analyte. Microfluidics can accurately 
control fluid flow at the micron and nanoscale, reduce the amount of 
reagents and analytes, reduce costs, detect multiple analytes simulta-
neously, reduce analysis time and achieve higher sensitivity at low an-
alyte levels. And the preparation, reaction, concentration, separation, 
purification and detection of sample can integrated into one device, 
laying a solid foundation for point-of-care testing (POCT). The micro-
fluidic channel causes turbulence in the electrolyte, resulting in more 
metal ions contacting the electrodes, enhancing the enrichment of metal 
ions and increasing the electrochemical signal. Therefore, electro-
chemical sensing devices based on microfluidic chips exhibit easy 
miniaturization, suitability for field applications and the ability to pro-
vide early warnings (Cui et al., 2022).

In the early stages of microfluidic development, small microfluidic 
chips and electrodes were developed to efficiently process tiny fluids 
using simple devices. Studies have shown that CeO2@Au NPs nano-
materials can promote the decomposition of H2O2, generate active ox-
ygen, and oxidize colorless o-PD to form the yellow oxidation state 2,2′- 
diaminoazobenzene (o-PDox), which served as an electrochemical 
chemical testing indicator. According to this, Huang et al. proposed a 
microfluidic electrochemical sensing chip for detecting trace amounts of 
Pb(II). It was used to hybridize substrate chain S1 labeled with CeO2 
@AuNPs with DNAzyme, which was activated by Pb(II)-induced acti-
vation of DNAzyme, and S1 was separated into two fragments and de-
tached from the sensing interface. The electrochemical response was 
reduced because of a reduction in the number of CeO2@Au NPs. In this 
chip architecture, there was no need for complex chip components, such 
as pumps or valves. Instead, three-electrode microchambers with water- 
tank structures were integrated into the three-dimensional chip. When 
an appropriate amount of fluid was added to the microfluidic device, the 
solution flowed into three-electrode microchambers, realizing a three- 
electrode connection. The electrode microchamber was filled with o- 

PD and H2O2 to ensure that the electrochemical reaction could proceed 
normally. Moreover, this microfluidic sensor could detect 10 samples 
simultaneously. Using nanopore gold nanolayer (PAuNL) as the sensing 
substrate and CeO2@Au NPs as the signal amplification strategy, the 
detection limit of Pb(II) can reach 3.1 pM (Fig. 6a) (Huang et al., 2021).

Research on electrochemical microfluidic technology in the field of 
heavy metal ions detection has evolved from initial basic research to 
current highly integrated and intelligent development (Lace & Cleary, 
2021). The microfluidic system was integrated and intelligent, inte-
grating microfluidic components such as microelectrodes, sensor arrays, 
micropumps and valves, which are used in conjunction with smart-
phones and cloud computing technology to achieve automated sample 
processing and efficient and rapid on-site detection. This system does 
not have to be operated by laboratory professionals; the data will be 
transmitted to smartphones and computers to achieve intelligent oper-
ation of the sample into the system results directly output. Hossain et al. 
recently constructed a disposable AC electrodynamic microfluidic de-
vice consisting of a screen-printed carbon channel and a detection 
electrode on a polyethylene film substrate, with a WE modified with a 
composite of a conductive polymer and GO nanoparticles. This study 
applied a small AC potential symmetrically on the channel wall, and 
soluble organic and inorganic substances could be precisely separated 
based on the mass, charge, size and dipole moment difference of the 
target substance. Different types of hydrophilic plastic caps have been 
utilized to demonstrate the flow of fluids through microfluidic channels 
via capillary action and electrodynamic forces. Heavy metal ions have 
been used as model analytes for precise separation and sensitive 
detection using simple amperometric methods. The detection limits of 
the microfluidic sensor for Cu(II), Cd(II), Hg(II) and Pb(II) were 0.04, 
0.29, 0.07 and 0.14 ppb respectively. Finally, the electrochemical results 
were compared with the ICP – MS results with a confidence level of 95 % 
(Fig. 6b) (Hossain et al., 2023).Giménez-Gómez et al. demonstrated an 
electrochemical sensor integrated with microfluidic technology for 
precise monitoring of inorganic arsenic (III) in water. This advanced 
microfluidic system has a modular design that enables automated 
sample handling and the highly sensitive detection of As(III). A flexible 
and transparent microfluidic module made by rapid prototyping tech-
nology can easily integrate gold nanoparticle-modified gold film elec-
trodes. The system not only simplified the traditional arsenic detection 
process, but also significantly improved the accuracy and efficiency of 
detection. The linear range is 1–150 μg/L, and the detection limit is 0.42 
μg/L. This represents an important advancement in microfluidic elec-
trochemical sensors in the field of environmental monitoring, particu-
larly for the rapid detection of arsenic contamination (Fig. 6c) 
(Giménez-Gómez et al., 2019b).

In recent years, 3D printing technology has been gradually applied to 
the manufacturing of sensors. As an economical and environmentally 
friendly production method, 3D printing can achieve mass production 
while ensuring equipment standards. Hong et al. used 3D printing to 
fabricate a microfluidic cell adapted to screen-printed electrodes (SPEs), 
which were integrated with SPEs, USB interfaces, electrochemical 
workstations, pumps and iPads, to establish a real-time sampling system 
for the detection of Cd(II) and Pb(II). The sensor had a low detection 
limit of 0.5 μg/L and 0.2 μg/L for Cd(II) and Pb(II), respectively (Fig. 6d) 
(Dong et al., 2016).

In the future, as advancements in artificial intelligence (AI) and 
machine learning continue to evolve, the integration of these technol-
ogies with electrochemical microfluidic detection systems will propel 
their development towards heightened intelligence and automation. 
This evolution is set to significantly enhance our capabilities in safe-
guarding public health and environmental integrity, leveraging the 
enhanced precision and efficiency that these advanced technological 
frameworks can offer.
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4.7. Electrochemical sensor based on hybrid strategy

In the field of electrochemical detection, single-technology strategies 
have shown advantages for heavy metal ions. These methods are based 
on their respective characteristics, such as the low cost and personnel 
friendliness of paper sensors, high efficiency and fine control of micro-
fluidic systems, adaptability of flexible sensors, high accuracy of dual- 
modal technology, anti-interference ability of ratiometric technology 
and high selectivity of IIP, which have greatly contributed to the 
development of this field. Nevertheless, these strategies may still 
encounter challenges in terms of sensitivity and selectivity when used 
for the detection of trace heavy metal ions in complex matrices (Liang 
et al., 2021).

Therefore, integrated methods incorporating multiple detection 
strategies are gradually becoming a research hotspot, aiming to 
compensate for the shortcomings of a single technology to achieve the 
efficient detection of heavy metal ions at extremely low concentrations. 
Through strategic integration, they complement one another’s advan-
tages. For example, combining microfluidic technology and flexible 
sensors can provide sufficient flexibility to adapt to different detection 
environments while maintaining precise sample control, and combining 
IIP with dual-mode detection technology can simultaneously provide 
both high target-ion selectivity and enhanced detection sensitivity. Such 
cross-strategy integration not only optimizes the detection performance 
but also expands the application prospects of electrochemical sensing 
technology in a number of important fields, such as environmental 
monitoring, food quality inspection and public health.

A single strategy works well for heavy metal ions, but still has its own 
drawbacks; therefore, researchers have combined different strategies to 
detect heavy metal content at lower concentrations. Li et al. integrated 
flexible sensors, chemical sensor arrays, and modified MoS2 flexible 

materials to achieve simultaneous detection of Cd(II), Hg(II) and Pb(II). 
The sensor array had a detection limit of 5 ng/mL for Cd(II) and could 
detect Hg(II) in tap water and Na(I) in human sweat samples (Fig. 7a) 
(Li, Zhang, & Wu, 2019). Zhang et al. constructed a smartphone- 
controlled portable wearable microfluidic electrochemical sensor that 
does not require external energy input. Under capillary action and a 
surface tension gradient, it can fill the entire channel of the microfluidic 
device. The surface-tension gradient-driven fluid flow can accelerate the 
pre-enrichment and shorten the detection time. An induced graphene 
electrode (LIG) was prepared using a laser method, and flower-cluster- 
shaped ZnO nanorods (FC-ZnONRs) were decorated on the LIG. The 
microfluidic system exhibited a good detection performance for Cu(II) in 
the range of 1–2100 μg/L, with a low detection limit of 0.0368 μg/L. In 
addition, portable microfluidic systems have been successfully used for 
the detection of Cu(II) in human sweat in conjunction with portable 
workstations and smartphones (Fig. 7b) (Zhang, Ma, et al., 2024). Hu 
et al. proposed an microfluidic paper-based analysis device (mPAD) 
based on IIPs for the detection of Cd(II) in water. rGO was modified into 
a paper-based screen-printed carbon electrode (pSPCE), and the linear 
range of this sensor was 1–100 ng/mL, with a detection limit of 0.05 ng/ 
mL. When spiked into water samples, the recovery rate was 96.5 % ~ 
114.2 % (Fig. 7c) (Hu et al., 2024). The combination of various elec-
trochemical strategies makes up for the deficiency of a single strategy 
and makes the performance of the sensor better. This may also be an 
important direction for future electrochemical sensors.

This section is the key part of this review, this section mainly focuses 
on the latest advancements in the field of heavy metal ions detection 
using electrochemical sensing strategy, which have been conducted 
comprehensively over the last decade (Table 1). Through the summary 
of the table, we can intuitively understand the various nanomaterials 
and technologies applied in electrochemical sensors.

Fig. 6. (a) The three-dimensional model and the analysis process of MESC (Hossain, Karim, Seo, Park, & Shim, 2023). Copyright 2021, Elsevier. (b) A disposable 
microfluidic channel sensor for the detection of Cu(II), Cd(II), Hg(II) and Pb(II) (Giménez-Gómez, Baldi, Ayora, & Fernandez-Sanchez, 2019b). Copyright 2023, 
American Chemical Society. (c) Design of the microfluidic system (Dong et al., 2016). Copyright 2019, American Chemical Society. (d) The microfluidic devices with 
the SPE (Liang et al., 2021). Copyright 2016, American Chemical Society.
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5. Conclusion and Prospect

The design and construction of heavy metal electrochemical sensing 
platform has always been a hot field of interest for researchers. In this 
review, nanomaterials and common electrochemical techniques are 
briefly described. On this basis, electrochemical sensing strategies are 
discussed, including IIPs-based, flexible, paper-based, ratio, dual-mode, 
microfluidic and composite strategies. We summarize, illustrate and 
highlight the importance of these sensing strategies for the construction 
of electrochemical sensing platforms, which, through clever design and 
innovation, can increase sensitivity and reduce detection limits, showing 
great potential for complex sample matrix detection (Li, Chen, Deng, & 
Gao, 2022; Manikandan et al., 2024). In summary, the combination of 
these new strategies, electrochemical techniques and nanomaterials 
solves the challenges faced by traditional electrochemical analysis and 
promotes a new trend in food safety sensing (Xu, Liu, Xiao, Jiang, & Yi, 
2020).

Electrochemical sensors have made great progress on the basis of 
new technologies and strategies, but there are still challenges in per-
formance, materials, practical applications and commercialization. In 
terms of sensor performance, when detecting multiple substances at the 
same time, the sensitivity and selectivity of the electrochemical sensor 
may cause interference, affecting the accuracy of the detection (del 
Campo, 2023). In terms of material preparation, there are problems such 
as complicated process, not environmental protection, not green, and 
high cost. In addition, the sensor portability, miniaturization and inte-
gration face the challenges of weak electrode signal and difficult 
manufacturing (Yang, Shen, Duan, Liu, & Wang, 2025). In practical 
applications, complex real samples can interfere with detection, and 
field measurements need to adapt to harsh environments and respond 
quickly (Ghaani, Azimzadeh, Büyüktaş, Carullo, & Farris, 2024). Finally, 
the process of commercializing electrochemical sensors is difficult. 
When transforming from the laboratory to the market, it is necessary to 

solve many problems such as production process and quality control 
(Harun-Or-Rashid, Aktar, Preda, & Nasiri, 2024).

In the future, these platforms will need deeper requirements: inte-
grating environmental protection concepts into detection operations, 
strengthening real-time monitoring and preventive measures, and using 
advanced technology for data processing. Firstly, with the growing 
awareness of global environmental protection, the development of 
electrochemical sensors should increasingly emphasize the use of 
decomposable and recyclable materials, renewable energy sources, and 
reduction of reagent volumes and waste liquids to achieve more envi-
ronmentally friendly heavy-metal detection (Jiao et al., 2024; Zhao & 
Liu, 2018). Then, the future direction of electrochemical sensor tech-
nology will focus on portable real-time monitoring and application in 
the field to ensure that effective measures are taken quickly in the early 
stages of pollution, ensure full-chain protection, effectively reduce the 
risk of environmental pollution and protect public health and safety. 
Lastly, with the latest wireless technologies, including Bluetooth, NFC 
and 5G, the instant collection and rapid analysis of monitoring data can 
be achieved. By leveraging AI and machine learning algorithms, the 
sensing platform can automatically interpret detection data, identify 
data patterns and predict future trends. In the future, electrochemical 
sensors will support environmental monitoring, food safety testing and 
public health more effectively (Gu et al., 2022; Mukherjee et al., 2021; 
Wang et al., 2024).
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Table 1 
Summary of heavy metal ions detection using electrochemical sensors.

Metals Type Linear Range LOD Samples Recovery Refs.

Pb(II) LSV 0.05–60 μM 0.01 μM Water and rice 95–103 % (Hu et al., 2016)
Cd(II) DPV 10.1–19,620 μg/L 4.95 μg/L Water / (Coelho et al., 2017)
Zn(II) DPV 6.12–45.9 nM 13.51 nM Water / (Khairnar et al., 2020)
Cd(II) CR 2–200 ppb 0.83 ppb Water 94.5–113.5 % (Hu et al., 2021)
Cr(III) EIS 0.1–10 μM 17.6 nM Water and urine / (Alizadeh et al., 2017)

Cr(III) DPV 1–5 ppm 0.051 μM
Metal plating 
industry

99.6 % (Aravind & Mathew, 2018)

As(III) CV 0.02–9 nM 7.1 pM Water 90.1–109.2 % (Ma et al., 2020)
Cd(II) DPASV 0.5–40 μg/L 0.15 μg/L Water 97.0–101.7 % (Ghanei-Motlagh & Taher, 2017)
Cu(II) DPV 5 μM–5 mM 5.43 μM Water / (Neethipathi et al., 2023)

Pb(II) SWASV 2–14 ppb 0.81 ppb Water /

(P. Pathak, H.J. Cho, Graphene Oxide- 
Chitosan Composite-Based Flexible 
Electrochemical Sensors for Lead ION 
Detection, 2021)

Cu(II), Pb 
(II) and 
Hg(II)

SWV
0.2 nM − 1.5 μM, 
0.2–100 nM, 0.1–10 
nM

5.4 pM, 22 pM and 17.8 
pM

Mineral water and 
tap water 90–95 % (Zhao et al., 2020)

Pb(II) and 
Cd(II) SWASV 5.0–50.0 μg/L 0.8 μg/L and 0.5 μg/L Soil 99.07 %, 98.95 % (Zhao et al., 2022)

Zn(II), Cd 
(II) and 
Pb(II)

SWV
0–3500 μg/L, 
0–5000 μg/L, 
0–2000 μg/L

6.32 ppb, 15.04 ppb and 
9.08 ppb

Human sweat, 
seawater and 
cosmetics

/ (Jiang et al., 2020)

Pb(II) and 
Cd(II)

SWASV 50–300 μg/L and 
100–300 μg/L

2.20 μg/L and 1.51 μg/L

Enameled cup, 
ceramic 
Teapot and dark-red 
enameled pottery

93.3–119.1 %, 
98.7–107.2 %

(Xu, Li, et al., 2020)

Cu(II) and 
Zn(II) SWASV

10–500 ppb and 
350–850 ppb 0.1 ppb and 1.5 ppb

Soil, mackerel, 
crayfish and water 96.2–100.4 % (Hui et al., 2020)

Zn(II), Cd 
(II) and 
Pb(II)

SWASV
10–1200 ppb, 
0.5–1200 ppb and 
0.5 ppb–2.1 g/L

5 ppb, 0.05 ppb and 0.02 
ppb

Tap water and lake
94.9–100.7 %， 
105–105.8 %, 
105.5–106.1 %

(Hu et al., 2023)

Cu(II) EC 0.5 μM–1.0 mM 80.0 nM Serum and whole 
blood

92.0–105.0 % (Kamel et al., 2021)

Pb(II) SWV 10–500 μg/L 2 μg/L Toys samples / (Feng et al., 2013)
Pb(II) and 

Cd(II) SWV 10–100 ppb 7 ppb and 11 ppb Water / (Medina-Sanchez et al., 2015)

Zn(II), Cd 
(II) and 
Pb(II)

SWASV 0.1–300 ppb
1 ppb, 0.1 ppb and 0.1 
ppb Human serum 93.8–109.7 % (Ruecha et al., 2015)

Cu(II) DPV 2.5–500 μg/L 0.9 μg/L Seawater 94.0–102.0 % (Wang, Liu, et al., 2019)
Cu(II) DPV 10 nM–10 mM 0.2 μM Water 99.9–102.2 % (Hu et al., 2020)
Pb(II) ACV 0.1–5 μM 45.8 pM Serum / (Ma et al., 2018)

Cu(II)
DPV and 
fluorescence

0–9 equiv. and 0–10 
equiv 2.5 ppb / / (Karakuş et al., 2020)

Pb(II)
EIS and 
fluorescence

5 nM–1 μM 8.7 pM and 3.3 nM
Tap water and 
soluble

97.3–103.0 % (Chen et al., 2021)

Cd(II) and 
Pb(II)

EIS and 
fluorescence

3.1–9.8 μg/L and 
10.0–49.1 μg/L

2.82 μg/L Tap water 99.18 %， 101.60 % (Wang et al., 2022)

Hg(II) and 
Cu(II)

Colorimetric 
and CV

50–200 nM
45 nM and 50 nM 
(Colorimetric), 293 nM 
and 173 nM(CV)

Drinking water, 
spring water and 
wastewater

98.2–103.6 % (Erdemir et al., 2023)

Pb(II), Cd 
(II) and 
Cu(II)

ASV and 
colorimetric

0.5–70 ng/mL, 
0.5–70 ng/mL and 
10–350 ng/mL

0.1 ng/mL, 0.1 ng/mL 
and 4.12 ng/mL

Stream water, 
groundwater, rice 
and fish

82.2–102.6 %, 
81.6–102.9 %, 
71.7–96.9 %

(Chaiyo et al., 2016)

Pb(II) DPV 0.01 nM–5 μM 3.1 pM Wastewater 95.12–109.4 % (Huang et al., 2021)
Cu(II), Cd 

(II), Hg 
(II) and 
Pb(II)

SWASV 0.1–200.0 ppb
0.04 ppb,0.29 ppb,0.07 
ppb and 0.14 ppb Water / (Hossain et al., 2023)

As(III) LSV 1–150 μg/L 0.42 μg/L Water 90.0–98.2 % (Giménez-Gómez et al., 2019b)
Cd(II) and 

Pb(II)
DPASV 0.5–8 μg/L and 

10–100 μg/L
0.5 μg/L, 0.2 μg/L Water 94.7–102.2 %, 

93.2–101.9 %
(Dong et al., 2016)

Cd(II) EC 50–500 μg/mL 5 ng/mL Tap water / (Li et al., 2019)
Cu(II) DPV 1–2100 μg/L 0.0368 μg/L Sweat 96.5–101.6 % (Zhang, Ma, et al., 2024)
Cd(II) SWASV 1–100 ng/mL 0.05 ng/mL Water 96.5–114.2 % (Hu et al., 2024)
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