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Abstract

The rapid growth of technology has transformed the way the public purchases many products, including medications.
Online medication purchasing has become a convenient and confidential route for patients to access healthcare without
leaving their homes. Online pharmacies have many benefits but also present an increased risk for patient harm caused by
unintentionally purchasing from illegal online pharmacies. lllegal online pharmacies are those that operate online without
the requisite valid licenses or supply drugs not approved by the Food and Drug Administration (FDA). As obtaining
certain medications has become restricted, either due to policy or drug shortages, more patients are relying on services
provided by Internet pharmacies. The overturning of Roe versus Wade has caused an emerging drug restriction that
may coerce the public to turn to Internet pharmacies for purchasing medications. A narrative review was conducted
to analyze both the past and present effects of medications sold by illegal online pharmacies to help recognize the
implications of restricting access to FDA-approved medications. Several large science and health literature databases
were searched to find relevant references. Resulting resources, which referenced the connection between restricting
access to FDA-approved medications and the increase in illegal online sales, were included in this review. The information
evaluated in this article will help inform healthcare providers and policymakers of the inadvertent effects of restricting
access to FDA-approved medications.

Plain language summary
A Narrative Review of lllegal Online Pharmacies and Contemporary Issues with Restricting FDA-Approved Medication
Access
Background:
o [llegal online pharmacies target vulnerable patient populations such as patients affected by drug shortages or
patients who require restricted access medications.
e Increased production of substandard or falsified medications is rampant during drug shortages or restricted access
use and can lead to patient harm.
e The overturning of Roe versus Wade in the United States may illicit a response from the public to acquire their
medications through illegal online pharmacies which may be providing substandard or falsified medications.
Methods:
e A narrative review was conducted to understand the implications of restricting access to FDA-approved medica-
tions. Previous instances of drug shortages and restricted access use medications were analyzed to understand the
effects the overturning of Roe versus Wade may have on patient harm.
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Results:

o Illegal online pharmacies continue to threaten patient harm by supplying substandard or falsified medications to

patients.

e Patient harm from substandard and falsified medications has been observed through previous abortion bans.

Conclusion:

e Purchasing abortive medications from illegal online pharmacies is correlated with an increase in the number of

serious or fatal events.

e This phenomenon can continue to impact the healthcare system as legal implications surrounding abortion develop.
e Education and advocacy to safe and effective abortive medications are key in ensuring patient safety in reproduc-

tive care.
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Introduction

The Internet has revolutionized healthcare practices and
has led to an increasing trend for consumers to replace a
trip to their local pharmacy with Internet purchasing.! For
many, buying prescription medications online offers
advantages not available at a “brick-and-mortar” phar-
macy. An online pharmacy, also referred to as an Internet
pharmacy, is defined a retailer of non-prescription and pre-
scription medications that dispenses or sells medicines
directly to patients through the mail and provides informa-
tion on their products via the Internet.> The general shift
toward telehealth has make online pharmacies especially
more appealing because of convenience, cost, and access.’
In addition, one of the many benefits of online pharmacies
includes a greater availability of medications for those that
have geographical limitations. The convenience and ease
of comparing different websites to find the best price for
medications also makes online pharmacies a more palata-
ble option than a traditional visit to the pharmacy.* The
Internet provides access to various medications without
restrictions or limitations, creating an appeal for consum-
ers. Online pharmacies have many benefits associated with
them, but they also present an increased risk for patient
harm caused by unintentionally purchasing from illegal
online pharmacies.’

Given the recent rulings of Roe versus Wade, which
overturned women’s access to safe reproductive care,
women may need to rely on unsafe sources such as illegal
online pharmacies for reproductive medications to obtain
an abortion. Women’s healthcare, specifically maternal
health has often been overlooked, and despite healthcare
advances in the past few decades, women still face gaps in
treatment.® With this added restriction, we can anticipate
further major health issues and disparities. Evaluations of
trends in illegal online pharmacies exhibit that patient
harm can be generally underreported,’ and due to the

sensitive nature of abortion, there are not many direct
patient case reports that show the harm that has been
caused by restricting access to reproductive healthcare.
The aim of this narrative review is to strive toward closing
the women’s healthcare gap by highlighting the specific
under-represented and under-reported topic of restricting
access to abortion.

Methods

This review is intended to discuss past and present issues
relevant to the impact of restricting access to FDA-
approved medications or drug shortages. A narrative
review was conducted using keyword combinations to
identify appropriate sources. Our search was conducted
between November 2010 and May 2023 in the following
databases: PubMed, EMBASE, Cochrane, and Google
Scholar. Articles were found from a wide range of key
terms including: “medication restriction,” “restricting
access,” “drug shortage,” “abortion restriction,” “abortifa-
cients,” “misoprostol/mifepristone restriction,” “illegal
online pharmacies,” “substandard and falsified medica-
tions,” “counterfeit drugs,” “online purchasing,” “Roe vs
Wade,” “access to medications for abortion,” and “harm
with restricted abortifacients.” The search yielded research
articles, reviews, commentaries, conference papers, and
news reports related to consumer restricted access to medi-
cation or harm associated with illegal online pharmacies.
The pertinent data identified from these sources were
included in this narrative review.

What are illegal online pharmacies?

The increased use of online healthcare has incited a market-
place where an estimated 35,000 online pharmacies are oper-
ating at any given time.* Online pharmacies offer and
dispense non-prescription and prescription medications
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directly to patients through an Internet website.” However,
due to the intangible nature of the Internet and low-controlled
environment, not all online pharmacies are legitimate.® To
classify an illegally operating online pharmacy, it is impor-
tant to understand the difference between legal and illegal
online pharmacies. Legal online pharmacies in the United
States comply with the laws and regulations of the state
where operations occur. In addition, they must also operate
in accordance with the state to which the pharmaceutical
products are shipped. On the contrary, illegal online pharma-
cies are defined as those that fail to meet any sort of regula-
tory requirements and are not appropriately licensed to
dispense prescription medications. Illegal pharmacies are
commonly identified as advertising the sale of prescription
drugs without a valid prescription.* With one click, consum-
ers access thousands of pharmacies which can pose danger to
many who might not be able to identify the indicators of a
fraudulent pharmacy. Identifying an illegal online pharmacy
has become more difficult as these online pharmacies use
fraudulent seals and licenses to lure consumers.* As of 30
June 2018, The National Association of Boards of Pharmacy
(NABP)’ reviewed 11,943 illegal online pharmacies selling
prescription medications to US patients and found that 96%
of these pharmacies were operating out of compliance with
state and federal laws and/or NABP patient safety and phar-
macy practice.

Rogue or illegal online pharmacies offer potentially
adulterated, misbranded, or dangerous prescription medi-
cations outside of the regulated drug supply system to
American consumers. According to the US Food and Drug
Administration (FDA),'* adulterated medications are those
that do not follow strength, purity, or quality standards and
the differences are not noted on the drug label whereas
misbranding is the labeling of medications in a false or
misleading manner. These online pharmacies can provide
substandard and falsified medications that are both mis-
branded or adulterated without adequate FDA-required
directions for use, warning, and contraindications.!' The
inherent risks associated with these drugs may be linked to
contamination, varying amounts of active ingredients, or
containing different ingredients altogether.'> Marketing
strategies lure customers in through advertising the bene-
fits of online pharmacies including convenience, dis-
counts, privacy, bulk orders, and lack of a healthcare
provider visits."* Most commonly, social media platforms
or other smartphone applications have become a popular
route for unscrupulous sellers to market to vulnerable pop-
ulations.'* Consumers who purchase medications online
are at risk of experiencing adverse outcomes due to dispro-
portionate amounts of active ingredients.'® Previous evalu-
ations of trends in illegal online pharmacies revealed that
SF product harm is severely under-reported, which in turn,
makes it difficult to protect patients and advocate for
reform.'® Aside from non-health-related risks, there are
risks associated with consumer fraud, breach of privacy,
and stealing of personal data.*

Previous issues with restricted access
medications

Root causes of online pharmacy purchasing could be
attributed to restricted access medications or medications
affected by drug shortages.!” Restricted access medica-
tions that are commonly sought out on illegal online phar-
macies include products for weight loss, erectile
dysfunction, or hormone replacement.'*2° Highly regu-
lated weight loss products such as phentermine and
Qsymia are commonly purchased through online sources
due to stringent legal restrictions.?! Qsymia is specifically
regulated by the FDA through a Risk Evaluation and
Mitigation Strategies (REMS)?? program. REMS are drug
safety programs required by the FDA?® for medications
that have serious safety concerns where risk can outweigh
benefit if it is not properly utilized and monitored.
Obtaining highly regulated medications can be a burden-
some process for consumers but illegal online pharmacies
make acquiring medications more convenient.* However,
the safety measures implemented by the FDA programs
exist to mitigate risk and prevent patient harm and there-
fore should not be disregarded.

Previous issues with medication
supply chain

In cases of drug shortages reported across the world, an
increased amount of adverse events have occurred as a
result.?* A supply and demand imbalance can also present
an opportunity for unscrupulous producers, distributors,
and sellers. As observed with previous pandemics, the
COVID-19 pandemic rendered the global supply chain
increasingly more vulnerable and allowed for an increase
of SF medications.”® As claims of medications such as
ivermectin, an antiparasitic, and hydroxychloroquine, an
immunomodulator and antimalarial, became publicized as
treatments for COVID-19, online counterfeiters quickly
began marketing these products through exaggerated and
persuasive claims.? Since the declaration of the pandemic
in February 2020, a special task force was designed by the
US government to combat fraudulent medical products. In
fact, the FDA issued 120 warning letters, 270 virtual mar-
ketplace reports, and 225 domain registrar complaints sur-
rounding the public against the use of unapproved
COVID-19-related drug products.!” A more recent exam-
ple of limited access due to drug shortage can be observed
with the amphetamine salts shortage that began in July
2022.%" By September of 2022, over 80% of patients diag-
nosed with attention-deficit/hyperactivity — disorder
(ADHD) stated that they have had difficulty accessing
their medications and therefore worry about withdrawal
symptoms.?® As a result, patients have resorted to online
sources to obtain these medications.?’ This shortage
remains a prevalent issue and many cases of patient harm
and even death have been reported as a result of buying
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amphetamine salts from illegal online pharmacies that
were found to contain impure ingredients.>’ In May 2023,
two college students in the United States died from fake
Adderall pills that contained fentanyl. Due to the emer-
gence of this issue, an urgent warning was issued from the
Drug Enforcement Administration (DEA) to the operators
of illegal websites that Schedule II stimulants, including
amphetamine drug products marketed as Adderall, without
a prescription.®! These warnings also serve as an alert to
consumers of the dangers of online pharmacies that pro-
vide adulterated and misbranded medications. The restric-
tions that are placed on the public due to drug shortages
further facilitate danger from substandard or falsified med-
ications that can be obtained from illegal online
pharmacies.

Recent changes in US policy

A contemporary example of how policy may impact the
method by which patients access healthcare include the
recent changes in US policy surrounding abortion. Given
various state restrictions and previous issues with the med-
ication supply chain, the public can anticipate an increase
in the vulnerability of the supply chain with SF medica-
tions. Since 1973, the US Supreme Court recognized that
the decision to continue or end a pregnancy belongs to the
individual, not the federal government. Within the past
year, the Supreme Court overturned the Roe versus Wade
ruling which will remove federal protection of abortion in
each state.> New state restrictions pertaining to abortion
access have already begun to develop which may coerce

the public to turn to online purchasing of FDA-approved
abortifacients such as mifepristone. Cost and convenience
are normally the main proponents that lead patients to
resort to online pharmacies, but with these new state
restrictions, access will become the main proponent. With
a plethora of unsafe and unverified sources, this can
quickly emerge into a global health crisis. The period fol-
lowing the overturn of Roe versus Wade, 1-8 May 2022,
corresponded with the greatest number of Google searches
for abortion medication in the United States, with about
350,000 Internet searches.3* While mifepristone remains
on the market at this time, litigation in the Supreme Court
is ongoing which will affect the option American women
have to access safe and effective abortion by medication.

Issues surrounding abortion ban in
other countries

As noted with previous bans on abortion and abortifacients in
other countries, restricting access is correlated to an increased
number of patient harm from consumers purchasing abortive
medications from online counterfeit pharmacies.’* In the
United States, it is illegal to obtain a prescription medication,
such as an abortifacient, without a valid prescription or under
the supervision of a physician. Therefore, due to legal impli-
cations, there are limited direct case reports that demonstrate
harm in patients who have obtained abortifacients illegally,
but cumulative data collected indicate patient harm can occur.
As seen in Figure 1 the Philippines is one of the few coun-
tries in the world that have taken steps to criminalize abortion
in all circumstances with no exceptions. Due to this, women
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in the Philippines seeking abortions continue to die or suffer
complications due to unsafe abortive procedures or counter-
feit abortion medications. Although it was criminally banned
in 2008, there were an estimated 560,000 medication or surgi-
cal induced abortions performed from 2008 to 2010 alone.
Out of the women that sought these abortive measures, 90,000
required treatments for complications and of those women,
1000 fatalities occurred.’® These tragic and preventable
deaths are a direct consequence of the Philippines’ restrictive
abortion laws. The implications of violating this law could
result in 6 years of imprisonment, even for physicians or mid-
wives if they perform an abortion.’” Similar to the Philippines,
Brazil enforces punitive restrictions against abortion or abor-
tifacients. Therefore, women in this region are forced to pur-
chase abortifacients through illegal sources.® Although
purchasing medications through this route provides access,
many of these online pharmacies do not include any coun-
seling, directions for proper use, or common side effects. The
restrictions that are placed on the public warrant for harm not
only from SF medications but also leave the public to make
autonomous clinical decisions.

Patient harm associated with
restricted use of abortifacients

As we have observed with other countries placing these
bans and restrictions on abortion, there can be a multifold
of effects on maternal health. In comparison to other devel-
oped countries, the United States has the highest maternal
mortality rate. The rate for maternal deaths in the United

States was 32.9 per 100,000 live births compared to other
high-income countries such as Australia, Austria, Israel,
Japan, and Spain, which all reported rates between 2 and 3
deaths per 100,000 in 2020.% Researchers have estimated
that the total abortion ban could increase the number of
maternal deaths by 24%, with the greatest impact on
African American women, at 39%.% The US maternal
mortality rate already disproportionately impacts women
of color. African American women are specifically more
at risk as they are three times more likely to die from preg-
nancy-related causes compared to Caucasian women.*
Abortion by medication, such as misoprostol and mife-
pristone, has been an increasingly common option for
women who live below the poverty line, women of color,
women with disabilities, and those that live in healthcare
deserts.*'*2 As seen in Graph 1, the prevalence of use of
abortifacients for pregnancy termination was over 51%.%!
This new restriction will disproportionately impact those
that are already experiencing healthcare disparities in
reproductive healthcare access. 4!

Many states have already restricted access to abortifa-
cients through telemedicine and Planned Parenthood
which puts those that are already vulnerable in an even
more complex position.** Research suggests that women
who are denied abortions are at an especially high risk for
pregnancy-related issues and will often try to acquire med-
ications online without the help of a healthcare provider.*’
With the predicted increase in the number of patients who
will resort to online pharmacies for abortifacients, the mar-
ket for abortive medications is likely to increase as well.
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With reviewing previous drug restrictions and drug short-
ages, it is beyond reasonable doubt that counterfeiters will
capitalize on this market. It is estimated that before 1973
when abortion was illegal in the United States, approxi-
mately 200,000-1,200,000 million illegal abortions were
performed each year.** Even when abortion did become
legalized, women continued to self-induce abortions
through various methods with the knowledge that it could
potentially be ineffective, unsafe, and cause complica-
tions.*? With the recent overturning of Roe versus Wade,
and possible prescription restrictions of abortifacients the
public can anticipate a rise in the number of self-induced
abortions in the United States.

Counterfeiters have previously moved quickly to
increase production of highly sought-after medications
during public health emergencies, and this will likely
occur for abortion causing medications. Numerous
resourceful websites exist with the goal of helping women
access safe reproductive care. Plan C* is an example of an
informative and resourceful website that provides infor-
mation on “self-managed, at-home abortion with pills.”
Although these websites have no malicious intent, they
redirect customers to online pharmacies that are not veri-
fied. Therefore, they are leading patients to purchasing SF
medications. To ensure patients access safe and verified
sources of abortifacients, resources like Plan C could
update their point-of-sale interface by identifying common
methods to verify online legitimate pharmacies. These
methods of verification can include the following warning
signs of an unsafe online pharmacy: offering discounts on
medication, the strength of medication sold differing from
what is approved on the market, no licensed pharmacist or
staff available to answer patient questions, and advertise-
ments for unrelated products on the website.*°

Experts worry that obtaining medications through back
channels can raise the risk of quality or safety issues.*’
With the limited chemical assays performed, a previous
study has indicated that abortive medications retrieved
from online pharmacies do not contain the appropriate
amounts of active ingredients when compared with FDA-
approved products.*® In this study, researchers mimicked
common search methods such as “buy abortion pills
online” and “abortion pills online” and ordered 22 prod-
ucts from four different states that claimed to contain
either misoprostol and mifepristone or misoprostol alone.
Findings prove that many of the sites were run by the same
vendor and contained varying amounts of the active ingre-
dient of both misoprostol and mifepristone. This study
validates concerns surrounding the safety and efficacy of
medications purchased online.

Education and advocacy

Without access to FDA-approved medications, public
health is at risk. As healthcare providers, patient wellbeing
is paramount, and restricting access to abortifacients will

disrupt continuity of care.*” To combat this, resources and
procedures need to be developed for healthcare profes-
sionals, policymakers, and advocates. Abortion and utili-
zation of abortifacients are an under-reported topic due to
the privacy and legal implications that can arise. For this
reason, educating others on this rising global issue and
advising them on how to properly locate safe and effective
medications online is obligatory. To negate these online
illegal sources, there are many online verification sources
that have been implemented. Common sites that operate to
verify online pharmacy sources include LegitScript, FDA.
gov, BuySafeRx.pharmacy, and safe.pharmacy. Whenever
purchasing any medication online, one should ensure that
the website they are intending to acquire from is following
all federal and state regulations.

An increasing number of people may choose to self-
manage abortion in coming years because of restrictive
abortion policies. Currently, there are three states that
explicitly criminalize self-managed abortion and many
other states that bring murder and homicide charges against
people who have self-managed abortions. Lawmakers
must strengthen legal protections for those who choose to
self-manage an abortion.®® Moreover, the American
College of Obstetricians and Gynecologists (ACOG)*!
warns against legislation that criminalizes abortion care by
banning safe, medically indicated treatment options or
procedures. In fact, the ACOG provides an up-to-date evi-
dence-based approach on medication abortion to provide
the public with accurate information on performing medi-
cation abortions at home.

Limitation of the review

In this narrative review, we included both peer-reviewed
literature and other sources of information discussing
effects of medications sold by illegal online pharmacies to
understand the implications of restricting access to FDA-
approved medications. However, the available literature
focused on the increase in use of illegal online pharmacies
with past examples of drug shortages and restricted access
but was limited in analyzing the effects of restricting
access to abortifacients. Due to the sensitivity and legal
implications in the United States from accessing abortifa-
cients from illegal online pharmacies, there were no case
reports found of women who reported harm from obtain-
ing abortifacients from unverified sources. Therefore, pre-
vious examples of restricted access and drug shortages
were leveraged to demonstrate the potential impact recent
policy changes on abortion could have on the public.

Conclusion

The rapid growth of technology has transformed the way
the public purchases many products, including medica-
tions. Online medication purchasing has become a con-
venient and confidential route for patients to obtain their
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medications but has also introduced a rising patient safety
issue. The saturated illegal online pharmacy market targets
those in need of restricted access medications; making
those who are vulnerable susceptible to harm caused by SF
medications. A contemporary example of this in the United
States could be observed from the recent overturning of
Roe versus Wade and possible prescriptive restriction of
FDA-approved abortifacients. The ruling of the Supreme
Court will allow states the right to ban abortifacients which
could invoke a response from the public to access their
medications through online markets that supply SF medi-
cations. As observed from other countries, purchasing
abortive medications from online illegal pharmacies is
correlated with an increase in the number of serious or
fatal events. This phenomenon can continue to impact our
healthcare systems in many facets. In cases of restricted
access to medications, education, and advocacy are key in
ensuring patient safety. Advocacy for access to safe and
effective abortive medications will ensure patient safety in
reproductive care.
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