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Abstract

Medical Laboratory Data (MLD) models, which combine artificial intelligence with big medical data, have great
potential in disease screening, diagnosis, personalized medicine, and health management. This study thoroughly
examines the opportunities, challenges, and solutions in this field. The use of large-scale MLD improves diagnostic
accuracy and allows for real-time disease monitoring. Additionally, integrating social and environmental data
enables the analysis of disease mechanisms and trends. Despite these benefits, challenges such as data quality,
model optimization, computational requirements, and limited interpretability remain, along with concerns about
data privacy, fairness, and security. Proposed solutions include establishing standardized data formats, utilizing deep
learning frameworks, employing distributed computing, improving interpretability, and implementing techniques
like federated learning and algorithm optimization to address bias and safeguard privacy. Future directions will
focus on enhancing performance in specific scenarios, expanding applications across different domains, increasing
transparency, enabling real-time processing, and building a supportive ecosystem. It is essential to strengthen
policy oversight and promote collaboration among governments, medical institutions, and academia to ensure that
technological advancements align with societal progress.
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Introduction

The advancement of artificial intelligence and big data
technologies is leading to the growing importance of pre-
dictive models based on MLD in medicine and healthcare
[1-4]. These lab-data based models utilize deep learning,
machine learning, and other technologies by combining
vast health, disease, environment, and social data [5-7].
They show great promise in disease screening [8—10],
diagnosis [11-14], personalized medicine [15-17], early
warning systems [18—20], and health management [21-
24]. Nevertheless, the broad adoption of these models
in various possible cases encounters a range of obstacles
concerning technology, privacy, and security. This arti-
cle will systematically explore the following aspects: the
characteristics of data sources for MLD models, their
emerging value in medical practice, the technical chal-
lenges they face, privacy protection, fairness issues, and
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security considerations, as well as the key assessment fac-
tors that must be considered when evaluating the poten-
tial deployment of these models, and look ahead to their
future development paths.

Source and characteristics of MLD

A foundational understanding of the sources and charac-
teristics of MLD is crucial for constructing robust, clini-
cally relevant models, enhancing clinical diagnosis and
treatment, and advancing modern medical research. The
sources of MLD are diverse, reflecting the advancements
in medical technology and research, as well as the multi-
faceted nature of patient health. For example, the novel
biomarker t6A can accurately identify sepsis patients
[25]. IWRAP device enables real-time monitoring of
vital signs in patients with venous thromboembolism,
allowing for assessment of life-threatening pulmonary
embolism risk [26]. Such data offer valuable insights into
clinical endpoints, aiding in accurate diagnosis, effective
treatment, and timely intervention.

Firstly, as shown in Fig. 1, the sources of MLD are
diverse, consisting mainly of clinical tests, laboratory bio-
molecular omics data and physiological monitoring from
portable devices. Data from hospitals or clinics, where
bodily fluid samples such as blood, urine, and exudates
are examined to support disease diagnosis and treat-
ment choices [27-29]. Laboratory biomolecular omics
data, which is centered on domains like gene sequenc-
ing, metabolomics, and proteomics [4, 30-32], provides
insights into the intricate molecular landscape in the
human body during both wellness and illness [33]. More-
over, the rise of modern smart health devices and mobile
medical tools has incorporated physiological monitoring
data, such as blood glucose, heart rate, blood pressure,
and sleep data [34—37], into the scope of medical labora-
tory data, further expanding the range of data sources.

Secondly, MLD is known for its multidimensionality,
diverse formats, complexity, and dynamics (Fig. 1). Mul-
tidimensionality is evident in the wide array of data types,
such as physiological indicators and molecular features,
collected at a single time point and over the long term,
as well as including test results and details of testing
methods and instruments [38]. Diverse formats include
quantitative data like complete blood counts [39], quali-
tative data such as microbiological culture results [24],
image data like coagulation curves [40], and waveform
data such as mass spectrometry graphs [41]. The com-
plexity arises from the potential interconnections among
the data and the biological variations among individuals
[42], which are driven bygenetic backgrounds, lifestyle
habits and comorbidities, and therefore account for the
increased difficulty of analysis [43]. Furthermore, labora-
tory data displays unique time series features, including
precise and systematic documentation of timestamps for
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sample collection, testing, and reporting, which facili-
tates the tracking of dynamic changes in patient test indi-
cators [44]. Given these characteristics of MLD, advanced
data management and integration becomes crucial. Spe-
cifically, the multidimensionality and diverse formats
of MLD data, which often coexist at different temporal
resolutions, necessitate sophisticated data harmonization
and multi-modal analysis approaches. These efforts are
essential to align and integrate data from various sources,
such as quantitative data, image data, and waveform data,
ensuring compatibility and meaningful analysis [38—41].
To support these processes, best practices in data for-
matting and annotation are vital. These include adopting
standardized data formats (such as HL7 for clinical test
results and FASTQ for omics data) to enhance interop-
erability and consistency [39, 41], providing detailed
metadata annotations covering data provenance, col-
lection methods, and quality metrics for each dataset,
implementing rigorous data quality checks to identify
and correct errors or inconsistencies in the data, and
maintaining version control of datasets to track changes
and ensure the reproducibility of analyses [38—41, 43].
Moreover, the complexity and individual variability of the
data demand robust data management systems to handle
inconsistencies and ensure data quality [42, 43]. Collec-
tively, these measures ensure the usability and reliabil-
ity of the data, laying a solid foundation for subsequent
multi-modal analysis and applications of artificial intelli-
gence. These characteristics not only enhance the poten-
tial value of lab data but also present new challenges for
data analysis techniques.

The rapid accumulation of medical laboratory data is
notably pronounced. This accumulation confers distinct
advantages apparent because it facilitates data standard-
ization through consistent and automated collection
processes, supports rapid growth by providing a con-
tinuous stream of structured data, ensures timeliness for
real-time clinical decision-making, enhances applica-
tion value through reliable and actionable insights, and
enables the potential for intelligence through advanced
analytics and machine learning techniques. Collectively,
these characteristics provide the essential foundation for
big data analysis and predictive modeling, making auto-
mated analysis and intelligent interpretation more acces-
sible through advanced techniques like machine learning
and artificial intelligence [45].

Rapidly accumulating MLD has generated new
applications

The integration of medical lab data (MLD) with advanced
modeling technologies, particularly artificial intelligence
(AI), holds significant promise for enhancing diagnos-
tic accuracy, enabling real-time disease monitoring,
and improving patient outcomes. For example, the First
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Fig. 1 Sources, Features, and Applications of MLD. This figure outlines the different sources and characteristics of MLD, emphasizing their multidimen-
sionality, diverse formats, complexity, dynamics, and time series features. It classifies MLD into clinical tests, laboratory biomolecular omics data and
physiological monitoring from portable devices, demonstrating how these data types are used in risk prediction, screening, diagnosis, and treatment

strategies in various medical fields.

Affiliated Hospital of Zhengzhou University success-
fully integrated MLD with the electronic health record
(EHR) system to develop a model for early detection of
sepsis. Trained on over 4,449 patient records, the model
achieved a sensitivity of 87% and a specificity of 89%, sig-
nificantly outperforming traditional methods [46]. Nev-
ertheless, despite these technological advancements,
there is currently a lack of a unified framework for apply-
ing artificial intelligence (Al) to clinical decision-making

processes such as diagnosis. Although AI has demon-
strated great potential from a technical standpoint, its
deployment in clinical settings remains limited.

There is a significant difference between AI models that
have been successfully deployed and those that are still
in the development or testing phase. Deployed AI models
must undergo rigorous clinical validation and regulatory
approval processes to ensure their efficacy and safety. The
process of clinical validation includes extensive testing to
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confirm that the models perform as intended and do not
introduce new risks to patient care [47]. Regulatory bod-
ies, such as the FDA in the United States, require sub-
stantial evidence of a model’s efficacy and safety before
granting approval for clinical use. This includes validation
studies, risk assessments, and sometimes even post-mar-
ket surveillance [48]. Deploying these models in health-
care institutions not only requires technical integration
with existing systems, but also necessitates consideration
of ethical, legal, and social implications. Data privacy
and security are of utmost importance, and ensuring that
patient data is handled in compliance with regulations
such as the General Data Protection Regulation (GDPR)
and the Health Insurance Portability and Accountability
Act (HIPAA) is essential. Additionally, adherence to the
FAIR principles (Findability, Accessibility, Interoperabil-
ity, Reusability) is required to ensure that data is usable
and shareable in a responsible manner.

Our study focuses primarily on the theoretical aspects
of integrating MLD with AI in healthcare. Through in-
depth theoretical analysis, we aim to explore the poten-
tial opportunities, address the underlying challenges,
and propose viable solutions. This approach is intended
to provide valuable insights and guidance for future
research and practice, and to facilitate the broader appli-
cation of MLD and Al integration in healthcare.

Improved the accuracy and timeliness of diagnoses
Primarily, the aggregation of large-scale medical test-
ing data has made it possible for artificial intelligence to
assist in diagnosis, resulting in improved accuracy and
timeliness of diagnoses. By integrating the analysis of
biomarkers in patients’ blood, such as circulating tumor
DNA, tumor marker CA-125, and cardiac marker hs-TnlI,
with individual clinical phenotypes, the model can effec-
tively predict the risk of cancer or endocrine diseases [30,
49, 50]and provide real-time monitoring and forecasting
of complex diseases like cardiovascular(such as coronary
artery disease and heart failure) and neurodegenerative
disorders(such as Alzheimer’s disease and Parkinson’s
disease) [51, 52]. This integrated approach significantly
enhances the efficiency and accuracy of early screening
for major diseases such as cancer and cardiovascular dis-
eases [53], thereby improving diagnostic sensitivity and
specificity, and effectively increasing patients’ chances of
recovery [54].

Additionally, AI models can rapidly implement real-
time monitoring of complex disease changes by analyzing
the dynamic alterations in the concentration of biomark-
ers in patients’ blood. For example, the THEMIS plat-
form identifies cancer by examining alterations in cfDNA
levels and different epigenetic characteristics, including
whole methylome sequencing data and fragmentation
patterns [30]. It can also continuously monitor cfDNA in
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the bloodstream, enabling real-time monitoring of cancer
advancement. This capability represents a significant step
forward in the field of Al-driven diagnostics.

To further demonstrate the practical impact of these
technological advancements, we conducted a compre-
hensive analysis of ovarian cancer diagnostic models
based on blood tests. Table 1 provides a quantitative
analysis of these models’ performance, highlighting their
accuracy, sensitivity, and specificity. Sensitivity refers to
the proportion of true positives correctly identified by
the model, specificity refers to the proportion of true
negatives correctly identified, and AUC (Area Under
the Curve) measures the model’s ability to distinguish
between positive and negative samples.From Table 1,
it can be seen that the model by Medina, Jamie E. et al.
achieved the highest sensitivity and specificity on both
the training set (0.91 and 0.96, respectively) and the
external validation set (0.89 and 0.94), indicating a high
level of accuracy and discriminative power. However,
it may require more complex detection techniques and
higher costs. In contrast, the model by Katoh, Kanoko et
al. showed excellent specificity (0.94), which is advanta-
geous for reducing false positives, but its sensitivity was
relatively lower, potentially missing some early cases.
The model by Abrego, Luis et al. exhibited high sensitiv-
ity (0.88) and AUC (0.93) on the training set, making it
suitable for long-term monitoring and early diagnosis,
but its performance on the external validation set was
slightly lower, suggesting a need for further optimiza-
tion. The model by Stephens, Andrew N. et al. had a bal-
anced performance in terms of sensitivity and specificity,
but its improvements in diagnostic and detection rates
were relatively modest, indicating limited room for fur-
ther enhancement and possibly making it less suitable
for high-precision requirements.Other models also dem-
onstrated varying degrees of improvement in diagnostic
and detection rates on both the training and external
validation sets. For example, the multiplex biomarker
assay model by Dobilas, Arturas et al. had average perfor-
mance in terms of sensitivity and specificity but showed
more significant improvements in diagnostic and detec-
tion rates. This suggests that while its overall accuracy
may not be as high as some other models, it could still
offer valuable enhancements in certain clinical settings.
Overall, these models showcase different strengths and
limitations in the diagnosis of ovarian cancer based on
blood tests. The choice of an appropriate model should
be based on specific clinical needs and application sce-
narios. For instance, the model by Medina, Jamie E. et al.
may be the better choice for early screening where high
sensitivity is required, while the model by Katoh, Kanoko
et al. may be more suitable for diagnostic confirmation
where high specificity is crucial. In summary, the selec-
tion of the most suitable model requires a careful balance
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Table 1 Shows a comparison of the diagnostic performance of blood-based ovarian cancer detection models

Model Developer Model Feature Training Set External Verifica-  Sen- Speci- Improvement in PMID
tion Set sitiv-  ficity
ity (1-FPR)
(TPR)
Optimal Opti- Optimal Opti- Diag- Detec-
Model mal Model mal nostic tion
Accuracy Model Accuracy Model Rate Rate
AUC AUC (%) (%)
Stephens, Andrew Multi-marker test (CA125, 0.85 0.92 0.82 0.88 0.9 0.85 20 15 37958440
N. et al. HE4, etc)
Abrego, Luis et al. Bayesian and deep-learning  0.88 0.93 0.84 0.89 089 086 22 18 38597129
models with longitudinal
biomarkers
Song, Jinetal. VCAM-1 and CA-125 087 0.91 083 087 088 084 18 14 37357306
combination
Medina, Jamie E. Cell-free DNA fragmentomes 091 0.96 0.89 0.94 093 089 28 23 39345137
etal. and protein biomarkers
Katoh, Kanoko etal.  Serum free fatty acid 0.89 0.94 0.86 0.9 0.91 0.87 24 19 37712874
changes
Dobilas, Arturas et al.  Multiplex biomarker assay 0.86 0.92 0.83 0.87 087 083 19 14 37093685
Rong, Jinhua et al. Plasma-based lipidomics and  0.87 0.93 0.85 0.9 09 0.85 23 18 39514983
machine learning
Winarno, Gatot Nomogram with inflamma- ~ 0.87 0.92 0.84 0.88 0.88  0.84 20 15 38982118
Nyarumenteng Adhi- tory biomarker and CA-125
purnawan et al.
Schuster-Little, Immunoaffinity-free chro- 0.88 0.93 0.85 0.89 089 086 22 18 39177265

Naviya et al. matographic purification of

CA125

Most models show improvements in diagnostic and detection rates for ovarian cancer on both the training and external verification sets, despite some variations

in performance between the two.

between sensitivity, specificity, cost, and practicality, tai-
lored to the specific requirements of each clinical setting.

The novel perspective gained by analyzing social-
environmental and lab data together

While the integration of AI and medical testing data has
significantly improved diagnostic accuracy and real-time
monitoring of diseases, a comprehensive understanding
of disease dynamics requires a broader perspective. To
better understand the multifaceted nature of diseases,
the integration of MLD with non-MLD data has become
increasingly important. Non-MLD data encompasses a
wide range of information, such as social economic data
(e.g., income levels, education), environmental data (e.g.,
air quality, water quality), and behavioral data (e.g., life-
style, physical activity). This interdisciplinary approach
helps uncover the mechanisms behind disease occur-
rence, outlines disease progression patterns, and identi-
fies epidemiological trends. By integrating multimodal
data into one multivariate system, researchers can con-
duct in-depth analyses of the impact of non-MLD data
on health outcomes, thereby revealing insights related
to diseases. For example, studies have shown a strong
link between long-term exposure to air pollution and
labo indicator data of cardiopulmonary diseases [55].

Specifically, elevated concentrations of certain air pol-
lutants (such as PM2.5 and NO,) are associated with
abnormal lab indicators, including increased inflamma-
tory markers and impaired lung function parameters
[56]. These lab indicators serve as early warning signals
for cardiopulmonary diseases, indicating that long-term
exposure to air pollution may exacerbate the risk of
developing these conditions. By identifying key pollut-
ants, policymakers can reduce emissions, improve air
quality, and allocate resources to high-risk areas, thereby
reducing health inequalities and promoting fairness.
Additionally, big data, including both MLD and non-
MLD, helps in detecting periodic and sudden changes
[57], guiding the formulation of effective prevention and
control strategies. This data also supports risk assess-
ment and early warning of outbreak [58, 59], as well as
the identification of transmission pathways influenced
by environmental characteristics and social behavior
patterns [60, 61]. For example, research [62] during the
COVID-19pandemic has highlighted the critical role of
real-time data integration in tracking the spread of the
virus, identifying high-risk populations, and optimizing
resource allocation. These efforts have not only improved
the efficiency of public health responses but also
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underscored the importance of data-driven approaches
in pandemic management.

The integration of medical lab data with ecologi-
cal analysis has greatly benefited the construction of
healthy cities. By analyzing MLD in different urban areas,
researchers can identify specific health risks and vulner-
abilities, providing a basis for targeted interventions and
optimized health resource allocation. For example, a
study [63] demonstrates how analyzing medical lab data
in different urban areas can help identify underserved
areas with higher health risks. By precisely targeting
these regions, policymakers can more effectively allocate
resources, ensuring a rational distribution of medical
services and facilities. This approach not only promotes
health equity but also lays the groundwork for achieving
sustainable development goals for diverse populations
both domestically and internationally [64]. highlights
that improving living conditions in disadvantaged com-
munities can significantly enhance overall health levels,
as evidenced by lab data from residents in those areas. By
identifying specific health issues and feasible interven-
tion pathways, this strategy addresses the root causes of
health disparities to improve societal well-being.

More precise medical reference ranges derived from
medical lab data

The medical community is increasingly focusing on
the precision of medical reference value ranges due to
advancements in testing technologies and data analyt-
ics. Traditional reference intervals are based on sta-
tistical values from healthy populations, but they have
limitations in capturing differences among populations
and their changes over time.

By leveraging big data technology, we can gather and
analyze a large amount of MLD from various regions, age
groups, and backgrounds. This leads to improvements in
precision by: (1) Establishing reference ranges that are
tailored to local environmental factors using regional
population data, such as adjusting diagnostic reference
values for HbAlc in Asian populations [64]; (2) Develop-
ing personalized reference ranges for specific subgroups,
such as age or genetic profiles, as seen in lipid reference
values based on age groups [65]; (3) Continuously moni-
toring population health data to regularly update refer-
ence ranges, ensuring they are accurate and scientifically
valid.

Especially as global health faces unprecedented threats
from environmental changes [66], by integrating big
medical lab data with social, environmental, and tem-
poral factors for multidimensional ecological analyses,
we can deepen our understanding of diseases and pro-
vide essential scientific evidence for public health, urban
development, and policymaking. One key approach to
achieving this is through the ecological stratification of
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MLD. Ecological stratification refers to categorizing and
analying data based on different ecological contexts, such
as geographic location, socioeconomic status, and envi-
ronmental conditions. By doing so, we can transform
what are otherwise passive laboratory outputs—typically
used only for individual diagnosis—into active epide-
miological assets that have predictive and intervention
value. This stratification allows us to identify hidden pat-
terns and correlations that are crucial for predicting dis-
ease outbreaks and informing targeted interventions. For
example, by stratifying data based on geographic loca-
tion, socioeconomic status, and environmental condi-
tions, we can uncover trends that might be obscured in
raw data. Ultimately, this enhanced understanding not
only improves our ability to respond to health challenges
but also paves the way for healthy cities and sustainable
societies.

Technical challenges in Establishing Lab-Data
based models

Despite the many opportunities they offer, MLD mod-
els face technical challenges that greatly impact their
practical effectiveness in development. These challenges
include uneven data quality, high-dimensional feature
spaces, complex interdependencies between variables,
and the need to account for the temporal nature of data
and individual patient differences. Figure 2 provides a
visual summary of these key challenges and the solutions
being explored.

To address these challenges, researchers have devel-
oped advanced techniques. For example, uneven data
quality (variations in accuracy and completeness) can be
addressed through data cleaning and preprocessing [67—
69]. Data cleaning involves identifying and correcting
errors or inconsistencies in the dataset, while preprocess-
ing includes transforming raw data into a format suit-
able for analysis. These steps ensure that the data used
to train MLD models are reliable and consistent, thereby
improving model performance. The complexity of high-
dimensional feature spaces (involving multiple variables)
and interdependencies among variables can be optimized
through dimensionality reduction, feature selection,
and advanced algorithms to enhance model prediction
accuracy [70, 71]. Dimensionality reduction techniques,
such as Principal Component Analysis, transform high-
dimensional data into a lower-dimensional space while
retaining most of the original information. Feature selec-
tion methods identify the most relevant features that
contribute significantly to the prediction task, thereby
reducing noise and improving model interpretability.
Advanced algorithms, such as ensemble methods, com-
bine multiple models to improve overall performance
and robustness. Additionally, to specifically address the
temporal nature of data and individual patient differences
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Fig. 2 Obstacles and solutions to the Medical Laboratory Data Model. This figure outlines the main challenges faced in developing MLD-based models
and the corresponding solutions. The obstacles include data quality issues, computational demands, lack of interpretability, and concerns regarding
data privacy and security. Solutions include utilizing distributed computing technologies, high-performance hardware, deep learning frameworks, and
techniques like federated learning, differential privacy, and homomorphic encryption. Additionally, strategies for improving model optimization, inter-
pretability, and fairness are suggested, such as incorporating regularization layers, residual connections, LASSO regression, and SHAP for interpretability,
as well as addressing data and algorithmic biases to enhance model fairness and security.

[72], researchers have adopted new technologies such as
deep learning and transfer learning. Deep learning uses
artificial neural networks to learn patterns in the data,
similar to how the human brain processes information,
while transfer learning leverages knowledge gained from
one task to improve performance on another related task
[73, 74]. These technologies not only improve the accu-
racy of MLD models but also enhance their interpret-
ability, making them easier to apply in clinical settings.
However, there are still technical challenges related to the
inherent characteristics of medical lab data that require
greater attention to resolve this issue.

Challenges of quality and standards in lab-data acquisition
and integration

The acquisition and integration of laboratory data face
challenges in quality and standardization, which mainly
stem from multiple factors. Data from different sources,
such as test reports, imaging data, and pathological
slides, exhibit inconsistencies due to differences in collec-
tion protocols and formats [75]. Moreover, the use of dif-
ferent laboratory equipment or reagents across hospitals
further exacerbates these inconsistencies [76], leading to

significant variations in test results for the same condi-
tion. For example, an echocardiogram from one hospi-
tal may report a patient’s ejection fraction as 50%, while
another hospital may report it as 55%, leading to poten-
tial differences in treatment strategies among physicians.
This variance in echocardiogram results directly impacts
model training and validation because it introduces con-
flicting data points that can skew the model’s learning
process and reduce its accuracy. The inconsistent qual-
ity of laboratory data, such as missing values, outliers,
and imbalanced data distributions, can introduce bias in
model training data and impact the generalization ability
of the model. Missing values force the model to rely on
incomplete or less informative features, thereby reducing
its overall accuracy and generalization ability. In a study
[77] on predicting cardiovascular disease risk, research-
ers found that missing data for key biomarkers (e.g.,
cholesterol, apolipoprotein B) significantly affected the
model’s accuracy. Since these biomarkers are crucial for
diagnosis, the model had to rely on less useful features,
reducing its predictive ability and limiting its applica-
tion. This highlights that data quality issues, especially
missing key biomarker data, have a substantial negative
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impact on the model’s performance, underscoring the
importance of data integrity and quality in medical data
analysis. Outliers, which are often due to measurement
errors, can distort the model’s learning process by caus-
ing the model to prioritize these anomalies over more
representative data points. Additionally, imbalanced data
distributions, where one class significantly outnumbers
another, can lead to models that are biased towards pre-
dicting the majority class, resulting in high false-negative
rates and poor generalization to real-world scenarios.

To address these challenges, data preprocessing is par-
ticularly crucial. The HL7 guidelines indicate that data
pre-cleaning can help identify and correct inconsisten-
cies, use imputation techniques to fill in missing values,
and normalize data distributions, thereby laying a solid
foundation for subsequent model training and ensuring
that models can learn from high-quality data to enhance
their accuracy and generalizability. Standardized data
formats, such as HL7 and FHIR, provide a structured
framework for data exchange, ensuring consistent for-
matting and easy interpretation across different systems.
These standards have played a significant role in pro-
moting interoperability of healthcare data, but achieving
seamless interoperability remains an ongoing challenge.
The healthcare industry is actively adopting FHIR R4
and higher versions, developing implementation guides
to standardize data exchange and ensure consistent data
sharing across platforms. AI/ML capabilities are also
being integrated into healthcare standards, such as incor-
porating Al-generated insights into patient records to
support more informed clinical decision-making. Initia-
tives like SMART on FHIR are creating open standards
and APIs to enable seamless data sharing between dif-
ferent EHR systems and applications. Additionally, poli-
cies like the U.S. 21st Century Cures Act are promoting
interoperability by mandating the adoption of standards
like FHIR to improve data sharing and patient access to
health information.

At the same time, datasets like MIMIC-III, which con-
tain comprehensive EHR data from over 40,000 patients,
not only provide high-quality, standardized resources
for developing and evaluating machine learning models
but also offer pipelines that can serve as benchmarks for
reproducibility and best practices in data integration.
Similarly, data repositories such as PhysioNet and plat-
forms like Kaggle and Google Health Datasets provide
researchers with a wealth of physiological data and medi-
cal time series. These publicly available datasets help mit-
igate the impact of data inconsistencies and biases and
streamline the model development process. However,
researchers should carefully assess the relevance and
quality of these datasets to ensure they meet the specific
needs of their research projects before integrating them
into their studies.
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Design and optimization of lab-data based model

Building robust models capable of processing and ana-
lyzing vast amounts of inspection lab data poses a
significant challenge, as it involves a multi-objective opti-
mization problem that requires striking the right balance
between accurately capturing intricate data relationships
and achieving theoretical innovation and engineering
implementation.

The selection of an appropriate deep learning frame-
work is crucial due to the multidimensional, nonlinear,
and complex interactions present in data relationships,
and failure to do so may lead to suboptimal model per-
formance. For instance, Convolutional Neural Networks
(CNNs) are ideal for processing spatial data with local
correlations, such as detecting cancer cells in medical
images [78], while Recurrent Neural Networks (RNNs)
are excellent for handling time series data, especially
in tasks involving sequence prediction [79]. Thus, the
architecture of lab data-based models should strike a
balance between computational efficiency and model
performance.

To avoid overfitting on limited training data while also
demonstrating strong generalization capabilities and
robustness [80], regularization layers [81-83], residual
connections [84—86], and other structures can be incor-
porated into the architecture to enhance the model’s gen-
eralization ability [87]. Additionally, external validation
using independent datasets is crucial for ensuring the
reliability and generalizability of the model. This step is
essential for verifying the model’s performance in real-
world scenarios and ensuring that it has not overfitted to
the training data. As previously mentioned, benchmark
datasets can provide a standardized platform for model
evaluation and reproducibility, while external validation
further ensures the model’s performance on indepen-
dent data. Moreover, adhering to established guidelines,
such as the FUTURE-AI consensus criteria, can pro-
vide a structured approach to model development and
validation. These criteria offer a framework to ensure
that models are robust, reliable, and suitable for clinical
applications.

Computational resources and scalability of MLD-based
model

Real-time processing poses a significant challenge due to
the need for high-performance computing resources to
handle large-scale lab data. This is especially true in deep
learning, where training and inference processes can
be resource intensive. Training large models with mil-
lions of databases can take weeks or months, leading to
unsustainable hardware resource consumption. Further-
more, the requirement for real-time inference in time-
sensitive medical decisions, such as sepsis identification
and emergency surgery triage, adds an additional layer
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of complexity [40, 88]. Should the system be incapable of
processing this data promptly, there is a risk of missing
the optimal treatment window and negatively impacting
the patient’s survival.

To address these challenges, several strategies can be
employed. First, distributed computing technologies can
help overcome the challenge of real-time data process-
ing. These technologies distribute lab data processing
tasks across multiple nodes to improve processing speed
[89]. Machine learning algorithms can also be used to
automatically identify and classify data, speeding up the
analysis process [90]. Additionally, utilizing high-perfor-
mance computing hardware can enhance real-time data
processing capabilities, ensuring critical decision support
is available when needed [91, 92]. Moreover, hospitals
need to carefully assess whether model inference can be
executed efficiently from a technical perspective. One
approach is to deploy models at the edge, where infer-
ence can be performed directly on local devices, thereby
reducing latency and ensuring timely decision-making.
However, edge deployment may require specialized hard-
ware and optimized models to handle the computational
demands. Alternatively, cloud-based solutions offer scal-
able computing resources and can support more com-
plex models, but they may introduce latency due to data
transmission and processing times. A hybrid approach,
combining the strengths of edge and cloud computing,
may provide a balanced solution, leveraging the immedi-
ate processing capabilities of edge devices while utilizing
cloud resources for more intensive tasks.

Interpretability of MLD-based model

Traditional predictive models like logistic regression have
great clinical interpretability, influencing set expectations
of the public and clinical experts about the interpretabil-
ity of clinical prediction models. Model interpretability is
crucial for comprehending and trusting the predictions
of the model, as well as for pinpointing biases, ensuring
regulatory compliance, and conducting ethical reviews
[93, 94]. Hence, the interpretability of predictive models
is not solely a technical matter but a multifaceted societal
issue that involves ethics, law, and practice.

Nevertheless, there is often a contradiction between
the precision and comprehensibility of large-scale labo-
ratory data models in medical forecasting. A study on
cancer prognosis models [95] found that deep learn-
ing methods can improve predictive accuracy, but their
“black box” nature makes it challenging for physicians
and patients to understand the prediction results. Due to
its “black box” characteristic, the model’s decision-mak-
ing process can be too intricate to identify the specific
factors influencing the predictions, potentially leading to
a lack of confidence in clinical applications.
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Relatively speaking, some successful instances of inter-
pretable models, such as those based on LASSO regres-
sion and SHAP (Shapley Additive Explanations), have
demonstrated their potential for application in practice.
A study employing LASSO regression found that by
choosing lab data of biomarkers closely linked to cancer
prognosis, the model reached a prediction accuracy of
80% and highlighted the significance and interpretation
of each predictor, thereby boosting healthcare profes-
sionals’ confidence in the model’s findings and the rea-
soning behind the decisions [96].

Nevertheless, current research mainly focuses on spe-
cific data types or certain disease models, which leads to
limitations and hinders broad applicability across all lab
data-based models. Therefore, future research should
prioritize creating a variety of models that investigate
the fusion of lab data from various disease fields and per-
spectives to improve the interpretability and transpar-
ency of lab data models. Utilizing benchmark datasets
and adhering to the FUTURE-AI consensus criteria can
ensure that models are not only accurate but also inter-
pretable and trustworthy. Additionally, developing pipe-
lines that incorporate interpretability techniques such
as SHAP values and LIME (Local Interpretable Model-
agnostic Explanations) can enhance the transparency of
models and facilitate their adoption in clinical settings.

Data privacy protection in the development of
MLD-Based models

Maintaining the confidentiality and privacy of medi-
cal lab data is foundational to ethical Al development
and is often mandated by regulatory frameworks such
as the General Data Protection Regulation (GDPR) and
the Health Insurance Portability and Accountability Act
(HIPAA). Compliance with these regulations is neces-
sary for ensuring data security in MLD-based models.
Data breaches in hospitals can lead to loss of patient
trust, damage to brand reputation, and financial losses.
Protecting individual privacy is essential for respecting
human rights and fulfilling a hospital’s social responsi-
bility. Thus, safeguarding personal privacy and sensitive
information within large laboratory data models is a key
research area.

Lab-data desensitization technology

Encrypting, replacing, or obfuscating sensitive data
ensures that it is not directly exposed [97-100]. Com-
mon techniques include data masking and randomiza-
tion [101-103]. Data masking can de-identify patients to
protect their identity information [104—106]. However,
while data masking enhances privacy, it may impact the
depth and accuracy of data analysis by removing impor-
tant contextual details in some cases [107].
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In the healthcare industry, doctors can use random-
ization techniques to present patient age as a range (e.g.
“30—40 years old”) instead of a specific number [108].
Randomization helps maintain data distribution charac-
teristics for analysis while protecting individual informa-
tion [109]. However, it can reduce analysis precision by
obscuring data details [110]. Therefore, balancing data
utilization effectiveness with privacy protection is impor-
tant when desensitizing data.

Differential privacy technology in MLD-based models
Differential privacy adds appropriate random noise to
MLD data, ensuring that statistical properties are main-
tained while preventing outsiders from accurately infer-
ring individual information [111]. This method employs a
random noise generation mechanism to ensure that each
data point is subject to a certain degree of perturbation,
thereby enhancing the privacy of the data. Differential
privacy techniques have gradually been applied in train-
ing various large medical models to ensure the security of
personal lab data in group analyses [112].

Quantitative evaluations of differential privacy in large-
scale medical studies have shown promising results. For
example, in a study [113] involving a chest X-ray image
dataset, when the noise level was set to 0.1, the model
accuracy decreased from 95.32 to 86.58%, while the pri-
vacy protection level (measured by the € value) decreased
from 9.7x10%4 to 97.39, significantly enhancing pri-
vacy protection. Further increasing the noise level to 2.1
resulted in a model accuracy of 68.70% and an € value of
39.4, further improving privacy protection. These results
highlight the effectiveness of differential privacy in bal-
ancing privacy and data utility.

In practice, the application of differential privacy
involves careful consideration of the noise levels to be
added, based on the specific context of the study. Dur-
ing the processing of medical lab data, researchers can
adjust the noise levels based on the number of patients
and the sensitivity of the data. If a medical study involves
1,000 patients, researchers may only need to add a slight
noise of 1-5% to ensure the data’s usability and privacy.
However, if the study involves a sample size that is too
small, researchers might opt to add a high level of noise
to ensure that each patient’s information cannot be
identified. When it comes to lab data involving specific
populations like HIV carriers engaged in socially sensi-
tive behaviors, noise adjustment standards may need to
consider individual attributes’ sensitivity, such as gender,
age, or disease type [114]. Therefore, the amount of noise
added can be adjusted based on the specific application
and the preferred level of privacy, allowing for a flexible
strategy in different scenarios. This method efficiently
balances privacy protection with data utility, enhancing
transparency and reliability.
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Federated learning and distributed computing in MLD-
based models

Federated learning is a useful method for preserving
privacy in developing laboratory data-based models. It
enables multiple institutions to train models without
sharing raw data. Each institution trains a model on its
local data, then uploads the parameters to a server for
aggregation and exchange. This approach safeguards data
privacy and optimizes the use of distributed healthcare
data resources efficiently.

In the field of the Internet of Medical Things (IoMT),
the application of Hierarchical Federated Learning (HFL)
[115] has been quantitatively evaluated and has shown
promising results. Specifically, in a study using the TON_
IoT dataset, the HFL framework achieved an accuracy
of 99.31%, significantly higher than existing models (for
example, 98.15% for Schneble et al., 94.24% for Xu et al,,
and 98.87% for Li et al.). This enhanced performance is
attributed to the deployment of a Hierarchical Long
Short-Term Memory (HLSTM) model on distributed
Dew servers, supported by cloud computing at the back-
end. The HFL framework effectively reduces the risk of
data privacy leakage during transmission and sharing by
encrypting and processing data at the local model train-
ing stage. These findings demonstrate the high efficiency
of Hierarchical Federated Learning in balancing privacy
protection and data utility.The performance of the HFL-
HLSTM model has also been verified on the NSL-KDD
dataset. On the KDDTest + dataset, the model achieved
an accuracy of 85.12%, and on the KDDTest-21 dataset,
the model achieved an accuracy of 70.7%. These results
indicate that the HFL-HLSTM model not only performs
well on large-scale datasets but also has good generaliza-
tion ability on standard datasets.

In the MLD field, suppose three hospitals, A, B, and
C, have collected substantial lab data on genetic poly-
morphism of diabetes from different regions [116]. They
can adopt federated learning to independently train their
own MLD-based prediction models and periodically
share the trained model parameters with their respec-
tive partners. During this process, Hospital A can send
the weight parameters of its model to Hospitals B and
C in an encrypted form, while Hospitals B and C share
their parameters in the same manner. According to a
study conducted by Smith et al. in 2021, through this
collaborative federated learning, the model's accu-
racy improved by an average of 15% after collaboration
[117]. Upon receiving these encrypted parameters, each
research participant will perform a merging update to
enhance the accuracy of its own model without needing
to access each other’s genetic data. This combination of
hierarchical federated learning and distributed comput-
ing not only enhances privacy protection but also ensures
the full utilization of data value. By integrating these
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technologies, medical institutions can effectively collabo-
rate on model development while maintaining the confi-
dentiality and integrity of patient data. This approach is
particularly valuable in the context of the IoMT, where
data from multiple sources need to be securely integrated
for improved healthcare outcomes.

Homomorphic encryption technology in MLD-based
models

Homomorphic encryption technology has a key advan-
tage in being able to perform computations on encrypted
data without the need for decryption [118]. This is par-
ticularly beneficial for secure handling of medical lab
data, as seen in clinical research where researchers can
analyze encrypted patient data without compromising
patient privacy. Additionally, in multi-center clinical tri-
als, medical institutions can share encrypted patient lab
data for collaborative research without worrying about
data security.

The application of the federated analytics framework
FAMHE based on multiparty homomorphic encryption
(MHE) has been quantitatively evaluated and has shown
positive results [119]. Specifically, in Kaplan-Meier sur-
vival analysis, the survival curves generated by FAMHE
are identical to those produced by the original non-
secure method, indicating no loss in model performance.
In GWAS tasks, the average absolute error of FAMHE-
FastGWAS is less than 107-2, while FAMHE-GWAS
further reduces the error by approximately threefold,
demonstrating its efficiency and accuracy on large-scale
datasets. Meanwhile, the level of data privacy protection
has been significantly enhanced. By deploying multiparty
homomorphic encryption technology on distributed data
providers (DPs) and supported by cloud computing at
the backend, the FAMHE framework effectively reduces
the risk of privacy leakage during data transmission and
sharing. Moreover, the FAMHE method encrypts the
data during the local model training phase, ensuring that
all intermediate results remain encrypted. This further
strengthens the privacy protection. These findings fully
demonstrate the efficiency of multiparty homomorphic
encryption technology in balancing privacy protection
and data usability. In terms of computational efficiency,
FAMHE performs impressively. In Kaplan-Meier survival
analysis, even when data is distributed across 96 DDPs,
the execution time remains below 12 s. In GWAS tasks,
FAMHE-FastGWAS completes the analysis of over 4 mil-
lion variants on 12 DPs in less than 1 h. Even under poor
network conditions (e.g., halved bandwidth and doubled
latency), the increase in FAMHE’s execution time does
not exceed 26%.

However, the application of homomorphic encryp-
tion technology also faces several challenges. In a study
on the protection of medical data, researchers pointed
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out that the computational resources required for fully
homomorphic encryption are significantly higher than
those needed for traditional encryption methods, which
affects the efficiency of real-time data processing [120].
Additionally, compatibility issues with systems remain
urgent to address, as medical institutions must appropri-
ately modify their existing information systems to sup-
port homomorphic encryption operations [121, 122]. The
modification process is complex and time-consuming,
according to a related study [123], which may require
additional resource investment.

Adversarial training in lab-data based models

Researchers in a study [124] used adversarial training
to create privacy-preserving early detection models for
COVID-19. They utilized two machine learning tech-
niques to predict COVID-19 status from blood lab data
while keeping patient demographic information confi-
dential. Experiments on datasets from various hospi-
tals showed that adversarial learning did not affect the
model’s generalization ability and successfully protected
sensitive information. The research verified that safe-
guarding confidential data, such as demographics, with
adversarial training does not hinder the model’s predic-
tive accuracy and generalization capability. This is essen-
tial for striking a balance between privacy protection and
sustaining model performance.

Fairness and safety of MLD-based models

The trustworthiness and widespread use of predictive
models are closely linked to their safety and fairness, par-
ticularly for MLD-based models [125]. However, there is
currently no unified framework to effectively integrate
Al into clinical decision-making processes. This lack of a
comprehensive framework means that many models are
still in the development phase, as they face significant
hurdles in achieving the necessary level of safety, fairness,
and reliability required for clinical use. Given this situ-
ation, our primary focus at present is on addressing the
technical challenges in model development. These chal-
lenges are particularly pronounced in the medical field,
where models must contend with specific issues such as
data accuracy, biases in model training, and the poten-
tial for malicious attacks from humans. To this end, we
explore the various biases that can impact MLD-based
models and conduct in-depth research on strategies to
enhance their safety and fairness. By addressing these
technical challenges, we aim to lay a solid foundation for
the broader integration of Al into clinical practice.

Lab-data bias contributing to model unfairness

Lab data in medical laboratories often have inherent
biases, and models developed from this data may not
perform well in diagnosing diseases in underrepresented
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subgroups due to limited sample sizes [126], leading to
biased predictions.

Firstly, there is an issue of demographic bias, as sam-
ple data for certain specific groups (such as minorities,
the elderly, pregnant women, and low-income popula-
tions) may be severely lacking. A study [127] indicates
that the incidence of diabetes among Mexican Ameri-
cans is nearly 50% higher compared to the white popu-
lation. However, data from the Centers for Disease
Control and Prevention shows that less than 10% of the
reviewed diabetes cases came from Mexican Americans.
This lack of representative sampling greatly reduces the
usefulness of models in predicting diabetes risk for this
group. To address this issue, it is essential to adopt data
collection strategies that ensure the inclusion of diverse
populations. Techniques such as stratified sampling
and oversampling can be particularly effective in miti-
gating demographic bias. Stratified sampling involves
dividing the population into distinct subgroups (strata)
based on key demographic characteristics and then sam-
pling from each stratum in proportion to its representa-
tion in the overall population. This method ensures that
each subgroup is adequately represented in the dataset,
thereby reducing the risk of bias. Oversampling, on the
other hand, involves increasing the number of samples
from underrepresented groups to balance the dataset.
Both techniques have been widely recognized as effective
methods for improving fairness and generalizability of
machine learning models. Additionally, leveraging pub-
licly available datasets that are known for their diversity,
such as the MIMIC-III dataset, can provide a more rep-
resentative sample for model training. By incorporating
such datasets, researchers can enhance fairness and accu-
racy of their models, ensuring they perform well across
different demographic groups.

Secondly, there is regional bias, as medical conditions
and testing standards vary across different areas. Urban
regions are rich in medical resources, while remote areas
may lack testing for specific diseases [128], leading to an
underestimation of cases in those regions. A study [129]
indicates that in certain remote areas, the screening rate
for heart disease patients was only half that of urban
areas, resulting in an underestimation of heart disease
incidence in these remote locations, which in turn affects
relevant treatment strategies. To mitigate regional bias,
multi-site data collection and harmonization techniques
should be adopted. These approaches ensure that mod-
els generalize well across different regions by incorporat-
ing data from diverse geographic locations. Standardized
data formats, such as HL7 and FHIR, can also play a role
in ensuring consistent data quality across regions [74].
By harmonizing data from multiple sites, researchers
can reduce the impact of regional differences on model
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performance and improve the overall fairness of their
models.

Gender and sex biases are also critical issues that need
to be addressed. Research has shown that AI models can
exhibit different performance levels based on the gender
or sex of the individuals being assessed. For example, cer-
tain medical conditions may be underdiagnosed in one
gender due to biases in data collection and model train-
ing. To address gender and sex biases, it is essential to
ensure that data sets are representative of both genders
and that models are evaluated for fairness across these
groups. Best practices include using gender-balanced
datasets and applying fairness metrics such as demo-
graphic parity and equalized odds. Additionally, incor-
porating fairness-aware machine learning algorithms
that explicitly aim to minimize disparate impact can help
mitigate these biases.

Time bias is a critical issue that must be addressed in
healthcare. Changes in disease diagnosis and treatment
guidelines, population demographics, disease patterns,
medical policies, and healthcare resource allocation are
constantly evolving. This means that historical lab data
may not accurately reflect the current healthcare land-
scape and patient behaviors. During the Omicron variant
outbreak of COVID-19 at the end of 2021, early epidemic
forecasting models based on historical lab data failed to
consider the transmission characteristics of the Omicron
variant [130], leading to inaccuracies in predicting the
pandemic’s course. To mitigate time bias, it is essential
to use updated lab data, regularly update databases, and
carefully consider the influence of time factors on predic-
tive outcomes when using MLD-based models. Establish-
ing a dynamic lab data collection and analysis system is
also crucial to ensure that MLD-based models can adjust
using the most current and relevant lab data. To mitigate
time bias, it is essential to use updated lab data, regularly
update databases, and carefully consider the influence of
time factors on predictive outcomes when using MLD-
based models. Establishing a dynamic lab data collection
and analysis system is also crucial to ensure that MLD-
based models can adjust using the most current and rele-
vant lab data. Implementing adaptive learning algorithms
and continuously monitoring model performance allows
for real-time adjustments based on the most current
data.

The bias stemming from variations in the prevalence of
common underlying diseases must not be disregarded.
The prevalence of peripheral neuropathy (PN) varies
among different populations. In the United States, PN
rates are 27.2% in diabetic patients and 11.6% in non-
diabetic patients [131]. However, in the Marshall Islands,
the diabetic prevalence is 22.2%, while in Saharan Africa
it is only 2.9% [132]. This variation in diabetic preva-
lence can impact the accuracy of predictive models for
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cardiovascular mortality, especially in relation to diabetes
screening laboratory indicators.

Algorithmic bias contributing to model unfairness

The machine learning community has recognized how
predictive algorithms can inadvertently generate unfair-
ness in decision-making [133], although this has not yet
received attention in MLD-based models. This occurs
because of biases in model design and the consequences
of imbalanced feature selection on model performance.
Effective feature selection can improve a model’s perfor-
mance for all groups.

To address this issue, the feature selection process
should aim to enhance transparency by clearly explain-
ing why each feature is included and how it may impact
model generation [134], thus improving the fairness of
model design. It is important to consider the influence
of different features on various groups to ensure that all
important characteristics are represented [135]. There-
fore, the optimization goals of the model should be set
as multiple objectives, not only focusing on overall accu-
racy but also prioritizing fairness across different groups
to achieve balanced performance among all populations.
Regularization techniques [136, 137] such as batch spec-
tral shrinkage can be used to promote model fairness.

Attack resistance capability of medical lab-data models

As the data scale increases, the risk of breaches also rises
[138], potentially resulting in the exposure of patients’
private information and impacting their trust. Subjective
malice accounts for 92% of data breaches [139], includ-
ing but not limited to hacking, malicious tampering, and
unauthorized access. The frequency of data breaches in
web servers is the lowest, yet they affect the largest num-
ber of patients [140].

Between 2016 and 2021, there were 374 attack inci-
dents affecting nearly 42 million patients’ personal health
information, with a focus on large healthcare organiza-
tions [141]. These attacks led to disruptions in medical
services and appointment cancellations, posing a seri-
ous threat to healthcare delivery and patient information
security. The average cost of each leaked medical record
increased from $294 in 2010 to $429 in 2019, surpassing
the costs of data breaches in other industries [142]. Time
series analysis suggests that both the frequency of data
breaches and their associated costs are expected to con-
tinue rising in the future.

To effectively prevent hacker attacks, medical lab data
should focus on the following key aspects: (I) Updating
security software and system patches regularly, using
strong password protection, implementing multi-factor
authentication, encryption technology, and considering
public cloud services to strengthen technical defenses.
(II) Conducting routine security audits, establishing data
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access control policies, creating emergency response
plans for data breaches, enhancing email system secu-
rity, and standardizing document handling processes to
improve management systems. (III) Educating employees
on cybersecurity, preventing phishing attacks, controlling
unauthorized access, providing security awareness edu-
cation, and establishing a mechanism for handling viola-
tions to enhance personnel training. (IV) Implementing
real-time network monitoring, regularly assessing secu-
rity measures, analyzing new cyber threats, updating
protection strategies, reporting and analyzing security
incidents, and maintaining communication with other
healthcare institutions to continuously monitor and
improve security.

In conclusion, addressing the various biases and safety
concerns in MLD-based models is essential for ensuring
fairness and safety in healthcare. By implementing strat-
egies to mitigate demographic, regional, gender, time,
disease prevalence, and algorithmic biases, as well as
enhancing attack resistance capabilities, we can develop
more reliable and equitable AI models. These efforts are
not only technical imperatives but also ethical necessi-
ties to ensure that healthcare AI benefits all populations
equitably.

Key considerations when evaluating MLD-based
models

In light of the challenges and potential benefits discussed
in the preceding sections, it is essential to evaluate the
readiness and suitability of MLD models for deploy-
ment in healthcare settings. This section outlines the
key assessment considerations that stakeholders must
address to ensure the effective and ethical use of these
models. Given the high stakes in medical practice, a sci-
entific and comprehensive evaluation system is crucial to
ensure the clinical effectiveness of the models and pro-
mote their continuous optimization and development.
While performance evaluation of MLD-based models
is currently well-developed, utilizing accuracy metrics
such as sensitivity, specificity, ROC curves, AUC values,
positive and negative predictive values, and long-term
tracking of data from multiple hospitals to assess model
stability [143-147]. However, there are areas in which
model evaluation needs improvement.

Enhancing the assessment of the clinical value

MLD-based models are increasingly important in preci-
sion medicine, but their clinical value is often overlooked.
Decision Curve Analysis (DCA) is a useful tool to assess
the real clinical benefits of these models [148]. DCA cal-
culates net benefits at different risk thresholds, consider-
ing both accuracy and the impact of false positives and
false negatives [149]. Based on a study [150], a prediction
model utilizing lab PSA density could potentially lower
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the biopsy rate by 11-31% for patients suspected of pros-
tate cancer. This model can maintain a manageable rate of
missed diagnoses, thus avoiding unnecessary biopsies in
low-risk patients at a predictive probability threshold of
20-40%. Also, by comparing decision curves, physicians
can select the optimal predictive tool for specific clinical
scenarios, thus improving medical decision-making.

Strengthening the assessment of clinical impacts

The primary goal of clinical impact assessment is to eval-
uate how effectively a statistically superior model can
assist clinicians in making better diagnostic and treat-
ment decisions. This assessment aims to determine the
extent to which patient outcomes, such as cure rates and
quality of life, improve because of implementing targeted
interventions based on MLD-based models. It is essential
to enhance the clinical impact assessment of MLD-based
models to focus on the direct impact of specific clinical
decisions on patient health outcomes and to evaluate
how these decisions can improve patient prognosis and
drive advancements in clinical practice.

Clinical impact assessment should concentrate on two
main concerns: determining the feasibility of interven-
tions derived from the model’s predictions and evaluat-
ing if these interventions can result in substantial clinical
advantages. This involves carrying out thorough clinical
trials, randomly assigning patients to groups that use or
do not use the predictive model and observing the differ-
ences in treatment outcomes. Since time in range (TIR)
is an important metric for measuring the variability of
blood glucose levels, a study [151] evaluated the impact
of improving the time in range (TIR) of blood glucose lev-
els in patients with type 2 diabetes on long-term health
benefits and economic returns. Compared to TIR <50%,
improving TIR resulted in a 0.79-1.18 quality-adjusted
life-years (QALY) increase and 4.91-8.75% cardiovascu-
lar disease risk reduction. Another study [152] revealed
that utilizing the prediction outcomes of a cardiovascu-
lar model, individuals aged 40-70 who used standard
statins throughout their lifetime experienced an increase
of 0.20-1.09 quality-adjusted life-years without any dis-
counts. Adding higher-intensity statin therapy resulted
in an additional 0.03-0.20 quality-adjusted life-years per
individual.

Improving time efficiency evaluation

Thirdly, it is crucial to enhance the assessment of the time
effectiveness of predictive models. Time effectiveness not
only pertains to the usability of the model but also has
a direct influence on its viability in real-world scenarios.
Nevertheless, current studies typically overlook time
effectiveness, which could impact the effectiveness and
usefulness of models in real-world settings.
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The evaluation should focus on the time taken for
model training, prediction response time, and hardware
resource consumption. Long training times increase
costs and hinder adaptability. Prediction speed is crucial
for real-time applications, and balancing time efficiency
with resource utilization is essential for optimal perfor-
mance. Enhancing the evaluation of time efficiency can
optimize model performance, increase practical value,
and provide reliable decision-making support.

Hierarchically evaluating MLD-based models

The critical importance of model adaptability is high-
lighted by the diversity of subpopulations and clinical
phenotypes of diseases. Stratified evaluation can ensure
the effectiveness and accuracy of predictive models in
real clinical applications, underscoring the need for
adaptability. Despite this, the lack of stratified evaluation
is common in the assessment of MLD-based models.

Traditional evaluations of MLD-based models often
use a holistic approach, which may overlook differences
in population characteristics, disease stages, and clinical
contexts. This generalized method can hide performance
variations within specific groups [153], leading to assess-
ments that lack relevance. The lack of stratified evalua-
tions can affect the clinical usefulness of models, as the
same model may perform differently across age groups,
genders, or health conditions. Introducing a multidi-
mensional stratified evaluation system is recommended
to assess medical testing data models, considering fac-
tors like demographic characteristics, clinical manifesta-
tions, and testing conditions. This approach enhances the
scientific rigor of model evaluations and provides more
valuable references for clinical practice.

A study conducted a stratified analysis on the applica-
tion value of polygenic risk prediction models in cancer
screening, revealing that stratified screening using these
models may lead to a moderate increase in efficiency
[154]. Among those aged 40-49 years, 50-59 years,
and 60-69 years, this model has the capacity to avoid a
maximum of 102 breast cancer deaths, 188 colorectal
cancer deaths, and 158 prostate cancer deaths annually.
Utilizing equivalent resources, especially for those aged
48-49 years, 58—59 years, and 68-69 years, this model
can potentially avert a maximum of 80 breast cancer,
155 colorectal cancer, and 95 prostate cancer fatalities
annually.

To deal with the issue of absent hierarchical assess-
ments, the field of MLD-based models must undergo
comprehensive improvements from both conceptual and
practical perspectives. This will not only enhance the sci-
entific rigor of model evaluations but also provide more
valuable reference points for clinical practice.
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Focus and outlook

To continue promoting research and application of large
laboratory data-based models, upcoming development
focuses will include, but are not limited to, the following
areas:

Enhance model performance for specific scenarios

The key focus of research is to enhance the accuracy and
efficiency of lab data-based models by focusing on spe-
cific and concrete application scenarios. Enhancing the
flexibility and accuracy of MLD-based models in han-
dling various data types will involve refining algorithm
structures, optimizing parameter adjustments, and
incorporating high-quality lab data sources, especially by
integrating other multimodal data strategies. As a result,
lab data-based models will find more relevant scenarios
with flexible performance and accuracy.

Cross-domain integrated applications

In the future, lab data-based models will increasingly
integrate into various fields of healthcare, providing tai-
lored solutions. These advancements will enhance the
efficiency of different medical disciplines and have a pro-
found impact on public health, from disease detection
and prevention to improving healthcare efficiency and
promoting healthy behaviors. These MLD-based models
can also assess environmental protection by detecting
biomarker omics related to harmful exposure [155], help-
ing to reduce pollutant emissions and support sustainable
development. The long-term potential of MLD-based
models in areas such as health promotion and interven-
tion, environmental protection, and urban development
is promising.

Enhancing model transparency and interpretability
Boosting users’ confidence in using MLD-based models
for high-risk situations will be achieved by enhancing
the interpretability of the models. It is crucial for orga-
nizations to prioritize ongoing training to help relevant
parties accurately interpret analysis reports and increase
their trust in MLD-based model outcomes.

Data privacy and security protection

We have made significant progress in protective tech-
nology for large-scale lab data, but now we should shift
our focus to ethical reviews involving broad participa-
tion from relevant stakeholders. Additionally, we need
to address issues related to data asset ownership and the
distribution of benefits from data proliferation.

Promoting standardization and open sharing

Through the establishment of expert consensus stan-
dards for MLD-based model application scenarios, we
can encourage transparent sharing of data, especially by
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enhancing data quality system standards and agreeing on
the distribution of shared benefits. This will improve col-
laboration among research and implementation teams.
Moreover, generating open data sets and model training
benchmarks can reduce development barriers, speeding
up technological innovation.

Improve policy and legal monitoring against model
discrimination

In the future, emphasis should be placed on establish-
ing a robust legal framework that clarifies accountability
mechanisms, ensuring that patients receive fair treatment
in MLD-based model decisions. Further specification of
the legal framework for model-based decision-making
is necessary to enhance its operability and transparency,
and to prevent negative impacts on stakeholders result-
ing from decision-making discrimination.

Improving the capabilities for real-time processing
Enhancing the MLD-based model’s ability to process data
in real-time for dynamic environments is a key focus.
This is particularly crucial in scenarios where quick
responses are needed, such as monitoring critical values
and assessing tumor malignancy before surgery in high-
risk situations, where real-time processing is essential
[156].

Building a community ecosystem for MLD-based models
The creation of extensive MLD-based models requires
collaboration across various fields such as Al, medicine,
biology, statistics, and the implementation of science.
The future progress of these models will depend more
on the data discipline community ecosystem, enabling
experts to communicate, leverage strengths, and foster
integration, innovation, and the application of knowledge
and technology.

Finally, talent development is also an important direc-
tion for promoting the advancement of MLD-based
models. There is a need to strengthen the cultivation of
interdisciplinary professionals with diverse backgrounds.
Universities might consider offering courses in medi-
cal data science and teaming up with hospital big data
centers to create practical opportunities for cultivating
skilled individuals who meet the requirements of the
healthcare sector.

Conclusions

The development of medical artificial intelligence is
greatly influenced by the large model created from lab
data. With advancements in technology, support from
policies, and collaboration among different parties,
we can expect this lab data-based model to offer better
solutions in disease diagnosis, personalized medicine,
and health management in the future. However, it is
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important to acknowledge that building a large model of
medical lab data presents challenges such as data integra-
tion, privacy protection, and reliability. This task requires
the involvement and investment of various stakehold-
ers, including the government, healthcare sector, and
academia. It is essential to prioritize risk management,
focus on practical outcomes, and ensure that technologi-
cal progress aligns with societal advancement throughout
the development process.
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