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ABSTRACT

Molecular communication allows information to be exchanged in environments where electromagnetic waves are
prohibited. It employs the exchange of information particles travelling through fluids. The transmitter releases
several chemical messengers inside the communication channel, encoding the message it intends to send in an
appropriate way. These messengers will be propagated in the communication channel according to the laws that
determine their movement in the environment, until they reach the receiver, which then captures their presence
and decodes their content.

To set up an experiment of molecular communication through liquid, the following are required:

e The simulation of the experiment by means of numerical resolution of the differential equations governing the
process, in order to select the proper modulation technique.

e The synthesis of the carbon nanoparticles to serve as the information nanoparticles.

e The arrangement of the bench prototype for the experiments.
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Introduction

Nowadays, technology has provided us with multiple platforms that allow the connection to
request information or transfer a command to a second device in any place and at any time. Typically,
communication media use electromagnetic waves, travelling by wired or wireless means, to reach the
destination of the message. However, there are some scenarios where this is not easily applicable.
There are several contexts in which waves are denied, due to technical difficulties, physically
forbidden, or because of the impracticality caused by losses related to excessive electromagnetic
attenuation. One such example is related to the conditions in which intrabody implantable devices
operate. The use of electromagnetic radiation deep inside the human body should be avoided to
prevent health problems. Recently, a new communication paradigm, named Molecular Communication
(MoCo) [1-3], has been applied in such “wave-denied” environments, allowing communication
between the user (including doctor and patient) and the operating devicee or the active devices
implanted in biological systems. This innovative communication method consists of using information
particles [4] (mainly chemicals) as a vector for the message to be transmitted, in a similar way to how
communication in nature has been performed for millions of years though the release and detection
of hormones.

MoCo is a method of transferring information from one point to another by encoding the
message within chemical signals. To date, most of the research concerning MoCo is strongly oriented
towards the theorisation and modelling of the transmitter-communication channel-receiver system.
The transmitter (TX) releases several chemical messengers inside the communication channel, which
encode the intended meassage in an appropriate way. These messengers will propagate in the
communication channel according to the laws that determine their movement in that environment,
until they reach the receiver (RX), which then captures their presence and decodes their content. The
encoding and transmission of a message occurs as a series of sequential symbols, each in a time slot.
The meaning of the symbol within the time slot depends on the chosen modulation method.

Setting up an operating MoCo platform that can swap information between active implantable
medical devices [5] involves several steps: (i) The theoretical study of the equations governing the
phenomena involved in MoCo and the simulation of the process, (ii) the development of a proper
modulation methods to make molecular communication reliable in the specific environments in which
it takes place, (iii) the choice of the information particle in which to encode the information to
be transmitted, and (iv) development of the hardware needed in order to release and detect the
information nanoparticles.

Simulating MoCo platform

The theoretical study of the phenomenon of MoCo can be rather complex because it involves lots
of factors, both chemical and physical, mainly related to fluid dynamics. The equation governing the
transport of the information particle from the point of emission in the channel by the transmitter
until it reaches the detection zone of the receiver is:

aG

o= V(D;VG) = V(G) + R (1)
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Fig. 1. Schematic representation of the Molecular Communication concept.

where C; is the concentration (M) value of the i-th particle in space at time t (s), D; is its diffusion
coefficient (m?/s), v is the velocity of the transport flow (m/s), and R; represents the kinetic equation
(M/s) related to any reaction affecting the i-th messenger, if any. Each MoCo platform will be endowed
with different fluid-dynamic properties. D can be considered as a property that is dependent on the
geometry (i.e., diameter) of the information particles and the viscosity of the medium in which it
is travelling. A good estimation of of D could be calculated theoretically by means of the Einstein-
Smoluchowski equation. The v field depends on the geometry of the channel and the physical
properties of the transporting fluid. A detailed description of the system can be as complex as it
is unattainable. For a simplified representation of particle travel between RX and TX, we can consider
a cylindrical shaped tube. Considering a MoCo platform implanted in the body between two medical
devices, it is plausible to use capillary channels (including blood vessels if applicable) to reduce the
impact and invasiveness of the implantation having lengths on the order of decimetres. These are
particular conditions in which the size of the tube transverse to the direction of flow is very small
(on the order of micrometres). In this sense, we can to consider phenomena typical of microfluidic
conditions. For example, the effect of dispersion against a concentration gradient (depending on the
magnitude of Di) that allows the movement of particles, even in conditions of null velocity field, is not
negligible. In contrast, the conditions along the direction of transport the are certainly macroscopic.
Thus, the effect of the above-mentioned stochastic spreading will be insignificant in this direction. The
effects of turbulence are considered negligible if the fluid, having viscosity 7, is conducted through the
straight and rigid channel, imposing a pressure difference (AP) between the two ends. The simplest
representation of the velocity field is given by Poiseuille’s law. The velocity field v(r) at different radial
positions between the centre (r = 0) and the wall (r = R), inside the cylindrical capillary of length L,
is given by:
AP, >
v(r) = 4—nL(R —r?) 2)
Although it is possible to obtain analytical solutions of Eq. (1) under specific boundary conditions,
we prefer to use a more straightforward numerical solution. Here, we report a Python-based script
able to simulate the release of a single plug of information nanoparticles and its travel towards the
receiver without any reaction occurring. The solution is based on the FiPy library [6]. The scientific
libraries NUMPY and SCIPY are also used for some specific tasks. Fig. 2 shows the typical snapshot
obtained as the output of the simulator.
Figs. 1,3 and 4.
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Fig. 2. False colour maps representing snapshots of the concentration of information particles travelling toward the receiver.
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Fig. 3. Left, steps of hydrothermal synthesis of Carbon Quantum Dots; right, typical fluorescent map of N-Doped Carbon
Quantum Dots prepared via Hydrothermal Decomposition.
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Example of Python script

from fipy import *
import numpy as np
from scipy.special import erf

R =100

L =100

nx=1_L

ny = nx

r = np.linspace(-R,R,ny)

mesh = Grid2D(dx=1., dy=1., nx=nx, ny=ny)
Conc = np.ones((nx,ny))*(((erf(r/10+16)-1)/2)+((1-erf(r/10+8))/2))

sample = Conc.flatten()

phi = CellVariable(name="PH|", mesh=mesh, value = 0.)

phi.setValue(sample)
DeltaP = 0.1
eta =1.

v_Poiseuille = (DeltaP/(4*eta*L))*(R**2 - r**2)

V = CellVariable(name="velocity", mesh=mesh, rank=1)
v_x = (np.ones((nx,ny))*v_Poiseuille). T

v_y = np.zeros((nx,ny))

v = np.vstack((v_x.flatten(),v_y.flatten()))

V.setValue(v,)

D SE=0.3
D = CellVariable(name="Coeff-Diff", mesh=mesh, rank=1)
diff_x = np.ones((nx,ny))*D_SE*1E-6

diff_y = diff_x*1000

diff = np.vstack((diff_x.flatten(),diff y.flatten()))
D.setValue(diff,)

valueleft = 0
valueRight = 0

phi.faceGrad.constrain(valueleft, mesh.facesRight)
phi.faceGrad.constrain(valueleft, mesh.facesLeft)

eq = TransientTerm() == -VanLeerConvectionTerm(V) + DiffusionTerm(D)
timeStepDuration = 0.05
steps = 1000

for step in range(steps-1):
eq.solve(var=phi,dt=timeStepDuration)
Conc = np.dstack((Conc,np.asarray(phi).reshape(nx,ny)))

np.save('Conc.npy', Conc)
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Modulation techniques

Signal modulation techniques consist of varying one or more signal properties in each timeslot. The
symbols are then encoded according to these variations. To better understand these concepts, we must
refer to the modulation systems in radio transmissions: The carrier of the information is a train of
electromagnetic waves in the radio frequency. The modulation is obtained by varying the amplitude,
frequency, polarity and phase for each timeslot. If the transporters of the information in MoCo are
nanoparticles, then it is not possible to define the modulation as a wave function, but it is possible
to modulate the intrinsic properties of the information particles. Several modulation schemes are
proposed for diffusion-based and flow-based communication channels. Among them, the modulation
technique based on information particle type is named molecular shift keying (MSK), whose symbol
is encoded by changing the molecular composition of the particle. If the modulation systems is based
on the particle number, it is known asconcentration shift keying (CSK). In these systems, symbols
are discriminated by particle concentration C in the timeslot (t). In the case where there only two
symbols of a communication system and the encoding is performed using a binary system, the logic is
described in Eq. (3), in which a single threshold has been defined. Multi-nary modulation techniques
can also be selected.

0 if C(t) < Chreshold
Ct) = : ’
® {1 if C(t) > Cihreshold ?

The MSK technique has the advantage of being subjected to low levels of channel noise and
intersymbol interference, and it is potentially possible to send more particle packets in short timeslots
simultaneously, and therefore more complex information in less time. On the other hand, the
transmitter requires many particles for encoding, which experimentally means separate reservoirs
containing the particles are required, as well as multiple actuators to handle the release. Moreover,
the receiver must be specific in decoding, as it must distinguish the different particles from each
other. The advantages of CSK modulation technique lie in its simplicity: A single type of particle
and a single method of detection are suffiient because the information resides in the concentration.
However, its limitation is a high probability of error, and it is known that the higher the number
of thresholds, the higher the risk of ISI [7]. Therefore, it is advisable to use less symbols, and
the transmission of information is slower. Other limitations are related to the constraint of time
synchronisation between TX and RX. The flow rate must be perfectly controlled to correctly integrate
each symbol within the predetermined timeslot. Errors in synchronisation cause a decoding error
within the information. It is not possible to apply these modulation methods where the flow within
the communication channel is not predictable or controllable (e.g. biological systems) where time-
independent modulation is required. To overcome the limitation of non-synchrony between flow rate
and timeslot, a useful modulation technique has been proposed — reaction shift keying (RSK). RSK
implies that the transmitter emits the information particle in such a way that it undergoes the
modification of a chemical-physical property by a reagent [8,9]. Therefore, the encoding of the symbol
is obtained by means of the reaction condition. 1-bit is related to the reacted condition, whereas 0-
bit is unreacted. The synchronisation problems are solved because the receiver remains "on hold"
until it receives the particle, and only at the time it "reads" the reacted or unreacted condition. In
this way, even if the speed of the carrier flow varies with time, the interaction between TX and
RX is no longer regulated by the timing. Each of these modulation techniques needs the appropriate
information particle, in order to be optimally applied in a MoCo experiment.

Information nanoparticles

The choice of the correct information particle is a critical step in the development of an efficient
system that exploits molecular communication for transfering information between transmitter and
receiver. The information particles must not only be suitable for the environment in which they
propagate, both in terms of stability and toxicity, but they must also achieve an efficient transcoding
to be tagged with the message and not lose any of the information during transport. The parameter
that most needs to be considered is specificity, which goes hand in hand with sensitivity. For
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example, the use of highly specific systems, such as host-guest interaction or specially designed
receptors, makes molecular communication highly reliable, as the detection of the information particle
is characterised by very high sensitivity [10].

An information particle must be designed a priori in order to be selective or non-specific, and to
otherwise meet the application requirements. To be applied successfully in MoCo between medical
devices, an information particle intended for use under physiological conditions will ideally have
several specifications-these include being: (i) Easily synthesised, (ii) environmentally friendly, (iii)
biocompatible, (iv) soluble/dispersible in aqueous fluids, and (v) easy to detect. Over the past 5 years
we have systematically researched the most suitable information particles for application in MoCo
experiments. We report here in detail the selected types, and their sources of supply or synthetic
protocols, as a function of the desired modulation techniques.

Carbon-based Quantum Dots (CQD) with peculiar fluorescent properties have been proposed as
non-specific information nanoparticles for molecular communication in liquid media. The properties
of CQD can be modified in a multitude of ways, allowing specific physical and chemical modulation
methods to be developed for obtaining high information transfer efficiency. Fluorescent carbon
nanoparticles are produced whenever a carbon source undergoes a carbonisation process. The
formation of these nanoparticles in soot from candles, coffee grounds, milk or burnt hair has
been confirmed [11] Since their first discovery in 2004 [12], the potential of carbon-based CQD
was immediately clear, and in the years that followied the scientific community produced a large
amount of literature reporting many synthetic techniques with different levels of sophistication. These
included laser ablation processes, pyrolysis, hydrothermal synthesis, microwave-assisted synthesis, and
electrochemistry [13,14] starting from any organic carbon-based raw material, including food waste
[15]. Structurally, these CQD appear as discs/spheres with diameters ranging from ~2-30 nm. The core
has a graphene-like structure, while functional groups such as epoxides, carboxylic acids and carbonyls
are present on the surface. This structure makes them dispersible in aqueous solution if not chemically
treated. Cell toxicity tests show a low degree of toxicity and good biocompatibility [16,17]. The use
of carbon-based CQD in MoCo applications derives mainly from their unique fluorescence properties
[4,18-21]. Indeed, most of these CQD have an absorption band in their UV spectra (observed at
200-400 nm) and a fluorescence band in their visible spectrum (observed at 400-600 nm). A high
fluorescence yield is observed, making them detectable even at low concentrations.

The synthesis involves decomposition at elevated temperature of the precursor raw material based
on carbonaceous compounds. We used citric acid (we believe the manufacturer is not relevant). It
is not necessary to use the anhydrous form. We are not aware on the effect of citric acid purity on
the composition of CQDs. In a typical synthesis 7 g of citric acid is placed on the base of a 100 ml
beaker placed on a hot plate set to maximum heating power. After a few minutes, the citric acid melts
and begins to degrade. The white color will soon turn to amber yellow and then to dark brown. The
consistency of this mixture is like caramel. To prepare larger batches you can increase the amount
of citric acid. We have found that up to 25 g gives equivalent results. We suggest using beakers
with a wider bottom (500 ml for example) to ensure uniform heating. The decomposition process
is allowed to proceed for about 15 min (avoid exceeding 30 min). Then the beaker is removed from
the heating plate and left to cool to room temperature (be careful not to touch hot surfaces). 50 ml of
0.1 N NaOH solution is added (we believe the manufacturer is not relevant). By vigorous stirring the
decomposed material is allowed to solubilize completely. At this stage the solution is acidic around pH
5, typically. The solution is neutralized to pH 7 by adding 1N NaOH drop by drop and checking with
an indicator strip. The solution is dialyzed with tubing having a cut-off around 11-14 KDa. In our
experience different manufacturers can lead to different results. We have often used MEMBRA-CEL
MC18 x 100 CLR 300759122 Viscase. The dialysis procedure is performed as follows: the filled tube
of the solution is immersed in 1 L of ultra-filtered water (Millipore®, Merck) and slowly stirred. After
1 h the water is replaced with another liter of ultra-filtered water. The operation is repeated 4 times.
The fifth time the water is left overnight and then discarded. The content of the tube is transferred
in a dedicated container and used as it is. If necessary, it is diluted with ultra-filtered water. To dope
CQDs with heteroatoms and make their fluorescence properties be variant, other substances can be
added to citric acid. We used ammonium acetate, urea and thiourea. In all cases the amount of citric
acid is halved, and the remaining part is replaced with the other compound (e.g., 3.5 g citric acid
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and 3.5 g urea). The decomposition of these compounds can lead to the formation of precipitate
(typically dark green). It is discarded by performing, after dialysis, a separation by centrifugation at
low temperature (10000 RPM at 3 °C) recovering the supernatant. Subsequent procedures remain
unchanged. In addition, it is possible to use carbonaceous raw material of various kinds to prepare
CQD. We have used juice from unsold lemons. CQDs are synthetized from 100 mL of neat lemon
juice poured in a 400 mL crystallizer. The crystallizer is then placed on a heating plate at 175 °C to
trigger the decomposition process. When the colour of the solution changed from lemon yellow to
caramel (typically after 15-20 min), three aliquots of 33 mL ultra-filtered water are added, 10 min
apart. A fourth 33 mL aliquot of water is then added, and the resulting mixture is allowed to cool to
room temperature. The purification process of the CQDs thus obtained is carried out in three steps.
Firstly, the non-polar residues are removed by extraction with 15 mL of chloroform (we believe the
manufacturer is not relevant), mixing the solution of CQD with pure chloroform in a separating funnel.
After vigorous agitation, the organic phase is separated from the aqueous phase by exploiting the
immiscibility between the two phases. This process is repeated three times, always using renewed
chloroform. A dialysis purification process is then carried out to remove the smaller but aqueously
soluble residues. Finally, a cryo-centrifugation step is carried out for 1 h 50 min, at 6000 rpm, and
3 °C temperature. The supernatant is collected and used for MoCo experiments.

Thus, CQD are suitable information particles for MoCo since they are easily synthesized from
organic carbon-based raw materials, they are environmentally friendly and biocompatible within
the biological tissues, soluble in water-based biological fluids, and they are effortlessly detected
at very low concentration, by stimulating them with light and detecting the fluorescence glowing.
All these features make MoCo between implanted devices reliable. Note the relevant issue related
to cybersecurity in this field of communication. It is very critical. A hacker who intercepts and
manipulates information between electronic devices can, in general, create serious problems, but in
this field it has potentially catastrophic implications. In addition to being sensitive data, information
exchanged by implanted medical devices is also potentially lethal. Fraudulently varying the dosage of
a drug released by device can lead to patient death. Intercepting and remotely manipulating biometric
information from implanted devices can transfer incorrect and misleading information to the medical
doctor who must prepare the appropriate therapy. With respect to these issues, MoCo based on CQD
is reliable. We could say, "intrinsically secure”. Just think that to eavesdrop on the message it would
be necessary to take a part of the liquid containing the messenger. This is impossible to do secretly.
Moreover, the flow of CQD is almost imperceptible given the low concentrations used. To detect them
it is necessary to stimulate them with light and detect the fluorescence in situ. They are not metal
based, do not emit (electro)magnetic fields, so they are not detectable remotely.

Benchtop MoCo prototype

Although MoCo has been widely studied from a theoretical point of view, there are currently few
examples of working platforms in which to run experiments. In the specific case of communication
between active implantable medical devices, intrabody experiments have not yet been reported. We
have developed a benchtop MoCo prototype enabling experimental verification of what has been
predicted theoretically, in addition and to providing the validation of simulation results.

The realisation of the prototype involves the assembly of the two main components of the MoCo-
the transmitter and the receiver. Both will be simply connected by a tube of the required size.
Typically, we use inert Teflon tubes, but this does not exclude to use other types. The flow of
the carrier fluid is ensured by a peristaltic pump or a piston syringe. We use an IVAN P3000 as
the infusion pump, although we consider the manufacturer irrelevant. The release of the plug of
information particles representing the bit is fundamental to the success of the communication. In
a simplistic way, it is possible to perform the release in a transport channel by means of a dosing
syringe, a dropper or other similar device. Our experience has shown us that the technique that allows
the best reproducibility of the bit is based on the use of a six-way, two-position valve, equipped
with a loading loop. These valves are used in liquid chromatography. There are several types, both
manual and self-operated. They accommodate tubes of different diameters and allow the use of
loading loops of varying volume (from microlitres to millilitres). We use Rheodyne, IDEX Health &



10 E Cali, L. Fichera and N. Tuccitto/MethodsX 9 (2022) 101736

2500

2000

1500

1000

Intensity (a.u.)

500

0 10 20 30 40 50 60
Time (min)

Fig. 5. Transmission of the word “PAX” under Quaternary — CSK (Q-CSK) modulation technique

Table 1
Correspondence between letters and multinary
encoding.
Letter Encoding
P 1300
a 1201
x 1320

Science valves, although we consider the manufacturer irrelevant. The main feature that makes CQDs
detectable is fluorescence. Therefore, a fluorometer operating in flow is used as a detector, of which
there are several types on the market. The only parameters to consider are the sensitivity that affects
the minimum detection limit of information particles and the size of the analysis cell. For capillary
channels carrying small volumes it is desirable to have cells on the order of microlitres. Liquid
chromatography detectors are suitable for these purposes. We use the Shimadzu rf535 as detector,
although we do not consider the manufacturer relevant. For large channels it is also possible to detect
with standard fluorometers equipped with flow cuvettes. We use the Cary Eclipse fluorometer from
Varian, although we do not consider the manufacturer relevant.

Fig. 5 shows an example of a transmitted signal using a multi-threshold multi-nary CSK
modulation technique. The word “pax” has been converted from text to ASCII quaternary encoding,
as reported in Table 1. To do this, we released pulses of carbon dots over time at three different
concentrations (0.5, 1 and 2 mg/mL) for symbols 1, 2 and 3, respectively. Symbol 0 was coded without
any release of nanoparticles. The release delay between pulses was 5 minutes and a flow rate of 5
mL/h was used.
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