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Abstract

Advancements in big data analytics offer new avenues for the analysis and deciphering of suspicious activities on the internet.
One promising new technology to increase the identification of terrorism threats is based on probabilistic computing. The
technology promises to provide more efficient problem solutions in encryption and cybersecurity. Probabilistic computing
technologies use large amounts of data, though, which raises potential privacy concerns. A study (N =1,023) was conducted
to survey public support for using probabilistic computing technologies to increase counterterrorism efforts. Overall, strong
support was found for the use of publicly available personal information (e.g., personal websites). Regarding private personal
information (e.g., online conversations), respondents perceived it to be more appropriate to use information from out-group
members (non-American citizens) than from in-group members (American citizens). In line with a social-identity account,
this form of in-group favoritism was strongest among respondents displaying a combination of strong national identities

and strong privacy concerns.
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On Halloween Day of 2017, Sayfullo Saipov careened a
pickup truck along a biking path by the Hudson river in
New York City, striking pedestrians and finally crashing
into a school bus back on the road. After the crash, he left
his vehicle and ran around the highway with a pellet gun
before being stopped by the police (Mueller et al., 2017).
The attack killed eight people, injured eleven, and struck fear
and panic into a countless number more. Government agen-
cies determined that it was a terrorist attack that was planned
in advance. Typically, the planning of terrorist attacks begins
with communication among members of terrorist organiza-
tions (Schuurman et al., 2018). Terrorist communication is
known to include hidden, encrypted, or disappearing mes-
sages online through venues like email, online gaming, tex-
ting, and chat rooms (Gill et al., 2017), which all contain
very large amounts of information that is usually kept secret,
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as leaked information can prevent their plans. Due to the
unavailability of timely and accurate information, it is dif-
ficult and challenging to predict and prevent terrorist threats
(Drozdova & Samoilov, 2010).

New technologies, including probabilistic computing
technologies, promise to considerably raise the standard on
the amount of information that can be processed concur-
rently and, thus, are increasing the potential to identify sus-
picious communication on the internet (Camsari et al., 2017,
Behin-Aein et al., 2016). While standard computers use sta-
ble magnets to hold their bits as stable ones or zeros, proba-
bilistic computers replace the stable magnets with unstable
magnets to allow their bits, known as p-bits, to fluctuate back
and forth between ones and zeros (Camsari et al., 2020).
This type of computing makes p-bits suitable for solving
problems of probability, machine learning, and problems
that have recently been addressed by quantum computing
(Camsari et al., 2020). Advancements and applications of
probabilistic computing technologies in deciphering and
cybersecurity promise to increase the probability of detect-
ing attacks like the described October 31* attack in advance
and increase the chances for government agencies to thwart
attempts and save lives.
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However, probabilistic and quantum computing technolo-
gies would use large amounts of data including personal
information of many individuals. As a consequence, the
adoption of these new technologies to decipher and iden-
tify terrorist threats on the internet raises potential privacy
concerns. The use of large amounts of information is not
unique to probabilistic computing, nor is big data’s only use
counterterrorism. Sun and Huo (2019) reviewed the most
common research applications that use big data analytics,
which included data mining, machine learning, data science
and systems, artificial intelligence, and distributed computing
and systems as the top five. As illustrated by the burgeon-
ing research in privacy-preserving data mining (Agrawal &
Srikant, 2000), these areas that use big data retain similar
concerns of the trade-off between privacy and security as the
use of probabilistic computing for counterterrorism efforts.
Research has shown that other technologies such as surveil-
lance equipment are acknowledged to have potential to bring
with it a sense of security and safety, but they also are thought
to bring a risk of privacy invasion (van Heek et al., 2014).

Our study was motivated by the development of proba-
bilistic computing technologies. We set out to survey public
support for the potential usage of personal information by
government agencies using p-bits technologies. The con-
ducted study, thus, framed the privacy and security discus-
sion around probabilistic computing for the participants.
Using a social-identity framework (Tajfel & Turner, 1986),
we aimed to test a set of hypotheses that describe the inde-
pendent and combined effects of four relevant factors on the
public acceptance of the use of personal data to prevent ter-
rorist attacks: Whether the processed personal information
is private (e.g., conversations over the internet) or publicly
available (e.g., personal websites); the general privacy con-
cerns of respondents; the strength of respondents’ national
identity; and whether the processed personal information
would be taken from in-group members (US citizens) or
out-group members (non-US citizens). To explore if the
proposed effects generalize across several situations, the
proximity of potential victims of a terrorist attack and the
location were varied following a procedure that was devel-
oped by Hinsz and Betts (2014). In addition, participants’
age, economic status, education, and political orientation
were measured.

We first introduce research on privacy and security con-
cerns and advance the hypothesis that the acceptance of the
use of personal information to identify suspicious internet
activities depends on whether personal information is pub-
licly available or not and on respondents’ general privacy
concerns. Next, we describe research that suggests that the
support for the usage of personal information will differ
depending on whether personal information is taken from in-
group members (US citizens) or out-group members (non-
US citizens). In a third step, we advance the hypothesis
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that in-group favoritism for private information (more
support for the use of personal information from out-
group than in-group members) is particularly pronounced
among respondents who have strong national identities
and hold high privacy concerns. Finally, we describe a
study that tested the introduced hypotheses and conclude
with a general discussion and future directions.

Privacy Concerns for Personal Information

As with other judgments and perceptions, research suggests
that privacy concerns are a function of the situation and the
person (situation x person; see Lewin, 1935): Most people
have greater privacy concerns in certain situations (e.g., sur-
veillance of private spaces) than in others (e.g., surveillance
of public spaces; see van Heek et al., 2014), and individuals
consistently vary in how much privacy concerns they have in
general (e.g., see Crow et al., 2017; Newell, 2016). Moreo-
ver, as in other situation x person approaches (Lewin, 1935),
these two dimensions can interact, as individuals’ differences
in privacy concerns vary across situations. For example, con-
cerns for the use of surveillance technology in private spaces
may be particularly concerning for people with high general
privacy concerns and low trust in the organizations using the
technology (see Pavone & Esposti, 2010).

Regarding differences across situations, studies on infor-
mation sharing (Hayes et al., 2021; Phelps et al., 2001),
scraping of information for marketing (Swani et al., 2021),
the disclosure of sensitive information (Atienza et al., 2015;
Dhagarra et al., 2020), and the acceptance of surveillance
and security technologies (Larson & Ferrin, 2021; Pavone
& Esposti, 2010) suggest that people’s privacy concerns
regarding their personal information vary across different
types of information and depend on the purpose for which
personal information is used and who is using it.

Privacy concerns are generally stronger for more sensitive
information, which is information that can cause damage to
the owner of the information when lost or stolen and used in
an unintended or fraudulent way. For example, health infor-
mation that is relatively routine, like blood pressure, is con-
sidered less risky to send over insecure channels than more
sensitive information like a cancer diagnosis (Atienza et al.,
2015), though these concerns can be alleviated for some
people by government-enforced privacy policies (Hwang
& Lin, 2020). People are generally willing to give simple
demographic information or basic opinions and behaviors,
but they are more resistant to allow others access to more
sensitive information, like health and financial information
(Dhagarra et al., 2020; Safacimanesh et al., 2021).

The current study focuses on the use of probabilistic com-
puting technologies by US government agencies. As publicly
available websites and social media typically provide less
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sensitive information and are made accessible to a broad
audience by owners, we expected to find more support for
the use of personal information that is publicly available
than for the use of personal information that is only privately
shared in online conversations and emails.

Several studies on surveillance-oriented security technol-
ogy, like cameras, suggest that security technology is seen
as more appropriate in public areas than in private ones
(e.g., Pavone & Esposti, 2010; van Heek et al., 2014). Van
Heek et al. (2014) observed that security and safety were
preferred over privacy in the context of already-public loca-
tions, but privacy was preferred in more private locations.
The appropriateness of the use of personal data also depends
on the perceived threat and severity of crimes. The threat
of more serious crimes being repeated, such as from serial
rapists, pedophiles, or terrorists, was seen as a just cause
for increased surveillance, even in a more private sphere
(Pavone & Esposti, 2010). Based on these considerations,
we expected differences in the support of using public and
private personal information to decipher terrorist commu-
nication on the internet.

Hypothesis 1. Respondents perceive it as more appropri-
ate to use large amounts of publicly available personal
information (e.g., personal websites) than to use private
personal information (e.g., online conversations) to iden-
tify terrorist threats (personal information).

Privacy concerns vary across different situations and
types of information. As with other psychological constructs,
there are also stable individual differences. For example, in a
study on the use of police body cameras, Crow et al. (2017)
observed that most people believed that the benefits of body
cameras outweighed the risks and that they did not represent
an invasion of privacy. However, those who were concerned
about privacy invasion were less supportive of their usage.
This can also include experts such as police officers who, at
times, support more selective access to body camera footage
because of privacy concerns (Newell, 2016). Similarly, in a
large survey examining individual differences in online pri-
vacy concerns, Kim et al. (2018) found that females tended
to be more concerned about online privacy than males and
that wealthier and more educated people were more con-
cerned than their counterparts.

We expected that respondents who have high general
privacy and security concerns regarding their activities on
the internet would be less supportive of the use of large
amounts of personal information to decipher terrorist threats
compared to respondents who have fewer general concerns.
Respondents with high privacy concerns were expected to
be particularly concerned about the usage of private personal
information.

Hypothesis 2: (a) Compared to respondents with low
privacy concerns, respondents who have high privacy
concerns find it less appropriate to use personal informa-
tion for counterterrorism purposes (privacy concerns).
(b) This difference is larger for private than for publicly
available personal information (privacy concerns x per-
sonal information).

In-Group Favoritism in the Use of Personal
Information

When it comes to the use of large amounts of personal infor-
mation and the prevention of crimes and terrorist threats,
there is a tension between different goals; the goals are to
both be safe and protected from attacks and to also have con-
trol over personal information and prevent the use of fraudu-
lent usage of one’s own personal information. We aimed to
test for a social-identity account of privacy concerns. Spe-
cifically, we sought to find out if concerns regarding the
usage of personal information for counter-terrorism efforts
depend on whether personal information is taken from US
citizens (in-group) or non-US citizens (out-group).

Hinsz and Betts (2014) conducted two studies in which
they asked their participants to express their support for
counterterrorism activities following a hypothetical terror-
ist attack. Specifically, Hinsz and Betts tested the hypothesis
that respondents reveal in-group favoritism by supporting
counterterrorism efforts more when American citizens are
the victims of an attack than non-citizens and when the
attack occurs in the US and not outside the country. The
authors reasoned that in-group favoritism would be stronger
among those respondents who display strong national identi-
ties and would be independent of negative attitudes toward
out-groups (Allport, 1954; Brewer, 1999). In-group favor-
itism refers to the observation that in-group members are
treated more favorably than out-group members. It occurs
when group membership is salient and when members of
one’s own group are affected. It does not require that one
is personally familiar with these members (Brewer, 1999).

Hinsz and Betts (2014) did not find support for the pro-
posed hypotheses in their studies. We aimed to build on and
extend their approach by exploring if respondents reveal
in-group favoritism when asked if they would support the
usage of personal information as a measure of a counter-
attack. While Hinsz and Betts (2014) varied where an attack
occurred, the potential costs and risks of a counter-attack
were not differentiated as costs that occur for in-group or
out-group members. Building on their approach, we aimed
to differentiate between the support of using personal
information from in-group versus out-group members. We
expected that respondents would be more supportive of the
idea of using personal information from out-group members
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(non-US citizens) than from in-group members (US citi-
zens), thus, reducing privacy risks for their own group.
Moreover, we also expected that the salience of one’s own
group would trigger feelings of commitment to one’s own
group and in-group favoritism in particular in situations, in
which respondents have high privacy concerns—that is, for
personal information that is private and among respondents
who have high general privacy concerns.

Hypothesis 3: (a) To prevent a counterterrorism attack,
respondents perceive it as more appropriate to use infor-
mation from out-group members (non-US citizens) than
from in-group members (US citizens) and display in-group
favoritism (citizenship of source). (b) In-group favoritism
is stronger for private than for public personal information
(citizenship x personal information). (c) In-group favorit-
ism for private information is particularly pronounced for
respondents who have strong privacy concerns (citizenship
X personal information x privacy concerns).

Typically, in-group favoritism is particularly strong
among individuals who strongly identify with their group.
In the case of counterterrorism efforts, previous research
suggests that respondents who strongly identify with their
nation are more in favor of counterterrorism efforts than
respondents who display weaker national identity. In Hinsz
and Betts’ study (2014), nationalism strongly correlated with
general and situation-specific support of counterterrorism
measures. In a similar vein, Williamson (2019) observed in
a survey study that Australians who identified more strongly
with their country more strongly supported counterterror-
ism measures. Accordingly, we expected that respondents
who display strong national identification would be more
supportive of the use of personal information to identify ter-
rorist threats than respondents who display weaker national
identification and that national identity would interact with
respondents’ privacy concerns, the type of information (pri-
vate vs public), and the citizenship of the source of informa-
tion (US citizens vs non-US citizens).

Hypothesis 4: (a) Respondents who display a strong
national identity perceive it as more appropriate to use
personal information to identify and prevent terrorist
attacks than respondents displaying a weak national iden-
tity (national identity). (b) In-group favoritism for private
information is particularly pronounced for respondents
who have strong privacy concerns and national identities
(citizenship x privacy concerns x personal information x
national identity).

The scope of the hypotheses and their intended applica-

tions (Balzer et al., 1989) refer to a situation in which poten-
tial terrorist threats clearly have a connection to a country
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and in which the access to personal information is intended
to be used by one’s own government. However, the terrorist
attack does not necessarily have to be conducted in one’s
own country, nor are the victims necessarily citizens of
one’s own country. We pursued the hypotheses by analyz-
ing respondents’ reactions to a scenario description of a ter-
rorist attack. Participants read about an attack that targeted
either an in-group (US citizens) or an out-group (non-US
citizens). They then responded to questions about support
for counterterrorism efforts. To test if the proposed effects
are limited to certain threats, the proximity of the victim and
location was varied (see Hinsz & Betts, 2014). However, in
all cases, the attacks had a clear relationship to the US where
the study was conducted. As the main dependent variable,
respondents were asked how appropriate it would be to use
probabilistic computing technologies to collect and process
large amounts of personal information in order to prevent
attacks similar to the one described in the article.

Method

To test the proposed hypotheses, we conducted a study using
Qualtrics and utilized Amazon’s Mechanical Turk (MTurk)
to recruit and compensate participants. We aimed to follow
best practices that have been described in the scientific liter-
ature for the recruitment (e.g., approval rates), payment (e.g.,
ethical compensation), and collection of data (e.g., attention
check) to maximize the quality of the collected data.

Amazon’s Mechanical Turk (MTurk)

Participants recruited from Amazon Mechanical Turk
(MTurk) have been previously shown to be more representa-
tive than in-person convenience samples (Buhrmester et al.,
2016) and garner similar levels of validity in comparison
to college student samples, other similar online samples,
and pools drawn from social media (Berinsky et al., 2012;
Casler et al., 2013; Clifford et al., 2015). Similarly, research
has also indicated that MTurk participants perform better on
attention checks and follow instructions better than college
student samples (Hauser & Schwarz, 2016). Thomas and
Clifford (2017) noted that although insufficient attention is
a potential problem in MTurk studies, there is no evidence
that inattention is a bigger problem for MTurk samples than
for other commonly used convenience samples.

We took several precautions to ensure that the collected
data are of high quality. Specifically, participants had to
meet a high approval rating (at least 95%) and, following
the recommendations of Thomas and Clifford (2017), we
included an attention check that was unique to this survey.
The attention check item blended in with the survey content
in an unobtrusive way.
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Although the vast majority of participants do not use
MTurk as their main source of income (Pew Research
Center, 2016), participants on MTurk are primarily moti-
vated by money in taking surveys (Litman et al., 2015; Pew
Research Center, 2016). There has been concern that pay-
ing too high or too low of wages may impact data quality,
but Rouse (2015) and Litman et al. (2015) demonstrated
reliability across wages that were below, at, or above mini-
mum wage. Although a meta-analysis has shown that aver-
age hourly wage has been as low as $2 for MTurk studies,
at least minimum wages should be paid as compensations
for ethical reasons (Silberman et al., 2018). Therefore, we
piloted the length of the surveys to estimate what a fair wage
would be, based on the time it took to complete the survey.

Participants

As a second selection criterion beyond the MTurk approval
rate, respondents had to be American citizens to be able
to participate in the study. Of the 1,023 participants, 19
respondents indicated that they were not residing in the US,
and 18 respondents did not answer the attention-check item
correctly. The following analyses were conducted with the
remaining 986 respondents. Table 1 provides descriptives for
the gender, age, race, education, and income of the studied
sample along with US census data for comparison purposes.

Procedure and Design

Participants were presented with a survey that contained
one of four different newspaper articles adapted from Hinsz
and Betts (2014). Each article provided a short, hypothetical
news story about a bombing of an embassy (see Appendix
for an example). Participants were asked to imagine they
awoke to the news of a suicide attack in which a truck filled
with explosives was detonated outside an embassy after
being stopped by security personnel. The general storyline
of each article was identical and each of the articles had
a reference to the US. As in the study by Hinsz and Betts
(2014), the articles differed in the nationality of the victims
(US citizen vs. Thai citizen) and the location of the attack
(US embassy in Thailand or Thai embassy in the US). In two
articles, the attack supposedly occurred at the Royal Thai
Embassy in Washington, D.C., and in the other two articles
the attack supposedly occurred at the United States Embassy
in Thailand. Within each location, the articles also differed
in whether the victims were American or Thai citizens.
Each participant read one of the four articles represent-
ing four different conditions, to which participants were
randomly assigned. After reading the article, the survey
described the potential of probabilistic computing technolo-
gies helping the US government to analyze and decipher
online data with the goal to identify terrorist threats earlier

Table 1 Age, Gender, Education, and Race of Participants in the
Study

Sample US Census Data
Demographic n % %
Age
18-20 14 14 47
21-44 747 759 413
45-64 191 19.3 329
65+ 33 34 21.1
Gender
Male 597 60.5 49.0
Female 373 379 51.0
Non-binary / third gender 9 0.9 -
Prefer not to say 7 0.7 -
Education

Some schooling, but no diploma or 2 0.2 10.0
degree

High school diploma or GED 59 6.0 29.0
Some college 154 157 17.6
Bachelor's or Associate degree 516 52.6 29.8
Some grad school 22 22 -
Graduate degree 228 232 137
Income
Under $25,000 133 135 18.1
$25,001—$50,000 259 263 19.7
$50,001—%$80,000 (U.S. Census 312 31.6 16.5
50-75)
$80,001—$130,000 (U.S. Census 182 185 275
75-150)
$130,000+ (U.S. Census 150 +) 74 7.5 183
Prefer not to say 26 2.6 -
Race
White 743 754 61.6
Black or African-American 103 104 124
American Indian or Alaska Native 41 42 1.1
Asian 111 113 6.0
Hawaiian or Pacific Islander 5 05 02
Other 19 1.9 84

Notes: US Census data was not always divided exactly the same way
as our sample, as noted. Age is divided into age groups in accord-
ance with the divisions found on the US Census. Where dashes are
listed in the US Census data, the Census did not have those answers
as options

than in the past and increase the chance of possibly prevent-
ing more terrorist attacks like the one described in the article
(see Appendix for details).

Subsequently, participants were provided a number of
possible actions and were asked to evaluate how appropriate
each of these counterterrorism efforts would be from their
perspective. The following section measured participants’
general privacy concerns, national identity, and political
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orientation. The survey concluded with the measure of
demographic variables. The main measurements and instruc-
tions are provided in the Appendix.

Measurements

Counterterrorism Efforts Three different measures of coun-
terterrorism efforts were used: Participants’ agreement for
the use of personal information by the US government to
identify terrorist threats and Hinsz and Bett’s (2014) regional
and general measures of counterterrorism efforts.

Support for the Use of Personal Information The first scale
contained sixteen items and specifically asked about the
article each participant read. Each item on this scale was
rated on a seven-point Likert scale (1, strongly disagree, to
7, strongly agree; see Appendix). Each item started with the
statement, “Probabilistic computing is analyzing very large
amounts of information to decipher and identify suspicious
activities.” Participants then evaluated sixteen items that
systematically varied the underlined part of the following
claim: “It would be appropriate to include private online
conversations of US citizens living in the US to prevent ter-
rorist attacks like the one described in the article.”

Four different types of information were included. Two
items referred to private information: “to include private
online conversations” and “to include emails and other per-
sonal electronic information;” two items referred to public
information: “to examine publicly available websites” and
“to examine publicly available social media information.”
The two private information items were adapted from Wil-
liamson (2019), and the public information items were cre-
ated new. Furthermore, each of these four types of informa-
tion was broken into four groups of targeted individuals: “of
US citizens living in the US,” “of US citizens living outside
the US,” “of non-US citizens living in the US,” and “of non-
US citizens living outside the US.” Responses to the two
items relating to private information correlated highly with
each other as did the responses to the two items relating to
public information and were aggregated within each condi-
tion (pairwise rs varied between 0.73 and 0.84). Thus, for
each respondent, eight measures of their support for the use
of personal information were obtained, following a2x2 X 2
design based on the factors of personal information (private
vs public), citizenship (US citizen vs non-US citizen), and
residence (US vs. abroad).

Regional Counterterrorism Efforts The second scale con-
tained five items taken from Hinsz and Betts (2014) to meas-
ure attitudes toward counterterrorism efforts in the region
of the attack (US vs Thailand; e.g., “More money should be
spent on efforts geared toward preventing terrorism in the
region of the attack").
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General Counterterrorism Efforts The third scale asked
respondents to express their agreement with each of the five
items of counterterrorism efforts in general (e.g., “I support
the development and implementation of new technology that
aids counterterrorism efforts in general”).

Privacy Concerns Participants’ general perceptions and con-
cerns about privacy, in particular concerns about the mis-
use of private information on the internet, were measured
with six items using a seven-point Likert scale, with higher
scores indicating stronger privacy concerns. After forming
a composite score, respondents were rank-ordered accord-
ing to their privacy concerns and split into three equal-sized
groups of individuals who had high (M =6.32; SD=0.51;
N=332), moderate (M =4.44; SD=0.59; N=338), and low
(M=2.42; SD=0.67; N=316) privacy concerns. The three
groups significantly differed from each other in their general
privacy concerns (£(2,983)=3509.87; p <0.01).

National Identity National identification was measured
through six items that were used to form a composite meas-
ure of national identity (e.g., “How important is being
American to you?”). Subsequently, a median split was per-
formed, forming two groups of respondents who systemati-
cally differed in the strength of their national identity (strong
identity: M =6.07; SD =0.69; weak identity: M =3.28;
SD=0.94; 1(984)=53.22; p<0.01).

Political Orientation Four items were used to assess political
orientation (e.g., “I am politically more liberal than con-
servative”) on a seven-point Likert scale, with high scores
indicating a more liberal and less conservative political ori-
entation than low scores.

Demographics In addition to their age and gender, partici-
pants were asked in which state they live and to provide
basic information about their education, their religious ori-
entation, and their annual income in the previous year.

Results

Data were analyzed in the following steps: We first looked
into potential effects of the nationality of the victims and the
location of the attack that were varied across the newspaper
articles on the reported support for counter-terrorism efforts,
replicating the study of Hinsz and Betts (2014). In a second
step, we looked at the overall correlations among the main
variables of the study including the ascertained demographic
variables. In a third step, we tested the hypotheses on the
predicted support for the use of personal information for
counter-terrorism measures using probabilistic computing
technologies.
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Support for Regional and General Counterterrorism
Efforts: Replication of Hinsz and Betts (2014)

In general, there was substantial support for counterterrorism
efforts in this sample. The mean value on the seven-point
response scale measuring participants’ support for coun-
terterrorism efforts in the region that was described in the
article was M =5.56, matching the reported perception of
Hinsz and Betts (2014) in a student sample. Similar to Hinsz
and Betts (2014), we did not observe any substantial differ-
ences in the support of regional or general counterterrorism
efforts due to the victims’ citizenship (US citizen vs non-
citizen) or the location of the attack that was described in the
newspaper article (US vs Thailand) (all F's < 1). Likewise,
no substantial differences among the four conditions in the
support for regional counter-terrorist measures were observed
in an analysis of covariance in which differences in the sup-
port of general counterterrorism measures were controlled
(partialled out) (all Fs<1.1). The four conditions also did
not trigger substantially different support for the usage of
personal information to identify terrorist threats, neither for
private personal information, nor for public personal infor-
mation (all Fs<1.88; p>0.40). In the following analyses, we
aggregated across responses to the four newspaper articles.

Correlations among Main Measures
and Demographic Variables

Table 2 displays the overall means, standard deviations,
and correlations among the main measures of the study and
participants’ age. Whereas support for regional and general
counterterrorism were highly correlated (0.81), the corre-
lation with the supported use of personal information was
smaller (0.47 and 0.52) suggesting that respondents differ-
entiated between their general support for counterterrorism
efforts and their support of the use of personal information
to identify terrorist threats and prevent attacks. Support for
the use of personal information correlated negatively with
respondents’ privacy concerns (-0.54) and positively with

their national identity (0.34). Respondents’ expressed pri-
vacy concerns only weakly correlated with the remaining
variables (< +0.20), suggesting that privacy concerns were
only weakly related to respondents’ age, national identity,
political orientation, and general support for counterterrorism
measures. Female respondents (M =4.52; SD =1.66) tended
to reveal stronger privacy concerns than male respondents
(M=4.32; SD=1.70; t(968)=1.88; p=0.06), but were
slightly more supportive of the use of personal information
for counterterrorism efforts (M =4.89; SD =1.29) than male
respondents (M =4.68; SD=1.39; #(968)=2.39; p<0.05).
The variables listed in Table 2 were not strongly correlated
with participants’ level of education or self-reported income
(all correlations < +0.20; the correlation between partici-
pants’ level of education and income was r=0.24; p <0.01).

Support for the Use of Personal Information
to Prevent Terrorist Attacks: Test of Hypotheses

In line with the findings by Hinsz and Betts (2014), the study
did not reveal in-group favoritism related to the support of
regional counterterrorism efforts. As expected, though, it
revealed strong in-group favoritism for the usage of personal
information to prevent terrorist attacks. To test the proposed
hypotheses, a MANOVA was conducted on the perceived
appropriateness to use personal information with the fol-
lowing factors: The factors personal information (public
vs private), citizenship (US citizen vs non-US citizen), and
residence (US vs. abroad) were included as within-subjects
factors. The factors privacy concerns (high/moderate/low)
and national identity (strong/weak) were added as between-
subjects factors.

All four hypotheses were supported. Figure 1 shows par-
ticipants’ support for using either US citizens’ or non-US
citizens’ personal information for counterterrorism efforts,
separately for public and private information and different
levels of general concern for privacy. In line with Hypoth-
esis 1, respondents perceived it as more appropriate to use
large amounts of publicly available personal information

Table 2 Intercorrelations,
Means, and Standard Deviations

of Main Variables

Variable M SD 1 2 3 4 5 6
1. Use of Personal Information 4.75 1.36 -

2. Privacy Concern 4.42 1.69  -547 -

3. National Identity 471 1.62 347 -147 -

4. Political Orientation 458 172 -04 -.08" =357 -

5. Regional Counter Measures 5.56 1.14 477 13" 30" -01 -

6. General Counter Measures 5.52 1.18 .52 -18" 3¢ .00 817" -
7. Age 3738 1147 .06 197 147 -05 13" 13"

#%p < 01 *p< .05

Notes: This table displays the correlations among the main variables of the study, including participants’
support of counterterrorism activities, general privacy concerns, national identification and political orien-
tation, and age. Use of Personal Information refers to participants’ overall support to use personal informa-
tion for the prevention of terrorist attacks through probabilistic computing technologies
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Fig.1 Support for the Usage of
Personal Information Separately
for Different Levels of Privacy
Concerns (High, Moderate,
Low), Type of Personal Infor-
mation (Private, Public), and
Group Membership of Infor-
mation Source (US Citizen/
Non-US Citizen). Notes: This
figure shows support for using
either US citizens’ or non-US
citizens’ personal information
for counterterrorism efforts,
separate for public or private
information and different levels
of general concern for privacy.
Bars represent mean agreement
across participants. Standard
errors are added to each bar

Agreement

High Concern

m U.S. Citizen - Private Information

B U.S. Citizen - Public Information

(M=5.35; SD=1.36) than to use private personal information
(M=4.15; SD=1.81) to identify terrorist threats (main effect
personal information, F(1,980)=625.27; p<0.01). In agree-
ment with Hypothesis 2a, respondents who revealed high
privacy concerns showed less support (M =3.96; SD=1.40)
than respondents who had moderate (M =4.66; SD=1.19) or
low concerns (M =5.67; SD=0.83; main effect privacy con-
cerns, F(2,980)=176.87; p<0.01). As is evident in Fig. 1
and Table 3 and as predicted by Hypothesis 2b, the observed
differences due to respondents’ privacy concerns were larger
for private than for public information (interaction personal
information x privacy concerns, F(2,980)=131.39; p<0.01).

In support of Hypothesis 3a, respondents’ support for
private information revealed in-group favoritism in that
respondents were more hesitant to support the use of per-
sonal information from US citizens (M =4.60; SD =1.48)
than from non-US citizens (M =4.90; SD =1.44) (main
effect citizenship, F(2,980)=86.13; p<0.01). Supporting
Hypothesis 3b and 3c, in-group favoritism was particularly
evident for private information (interaction citizenship x per-
sonal information, F(1,980)=109.76; p <0.01) within the

Table 3 Support for the Usage of Personal Information Separately
for Different Levels of Privacy Concerns (High, Moderate, Low), and
Type of Personal Information (Private, Public) (Hypothesis 2)

Information Source High Privacy Moderate Pri- Low

Concern vacy Concern Privacy
Concern

Private Information

M 2.94 3.97 5.60
SD 1.66 1.60 0.96
Public Information

M 5.00 5.34 5.75
SD 1.70 1.26 0.85
N 332 338 316
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Low Concern

Moderate Concern

Ed Non-U.S. Citizen - Private Information

ONon-U.S. Citizen - Public Information

group of respondents that showed high privacy concerns
(interaction citizenship x personal information x privacy
concerns, F(2,980)=14.35; p<0.01) (see Table 4).

These differences were further qualified by respondents’
national identity supporting Hypothesis 4 (see Table 5 and
Fig. 2). Respondents with strong national identities were
more supportive of using personal information (M =5.11;
SD =1.30) than respondents who expressed weaker national
identities (M =4.36; SD=1.32) (main effect national iden-
tity, F(1,980)=78.79; p <0.01). The analysis revealed that
in-group favoritism was strongest for private information

Table 4 Support for the Usage of Personal Information Separately for
Different Levels of Privacy Concerns (High, Moderate, Low), Type
of Personal Information (Private, Public), and Group Membership of
Information Source (US Citizen/Non-US Citizen) (Hypothesis 3)

Information Source High Privacy Moderate Pri-  Low

Concern vacy Concern  Privacy
Concern

Private Information
US Citizen
M 2.48 3.75 5.57
SD 1.65 1.71 1.02
Private Information
Non-US Citizen
M 3.40 4.20 5.62
SD 2.02 1.73 1.04
Public Information
US Citizen
M 4.81 5.29 5.79
SD 1.87 1.34 0.91
Public Information
Non-US Citizen
M 5.15 5.39 5.71
SD 1.78 1.35 0.93
N 332 338 316
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among those respondents who had strong privacy concerns
(interaction national identity x citizenship x personal infor-
mation x privacy concerns, F(2,980)=3.04; p <0.05). The
four-way interaction was not qualified by the residence of
the source (US vs abroad; F<1).

Discussion

Probabilistic computing technologies promise to contrib-
ute to more efficient problem solutions in encryption and
cybersecurity, increasing the probability to identify terrorist
threats through deciphering communication on the internet.
Probabilistic computing technologies use large amounts of
data, though, which raises potential privacy concerns. The

conducted survey study aimed to describe public support for
the use of personal data and revealed several results. Over-
all, respondents showed strong support for using publicly
available personal information such as personal websites or
personal information on social media to increase counterter-
rorism efforts. The average agreement for the use of large
amounts of public personal information was 5.35 on a scale
from 1 (strongly disagree) to 7 (strongly agree). Regarding
private personal information in online and email conversa-
tions, responses varied substantially depending on whether
information would be taken from US citizens or non-US citi-
zens and respondents’ general privacy concerns and strength
of national identity. Respondents perceived it to be more
appropriate to use information from out-group members (non-
American citizens) than from in-group members (American

Table 5 Support for the Usage
of Personal Information
Separately for Different Levels
of National Identity (Low,
High), Privacy Concerns (High,
Moderate, Low), Type of
Personal Information (Private,
Public), and Group Membership
of Information Source (US
Citizen/Non-US Citizen)
(Hypothesis 4)

Information Source

Private Information
US Citizen

M
SD

Private Information
Non-US Citizen

M
SD

Public Information
US Citizen

M
SD

Public Information
Non-US Citizen

M
SD
N

Private Information
US Citizen

M
SD

Private Information
Non-US Citizen

M
SD

Public Information
US Citizen

M
SD

Public Information
Non-US Citizen

M
SD
N

Low National Identity

High Privacy Concern ~ Moderate Privacy Concern ~ Low Privacy Concern
2.08 3.35 5.28
1.44 1.58 0.98
2.73 3.71 5.34
1.82 1.61 0.95
4.62 5.13 5.56
1.92 1.40 0.83
4.85 5.18 5.44
1.79 1.36 0.86
171 176 134
High National Identity

High Privacy Concern ~ Moderate Privacy Concern  Low Privacy Concern
2.89 4.18 5.79
1.76 1.73 1.00
4.12 4.72 5.83
1.98 1.69 1.05
5.02 5.46 5.97
1.79 1.26 0.93
5.46 5.61 5.90
1.72 1.30 0.94
161 162 182
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Fig.2 Support for the Usage of
Private Personal Information by
Respondents Varying in their
General Privacy Concerns and
National Identification. Notes:
This figure shows support for
using either US citizens’ or non-
US citizens’ private information
for counterterrorism efforts,
based on the general levels

of concern for privacy and
identification as an American.

Agreement
IS

Bars represent mean agreement 2
across participants. Standard
errors are added to each bar 1

High Concern

Weak National Identity

citizens) displaying in-group favoritism. In line with a social-
identity account, this form of in-group favoritism was strong-
est among respondents who were showing a combination of
strong national identities and strong privacy concerns.

According to social identity theory (Tajfel & Turner,
1986), individuals respond differently when their group
identity becomes salient to them. This holds in particular
for group members who strongly identify with their group.
Generally, in-group favoritism refers to the tendency to have
more favorable opinions of and responses toward one’s own
group than toward an out-group (Tajfel & Turner, 1986). As
documented in many studies, in-group favoritism occurs in
a wide range of situations (Mullen et al., 1992).

Only few studies have taken a social-scientific approach
to describe and analyze public support for counterterror-
ism efforts (Hinsz & Betts, 2014; Lum & Kennedy, 2012).
To our knowledge, this is the first study that connected pri-
vacy concerns with in-group favoritism regarding the use
of personal information. The observed differences in the
support for the use of personal information to prevent ter-
rorist attacks were very strong. The strongest support was
observed for respondents who had strong national identities
and low general privacy concerns. As can be seen in Fig. 2
and Table 35, their average support was 5.83 on a seven-point
scale. Conversely, the lowest support was found among those
who had strong privacy concerns but low national identi-
ties, which was 2.08 and, thus, almost 4 points lower on the
seven-point scale. Whereas in-group favoritism was strong-
est for respondents who scored high on the national iden-
tity and privacy concerns, the lowest support for the use of
private information was found among those who had high
privacy, but low national identity scores.

The observed differences are remarkably strong. Notably,
even though questions regarding the use of computer and infor-
mation technology to prevent terrorist attacks have important
political dimensions, the current study showed that public
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Moderate Low Concern

Concern

Low Concern High Concern

Strong National Identity

B U.S. Citizen ONon-U.S. Citizen

support cannot be reduced to political partisanship and also not
to mere national identification. Respondents’ general privacy
concerns only showed a low correlation with their political
orientation and their national identification. Likewise, respond-
ents’ age was not strongly correlated with their support for
the use of personal information, nor was it strongly related to
respondents’ privacy concerns or national identification.

These results suggest a couple of possible implications for
governmental policy. Given the high level of overall support for
using public information for counterterrorism efforts, this study
suggests it may be acceptable for the government to use proba-
bilistic computing and similar technologies to monitor personal
information that is already publicly available. However, the
study also suggests that people may be much more resistant
toward policies that would ask them to give up their private
information, especially for those who are more concerned about
privacy and those who have a weaker national identity.

The observed privacy and group membership effects held
across different demographic variables including partici-
pants’ age, education, and income, which showed only low
correlations with the observed support of the use of personal
information. There are additional variables that have not been
measured in the current study that may moderate the observed
differences. For example, we did not measure how often partic-
ipants engage in online conversations and how much personal
information they convey about themselves on publicly avail-
able websites. Future studies may explore if the link between
privacy concerns and in-group favoritism generalizes across
consumers that differ in their internet and social media use.

Although MTurk has been shown to be more representative
of the population than college samples and some other con-
venience sample techniques (Berinsky et al., 2012; Buhrmester
et al., 2016), it does have systematic differences in its popula-
tion as compared to the US population. Specifically, Berinsky
et al. (2012) reported that the MTurk population is slightly
more educated and contains a higher proportion of females,
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Democrats, and whites, as compared to the US census. As
indicated in Table 1, most of these trends were also seen in
our sample, though, we did end up with a higher proportion of
males (61%). It is not clear if the higher proportion of males
is related to the topic of the current study or may be an arti-
fact of the particular sample or a result of demographic shifts
on MTurk during the COVID-19 pandemic, as studies on the
demographic shifts on MTurk show consistency in gender but
some changes in political orientation and race (Arechar &
Rand, 2021; Moss et al., 2020). Future studies may test how
robust the observed results are and if they can be generalized
using other measurements and samples of participants.

The scope of the hypotheses and their intended applica-
tions (Balzer et al., 1989) referred to a situation in which
potential terrorist threats clearly have a connection to a
country and in which the access to personal information is
intended to be used by one’s own government. Building on
Hinsz and Betts’ studies (2014), we varied in the used news
stories the proximity of the victim and location. Like Hinsz
and Betts (2014), we did not find substantial differences
between these scenarios in respondents’ support for general
or regional counterterrorism efforts. One explanation of these
findings may be that all four scenarios had a connection to
the US, be it geographically or in terms of the imagined
victims or the proximity of an American embassy abroad.
These cues may have been sufficient to trigger the salience of
respondents’ in-group and national identities. Future studies
may extend this approach by looking at regions and loca-
tions that are not tied to the US and at countries that vary in
their international relationships with the US (e.g., Germany,
Iran, Russia, and China). Support for counterterrorism efforts
and the use of personal information may depend on percep-
tions and trust towards the agency using the technology and
perceptions of the beneficiary of the efforts. Likewise, the
study stressed that the US government may use probabilis-
tic computer technologies and access personal information.
Future studies may explore if public support would be dif-
ferent if other stakeholders including private domestic and
international companies and governments of foreign coun-
tries would have agency over the technology.

This study focused on probabilistic computing technolo-
gies that use large amounts of personal information to iden-
tify terrorism threats and prevent terrorist attacks. It would
be interesting to explore in future research if public support
may look different for other uses of the p-bits technology
(e.g., for financial services or supply chain management).

Surveillance technology in private spaces is seen as more
appropriate when it is used to prevent serious crimes includ-
ing terrorist attacks than in situations in which minor crimes
are prevented (Pavone & Esposti, 2010). Thus, it may well
be that the observed support for the use of the p-bits tech-
nology would be smaller if it were used for other purposes
and in other contexts (e.g., for marketing purposes). A central

contribution of the current study is the predicted and observed
link between privacy concerns and in-group favoritism. As
can be seen in Fig. 1, privacy concerns mainly affected the
use of private personal information but had only small effects
on the use of publicly available personal information. Future
studies may explore if the privacy and in-group favoritism link
can also be found for other technologies such as surveillance
technologies and in other contexts (e.g., health contexts) that
trigger privacy concerns as well as societal threats (e.g., infor-
mation relevant to the spread of infectious diseases).

Appendix - Survey Questionnaire

(Instructions that were provided to participants are
written in italics.)

Imagine that you awoke to news of a suicide attack in which
a truck filled with explosives was detonated outside an
embassy after being stopped by security personnel. This is
the article where you read the story.

- @he Bailp N

: ; e e
Embassy bombing kills 7
Bangkok, Thailand. Sevenn The ' dead 'include six Ren
American. citizens were American  civilians, and foll|
killed in abombing outside one American embassy imp

the Embassy of the United  secunty = worker.  The
States in Bangkok this embassy . building The

MOMing, remained undamaged and  thal
no. Thai were; hwt by the rela
A truck containing  blast. . . Y the
explosives detonated beh
alongside avan containing As of yet, no group or ofa
Anerncan visitors to the individual  has ' claimed exp:
embassy. Embassy responsibility for il
secunty personnel report organizing the attack: A its
that the suspectwaited ‘at That police officer beh
a nearby construction site speaking under conditions con
until gates to the embassy of anonymity reported that orv
opened for the wisitors. the Thailand National
The suspect thenn Police = Depatment has Itm
attepted to drive the suspects, but refused tote
truck through the gates. additional comment thic
Confronted by secunty ‘because of the ongoing dec
personnel | the suspect investigation. mos
detonated the explosives. retu
S
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Note: This article provides an example of one of four con-
ditions, as described in the Methods section. The newspaper
articles have been adapted from Hinsz and Betts (2014).
Each participant read one of the four articles, which were
randomly assigned.

More terrorist attacks like the one described in the article
could possibly be prevented if the United States implemented
probabilistic computing technologies to analyze online data
for terrorist plans and activities. This new form of comput-
ing technology can be used to analyze large amounts of data
quickly to help identify terrorist threats earlier and increase
the chance of stopping them.

Terrorist communication is known to occur in hidden,
encrypted, or disappearing messages online through venues
like email, online gaming, texting, and chat rooms, which all
contain very large amounts of information that previously
could not be processed quickly enough to be useful for track-
ing terrorist activity. But with probabilistic computing, this
could now be possible. However, in order for this to become
a reality, the United States government would have to access
large amounts of information, including personal informa-
tion from many individuals.

In the following questions, we provide a number of pos-
sible actions. Please evaluate how appropriate each of these
responses would be to attempt to identify and prevent terror-
ist attacks like the one described in the article.

Each of the scales below (except the National Iden-
tity index) was measured using a seven-point Likert scale
(1-strongly disagree; 2-moderately disagree; 3-slightly disa-
gree; 4-neither agree nor disagree; 5-slightly agree; 6-mod-
erately agree; 7-strongly agree).

Counter Terrorism Efforts
Support for the Use of Personal Information

Two items related to private personal information, which
were adapted from Williamson (2019). The two items
referred to private online conversations and emails and other
personal electronic information. Two items related to pub-
lic personal information and referred to publicly available
websites and publicly available social media information.
Responses to the two items relating to private information
correlated highly with each other as did the responses to the
two items relating to public information and were subse-
quently aggregated within each condition (pairwise rs varied
between 0.73 and 0.84).

e Probabilistic computing is analyzing very large amounts
of information to decipher and identify suspicious activi-
ties. It would be appropriate to prevent ter-
rorist attacks like the one described in the article.

@ Springer

- to examine publicly available websites of U.S. citi-
zens living in the U.S.

- to examine publicly available websites of U.S. citi-
zens living outside the U.S.

- to examine publicly available websites of non-U.S.
citizens living in the U.S.

- to examine publicly available websites of non-U.S.
citizens living outside the U.S.

- to monitor publicly available social media informa-
tion from U.S. citizens living in the U.S.

- to monitor publicly available social media informa-
tion from U.S. citizens living outside the U.S.

- to monitor publicly available social media informa-
tion from non-U.S. citizens living in the U.S.

- to monitor publicly available social media informa-
tion from non-U.S, citizens living outside the U.S.

- toinclude private online conversations of U.S. citi-
zens living in the U.S.

- toinclude private online conversations of U.S, citi-
zens living outside the U.S.

- toinclude private online conversations of non-U.S.
citizens living in the U.S.

- to include private online conversations of non-U.S.
citizens living outside the U.S.

- toinclude email rsonal electronic infor-
mation from U.S. gi];izgns living in the U.S.

- toinclude email rsonal electronic infor-
mation from I.LS_._QIIJ.ZQIIS living outside the U.S.

- toinclude emails and other personal electronic infor-
mation from non-U.S. citizens living in the U.S.

- to include emails and other personal electronic
information from non-U.S. citizens living outside
the U.S.

Support for Regional Counterterrorism Efforts (from Hinsz
& Betts, 2014) (Cronbach’s a=0.88)

In the following questions, additional counter-terrorism
efforts are described. Please evaluate the appropriateness
of these efforts to prevent attacks like the one described
in the article.

e [ support the development and implementation of new
technology that aids counterterrorism efforts in the
region of the attack.

e More should be done to acquire information that aids

counterterrorism efforts in the region of the attack.

e More money should be spent on efforts geared toward

preventing terrorism in the region of th k
e More skilled workers that are involved in counterterror-
ism efforts in the region of the attack should be hired.

e Relaxed counterterrorism policies in the region of the
attack should be reviewed more carefully.
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Support for General Counterterrorism Efforts (from Hinsz &
Betts, 2014) (Cronbach’s a=0.89)

In the following questions, additional counter-terrorism
efforts are described. Please evaluate the appropriateness
of these efforts to prevent terrorist attacks in general.

e [ support the development and implementation of new
technology that aids counterterrorism efforts in general.

e More should be done to acquire information that aids
counterterrorism efforts in general.

e More money should be spent on efforts geared toward
preventing terrorism in general.

e More skilled workers that are involved in counterterror-
ism efforts in general should be hired.

e Relaxed counterterrorism policies in general should be
reviewed more carefully.

Privacy, Government, and Politics

In this section, we will ask you for your personal opinions on
privacy, government, and politics. The following questions
do not refer to the article you read in the beginning of the
survey. We are interested in your personal opinions. There
are no right or wrong answers.

Privacy Concerns (all items were reverse coded) (Cronbach’s
a=0.92)

From Misis et al. (2017)

e [ do not mind giving up my right to privacy.
¢ [ do not mind giving up my protection against unreason-
able search and seizure.

From Salisbury et al. (2001)

e [ feel secure sending sensitive information across the
internet.

e The internet is a secure means through which to send
sensitive information.

e [ feel totally safe providing sensitive information about
myself over the internet.

e QOverall, the internet is a safe place to transmit sensitive
information.

National Identity (from Huddy & Khatib, 2007)
(Cronbach’s=0.93)

e How important is being American to you?
1-Not at all important; 2-Just a little important;
3-Somewhat important; 4-Moderately important;

5-Quite important; 6-Very important; 7-Extremely
important;
e To what extent do you see yourself as a typical Ameri-
can?
1-Not at all; 2-Just a little; 3-Somewhat; 4-Moderately;
5-Quite a bit; 6-Very much; 7-Completely;
e How well does the term American describe you?
1-Not at all well; 2-Just a little well; 3-Somewhat
well; 4-Moderately well; 5-Quite well; 6-Very well;
7-Extremely well;
e When talking about Americans, how often do you say
“we” instead of “they”?
1-Never; 2-Almost never; 3-Some of the time; 4-Half
of the time; 5-Most of the time; 6-Almost always;
7-Always
e How good does it make you feel when you see the Ameri-
can flag flying?
1-Not at all good; 2-Just a little good; 3-Somewhat
good; 4-Moderately good; 5-Quite good; 6-Very good;
7-Extremely good;
e How good does it make you feel when you hear the
national anthem?
1-Not at all good; 2-Just a little good; 3-Somewhat
good; 4-Moderately good; 5-Quite good; 6-Very good;
7-Extremely good;

Political Orientation (from Mehrabian, 1997)
(Cronbach’s=0.83)

e [ am politically more liberal than conservative.

e In any election, given a choice between a Republican and
a Democratic candidate, I will select the Republican over
the Democrat. (reverse coded)

e ] cannot see myself ever voting to elect conservative can-
didates.

e On balance, I lean politically more to the left than to the
right.
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