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Smart Dust for Chemical Mapping

Indrajit Mondal and Hossam Haick*

This review article explores the transformative potential of smart dust
systems by examining how existing chemical sensing technologies can be
adapted and advanced to realize their full capabilities. Smart dust,
characterized by submillimeter-scale autonomous sensing platforms, offers
unparalleled opportunities for real-time, spatiotemporal chemical mapping
across diverse environments. This article introduces the technological
advancements underpinning these systems, critically evaluates current
limitations, and outlines new avenues for development. Key challenges,
including multi-compound detection, system control, environmental impact,
and cost, are discussed alongside potential solutions. By leveraging
innovations in miniaturization, wireless communication, AI-driven data
analysis, and sustainable materials, this review highlights the promise of
smart dust to address critical challenges in environmental monitoring,
healthcare, agriculture, and defense sectors. Through this lens, the article
provides a strategic roadmap for advancing smart dust from concept to
practical application, emphasizing its role in transforming the understanding
and management of complex chemical systems.

1. Introduction

Chemical compounds are vital to modern life, supporting
essential sectors such as healthcare,[1–3] agriculture,[4–6] and
industry.[7,8] However, they also present considerable environ-
mental and health challenges. Examples include air pollu-
tion from industrial emissions,[9] damage caused by pesticide
overuse, technological risks like nuclear waste, and biological
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weapons, and the rising occurrence
of chronic diseases such as cancer,
diabetes,[10] and neurological disorders
like Alzheimer’s and Parkinson’s.[11]

Incidents such as the COVID-19 pan-
demic, the Chernobyl nuclear disaster,
and widespread industrial pollution illus-
trate the severe consequences of failing
to manage chemical risks properly.[12,13]

A significant underlying challenge is
the absence of real-time, local chemi-
cal data necessary for prompt and in-
formed decision-making to prevent disas-
ters. These challenges are further compli-
cated by the inherent complexity of chem-
ical mixtures, often involving a “cocktail”
of hundreds or even thousands of unkown
or poorly understood chemicals. Manag-
ing of these mixtures is particularly dif-
fcult because: i) chemicals can contribute
to toxicity or act as biomarkers even when
present below their individual effect thresh-
olds or detection limits; ii) chemicals with
similar properties often act cumulatively

(“concentration addition”),[14,15] while those with differentmodes
of actionmay interact independently (“independent action”); and
iii) the spatial distribution of these chemicals, whether within a
single entity or across multiple locations, is frequently uneven,
adding to the challenges of detection and analysis. Awareness
of these risks has grown in light of findings that up to two-
thirds of chronic disease risks and 16% of premature deaths
may result from environmental factors or gene-environment
interactions.[16] This underscores the urgency of proactive mea-
sures to monitor, manage, and mitigate the risks associated with
chemical exposure while preserving their benefits for society.
To address these challenges and prevent further crises, three

guiding principles must be adopted:[17] i) precaution, to address
potential risks even when full scientific certainty is lacking; ii)
prevention and remediation at the source, to reduce the release
and impact of harmful chemicals; and iii) dynamic lifecycle mon-
itoring, to track chemicals from production to disposal. The pre-
cautionary principle, a critical risk assessment tool, enables early
intervention based on suspected threats to human health or the
environment. These measures must be non-discriminatory, pro-
portionate, and adaptable as new scientific insights emerge. Fur-
thermore, continuous monitoring systems are essential to de-
tect potential threats, such as accidental leaks of hazardous com-
pounds or exposure to harmful chemicals, before they escalate
into disasters. Advanced sensing technologies and wireless sen-
sor networks can address these gaps by enabling real-time, spa-
tially resolved identification and quantification of chemicals.[18,19]
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Such systems could track targeted and non-targeted chemical
compounds within complex mixtures, providing critical data for
timely responses to events like chemical leaks, bio-warfare out-
breaks, or industrial emissions.
Among the variety of tools available, laboratory-based or even

compact spectrometry is considered themost powerful.[20,21] This
is because spectrometry offers comprehensive analysis, quan-
tification, and identification of a wide range of chemical com-
pounds, and is well suited to discovering small molecules.[22,23]

Currently available spectrometers, often coupled with either gas
or liquid chromatography, can detect tens of thousands of chem-
ical compounds.[24] They offer the possibilities of routine tar-
get analysis, suspect screening, and discovery-based non-target
analysis (NTA) in an all-in-one approach. However, in each op-
eration scheme, most spectrometers in use are bulky and de-
mand extensive sample pre-preparation and trained personnel.
Therefore, they are not suitable for mapping mixtures to deter-
mine the distribution of chemicals across time, space, or various
matrices.[25,26]

Recent years have witnessed significant advances in scaling
down spectrometry to handheld or on-chip portable devices for
attaining indicative, instantaneous, and on-the-spot results.[27–31]

Although these devices have been used in a wide range of appli-
cations (e.g., soil and crop analysis, quality control of food prod-
ucts, and environmental scientific research), their minimization
has been accompanied by decrease in resolution, dynamic range,
and signal-to-noise ratio.[29,30,32–35] Nevertheless, further minia-
turization of spectrometry down to the submillimeter scale, while
maintaining high performance, could provide novel opportuni-
ties in a wide range of applications. These include, for example,
in situ or even in vitro mapping of chemicals or disease biomark-
ers and correlation of spectral information with spatial data for
revolutionizing large-scale monitoring, as in crop or contamina-
tion monitoring.[36]

As we and others have demonstrated, an alternative approach
for spectrometry-based continuous monitoring involves the use
of selective or “lock-and-key” sensors,[37,38] which can be fine-
tuned to detect specific substances, or cross-reactive sensor ar-
rays coupled with pattern recognition methods, which can iden-
tify chemical fingerprints of mixtures.[39,40] However, while these
technologies are effective for detection per se, they fall short in
their ability to map the spatial distribution of chemicals across
time and space. This complexity significantly limits the abil-
ity to resolve individual components within real-world samples,
making these technologies less reliable for precise mapping
of chemical compounds in dynamic or heterogeneous environ-
ments. A transformative shift from the limitations of the tradi-
tional chemical sensing lies in the emergece of (sub-)millimeter-
scale autonomous sensing platforms, often referred to as “smart
dust”.[41] These platforms hold the potential to detect, quantify,
and map both targeted and non-targeted chemicals within com-
plex mixtures, anytime and anywhere, while correlating spatial
and temporal data. Such capabilities could enable proactive man-
agement of chemical risks, such as accidental leaks or bio-warfare
outbreaks, and significantly enhance responses to events like in-
dustrial pollution or pandemics. Figure 1 demonstrates the sam-
pling and chemical analysis of complex mixtures via traditional
and state-of-the-art strategies and via the chemical smart dust
concept.

2. Smart Dust – Networks of
(Sub)-Millimeter-Scale Autonomous Sensing
Platforms

Smart dust represents a transformative network of highly minia-
turized devices, often no larger than grains of sand, that in-
tegrates sensing, computation, communication, and energy-
harvesting capabilities.[42,43] As illustrated in Figure 2a, each
smart dust unit incorporates an array of micro- or nanoscale
sensors, integrated interconnections, and a micro-antenna for
wireless energy harvesting and communication.[44] These devices
are engineered to operate autonomously or collaboratively within
both physical and virtual frameworks, enabling advanced moni-
toring and data analysis across diverse environments. Physically,
smart dust units are equipped with components that allow them
to function as self-contained sensing platforms, detecting specific
variables, wirelessly transmitting data, and sustaining long-term
operation through energy-harvesting mechanisms.[45] In some
cases, computational elements are embedded, enhancing their
ability to process data locally.
The design philosophy of smart dust emphasizes minimal en-

vironmental impact, with devices engineered to be lightweight,
energy-efficient, and potentially biodegradable to prevent eco-
logical harm.[46] Advanced manufacturing techniques, such as
printing and laser dicing (Figure 2b), enable scalable and cost-
effective production of smart dust systems with structure de-
sign that support structural adaptability, swarming capabilities,
and effecient deployment accross diverese environments .[47–50]

These swarming devices can remain airborne for extended pe-
riods, leveraging ambient air currents for navigation and ac-
cessing regions that are remote, hazardous, or confined areas
traditionally inaccessible to conventional sensing technologies
(Figure 2c). This unique mobility allows smart dust to conduct
real-time data acquisition in diverse scenarios, ranging from re-
mote ecosystems to even biological systems.
The functionality of smart dust systems extends beyond phys-

ical sensing, as they establish a seamless interface between the
physical world and virtual processing frameworks. Intra-dust
communication enables these devices to function as a distributed
sensing network, where data collected locally is transmitted wire-
lessly to base stations and cloud storage systems for further pro-
cessing (Figure 2c,d).[51] Wireless interactions between motes
and the cloud can be facilitated through near-field communi-
cation, optical signaling, or electromagnetic coupling, leverag-
ing integrated microprocessors, Bluetooth connectivity, passive
backscattering, RF transmission, and low-power memory for
real-time processing, storage, and communication.[52–54] Thus,
smart dust networks can collect critical data on variables such
as chemical composition, radiation levels, temperature, or bi-
ological markers and utilize Internet of Things (IoT) infras-
tructures and advanced computational tools like machine learn-
ing for analysis (Figure 2e,f). This capability generates high-
resolution spatial and temporal datasets, which enable compre-
hensive monitoring, detailed environmental assessments, and
actionable insights that meet the demands of future sensing
technologies.
Several categories of submillimeter-scale autonomous sensing

platforms have been reported in various fields including sensor-
transistor,[55] aerosolizable electronics,[54] wearable/implantable
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Figure 1. Depiction of traditional, state-of-the-art, and futuristic sampling and strategies for analyzing complex chemical mixtures: Compared with the
traditional and state-of-the-art approaches, the goal of smart dust is to detect and track the widest spectrum of targeted and non-targeted chemicals
within complex mixtures as a function of spatial locations and other parameters.

electronics,[56] colloidal state machines (CSMs),[57–61] etc. These
technologies have been platformed on centimeter to micrometer
scales, predominantly through standard lithography and micro-
electromechanical system (MEMS)-based micro-machining. A
recent report about an ingestible electronic sensor showed that
it can measure different gases (e.g., oxygen, hydrogen, and car-
bon dioxide) in the gut to detect changes in a person’s diet.[62]

Colloidal nano-electronic state machines based on 2D materi-
als for aerosolizable electronics can detect specific gases (e.g.,
triethylamine and ammonia) in a simulated environment.[54]

Nonetheless, these technologies, along with other miniaturized
sensors envisoned for smart dust appliations,[63] still face chal-
langes, such as limited detection of compounds not predefined
during their design as well as reduced precision in distinguish-
ing complex gas mixtures compared to spectrometric meth-
ods. In scenarios marked by uncertainty, such as the COVID-
19 pandemic, these limitations could lead to narrow evaluations
and improper management of events or catastrophes. Beyond
these technical constraints, the wide-scale adoption of smart
dust introduces broader risks. The deployment of billions of
submillimeter sensing devices would make retrieval or control
difficult, posing regulatory, and operational challenges. More-
over, since these devices are often single-use, they risk pol-
luting the environment and harming organisms if they are

not fully degradable and non-toxic. Additionally, the high pro-
duction costs of such devices currently render them inaccessi-
ble for many practical applications, limiting their widespread
implementation.
For smart dust to be effective, hundreds or thousands of small

units must function collaboratively, like a swarm, to analyze com-
plex environments. This requires addressing several critical chal-
lenges during development. The integration of diverse detectors
into a single platform capable of identifying multiple substances
is essential. Equally important is the development of scalable,
cost-effective, and printable production methods to ensure ac-
cessibility. Advanced data processing systems, powered by dis-
tributed computing and AI, must also be incorporated to han-
dle the vast amounts of data these devices will generate. Further-
more, smart dust needs to be lightweight, biocompatible, eco-
friendly, and, where necessary, edible, to minimize environmen-
tal impact.
Despite its promise, the development of smart dust has pro-

gressed more slowly than related technologies, such as wear-
able devices,[64–66] which were conceptualized around the same
time but have reached greater milestones in implementation.
Moving forward, smart dust systems require a balanced and
integrative approach - one that harmonizes miniaturization
with real-world functionality.[67] Key areas include enhancing
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Figure 2. Smart dust: a) Conceptual illustration of a smart dust unit, comprising an array of sensors, integrated interconnections, and a micro-antenna
for wireless energy harvesting and communication. b) Schematic representation of roll-to-roll fabrication utilizing techniques like printing and laser
dicing enabling the production of origami-inspired, swarming smart dust capable of sustained airborne mobility facilitated by ambient airflow. c) Intra-
dust sensor communication within a localized environment and subsequent wireless data transmission to the nearest base station and cloud storage
for further processing. d) Schematic illustration of the wide applicability of smart dust technology across multiple platforms, including industrial, en-
vironmental, agricultural, and healthcare sectors, for real-time monitoring of diverse chemical species, organic compounds, and radiation hazards. e)
Generation of extensive datasets by distributed smart dusts across various locations, which are analyzed using Internet of Things (IoT) frameworks and
machine learning algorithms to produce high-resolution f) analyte concentration maps for comprehensive environmental assessment.

sensitivity and selectivity across multiple chemical targets, en-
suring biodegradability and biocompatibility, enabling wireless
powering and communication, and achieving sustainable, and
cost-effective manufacturing. Equally important is the seamless
integration of these sensors, which is critical for unlocking the
full impact of smart dust in diverse applications into vast data
analysis networks for real-time chemical mapping. With this in
mind, the current review highlights the recent progress across
these domains, emphasizing how such advancements can collec-
tively overcome current challenges and unlock the full potential
of smart dust. By exploring innovations in existing technologi-
cal platforms, the review outlines also a vision for how emerging
chemical sensing technologies can be adapted and applied to re-
alize practical, scalable smart dust systems for diverse real-world
applications.

3. Transforming Advanced Chemical Sensing
Technologies into Smart Dust

As mentioned earlier, a combination of critical features, includ-
ing appropriate micro- and nanoscale sensors, high sensitivity,
selectivity, miniaturization, wireless powering, communication,
flexibility, biocompatibility, and biodegradability, lays the foun-
dation for the future of smart dust.[41,43,68–72] These features en-
able smart dust to operate autonomously in dispersed or embed-
ded environments, enabling high-resolution, real-time data ac-
quisition from complex systems. By integrating advanced ma-
terials and nano- and microelectronics, smart dust can sense,
process, and communicate data with minimal human inter-
vention, paving the way for intelligent, self-sufficient sensing
platforms.
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3.1. Enhancing Sensitivity for Smart Dust

Enhancing the sensitivity of chemical sensing technologies is
crucial for transforming them into functional smart dust sys-
tems. The ability to distinguish between different states, such
as normal and anomalous conditions, is a foundational require-
ment for sensing in complex environments. Advanced sensing
systemsmust be able to detect subtle variations in chemical com-
position with high precision to enable autonomous, real-time de-
tection. Achieving this sensitivity is the first step toward realizing
the potential of smart dust for diverse applications, from health-
care diagnostics to environmental monitoring.
Chemiresistive sensors (Figure 3a)[73] and/or electrochemi-

cal sensors (Figure 3b)[74] are highly adaptable, offering cus-
tomization to enhance functionality and improve sensitivity for
the accurate detection of gases and volatile organic compounds
(VOCs).[75–78] For example, doped SnO2 chemiresistive sensors
(Figure 3a) respond to interactions with adsorbed oxygen ions
and VOCs under UV light, significantly amplifying their abil-
ity to detect even minute chemical changes.[73] When integrated
with spatial and temporal mapping capabilities, these sensors
enable smart dust systems to detect and track chemical fluc-
tuations dynamically. Recent advances have expanded the ap-
plication of chemiresistive sensors and their derivatives to cre-
ate stationary sensing platforms with functionalities resembling
those of gas chromatography-mass spectrometry (GC-MS),[79] ra-
diation detectors,[80] and spectroscopic analyzers.[81,82] Innova-
tions such as GC-inspired graphene-based chemiresistive sens-
ing arrays [83,84] and carbon-nanotube-impregnated paper capable
of generating ions from organic molecules at low potentials[85]

are driving the miniaturization of these technologies.[86] These
advancements have promise to enable precise detection and
differentiation that is critical for monitoring complex chemi-
cal and biochemical conditions.[87–92] By adapting these sens-
ing structures to operate autonomously and in distributed net-
works, smart dust systems can monitor dynamic environments,
responding to chemical variations with precision and without
the need for centralized control. Complementary optical tech-
nologies, including fiber optics and surface-enhanced Raman
spectroscopy (SERS), offer exceptional sensitivity for detecting
low-concentration compounds (Figure 3c).[93–100] Miniaturizing
these systems enhances real-time detection capabilities, making
them invaluable for smart dust applications. Triboelectric sensors
(Figure 3d), which detect ion concentration variations via voltage
generation, add further sensitivity for rapid, micro-scalemonitor-
ing of environmental and biological conditions.[101–103]

Integrating these advanced sensing technologies into au-
tonomous smart dust networks enables continuous and precise
monitoring of dynamic systems, significantly broadening their
applications across diverse environments. However, achieving
this integration presents substantial technical challenges. A ma-
jor difficulty lies in miniaturizing these technologies while pre-
serving their high sensitivity and specificity at submillimeter
dimensions. Retaining performance at reduced scales necessi-
tates overcoming limitations in sensor responsiveness and sig-
nal amplification, which become particularly problematic when
aiming to maintain precision in detecting low concentrations of
target analytes. Additionally, the integration of diverse sensing
modalities—chemical, mechanical, and optical—into a single co-

hesive smart dust platform introduces significant fabrication and
detection complexities.[104] Fabrication challenges, particularly
those associated withMEMS and nanolithography processes, fur-
ther complicate mass production, given their associated issues
with scalability, yield, and high production costs. Moreover, the
deployment of vast numbers of these devices raises environmen-
tal concerns, particularly related to the non-biodegradable nature
of many of the materials currently used, posing potential ecolog-
ical risks. To address these challenges, research efforts must pri-
oritize the development of scalable and cost-effective fabrication
techniques, such as inkjet and 3D printing, slot-die coating, and
roll-to-roll processing.[105] These methods offer the potential to
streamline production while maintaining precision at the micro-
and nanoscale. Additionally, the adoption of flexible and organic
electronic components is essential to facilitate the integration
of multiple sensors without compromising cost-effectiveness or
performance.[106] Hybrid integration strategies, wherein individ-
ual components are fabricated separately and subsequently as-
sembled into a cohesive smart dust system, could further sim-
plify manufacturing processes and enhance the overall efficiency
and adaptability of these networks. Such approaches promise to
accelerate the transition from conceptual prototypes to practical
and deployable smart dust systems. By enhancing sensitivity and
enabling real-time, precise detection of chemical changes, smart
dust will transform the way we interact with and monitor our
environments.

3.2. Enhancing Selectivity for Smart Dust

Enhancing selectivity in chemical sensing is the cornerstone for
realizing the true potential of smart dust systems, designed to
precisely discriminate analytes. Achieving this level of precision
involves harnessing advanced techniques such as doping, surface
functionalization, and sophisticated data processing methods—
each contributing to the development of sensors capable of meet-
ing the demands of smart dust applications.
Doping plays a foundational role in improving selectiv-

ity by altering the electronic or optical properties of sensor
materials.[107–109] This allows sensors to interact more effec-
tively with target analytes, enhancing their sensitivity and speci-
ficity. For instance, Pd-doping in metal oxides significantly im-
proves selectivity for hydrogen detection,[110] while dopants like
Ca, Al, and Ga help lower detection limits for a wide range of
compounds.[111] These modifications not only amplify signal re-
sponses but also sharpen a sensor’s ability to distinguish between
the analytes of interest and potential interferents, a critical re-
quirement for smart dust systems working in environments with
a variety of chemical compounds.
Building on the concept of doping, surface functionaliza-

tion introduces molecular recognition elements that allow sen-
sors to selectively bind to specific analytes.[112,113] As demon-
strated by Milyutin and colleagues, metal nanoparticles func-
tionalized with thiol and amine groups can detect VOCs or
specific biomarkers.[114] This approach transforms simple sen-
sors into highly specialized tools that can detect and differen-
tiate between a wide range of analytes in real time, making
them well-suited for the dispersed, interconnected nature of
smart dust applications. Emerging innovations such as Rashba
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Figure 3. Sensors and Sensitivity: a) Functionality of a chemiresistive sensor showing reversible resistance changes due to charge carrier trapping
and de-trapping during analyte adsorption and desorption. Reproduced with permission.[73] Copyright 2020, ACS Publications. b) An extended-gated
electrochemical sensing array functionalized with selective materials that modulate the drain current in response to varying analyte concentrations,
with a response curve illustrating Na+ concentrations from 0 to 30 mM in a solution. Reproduced with permission.[74] Copyright 2024, Wiley-VCH.
c) A SERS-based optical sensor where localized surface plasmon-enhanced Raman fingerprints of targeted and non-targeted molecules are detected for
breath analysis. Reproduced with permission.[100] Copyright 2022, ACS Publications. d) A liquid-droplet-based triboelectric urine sensor array produces
different output voltages and currents based on analyte concentrations in the droplet. Reproduced with permission.[101] Copyright 2024, Wiley-VCH.
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spin-orbit coupling (SOC) represent the next frontier in enhanc-
ing selectivity.[84,115–119] SOC, a quantum phenomenon, induces
spin-dependent energy shifts, enabling sensors to detect and dis-
tinguish chiral molecules based on their unique spin signatures.
This capability is particularly valuable for applications like cancer
diagnostics, where differentiating enantiomers can significantly
improve the accuracy of detection andmonitoring. By incorporat-
ing SOC into smart dust systems, we open the door to an entirely
new level of selectivity, empowering these systems to handle the
complexity of biological and chemical environments with excep-
tional precision.
To further elevate selectivity, advanced data processing tech-

niques, such as machine learning and neural networks, can be
employed to analyze the data obtained from smart dust.[120] In
these systems, sensor arrays are designed to detect specific ana-
lytes or concentration ranges, generating rich datasets that cap-
ture subtle variations in chemical responses.[121] Machine learn-
ing algorithms analyze these complex patterns, identifying cor-
relations that traditional methods might miss.[122] Neural net-
works refine the accuracy of analyte identification, even in cases
where signals overlap or become ambiguous.[123–125] This com-
putational power allows smart dust systems to simultaneously
detect and differentiate multiple analytes in real time, even in
chemically complex environments.
Despite these progresses, selectivity for smart dust systems

remains a significant challenge, particularly in maintaining re-
liable performance across complex and dynamic environments.
Achieving high selectivity for diverse analytes in real-world sce-
narios necessitates precise optimization of techniques such as
doping and surface functionalization. These approaches must
be complemented by advanced calibration strategies using ma-
chine learning and artificial neural networks to account for con-
founding factors and improve accuracy. Furthermore, emerging
phenomena such as Rashba SOC offer intriguing potential for
enhancing selectivity, though their practical implementation is
hindered by the demanding quantum mechanical conditions re-
quired for their operation. To address these challenges, future
research should emphasize the development of novel nanoma-
terials, such as functionalized nanoparticles, quantum dots, and
metal-organic frameworks (MOFs), which can provide intrinsic
selectivity at the nanoscale.[126] Advancements in ML models tai-
lored for low-power, embedded systems, or neuromorphic hard-
ware will enable rapid real-time data analysis while minimizing
energy consumption.[127] Additionally, the integration of high-
charge-mobility materials and asymmetric 2D materials exhibit-
ing spin Hall effects could pave the way for spintronic devices
that exploit SOC to achieve enhanced selectivity.[128] Hybrid sys-
tems capable of offloading computational tasks to external de-
vices could further optimize energy efficiency without sacrificing
performance, marking a significant step toward the practical re-
alization of smart dust systems.

3.3. Transforming Wearable and Implantable Sensors into Smart
Dust

Wearable and implantable devices represent a critical bridge to-
ward the vision of smart dust systems, offering a more immedi-
ate, user-centered approach to autonomous sensing while shar-

ing complementary goals.[132,133] Wearable devices are designed
primarily for personal use, providing real-time feedback and
monitoring of health, fitness, and communicationmetrics.[134,135]

These devices, while larger and more conspicuous than smart
dust, directly interact with users and focus on comfort, usability,
and long-term data reliability. Conversely, smart dust systems are
engineered for large-scale, environment-embedded applications,
incorporating features such as extrememiniaturization, wireless
power, biodegradable materials, and advanced communication
modules.[136,137] These attributes enable smart dust to operate in-
visibly and sustainably, seamlessly integrating into industrial, en-
vironmental, and healthcare settings.
While wearable devices can function as standalone systems,

they also hold potential as components or precursors to smart
dust networks. For instance, microneedle-based sensors or im-
plantable devices could complement smart dust systems by pro-
viding localized, high-resolution data within a larger distributed
sensing framework.[138,139] This integration would allow for a dy-
namic interplay between personal monitoring and large-scale
autonomous sensing. However, the miniaturization of wearable
and implantable devices for smart dust applications introduces
significant technical challenges. Achieving submillimeter-scale
functionality while maintaining sensitivity, reliability, and dura-
bility is a formidable task. Mechanical integrity often becomes
a limiting factor in fabricating microneedle sensors or flexible
implants at such diminutive sizes. Similarly, integrating energy-
harvesting components, such as solar cells, triboelectric or piezo-
electric nanogenerators, or biocompatible batteries, into these
devices is complicated by the need for consistent operation in
harsh or confined environments, such as within the human
body.[140] Advancements in biocompatible materials and flexible
electronics, including the use of stretchable serpentine electrodes
and van der Waals (vdW) materials, are critical to overcoming
these hurdles.[141,142] High-resolution printing techniques capa-
ble of micro-scale precision, alongside innovations in biodegrad-
able coatings and encapsulation, are essential to ensuring de-
vice longevity and biocompatibility.[143] Additionally, the devel-
opment of ultra-low-power wireless communication protocols,
such as Zigbee or passive power transmission via inductive cou-
pling, will be vital for creating energy-efficient and secure sensing
systems.[144] By integrating these advancements, wearable tech-
nologies have the potential to evolve into essential components
of smart dust networks, bridging the gap between personal mon-
itoring and distributed autonomous sensing. These devices, with
their capacity for continuous, real-time data acquisition, demon-
strate the possibilities when technology becomes intimately in-
terwoven with our daily lives.[145–147] However, unlocking their
full potential within the realm of smart dust requires more than
miniaturization. It demands a transformation into tiny yet pow-
erful nodes within a vast, self-organizing network. The ability of
these nodes to harmoniously interact and exchange data will en-
able a new era of interconnectedness, where individual sensors
contribute to a cohesive system capable of dynamically monitor-
ing and responding to complex environments.
As depicted in Figure 4, wearable and implantable devices

have already shown their transformative potential in real-time
health assessments. Figures 4a–c illustrate flexible sensors made
from functionalized reduced graphene oxide (rGO) on porous
cellulose substrates, where the molecular sieving action of these
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Figure 4. Flexibility and wearability: a–c) Working principle of a flexible and wearable sensing array that provides a spectrum of responses from sweat de-
pending on dietary conditions. The porous substrate, made of cellulose nanofibers, performs molecular separation based on size and molecular weight,
followed by detection via functionalized rGO. Reproduced under the terms of the CC-BY Creative Commons Attribution 4.0 International license.[83] Copy-
right 2022,Wiley-VCH. d–f) A wearablemicroneedle sensor for real-time detection of Na+ in sweat and interstitial fluid. Reproduced with permission.[129]

Copyright 2021, Wiley-VCH. g–i) A battery-powered wireless implantable microneedle sensor that simultaneously stimulates neurons through optical
and electrical means, and detects concentrations of K+, Na+, and Ca2+ in different regions of the brain, aiding in the understanding of neural pathways
and neurotransmitter transport. j–k) Extracellular spiking signals recorded by the sensor. Reproduced with permission.[130] Copyright 2020, Wiley-VCH.
l–n) An implantable flexible pacemaker powered by a flexible solar cell array. Reproduced with permission.[131] Copyright 2016, Wiley-VCH.

layers allows the differentiation of chemical components based
on molecular weight and diffusivity.[83] This ability to identify
and quantify chemical mixtures in real-time is a glimpse into
the future of smart dust sensors capable of not just detecting but
understanding the intricate chemical signatures of our environ-
ments and bodies. However, to truly fit the vision of smart dust,

these devices must shrink to the size of particles so small that
they seem to vanish, working invisibly yet powerfully in a syn-
chronized network. They must not only detect but communicate,
forming a seamless dialogue with the larger systems that sur-
round them. Microneedle-based sensors (Figure 4d–k),[129,130] of-
fering robust platforms for analyzing biological fluids, represent
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another significant stride toward the future of smart dust. These
semi-implantable sensors, capable of detectingmarkers of health
and disease, embody the potential to turn every interaction with
the environment into a rich data exchange.[148–153] For example,
Zheng et al.’s microneedle sensor, designed to monitor ion levels
in sweat,[129] or Ling et al.’s electro-optic sensors for neural path-
way monitoring, showcase the intricate connections that can be
formed between the body, technology, and data (Figure 4g–k).[130]

As we push forward, these technologies must evolve to operate
autonomously, exchanging information not only with the human
body but also with each other, creating a distributed network that
is aware of itself and its surroundings. The miniaturization of
these devices, combined with enhanced communication capabil-
ities, will be the key to allowing them to work as a unified system,
much like a colony of intelligent particles.
Fully implantable devices, as illustrated by Song et al.’s flexi-

ble pacemaker (Figure 4l–n),[131] bring the dream of seamless in-
tegration between technology and biology even closer. Powered
by integrated solar cells, these devices represent the ideal self-
sustained, autonomous systems capable of functioning continu-
ously within the human body. For smart dust, such devices will
need to be even more refined and networked, with the ability to
communicate not just with the body, but also with the surround-
ing environment and the greater digital ecosystem.[154,155] The
ability to seamlessly integrate into a vast, interconnected network
will be key to unlocking their true potential.[156]

3.4. Integrating Sustainable Properties

As we envision the future of smart dust—millions of tiny sen-
sors scattered across the environment and woven into the fabric
of our biological systems—it is crucial to consider the material
legacy they leave behind. In this endeavor, smart dust must not
only enhance our lives but also respect the ecosystems and bod-
ies it interacts with. This is where the concept of sustainability
and harmony enters the equation. The widespread deployment
of smart dust calls for materials that are not just functional, but
that naturally dissolve and return to the earth or the body without
leaving behind a trace of harm.[157] Biocompatible and biodegrad-
able materials (Table 1) are the key to unlocking this potential,
ensuring that the impact of these invisible sensors is not one of
destruction, but of symbiosis.
Natural polymers like chitosan and polysaccharides, along

with synthetic options such as polylactic acid (PLA), polycapro-
lactone (PCL), and poly(lactic-co-glycolic acid) (PLGA) are ideal
for this purpose as they degrade harmlessly over time.[190–193]

Additionally, biodegradable metals like Mg, Zn, and Fe can be
used in micro-wiring and sensor components, ensuring that
the materials dissolve after fulfilling their purpose in biomedi-
cal applications.[194,195] This approach is especially important for
implanted sensors, as it prevents the need for chronic expo-
sure or surgical removal. Furthermore, for enhancing the dura-
bility of smart dust, self-healing biocompatible materials can
provide resilience under harsh conditions.[196,197] These materi-
als allow for the repair of damaged components, maintaining
functionality even in extreme environments. For instance, Tang
et al. developed a self-healing elastomer that not only restores
integrity after rupture but also accelerates healing in infected

Table 1. List of materials for smart dust.

Substrates Electrodes Functional materials Refs.

Cellulose Mg MgO [158–161]

Chitosan Mo ZnO [160,162–164]

Starch Zn MoS2 [160,165–167]

Dextran Fe WS2 [160,168–170]

Collagen W GO/rGO [160,163,171,172]

Poly (glutamic acid) Black phosphorous [173,174]

Alginate Mo2C-PVA Mxene [175,176]

Fibroin SnS2 [177,178]

Polylactic acid MoTe2 [179,180]

Polycaprolactone MnO2 [181,182]

Poly (glycolic acid) Co3O4 [183,184]

Polyvinyl alcohol [185]

Poly (lactic-co-glycolic
acid)

[186]

Polyethylene glycol [187]

Polycaprolactone [188]

Polyorthoester [189]

wounds,[198] demonstrating how self-repairing materials can im-
prove the longevity of smart dust devices.
For sensing functions, lightweight and biodegradable 2D ma-

terials like MoS2, WS2, MXene, and black phosphorus offer ex-
ceptional electrical and chemical properties, ensuring high sen-
sitivity and selectivity to environmental cues and analytes while
maintaining compatibility with physiological systems.[202–204]

These materials, with their high surface area, enable enhanced
interaction with target analytes, leading to improved sensitiv-
ity and selectivity in sensing. Their structure allows for easy
functionalization, facilitating targeted detection of specific en-
vironmental or biomedical markers. Additionally, 2D materi-
als offer excellent processability, printability, and compatibility
with solution-based production, which are essential for large-
scale, low-cost fabrication of smart dust devices.[205] Being ultra-
lightweight, they minimize energy requirements and device
footprint, crucial for airborne or implantable applications. As
quantum materials, they exhibit unique properties like chiral
detection,[116] spin-dependent effects,[115] tunable bandgap,[206]

and electronic responses, enabling advanced functionalities such
as selective molecular recognition and environmental adaptabil-
ity in diverse sensing environments. Collectively, these advan-
tages make 2D materials an ideal choice for sustainable, high-
performance sensing platforms in smart dust technology, align-
ing with the needs for scalability and ecological responsibility.
Phosphorene, derived from black phosphorus (BP), has gar-

nered attention for its excellent electronic mobility, tunable
bandgap, and notable mechanical properties. These character-
istics arise from its anisotropic structure, enabling high sen-
sitivity in optoelectronic and chemiresistive sensors.[174] Han
et al. have leveraged this by using phosphorene to detect gases
at sub-ppb levels, with performance attributed to ectopic in-
terlayer stacking and thickness-dependent variations in work
function (Figure 5a–c).[199] Similarly, tungsten disulfide (WS2)
(Figure 5d) has demonstrated efficacy in acetone detection
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Figure 5. Biodegradable 2D materials: a) Top view of 2D phosphorene (black phosphorus, BP) in the presence of NO2, CO2, and ethanol. b) SEM
image of a few-layered BP. c) Dynamic current response of a BP-based biodegradable gas sensor at room temperature and 26 RH%. Reproduced
with permission.[199] Copyright 2022, ACS Publications. d) Crystallographic representation of WS2, and e) its sensitivity towards acetone. f) The sensing
mechanism is dependent on the adsorption of acetone at active sites onWS2, leading to charge trapping and detrapping. Reproduced under the terms of
the CC-BY Creative Commons Attribution 4.0 International license.[200] Copyright 2022, MDPI. g) Reduced graphene oxide (rGO)-ZnO nanocomposite
and its photocatalytic activity facilitating sensing. h) Response toward ethanol. Reproduced with permission.[201] Copyright 2022, Springer Science.
i) HRTEM image of 2D MoS2 layers, with inset showing biodegradation in phosphate-buffered saline (PBS) solution at 75 °C, and j) its VOC sensing
demonstration. Reproduced with permission.[167] Copyright 2022, IOP Science.
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Figure 6. Biodegradable piezoelectric materials and edible electronics: a) Schematic of spontaneous polarization of 𝛽-chitin extracted from squid pen
for a biodegradable piezoelectric transducer. b) Polarization versus electric field hysteresis of chitin thin film. c) Degradation of chitin film in chitinase
solution. Reproducedwith permission.[207] Copyright 2018, Elsevier. d) Schematic of an edible organic field-effect transistor (OFET) before and after trans-
ferring onto a capsule. e) Photographs of the device on a pharmaceutical capsule. f) Transfer characteristics of an OFET with a poly(3-hexylthiophene)
(P3HT:PS) active layer before and after transferring. Reproduced with permission.[208] Copyright 2017, Wiley-VCH.

(Figure 5e), relying on active sites that facilitate acetone decompo-
sition (Figure 5f).[200] This process is represented by the reaction
CH3COCH3 + 8O− ↔ 3CO2 + 3H2O + 8e−.
rGO presents another promising material for sensing, with

applications extending from enhanced electrocatalytic activity to
photocatalytic processes. Its electronic spin sensitivity further en-
hances its sensing capabilities. A representative study demon-
strated that an rGO-ZnO composite could degrade methylene
blue (MB) in the presence of light, while concurrently enhanc-
ing ethanol detection by balancing the Fermi level at the p-n het-
erojunction (Figure 5g,h).[201] Further, MoS2 integrated on cel-
lulose nanofibers (CNFs) combines high mechanical flexibility
with surface-rich dangling bonds, leading to high responsiveness
to VOCs (Figure 5I,j).[167] As shown in the inset of Figure 5i,
the MoS2/CNFs system is fully dissolvable in buffer solutions,
such as phosphate-buffered saline (PBS), without releasing tox-
ins, making it a promising candidate for sustainable, biocompat-
ible smart dust applications.
Biodegradable and biocompatible piezoelectric materials are

pivotal for advancing smart dust technology, enabling environ-
mentally safe, self-powered, and wirelessly communicating sen-
sor systems.[209] These materials harness ambient mechanical
energy from sources like movement, vibrations, and pressure
to generate power, allowing for autonomous sensing and data
transmission. Materials such as cellulose composites, ZnO, and
polymers like poly(3-hydroxybutyrate) (PHB) and PLA are espe-
cially promising due to their inherent biodegradability and min-

imal ecological impact.[193] For example, 𝛽-chitin, a naturally de-
rived polymerwith spontaneous polarization, exhibits strong hys-
teresis, suitable for biocompatible, degradable, and sustainable
sensing systems (Figure 6a–c).[207] Moreover, these piezoelectric
materials serve as effective transducers in surface acoustic wave
(SAW)-based devices,[210] supporting wireless power and com-
munication, as detailed later. This convergence of piezoelectric-
ity, biodegradability, and biocompatibility enables the develop-
ment of transient, eco-friendly sensing technologies that align
with the green design goals of smart dust networks. Parallelly,
organic electronics offer significant advantages for the develop-
ment of smart dust systems, particularly due to their flexibility,
lightweight nature, and low-cost manufacturing.[211] These ma-
terials can be processed via scalable techniques such as inkjet
printing or roll-to-roll methods, enabling the mass production of
functional devices.[157] The biocompatibility and biodegradability
of organic electronics also make them ideal for environmentally-
conscious applications, such as medical implants or eco-friendly
sensors. Similarly, edible electronics represent a novel category
of devices made from safe, biodegradable, and ingestible mate-
rials, such as organic polymers, proteins, and edible metals.[212]

These devices involving all-biodegradable components can safely
dissolve in the human digestive system, providing non-invasive
health monitoring through real-time data on biomarkers such as
glucose levels or hydration status.[213] A representative example
of an edible electronic device is shown in Figure 6d–f.[208] In this
study, Bonacchini and colleagues developed an ingestible organic
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field-effect transistor (OFET) using biodegradable and edible ma-
terials, such as ethylcellulose, starch, and P3HT as the semicon-
ducting polymer channel. This device showcases the potential for
integrating organic, biodegradable components into smart dust
devices that can safely dissolve within the human body.
Figure 7 showcases various examples of biocompatible and

biodegradable sensing devices applied in healthcare, environ-
mental monitoring and agricultural settings. Figure 7a illustrates
a device composed of biodegradable elements like polyaniline
(PANI), PEDOT:PSS, Mg, zinc nanoparticles (ZnNPs), and chi-
tosan, designed for sensing pH, pressure, and VOCs.[214] These
devices degrade completely, either naturally or with the help
of catalytic components, ensuring no harmful residue remains
(Figure 7b). Another example, from Yu et al., demonstrates a
biodegradable system with SiO2, Si3N4, Si, Mo, and PLGA lay-
ers, which degrade entirely in a PBS solution within hours
(Figure 7c).[215] Figure 7d features a biodegradable storage unit
by Hosseini et al., which uses rice paper and chitosan substrates
formemristor devices that disintegrate in water within hours.[216]

Expanding on this concept, smart dust technologies push the
boundaries of precision agriculture by incorporating biodegrad-
able and environmentally sustainable sensing systems.[219–221]

Leveraging eco-friendly materials such as CNF substrates, these
devices degrade naturally, reducing waste. For example, a flexible
amperometric sensor designed for nitrate detection in water and
soil (Figure 7e) employs screen-printed copper nanoclusters and
a solid-state ion-selective membrane (ISM) for high sensitivity
and selectivity, degrading entirely within four weeks in compost
soil.[217] Another innovation features capacitive moisture sen-
sors screen-printed on CNF-infused substrates (Figure 7f), offer-
ing precise, real-time soil moisturemonitoring and compatibility
with wireless IoT systems due to their superior print trace quality
and self-resonance frequency.[218] Together, these advancements
demonstrate the synergy between biodegradable sensor tech-
nologies and sustainable applications across multiple domains.
Nonetheless, the sustainability of smart dust systems represents
a critical challenge, as it requires balancing high performance
with environmental and biological compatibility. Natural poly-
mers such as cellulose and chitosan offer biodegradability but
often lack the mechanical stability or thermal resilience needed
for extreme conditions. Synthetic alternatives like PLA and PCL,
while more stable, degrade slowly in certain environments, lead-
ing to potential accumulation concerns. Similarly, biodegradable
metals such as magnesium and Zn degrade rapidly in biologi-
cal or humid environments, compromising the longevity of sen-
sors and limiting their practical applications. Striking a balance
between controlled biodegradability and robust performance re-
mains a significant technical hurdle.
To address these challenges, the development of hybrid mate-

rials that combine biodegradability with high-performance char-
acteristics is essential. For instance, bio-based polymers rein-
forced with nanomaterials such as graphene or carbon nan-
otubes could enhance mechanical and thermal properties while
enabling controlled degradation.[222,223] Additionally, biodegrad-
able alloys tailored for gradual corrosion in specific environments
could improve sensor longevity without compromising eco-
friendliness.[224,225] The requirement for biocompatibility and
biodegradability also introduces significant challenges when in-
tegrating sensing elements with the essential circuits for com-

munication and data collection, as conventional integrated cir-
cuits (ICs) are typically composed of non-biodegradable materi-
als like silicon or metals. To address this, biodegradable alterna-
tives must be explored. Promising strategies could include the
use of organic conductors and semiconductors for the active com-
ponents while leveraging passive powering and communication
technologies that do not rely on complex ICs.[52,226,227] Thus, ad-
vancements in material science will play a pivotal role in achiev-
ing the delicate equilibrium between functionality, sustainability,
and environmental stewardship for next-generation smart dust
systems. By incorporating these sustainable, biocompatible ma-
terials, smart dust technologies can move toward more environ-
mentally friendly and safer applications.

3.5. Miniaturization

Miniaturization lies at the heart of the vision for smart dust tech-
nology, unlocking the potential for compact, highly sensitive,
and multi-functional sensors that can be deployed in environ-
ments where traditional devices are impractical or intrusive.[232]

Achieving micro- to nano-scale dimensions is not merely a tech-
nical challenge but a key enabler of future possibilities.[43,69]

Through miniaturization, smart dust can be transformed into
self-propelled entities that navigate through air currents. This air-
borne capability ensures that sensors can cover vast areas or ac-
cess challenging, remote locations, creating a truly adaptable and
scalable solution for continuous, real-time data acquisition. This
miniature design also brings significant advantages in power ef-
ficiency. Smaller devices inherently consume less energy, sup-
porting long-term autonomous operation without the need for
external recharging—an essential feature for monitoring in re-
mote regions or inaccessible environments. Dense networks of
these miniaturized smart dust particles can be deployed for high-
resolution, continuous mapping of environmental or physiolog-
ical parameters. In biomedical applications, this compact size
minimizes invasiveness, allowing for real-time, in situ monitor-
ing with minimal patient discomfort.
To realize the vision of sub-millimeter smart dust particles,

advanced fabrication processes can be employed. Techniques
such as oxidation, diffusion, ion implantation, chemical vapor
deposition (CVD), and sputtering, combined with micromachin-
ing, advanced lithography, and 3D printing, will enable the cre-
ation of micron-sized devices (<500 μm). Batch fabrication - a
process for producing large quantities at scale - will be essen-
tial to drive down costs and facilitate the mass production of
millions of smart dust particles, making them accessible for
widespread use in diverse applications. Innovative approaches
such as origami-inspired folding,[233,234] vertical stacking,[235–238]

and shape-changing smart materials will play pivotal roles in
enabling the required miniaturization. Origami-inspired fold-
ing, for instance, offers dynamic, compact designs that un-
fold and adapt to optimize functionality in situ. As seen in
Figure 8a,[228] folding designs allow for efficient deployment
and flexible reconfiguration. Xu et al. demonstrated this con-
cept by using 2DMoS2 layers integrated into a photo-crosslinked
SU8 film, which self-folds reversibly through solvent-induced
swelling gradients (Figure 8b).[229] Vertical stacking further op-
timizes space, allowing for multi-layered architectures where
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Figure 7. Biodegradability and biocompatibility: a) Schematic designs of pH, pressure, and VOC sensors with biocompatible and biodegradable compo-
nents. b) Experimentation showing the biodegradation of the sensors in simulated body fluid (SBF). Reproduced under the terms of the CC-BY Creative
Commons Attribution 4.0 International license.[214] Copyright 2024, ACS Publications. c) Degradation of a bioresorbable electrocorticography sensor on
a PLGA substrate in an aqueous buffer solution (pH 12) at 37 °C. Reproduced with permission.[215] Copyright 2016, Nature Portfolio. d) Degradation of
a decomposable device made with a chitosan substrate. Reproduced with permission.[216] Copyright 2015, Wiley-VCH. e) Biodegradable screen-printed
electrochemical sensor featuring MoS2 electrodes on a cellulose film, designed for nitrate concentration detection in agriculture, fully decomposing
within four weeks in compost soil. Reproduced with permission.[217] Copyright 2023, IEEE. f) Cellulose-based moisture sensors exhibit capacitance
variations corresponding to changes in soil relative humidity (RH%), enabling sustainable and precise environmental monitoring. Reproduced with
permission.[218] Copyright 2023, IEEE.
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Figure 8. Miniaturization: a) A self-folding micro-origami sensor array designed for magneto-sensitive e-skin applications. Reproduced under the terms
of the CC-BY Creative Commons Attribution 4.0 International license.[228] Copyright 2022, Nature Portfolio. b) Design of hinged 3D photodetectors
fabricated using a self-folding process. Reproduced with permission.[229] Copyright 2019, ACS Publications. c) Miniaturization of a complex and large
sensor array is achieved through folding and vertical stacking. Reproduced under the terms of the CC-BY Creative Commons Attribution 4.0 International
license.[230] Copyright 2019, Nature Portfolio. d) 3D manufacturing of intricate microstructures via multiphoton lithography (MPL). e) Pseudo-colored
SEM image of anMPL-formed biosensor, featuring functional polymer (green) and doped organic semiconductors (red) (scale bar: 100 μm). Reproduced
with permission.[231] Copyright 2022, Wiley-VCH.

components like transducers, power sources, and wireless com-
munication units are arranged to minimize interference while
maximizing operational efficiency (Figure 8c).[230] 3D printing
offers another key advantage, enabling the creation of intricate
microstructures with integratedmultifunctional layers.[239–241] As
demonstrated by Toussi et al., multiphoton lithography (MPL)
can be used to fabricate organic semiconductor microstructures
that enhance glucose sensor sensitivity via glucose oxidase en-

capsulation (Figure 8d,e).[231] Furthermore, integrating shape-
memory materials and smart alloys, such as Ni-Ti and Cu-Al-
Ni,[242–244] adds a new dimension of adaptability to smart dust
systems. These materials allow sensors to autonomously recon-
figure in response to environmental stimuli, enhancing their per-
formance in dynamic and unpredictable conditions.
Miniaturization, while essential for enhancing portability

and minimizing environmental footprints, presents inherent
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challenges in fabrication, sensitivity and communication within
smart dust systems. As sensor dimensions shrink, the surface
area available for interaction with target analytes decreases, po-
tentially reducing detection efficiency. In techniques like Raman
spectroscopy, miniaturization reduces photon yield and detec-
tion accuracy. Nonetheless, these limitations can be mitigated
by leveraging nanostructured materials with high surface area,
surface plasmon resonance, metasurfaces, and high-efficiency
photodetectors.[245,246] Communication also becomes more dif-
ficult as device size reduces, primarily due to reduced signal
transmission range. To address these, backscattering communi-
cation, optical data transmission, and their hybrid strategies can
help extend operational lifetimes while ensuring efficient data
exchange.[53,247] As these technologies evolve, the convergence of
portability, energy efficiency, and precision achievable through
miniaturization will position smart dust as a transformative self-
sustaining tool for advancing chemical surveillance.

3.6. Wireless Powering

The traditional reliance on batteries or capacitors to power
smart dust sensors presents significant challenges, including is-
sues with toxicity, limited lifespan, and bulkiness. These chal-
lenges make it difficult to deploy smart dust in sensitive en-
vironments, such as the human body or fragile ecosystems.
To overcome these limitations, wireless powering emerges as
a transformative solution, enabling smart dust to function au-
tonomously, without the need for manual recharging or con-
ventional power sources.[251–255] Wireless power allows for con-
tinuous, maintenance-free operation, even in remote or hard-
to-reach locations, which is crucial for the large-scale, real-time
environmental and biomedical monitoring that smart dust can
offer.[256,257]

There are several methods for wireless power transfer,
each leveraging different physical principles to deliver energy
efficiently and remotely.[248] Inductive power transfer (IPT)
(Figure 9a) uses alternating currents in a transmitter coil to gen-
erate magnetic fields, which induce currents in a receiver coil
on the device. IPT is highly effective for near-field applications
where smart dust devices are in close proximity to the power
source.[258] Similarly, capacitive power transfer (CPT) (Figure 9b)
generates high-frequency electric fields between two capacitive
plates. While this method is particularly useful for compact de-
signs, it is limited to short-range transmission due to the spatial
constraints of electric fields.[259] To extend the range of wireless
power delivery, far-field power transfer (FPT) utilizes electromag-
netic waves, such as microwaves or RF, to transmit energy over
greater distances (Figure 9c). FPT is ideal for long-range appli-
cations, allowing energy to travel significant distances before be-
ing harvested by a receiver.[260] However, precise alignment and
tuning are required to maintain efficiency, as power transfer effi-
ciency (PTE) decreases with increasing distance. Thismakes FPT
particularly valuable in large-scale smart dust deployments where
existing infrastructure, such as cellular towers, can be leveraged
not only for power delivery but also for data communication.
The ability to use aerial platforms like drones equipped with RF-
transmitting capabilities can further expand the reach of FPT, en-
abling dynamic power and data collection across vast areas.

Formedium-range applications, acoustic power transfer (APT)
(Figure 9d) offers an alternative by using ultrasonic waves to in-
ducemechanical vibrations in a piezoelectric receiver, which then
converts these vibrations into electrical energy. APT can pene-
trate materials that electromagnetic waves cannot, making it par-
ticularly useful for embedded or subsurface devices.[261,262] This
ability to transfer power in environments that RF waves might
not reach broadens the operational scope of smart dust, espe-
cially in industrial or biomedical settings where sensors might
be deployed in challenging conditions.
Advancements in wireless power technologies continue to

demonstrate the potential for smart dust applications. For in-
stance, as shown in Figure 9e–g, Garland et al. integrated an
IPT-based wireless power transfer system with a biosensor for
lactate monitoring, facilitating real-time tracking of diabetic con-
ditions without the need for internal power storage.[249] Simi-
larly, Kim et al. developed a SAW–based wireless system using a
piezoelectric material, 2D GaN, as shown in Figure 9h,i.[52] This
system allows non-invasive data collection by coupling electro-
magnetic signals with piezoelectricmaterials to generate surface-
bound acoustic waves, enabling applications like pulse monitor-
ing. In addition to inductive power transfer, piezoelectric, and tri-
boelectric energy harvesting methods offer further opportunities
for battery-free smart dust systems. As illustrated in Figure 9j,k,
triboelectric receivers can harness acoustic waves to generate
power, which can then be used to operate Bluetooth-enabled sen-
sors for wireless data transmission.[250] These energy-harvesting
methods enhance the sustainability of smart dust, ensuring un-
interrupted real-time monitoring across large areas without the
limitations of battery-powered devices. Such systems, however,
present considerable challenges, particularly in achieving effi-
cient energy transfer over long distances while maintaining com-
patibility with environmental and operational constraints. IPT
offers high efficiency but is limited to short-range applications,
while CPT similarly suffers from distance-related efficiency re-
ductions due to its dependence on electric fields. FPT holds
promise for long-range energy delivery but is hindered by sig-
nificant efficiency losses with increasing distance, necessitating
specialized infrastructure. APT provides the advantage of pene-
trating through certainmaterials, but its scalability andminiatur-
ization remain challenging for the submillimeter dimensions of
smart dust systems. Additionally, the miniaturization of wireless
power receivers exacerbates these efficiency challenges, further
complicating the design of energy systems for smart dust net-
works.
To address these limitations, advancements in high-efficiency,

long-range wireless power transmission methods are essential.
For instance, leveraging flexible materials with high ferroelectric
properties or developing technologies to harvest electromagnetic
energy from existing telecommunication systems could enhance
energy transmission efficiency and focus precision.[263,264] Ultra-
sonic power transmission offers another avenue for sustainable
long-range power delivery.[265,266] Hybrid approaches that com-
bine multiple wireless power transfer techniques could adapt to
varying environmental conditions, optimizing energy efficiency
across diverse scenarios.[267] Additionally, integrating ambient
energy harvesting systems that utilize vibrations, light, or ther-
mal gradients can supplement wireless power transfer, reduc-
ing dependence on external power sources and enhancing the
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Figure 9. Wireless powering: a) Inductive power transfer (IPT), b) capacitive power transfer (CPT), and c) far-field power transfer (FPT), with red and
blue lines representing magnetic and electric fields, respectively. d) Acoustic power transfer (APT). Reproduced with permission.[248] Copyright 2021,
Nature Portfolio. e) Schematic design of a wireless, battery-free biosensor for lactate monitoring during the wound healing process. f) Photographs of
the near-field communication (NFC)-based wireless sensor. g) Daily monitoring of lactate concentration by the wireless sensor in a diabetic mouse.
Reproduced under the terms of the CC-BY Creative Commons Attribution 4.0 International license.[249] Copyright 2023, Wiley-VCH. h) Schematic of
a chip-less e-skin operated via SAW-based powering and communication. i) An optical image of the stretchable device where GaN functions as a 2D
piezoelectric material for wireless operation. Reproduced with permission.[52] Copyright 2022, American Association for the Advancement of Science.
j) Photograph of a triboelectric device used for underwater energy transfer through acoustic waves to operate a wireless sensor. k) Measured output
voltage during wireless sensing operation. Reproduced with permission.[250] Copyright 2022, Royal Society of Chemistry.
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sustainability of smart dust operations.[268] By harnessing ambi-
ent energy sources, wireless-powered smart dust systems will en-
able large-scale, autonomous operations that provide real-time,
continuous data acquisition across diverse settings.[269] This evo-
lution paves the way for smarter, more efficient monitoring sys-
tems that can operate seamlessly in dynamic, ever-changing
environments.

3.7. Wireless Communication and Storage

Wireless communication and data storage are pivotal to the evo-
lution of smart dust technology. To transform smart dust from
a concept to a ubiquitous tool capable of operating in complex,
often unreachable environments, reliable data transfer methods
are crucial. Currently, wireless communication and powering are
fundamental for transmitting data from dispersed devices with-
out physical links, but further advancements are needed to refine
these systems and integrate themmore effectively into real-world
applications.
As highlighted in previous discussions, core principles like

near-field communication (NFC) and energy harvesting play a
foundational role in smart dust’s capabilities.[272–274] However,
to fully realize the potential of these systems, optical phenom-
ena, and elastic light scattering offer additional pathways for en-
hanced data transmission and detection.[275–277] For example, as
shown in Figure 10a, poly(styrene-co-maleic anhydride) (PSMA)-
based sensors for detecting volatile biogenic amines (VBAs) uti-
lize NFC to facilitate remote food quality assessment.[270] The
sensors respond to VBAs by shifting their permittivity, caus-
ing detectable capacitance changes. These shifts can be de-
tected by NFC-enabled devices such as smartphones, as seen
in Figure 10b,c. Similarly, Figure 10d and e showcase an e-
skin capable of detecting subtle mechanical vibrations and trans-
mitting signals through a SAW-based transducer for remote
monitoring.[52] These techniques demonstrate the power of elec-
tromagnetic field-driven communication in real-time monitor-
ing, providing a glimpse into the kind of high-efficiency, low-
power data transmission that will be essential for the next gener-
ation of smart dust systems.
To enhance the versatility of smart dust, data storage mech-

anisms must also evolve.[278] For systems requiring embed-
ded data retention, lightweight, microscopic data storage units
will be a key area for improvement.[279,280] As illustrated in
Figure 10f, submillimeter CSMs integrated with 2D materials
such as graphene, hBN, MoS2, and WSe2 enable autonomous
data processing and storage.[54] These components, including
photodiodes, chemiresistors, and memristors, allow smart dust
particles to perform logical operations and store data on ana-
lytes (Figure 10g). This autonomous data storage will help re-
duce dependence on continuous wireless communication, allow-
ing for data retention even when real-time access is not possi-
ble. However, the challenge lies in balancing data storage with
real-time access, as integrated storage systemsmay limit the abil-
ity to transmit data instantly when needed. On the other hand,
optical communication systems can significantly improve real-
time data access, enabling faster, more efficient transmissions.
As shown by Schmedake et al. in Figure 10h,multilayered porous
silicon particles can reflect light at specific wavelengths according

to the Bragg equation.[271] When exposed to analytes, these ma-
terials undergo capillary condensation, shifting their reflectivity
spectrum, which allows for analyte quantification through fixed-
wavelength optical shifts (Figure 10i). This approach shows great
promise for real-time sensing applications, where immediate ac-
cess to data is essential for dynamic decision-making.
The integration of wireless communication and data storage

within smart dust systems presents significant technical chal-
lenges, including restricted communication range, limited power
efficiency, and constrained data storage capabilities. Conven-
tional methods such as NFC and SAW-based transducers, while
effective for short-range communication, are inherently limited
by low data transfer speeds and susceptibility to environmen-
tal interference. For instance, the miniaturization of antennas
drastically increases their resonance frequency, complicating sig-
nal detection and necessitating the use of sophisticated and ex-
pensive equipment such as vector network analyzers. Although
emerging technologies like CSMs and memristors offer promis-
ing solutions for localized data retention, achieving an optimal
balance between high storage capacity and real-time data acces-
sibility remains a formidable challenge.[54] Moreover, these sys-
tems must demonstrate robustness under harsh environmen-
tal conditions, including extreme temperatures and exposure to
corrosive chemicals, further complicating their practical deploy-
ment. To overcome these limitations, advanced optical commu-
nication systems leveraging plasmonic nanoparticles hold signif-
icant promise, offering enhanced data transfer rates and greater
resistance to environmental interference.[281] For storage, novel
2D materials like graphene and MoS2 provide compact, energy-
efficient memory solutions capable of maintaining data integrity
under demanding conditions.[149] Additionally, the development
of adaptive storage architectures that dynamically adjust data re-
trieval processes based on environmental and power constraints
will be critical to ensuring the seamless, efficient operation of
smart dust systems across diverse real-world applications. Look-
ing forward, the continued development of these wireless com-
munication and data storage solutions is critical to achieving fully
autonomous, real-time smart dust networks. As smart dust sys-
tems becomemore integrated into everyday applications, improv-
ing the efficiency and range of wireless communication and op-
timizing embedded storage systems will be necessary to make
these devices more effective, scalable, and adaptable.

3.8. Analysis and Mapping

Smart dust systems represent a groundbreaking shift in environ-
mental analysis andmapping by offering amulti-tiered approach
to real-time data collection, processing, and visualization. The
power of smart dust combinedwith computation systems lies not
only in its ability to collect molecular and environmental data but
in its ability to map these data points with incredible precision
and in real-time (Figure 2). This spatial awareness is key for the
next step in environmental and biomedical monitoring, creating
highly detailed maps of molecular concentrations and their dy-
namics across complex, large-scale environments.
Wireless data collection forms the foundation of this approach,

leveraging existing infrastructure like cell phone towers, drones,
and other telemetry systems to gather data from dispersed,
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Figure 10. Wireless communication: a) A volatile biogenic amine (VBA) sensor for assessing food spoilage via wireless communication using an NFC
chip. b) Device response measured using a mobile phone for different VOCs at a 40-ppm concentration, c) response at different concentrations. Repro-
duced with permission.[270] Copyright 2023, Nature Portfolio. d) Strain-dependent shift in resonance frequency of a SAW-assisted e-skin sensor free of a
power source and communication chip, and e) corresponding response from wireless pulse measurement. Reproduced with permission.[52] Copyright
2022, American Association for the Advancement of Science. f) Electrical circuit and block diagram for a CSM or smart dust that utilizes a photodiode,
a chemiresistor, and a memristor to memorize the surrounding chemical state, g) change in the conductance of the chemiresistor and the memristor
due to exposure to triethyl amine (TEA, 10 mM) and carbon nanotube dispersion (0.2 g L−1). Reproduced with permission.[54] Copyright 2018, Nature
Portfolio. h) Optical microscopy image of porous Si particles used as smart dust, i) optical reflectivity spectra of a single dust particle in air and ethanol
environments. Reproduced with permission.[271] Copyright 2002, Wiley-VCH.

hard-to-reach areas. By using advanced positioning systems,
smart dust particles can be precisely localized, tracked, and
mapped as they move through their environments. The inte-
gration of GPS, AI-driven algorithms, and drone-assisted track-
ing provides the spatial coordinates necessary to create highly

detailed, 3D maps of molecular concentrations. To create these
maps, the sensor data is transmitted to decentralized computa-
tional systems, where advanced data processing techniques, in-
cluding machine learning, neural networks, and spatial analy-
sis algorithms, are applied.[282–285] For instance, algorithms like
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k-means clustering or DBSCAN (Density-Based Spatial Clus-
tering of Applications with Noise) can be used to identify dis-
tinct patterns or clusters within the data.[286–289] These algorithms
group similar data points, whether pertaining to pollutant con-
centrations or biological markers, into meaningful clusters that
can be visualized spatially. Principal Component Analysis (PCA)
can reduce the dimensionality of complex data, highlighting key
environmental variables while removing noise, allowing formore
accurate and meaningful maps.[40] The integration of this data,
both spatial and molecular, leads to the creation of 3D molecu-
lar concentration maps of target environments. These maps can
be continuously updated as smart dust particles move and col-
lect data over time, creating a dynamic and evolving picture of
the environment. In pollution monitoring, this allows for the vi-
sualization of pollutant distribution across wide areas, identify-
ing hotspots, and tracking the movement of contaminants. Mod-
els like convolutional neural networks (CNNs)[290,291] can be em-
ployed to analyze these maps in real-time, identifying correla-
tions between molecular concentrations and specific geograph-
ical features or environmental conditions.
Advanced spatial analysis models also play a vital role in refin-

ing these maps. Geostatistical methods such as Kriging,[292,293] a
form of spatial interpolation, allow smart dust systems to pre-
dict molecular concentrations in regions where data might be
sparse. By using data from surrounding sensors, Kriging fills in
gaps to create more accurate and complete maps. Additionally,
Bayesian inference techniques enable the continuous updating
of maps based on new sensor data, ensuring that the models stay
accurate and relevant as environmental conditions change.[294,295]

This 3D mapping capability opens new frontiers in numerous
applications. For example, in industrial settings, smart dust can
be used to map the chemical composition of the air, optimiz-
ing the manufacturing process by visualizing how different com-
pounds are distributed across the workspace. In environmental
protection, these systems can create highly detailed maps of pol-
lution levels across urban, rural, or natural landscapes, provid-
ing real-time insights into air and water quality. These maps are
invaluable for decision-making, allowing for immediate action
in response to environmental hazards. In healthcare, smart dust
could be used to map the spread of diseases or the distribution
of therapeutic agents in the body. Through continuous monitor-
ing and mapping of molecular changes, healthcare professionals
could gain deeper insights into how diseases evolve over time and
how treatments are distributed within the body. This could sig-
nificantly enhance personalized medicine by offering a more ac-
curate picture of a patient’s health in real-time. Furthermore, the
creation of these spatial maps will be essential in disaster man-
agement. Smart dust systems, equipped with sensors capable of
detecting hazardous chemicals or biological agents, could map
the spread of pollutants or contamination in real-time, provid-
ing critical data to emergency responders. These maps can guide
efforts to mitigate harm and allocate resources more effectively,
such as directing rescue teams to areas of greatest need or under-
standing the trajectory of a wildfire or chemical spill.
Ultimately, the integration of advanced data collection, sophis-

ticated spatial algorithms, and real-time mapping will enable
smart dust systems to create the next generation of environmen-
tal and biological monitoring tools. The continuous, evolving na-
ture of these maps will allow for a deeper, more nuanced un-

derstanding of both natural and man-made systems, paving the
way for Smarter, data-driven decisions.While the individual tech-
nologies discussed in this section represent significant advance-
ments, their integration into a unified, functional smart dust
system remains a highly complex challenge. This integration
demands that miniaturization is not compromised, the perfor-
mance of each component is preserved, and the system as awhole
remains cost-effective and environmentally sustainable. Achiev-
ing such seamless synergy acrossmultiple technologies is pivotal
to realizing the vision of fully operational smart dust systems. Ad-
dressing these multifaceted challenges will require a combina-
tion of technological breakthroughs and interdisciplinary collab-
oration to develop scalable, cost-efficient, and eco-friendly solu-
tions. Moreover, establishing clear regulatory frameworks will be
essential to ensure the ethical deployment of smart dust systems.
By overcoming these barriers, the transition from conceptual de-
signs to practical implementations can unlock the immense po-
tential of smart dust across diverse applications.
Early-stage prototypes and developmental efforts, as high-

lighted in the below section, offer valuable insights and serve as
critical milestones in the journey toward this ambitious objec-
tive. These prototypes illustrate incremental progress, showcas-
ing how individual sensing modalities, energy-harvesting mech-
anisms, and wireless communication technologies can beminia-
turized and integrated into nascent systems. Although the com-
prehensive integration of all desired functionalities is still a work
in progress, these early efforts highlight the importance of foun-
dational research and iterative advancements in addressing key
challenges, such as scalability, cost-effectiveness, and ecological
sustainability. In the following section, we delve into specific
applications where these emerging technologies have been de-
ployed or hold transformative potential, demonstrating their ca-
pacity to drive innovation in areas such as environmental moni-
toring, defense, precision agriculture, and beyond.

4. Smart Dust Applications: Between the Present
and Future

As smart dust technology evolves, its impact will expand, en-
abling real-time, high-resolution chemical mapping for varied
applications.[55,68,69,296–304] Devices ranging from centimeter to
micron scale, utilizing advanced fabrication techniques like
lithography and micromachining, will continue to improve in
sensitivity and functionality. By integrating improvements in sen-
sitivity, power efficiency, and multi-functional capabilities, smart
dust sensors are poised to transform a wide array of applica-
tions, particularly in the field of chemical mapping.[62,271,305–307]

For instance, early demonstrations of smart dust in environmen-
tal monitoring have shown how these devices can be deployed
across large areas to detect and track pollutants in real-time,
providing a high-resolution map of chemical concentrations in
the environment.[305] Similarly, in healthcare, wearable and in-
gestible sensors are beginning to show their potential for con-
tinuous monitoring of biomarkers and disease states.[307] While
many of these applications in the precision agriculture and de-
fense sectors are still in their infancy,[308–312] they represent a pow-
erful glimpse into the future of smart dust technology and its
transformative impact on multiple industries.
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4.1. Environment Monitoring

The vision for smart dust in environmental monitoring is
rapidly becoming a reality, with the potential to revolution-
ize how we collect and analyze data across vast and diverse
environments.[313–316] These tiny, wireless sensor networks are
capable of providing real-time, pervasive data on critical environ-
mental parameters such as air quality, temperature, humidity,
and pollutants.
Significant early work has laid the groundwork for these

advancements. For example, recent developments in colloidal
nano-electronic state machines based on 2D materials for
aerosolized electronics have shown promise in detecting spe-
cific gases in simulated environments (Figure 11a–c).[54] Re-
searchers created functional electronic circuits, transistors, and
sensors at the micro-scale, such as photodiodes, chemiresis-
tors, and memristors, and demonstrated the ability to read sig-
nals from individual particles using laser-scanning optical de-
tection. This pioneering work has showcased the potential of
miniaturized sensors to provide highly specific chemical de-
tection in complex environments. Another noteworthy contri-
bution comes from Tittl et al., who demonstrated the use of
single-shell-isolated gold nanoparticles (AuNPs) as plasmonic
smart dust for all-optical probing of local chemical reactions,
such as hydrogen uptake in palladium (Pd) (Figure 11d–f).[305]

The AuNPs placed at reaction sites enhanced electromagnetic
fields near the Pd surface, enabling real-time monitoring of
hydrogen dissociation and diffusion into palladium hydride.
This approach integrates plasmonic sensing with SERS, allow-
ing for simultaneous imaging of multiple reaction sites and
offering a novel way to track chemical processes with high
sensitivity.
In advancing the vision of smart dust, innovations like the

HoverBot system introduced by Nemitz et al. (Figure 11g,h) also
play a crucial role.[298] This levitating circuit board, which navi-
gates by responding tomagnetic anchors, demonstrates how low-
cost sensors can be integrated into smart dust systems to extend
their functionality. By analyzing magnetic field data from Hover-
Bot’s Hall-effect sensor, this system shows how such sensors can
detectmovement, rotation, and other environmental behaviors—
paving the way for future smart dust systems that could dynam-
ically respond to environmental changes. Additionally, the use
of rugate filter-based photonic crystals in smart dust for detect-
ing VOCs like toluene (Figure 11i) represents a major step for-
ward in sensing technology.[69] The color shift in porous silicon
particles, visible to the naked eye, allows for simpler detection of
VOCs compared to conventional methods. This color shift occurs
as the refractive index of the material changes when toluene va-
por condenses in the nanopores. By employingmicrocavity struc-
tures or Bragg stacks, the sensitivity and specificity of these smart
dust sensors can be further enhanced, enabling molecular-level
chemical detection that is essential for precise environmental
monitoring.
As technology continues to evolve, it will enable more

widespread deployment of highly sensitive, real-time environ-
mentalmonitoring systems that can track pollutants, greenhouse
gases, and other critical environmental parameters with unprece-
dented precision. This will not only transform environmental
management but also contribute to a more sustainable future by

providing the data needed tomake informed decisions on climate
change, pollution control, and resource management.

4.2. Healthcare

The future of healthcare is poised for transformation through the
visionary potential of smart dust technology, with applications
like body dust and neural dust offering groundbreaking possi-
bilities for continuous health monitoring.[56,317–321]

4.2.1. Neural Dust

Neural dust, a prime example of this innovation, consists of ultra-
miniaturized, wireless sensors implanted in or around neural
tissues to monitor electrical activity in the brain and nervous
system. These sensors, often smaller than a millimeter, are de-
signed for high biocompatibility, enabling them to remain within
the body for long periods without causing adverse immune re-
sponses or tissue damage. By wirelessly transmitting data, neu-
ral dust provides the ability to monitor brain function in real
timewithout the need for invasive wiring or frequent procedures,
opening up new frontiers in both clinical and research settings.
The early work in this field has already demonstrated its vast

potential. The development of neural dust has enabled new
breakthroughs in brain-machine interfaces (BMIs), offering a
promising pathway for treating neurological disorders and ad-
vancing cognitive research (Figure 12a).[317] These advancements
hold the promise of seamlessly integrating with prosthetic de-
vices, allowing for more natural control of artificial limbs, and
supporting the development of advanced treatments for condi-
tions such as paralysis, epilepsy, and neurodegenerative diseases.
Significant progress has already beenmade in demonstrating the
practical application of neural dust. For instance, the in vivo val-
idation of a neural dust system by Seo et al. (Figure 12b) has
shown how these millimeter-scale sensors can wirelessly capture
electrophysiological data, such as electroneurogram (ENG) sig-
nals from the sciatic nerve and electromyogram (EMG) signals
from muscles, in animal models.[318] These sensors, powered by
an external ultrasonic transceiver, enable real-time, minimally
invasive monitoring of neural and muscle activity (Figure 12c).
Such work lays the foundation for the future scalability of neu-
ral dust systems in chronic brain-machine interfaces, where low-
power CMOS technology, combined with ultrasound power de-
livery, could support large-scale, long-term brainmonitoring, and
treatment strategies (Figure 12a).
Looking forward, we envision a future where tiny, wireless sen-

sors embedded in the body provide continuous, real-time data on
brain activity, heart function, muscle performance, and other vi-
tal health indicators. This will not only enhance patient care but
also enable personalized medicine at an unprecedented scale, of-
fering proactive and tailored treatments. The early work in neural
dust and its applications in brain-machine interfaces mark just
the beginning of what could become a new era in healthcare,
where smart dust sensors are integral to the future of medical
diagnostics and treatment.

4.2.2. Body Dust

The future of healthcare is increasingly intertwined with the
potential of body dust or ingestible devices, a network of
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Figure 11. Environment monitoring through smart dust: a) Spraying smart dust into the environment and b) monitoring their position using a system
consisting of a laser and photodetector. c) Response of devices with and without exposure to soot. Reproduced with permission.[54] Copyright 2018,
Nature Portfolio. d) Schematic of plasmonic smart dust for monitoring local chemical reactions and e) its SEM image. f) Monitoring localized chemical
reactions through the shift of the plasmonic frequency of a smart dust particle covered by a 15 nm Pd film. Reproduced with permission.[305] Copyright
2013, ACS Publications. g) Magnetic field readout by a HoverBot with a Hall-effect sensor that moves on a magnetic levitating table, and the correspond-
ing simulated magnetic field. h) HoverBot measured the magnetic field showing a good correlation with the simulated result. Reproduced under the
terms of the CC-BY Creative Commons Attribution 4.0 International license.[298] Copyright 2018, Frontiers Media SA. i) VOC sensing using porous Si
photonic crystals, which show changes in the refractive index based on the condensed VOC in micropores. Reproduced with permission.[69] Copyright
2005, Royal Society of Chemistry.

micro-scale, biocompatible, and often biodegradable sensors
that promise to revolutionize non-invasive health monitor-
ing and physiological tracking within the human body. These
ultra-small sensors can be deployed both externally, on the
skin, or internally, within body cavities, offering a continu-
ous stream of data on a wide range of vital signs, biochemi-

cal markers, environmental exposures, and metabolic processes
(Figure 13a).[56]

A recent pilot trial of an ingestible electronic sensor, capable of
sensing oxygen, hydrogen, and carbon dioxide in the gut, marks
a significant advancement in this field (Figure 13b,c).[62] By us-
ing thermal conductivity and semiconducting sensors to detect
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Figure 12. Neural dust: a) Schematic of a neural dust system where an ultrasonic interrogator is placed under the skull to receive information from
independent sensing nodes dispersed throughout the brain. Reproduced with permission.[317] Copyright 2013, Cornell University. b) In vivo recordings of
electromyogram (EMG) and electroneurogram (ENG) from the gastrocnemiusmuscle in rats. c) Corresponding wireless backscattered data. Reproduced
with permission.[318] Copyright 2016, Cell Press.

gases, these capsules offer valuable insights into gut fermenta-
tion, digestive transit times, and overall gastrointestinal health.
Further advancements in body dust technology are exemplified
by the development of nano-biosupercapacitors (nBSCs), which
represent a leap forward in energy storage for biomedical applica-
tions (Figure 13d–f).[307] These fully integrated, bio-enhanced sys-
tems function in biological electrolytes, such as medical saline,
blood plasma, and blood, making them ideal for poweringminia-
turized medical implants and sensors. The self-assembled 3D
tubular structure of the nBSC ensures stable operation even un-
der dynamic conditions, like pulsating blood flow and varying
temperatures. This robustness makes it a critical component in
powering self-contained sensor systems, such as those used to
monitor blood pH. As the development of these technologies pro-
gresses, they offer the potential to seamlessly integrate into smart
dust systems, providing reliable power sources for continuous
monitoring of health metrics within the human body.
Looking ahead, the integration of body dust and ingestible

sensors into healthcare represents a transformative step to-
wards continuous, non-invasive, and highly personalized health
monitoring.[322–324] The ability to track physiological changes in
real-time, without the need for intrusive procedures, will offer
new insights into metabolic health, disease progression, and
treatment efficacy.

4.3. Agriculture

Smart dust technology is poised to redefine agriculture, offering
unparalleled potential for improving resource management, pre-
cision monitoring, and sustainable practices.[42,325–327] The trans-
formative integration of smart dust in diverse agricultural sce-
narios positions as a cornerstone of next-generation farming sys-
tems. Figure 14 provides a visual representation of these appli-

cations, highlighting the capabilities of smart dust networks in
precision agriculture and beyond.
In soil management, smart dust networks enable real-time

mapping of critical parameters, including pH, moisture, salin-
ity, and nutrient composition with the aid of various associated
sensors monitored via IoT platforms (Figure 14a,b).[325] For in-
stance, as depicted in Figure 14c–e,[42] by distributing smart dust
particles equipped with specialized sensors, such as thymol blue-
based colorimetric pH sensors, hazardous zones and soil pH
can be detected and mapped in real-time utilizing drone-based
scanning and imaging systems, enabling precise spatialmapping
of the pH and other imperative parameters. These visual map-
pings emphasize the efficiency of smart dust in detecting, analyz-
ing, and responding to environmental challenges in agriculture
and beyond. Furthermore, these ultra-miniaturized sensors offer
a dynamic system for assessing soil health, ensuring resource-
efficient irrigation and fertilization. The ability to detect nitrogen,
phosphorus, and potassium (NPK) levels facilitates precise fer-
tilizer application, reducing environmental pollution while max-
imizing crop yields. By leveraging drone-based systems, smart
dust sensors can transmit spatially localized data to centralized
systems, enabling precision interventions and minimizing oper-
ational inefficiencies.
In the context of precision agriculture (PA), the innovative de-

velopment of Degradable Intelligent Radio Transmitting Sensors
(DIRTS) represents a sustainable solution to traditional limita-
tions in agricultural sensing (Figure 14f–h).[326] Unlike conven-
tional IoT-based sensors, which are costly and environmentally
persistent, DIRTS are fully biodegradable, low-cost, and designed
for scalable production. These sensors consist of miniaturized
resonating antennas encased in biodegradable polymers, allow-
ing their resonant frequencies to be influenced by the soil’s di-
electric properties that depend on its water content. They enable
remote monitoring of subsoil volumetric water content (VWC)
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Figure 13. Body dust: a) Schematic representing the concept of body dust for metabolismmonitoring. Reproduced with permission.[56] Copyright 2020,
IEEE. b) A battery-powered ingestible electronic capsule consisting of a gas sensor, temperature sensor, and wireless chip for sensing gases in the gut.
c) Corresponding gas and temperature profiles. Reproduced with permission.[62] Copyright 2018, Nature Portfolio. d) Structure of a nano-
biosupercapacitor (nBSC) with a hollow core for blood flow. e) Optical microscopic image (scale bar 200 μm) of an nBSC pH sensor with various
integrated components after roll-up. f) Frequency response of the sensor in electrolytes with varied pH. Reproduced under the terms of the CC-BY
Creative Commons Attribution 4.0 International license.[307] Copyright 2021, Nature Portfolio.

using drone-assisted wireless systems and vector network analyz-
ers coupled wirelessly via an antenna (Figure 14g,h). Operating
effectively for up to one year before significant biodegradation,
these sensors offer real-time, eco-friendly monitoring while min-
imizing environmental impact, marking a critical step toward
achieving sustainable PA practices. Similarly, a system developed
by Kasuga et al. integrates biodegradable sensor networks by em-
ploying eco-friendly materials such as paper substrates, natural
wax, and tin conductive lines (Figure 14i–l).[327] These sensors
operate wirelessly, emitting thermal signals based on soil mois-
ture levels, which are then captured by a thermal camera. Addi-
tionally, the system’s biodegradable components minimize envi-
ronmental impact, and residual materials either degrade harm-
lessly or contribute positively, such as by promoting plant growth
(Figure 14k).

Beyond soil health, smart dust plays a pivotal role in plant dis-
ease detection. The sensors’ capacity to identify VOCs andmicro-
environmental changes allows for the early diagnosis of plant
stress and disease onset. For instance, fungal infections and bac-
terial blight often manifest as subtle changes in VOC profiles
or temperature gradients, which smart dust can detect.[328,329]

This enables targeted interventions that mitigate the spread of
diseases, reducing reliance on broad-spectrum pesticide use. In
controlled-environment agriculture, such as greenhouse, hydro-
ponic, and vertical farming, smart dust is indispensable.[330–332]

Sensors embedded in these systems continuously track tempera-
ture, humidity, CO2 concentration, and nutrient levels, automat-
ing climate control and resource optimization. In aquaculture,
smart dust sensors enable the monitoring of water quality indi-
cators such as pH, temperature, dissolved oxygen, and ammonia
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Figure 14. Agriculture: a) Schematic representation of a smart dust network integrated into a precision agriculture framework. b) Various sensors and
associated services in precision agriculture, emphasize the expansive potential of smart dust systems for applications such as soil healthmonitoring, crop
yield optimization, and environmental sustainability. Reproduced with permission.[325] Copyright 2025,Wiley-VCH. c) Demonstration of smart dust utility
in hazardous liquid spillage detection andmapping, where yellow-circled smart dust particles equipped with functional sensors are distributed across the
affected zone. Inset: polymer dyes (thymol blue)-based colorimetric pH sensors fabricated using a puncher. A drone equipped with an imaging system
hovers over the site, enabling spatial mapping of contamination through sensor response signals. d–e) Drone-acquired images showcasing the visual
mapping of acid spillage, with smart dust enabling high-resolution spatial analysis of hazardous zones (red). Reproduced under the terms of the CC-BY
Creative Commons Attribution 4.0 International license.[42] Copyright 2024,MDPI. f,g,h) Deployment ofWirelessly Operable Degradable Intelligent Radio
Transmitting Sensors (DIRTS) across agricultural fields, enabling real-time monitoring of volumetric water content (VWC) in soil through a wirelessly
coupled vector network analyzer. Reproduced under the terms of the CC-BY Creative Commons Attribution 4.0 International license.[326] Copyright 2022,
Nature Portfolio. i) Biodegradable soil moisture sensor integrated with an induction coil and a heater, demonstrating variable heating responses based on
soil moisture levels. j) Infrared images capturingmoisture-dependent thermal variations, k) biodegradability assessment, and l) temperature fluctuations
correlated with varying moisture levels. Reproduced under the terms of the CC-BY Creative Commons Attribution 4.0 International license.[327] Copyright
2024, Wiley-VCH.
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Figure 15. Defense and security: a) Deployment of a smart dust network in a forested area for advanced intrusion detection, demonstrating its utility in
tactical surveillance. b) Block diagram of the smart dust system comprising two dust motes, each equipped with a microcontroller, wireless communica-
tion modules, thermal sensors, MEMS accelerometers for vibration detection, acoustic sensors, and magnetic sensors. c) Graphical representation of
intrusion detection by the two dust motes, illustrating their synchronized responses to multiple signatures such as thermal, acoustic, and vibrational in-
puts. Reproduced under the terms of the CC-BY Creative Commons Attribution 4.0 International license.[334] Copyright 2013, International Organization
Of Scientific Research.

levels, preventing fishmortality and promoting sustainable farm-
ing practices.[333]

These applications emphasize that smart dust is not merely
an incremental technological innovation but a transformative
force in agriculture. By offering granular insights into environ-
mental parameters and integrating seamlessly with IoT and ma-
chine learning platforms, smart dust addresses key challenges
in food security, resource efficiency, and climate resilience. How-
ever, to fully exploit the potential of smart dust in precision agri-
culture, several challenges remain. These include improving sen-
sor miniaturization, enhancing sensitivity and selectivity, refin-
ing data processing capabilities, and ensuring cost-effectiveness.

4.4. Defense and Security

The integration of smart dust networks into defense and secu-
rity applications presents a paradigm shift in the way military
surveillance, urban safety, and counterterrorism operations are
conducted.[311,334,335] Figure 15a shows the deployment of a smart
dust network in a forested environment for advanced intrusion
detection, demonstrating its value in tactical surveillance.[334]

Smart dust, by leveraging miniature sensor nodes, provides real-
time data collection in remote or hostile regions, enabling au-
tonomous monitoring and analysis without requiring human
intervention. As illustrated in Figure 15b, a typical smart dust
system consists of multiple sensor motes equipped with a va-
riety of detectors including a microcontroller, wireless commu-
nication modules, and sensors such as thermal sensors, MEMS

accelerometers, acoustic sensors, and magnetic sensors. These
sensors capturemultiple environmental signatures—thermal, vi-
brations, and acoustic—which are crucial for detecting intru-
sions or unauthorized activities in sensitive areas. Figure 15c
displays a graphical representation of how two dust motes syn-
chronize their responses to these signatures, effectively detect-
ing and tracking intruders by correlating multiple factors in real-
time. Also, smart dust networks can significantly enhance tacti-
cal operations by providing high-resolution, detailed data on en-
emy movements, explosives, and environmental conditions.[335]

Chemically sensitive nodes can detect trace amounts of explo-
sives or biological agents, and gather data to help in optimiz-
ing mission strategies, improving safety, and minimizing risks
to personnel.
Beyond military use, smart dust has significant potential

for enhancing urban security and public safety.[312] Its ability
to continuously monitor large public spaces allows for real-
time population density tracking, behavioral analysis, and threat
detection.[336] In crowded environments such as airports, gov-
ernment buildings, or large events, the system can provide early
warnings, allowing timely intervention to prevent accidents or
security breaches. During emergencies like chemical spills or
terrorist incidents, smart dust can identify hazardous materials,
enabling more effective containment and evacuation measures.
These sensors are capable of detecting chemical, biological, ra-
diological, and nuclear agents, ensuring rapid response to these
potential threats. Smart dust’s application in smart city frame-
works is a growing field, where its real-time monitoring capa-
bilities contribute to enhanced security measures. Thus, smart
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dust, with its advanced chemical hazard detection and real-time
tracking of object movements, enhances situational awareness
and safety in both military and civilian contexts via offering pre-
cise and automated sensing.

5. Perspectives on Smart Dust for Spatiotemporal
Chemical Mapping

To fully realize the transformative potential of smart dust for
dynamic, spatiotemporal chemical mapping, we must address
a number of technological, logistical, and economic challenges.
As we integrate the advancements needed to make smart dust
a reality—such as enhanced sensor sensitivity, wireless commu-
nication, AI-powered data analysis, and real-time mapping—we
must also consider the broader implications, including the cost-
effectiveness of these systems and their potential economic and
societal impact.
At the heart of smart dust’s potential is its ability to collect real-

time, high-resolution data from dispersed, often inaccessible lo-
cations. The sensors must be highly sensitive, capable of differ-
entiating between a wide array of chemical compounds, and able
to operate autonomously over large areas. Advances in miniatur-
ization, such as the development of submillimeter-scale sensors,
will allow these systems to function in complex and dynamic en-
vironments, whether within the human body, urban centers, or
natural ecosystems. Moreover, the ability to transmit data wire-
lessly, using low-power communication systems like RF energy
harvesting or optical communication, will enable the seamless
operation of these sensors without the need for physical connec-
tions or frequent recharging. Equally critical is the integration of
AI for processing and analyzing the vast amounts of data these
systems will generate. Machine learning models, such as neural
networks and clustering algorithms, will be necessary to inter-
pret the data in real-time, providing actionable insights and cre-
ating dynamic, spatiotemporal maps of chemical concentrations.
These AI-driven systems will continuously refine the data, allow-
ing for predictive modeling and proactive decision-making. For
instance, in environmental monitoring, smart dust could track
pollutants in real-time, enabling immediate action before con-
centrations reach harmful levels.
While the technological advancements in smart dust offer

immense promise, the economic feasibility of widespread de-
ployment remains a critical challenge. The cost of manufactur-
ing smart dust devices must be significantly reduced to enable
large-scale adoption, particularly in healthcare and environmen-
tal monitoring. Current fabrication processes, though advanc-
ing, are still expensive, especially when considering the need
for miniaturization and integration of advanced features like
wireless communication and energy harvesting. Traditional fab-
rication techniques such as lithography and micromachining,
though effective for prototype development, can be costly at scale.
To make smart dust a viable solution on a global scale, new fabri-
cation methods such as 3D printing, batch processing, and other
cost-effective manufacturing techniques must be further devel-
oped and optimized. Additionally, integrating energy-harvesting
technologies into the sensors will reduce the need for external
power sources,making the devicesmore self-sustaining and cost-
effective in the long run. Innovations like triboelectric and piezo-
electric energy harvesting could be key in reducing operational

costs, making these systems more feasible for large-scale de-
ployment. The widespread adoption of smart dust systems also
presents broader economic implications. In healthcare, for ex-
ample, the ability to continuously monitor patients using non-
invasive, real-time sensors could reduce the cost of routine check-
ups, early diagnosis, and chronic disease management. By en-
abling proactive rather than reactive healthcare, smart dust could
reduce hospital admissions and emergency treatments, leading
to significant cost savings across the healthcare system. Addi-
tionally, smart dust could enable the development of more per-
sonalized medicine, where treatments are tailored to real-time
data, improving efficacy and reducing unnecessary interventions.
In environmental monitoring, the ability to deploy smart dust
networks to monitor pollution and track environmental condi-
tions could revolutionize how we manage resources, address cli-
mate change, and prevent environmental disasters. Smart dust
systems could enable real-time, localized monitoring of air and
water quality, allowing for faster responses to pollution events
andmore efficient regulation of environmental policies. The eco-
nomic benefits of such systems could include reduced healthcare
costs associated with pollution, more efficient resource alloca-
tion, and better-informed policy decisions.
While the potential benefits of smart dust are clear, there are

also societal considerations that must be addressed as these tech-
nologies develop. Cost-effectiveness is not just a concern forman-
ufacturers but also for ensuring equitable access to these tech-
nologies across different regions and populations. For smart dust
to be truly transformative, it must be accessible to both developed
and developing economies. Reducing costs through advances in
manufacturing and energy efficiency is crucial to ensuring that
the benefits of smart dust can be realized globally. Moreover, the
widespread use of smart dust in healthcare and environmental
monitoring raises privacy and ethical concerns. Continuous, real-
time data collection has the potential to create privacy issues,
particularly in healthcare, where sensitive health data could be
transmitted without appropriate safeguards. Ensuring that data
is encrypted, anonymized, and used responsibly will be critical
to maintaining public trust and ensuring the technology is used
ethically. Additionally, the societal impact of smart dust must
be considered in terms of employment and industry disruption.
As smart dust systems become more autonomous, they could
reduce the need for traditional monitoring and data collection
jobs. Addressing these challenges through reskilling programs
and new economic models will be essential to ensuring that the
transition to a smart dust-enabled future benefits all members of
society.
By overcoming the technological, economic, and societal chal-

lenges ahead, smart dust has the potential to reshape the way
we interact with and monitor our environments. The combina-
tion of highly sensitive sensors, wireless communication, and
AI-powered analysis will allow for dynamic, spatiotemporal map-
ping that enables real-time, predictive monitoring of both envi-
ronmental and health-related parameters. The vision for the fu-
ture of smart dust is one where these systems are seamlessly in-
tegrated into everyday life, providing a constant stream of data
that improves decision-making, enhances safety, and drives ef-
ficiency across industries. From healthcare to environmental
management, the advancements in smart dust will enable a
world where proactive responses replace reactive actions, where
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pollution is tracked in real-time, and where personalized
medicine becomes the standard. By addressing the cost chal-
lenges and ensuring that smart dust systems are accessible, sus-
tainable, and ethically deployed, we can move toward a future
where these systems are not just a technological innovation but
a critical tool in safeguarding public health, improving quality of
life, and protecting our environment.
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[92] M.-A. Nalepa, D. Panáček, I. Dědek, P. Jakubec, V. Kupka, V. Hrubý,

M. Petr, M. Otyepka, Biosens. Bioelectron. 2024, 256, 116277.
[93] N. Kazanskiy, S. Khonina, M. A. Butt, A. Kaźmierczak, R.
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