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A B S T R A C T

Deoxyribonucleic acid (DNA) is increasingly emerging as a serious medium for long-term archival data storage
because of its remarkable high-capacity, high-storage-density characteristics and its lasting ability to store data for
thousands of years. Various encoding algorithms are generally required to store digital information in DNA and to
maintain data integrity. Indeed, since DNA is the information carrier, its performance under different processing
and storage conditions significantly impacts the capabilities of the data storage system. Therefore, the design of a
DNA storage system must meet specific design considerations to be less error-prone, robust and reliable. In this
work, we summarize the general processes and technologies employed when using synthetic DNA as a storage
medium. We also share the design considerations for sustainable engineering to include viability. We expect this
work to provide insight into how sustainable design can be used to develop an efficient and robust synthetic DNA-
based storage system for long-term archiving.
1. Introduction

The digital data generated in modern society is rapidly increasing [1].
Various conventional storage technologies have been developed,
including those based on magnetic, optical, and solid-state devices (e.g.,
tape, Blu-ray disc, flash memory), respectively [2]. Tape technology,
primarily used for long-term archiving, has seen significant improve-
ments in density, with tape memories reaching 330 terabytes [3].
However, the sheer volume of data stored on these devices will soon
exceed the amount of daily data in modern society. It is estimated that
three quarters of humanity will be connected and that the amount of data
generated will reach 5000 zettabytes ð� 1024Þ by 2040 [4]. Storing
zettabytes of data requires the use of significant physical space. However,
storage density is only one feature of long-term archiving: long-term costs
and durability are critical. The retention time of most storage media is
short. For example, magnetic tapes have a retention time of about 10–30
years. In addition, physical data centers for centralized storage are
constantly being built, although this storage is a large consumer of
electricity and requires significant cooling. Although the technologies
used in traditional storage media have advanced rapidly, current storage
media are all approaching their density limits. Consequently, there is a
growing need for storage media with significantly improved information
density, durability and energy costs.
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1.1. DNA as an alternative storage medium

New alternative methods of data storage, such as molecular or atomic
media, have been considered sustainable because they increase storage
capacity, reduce energy cost, and increase durability [2]. As shown in
Fig. 1, data storage using synthetic DNAhas received a lot of attention and
is considered a sustainable alternative and storagemedium [5–10]. As the
carrier of genetic information in our cells and,more generally, of life aswe
know it, the DNA molecule has evolved as a natural storage medium for
genetic information and serves as a model for biological life. Synthetic
DNA has been used to store digital information in a panoply of ways.
Thanks to modern advances in biological techniques, synthetic DNA can
be amplified, edited, and synthesized de novo outside of living cells.
Indeed, digital data is encoded as a synthesized oligonucleotide,which is a
polynucleotide with relatively small number of nucleotides. This qualifies
as in vitro DNA data storage. These oligonucleotides can be stored in
capsules under a protective atmosphere or embedded in a protective
material to further improve its storage potential. While the large majority
of research efforts focuses on in vitro storage, DNA-related operations
within living cells (in vivo) are gaining traction. This corresponds to
inserting syntheticDNA into the plasmidof living cells bymeans of genetic
engineering [11,12]. In vivo storage has been experimentally demon-
strated for either watermarking [13], or only small amounts of data [14].
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Fig. 1. Evolution of the amount of data stored in DNA. The fitted line shows the trend in data size from related work.
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1.2. Advantages of DNA-based data storage

Hyper Dense - Thanks to its exceptional information density reaching
up to 455 exabytes per gram (EB g�1), synthetic DNA is an attractive
alternative to conventional data storage media [10]. This value is about
six orders of magnitude higher than the best conventional storage me-
dium, i.e., magnetic tape [2,15–17].

Ultra-persistent - In terms of longevity, DNA can last about ten thou-
sand times longer than traditional storage media. These aspects charac-
terize DNA as a medium with high technical feasibility and economic
viability. For example, DNA molecules of more than 560,000 years were
recovered and analyzed from ancient samples [18]. Although storing
DNA at room temperature does not involve any resource consumption, it
reduces longevity. In realistic scenarios, such as long-term data
archiving, synthetic DNA must be stored at moderately low temperatures
to balance its protection and the energy costs of maintaining it. Using
synthetic DNA as a storage medium is a sustainable solution.

Massive redundancy - Indeed, DNA is naturally replicated in cells
before they divide, making the copying or replication of DNA a fast and
inexpensive process. In parallel, replication can also be achieved in vitro
by the Polymerase Chain Reaction (PCR). Thanks to this method, a huge
replica of DNA can be prepared with high precision from a single copy
[19,20].

Many research efforts as summarized in Table 1 have addressed the
Table 1
Summary of notable related work for synthetic DNA-based data storage. The tab
alphabet includes binary or alphanumeric encoding. The storage refers to the mechanis
Sequencing technologies include Illumina's technology based on the sequencing by s
refers to related work with codes that are able to detect and correct errors. The informa
a nucleotide (nt). This binary information totals the data payload and the additional se
silica beads and ** an organism (in vivo).

Related Work Writing (encoding alphabet) Sequencing Technolog

Organick et al. [0, 1] SBS
Appusawamy et al. [0, 1] SBS
Organick et al. [0, 1] SBS/Nanopore
Blawat et al. [0, 1] SBS
Erlich and Zielinski [0, 1] SBS
Goldman et al. [0, 1] SBS
Church et al. [0, 1] SBS
Bornholt et al. [0, 1] SBS
Grass et al.* [0, 1] SBS
Yadzi et al. [0, 1] Nanopore
Clelland et al. [A-Z, a-z, !] SBS
Davis** [0, 1] –

2

encoding of digital information in synthetic DNA [8,9,21,22]. Because
the process of storing information is not entirely error-free, several
design considerations are necessary for the reliable design of storage
systems based on synthetic DNA. Indeed, errors may be introduced at
various steps, such as DNA synthesis or sequencing. For example, the
coverage of oligonucleotide (oligo) sequencing has been shown to be
uneven, and in turn, resulting in the need for modern error-correcting
codes (ECCs) capable of handling sequence read errors [22–25]. Cur-
rent methods that employ synthetic DNA as a storage medium typically
require hundreds or thousands of sequencing reads for each sequence to
capture under-represented sequences. As a result, this particular in-
efficiency often stems from the lack of clear design considerations that
ought to be adopted for synthetic DNA. Besides, the physicochemical
properties of synthetic DNA affect its longevity and usage as a storage
medium. As a matter of fact, the synthesized oligos do behave differently
under various environmental and storage conditions [26]. This leads to
considering these conditions as a design factor that can provide better
solutions for encoding methods and physical storage device design.
Additionally, as different types of digital information are employed, it is
essential to consider their respective domain specifications. In the
example of image data, the engineered solutions should consider the
image size, the image type, etc [27,28]. To accommodate the growing
need for efficient data storage approaches, encoding methods capable of
error correction continue to be developed. Indeed, several ECCs have
le is presented in descending order based on the size of stored data. The encoding
m used for storing the DNA, either in an organism, buffer solution, or silica beads.
ynthesis (SBS) principle, and ONT's nanopore technology. The Error Correction
tion density refers to the average number of binary information (bits) encoded in
quences for index, error correction, and primers. The synthetic DNA is stored in *

y Error Correction Data Size Information density (bits/nt)

1 150 GB 0.003
1 400 MB 1
1 200.2 MB 0.81
1 22 MB 0.89
1 2.15 MB 1.18
1 739 kB 0.19
0 650 kB 0.60
0 150 kB 0.57
1 80 kB 0.86
0 3 kB 1.72
0 4.625 B 1.27
0 1.125 B 1.25
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been proposed and adopted, yet it is not easy to compare the overall
performance of these ECCs due to different software architectures and
varying evaluation metrics. Therefore, choosing suitable codes sets forth
new challenges for the development of adapted and robust DNA data
storage systems. Although major breakthroughs continue to be made to
optimize the storage of digital information in synthetic DNA, different
processing steps significantly impact the capabilities of this molecular
storage medium. Additionally, it is also clear that there is currently no
single effort capable of addressing all problems associated with synthetic
DNA storage as different processing steps will fulfill different applica-
tions. In this context, there is a pressing need to achieve sustainable
synthetic DNA storage solutions. Indeed, clear design considerations for
usage and standardization with respect to the structure, synthesis, as-
sembly, and evaluation performance will offer fresh perspectives and
directions.

Furthermore, in the future, sustainable data storage using synthetic
DNA should meet methodological requirements at multiple levels. Sus-
tainability using synthetic DNA as a storage medium can be achieved at
synthesis and storage. In the latter, and compared to conventional data
storage media, synthetic DNA does not require continuous energy, nor
does it produce large amounts of carbon dioxide emissions. This makes
using synthetic DNA as a storage medium bearable for the environment
and economically viable. This puts synthetic DNA in a category of its
own, meaning a green data storage medium. Therefore, in this review, we
discuss in detail the design considerations and their importance for each
processing step. We also present aspects of information theory that we
consider as evaluation metrics that can be taken into account for the
efficient and robust design of a synthetic DNA-based storage system for
long-term archiving.

2. Overview Process of a synthetic DNA-based storage system

The technological process of a synthetic DNA-based storage system
consists of several steps: encoding, synthesizing the short DNA molecules
or oligos, storing, reading the oligos, and decoding them into the original
data. Operations such as modification, amplification, or destruction of
Fig. 2. Overview Process of a synthetic DNA-based storage system. Digital files are
additional DNA sequences including index, error correction, and primer for DNA am
enzymatically. Synthetic DNA from chemical or enzymatic synthesis processes is us
plementary strand is enzymatically synthesized, generating double-stranded DNA bef
the pool is enabled by PCR. The obtained oligos are sequences using a DNA sequen
nary data.
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the oligos can be associated with these processes. An overview of this
process is illustrated in Fig. 2 and is described below. All figures created
within this manuscript are print-friendly [29].

2.1. Encoding

The DNA molecule is made up of four different nucleotides: adenine
(A), thymine (T), cytosine (C) and guanine (G). Compared to traditional
storage media, the concept of storing data in DNA requires a specific
arrangement of these nucleotides while following biological and tech-
nical constraints. The general idea is to transfer a binary sequence of
information, that is to say a sequence of 1s and 0s, into quaternary DNA
base sequences. Still, current DNA synthesis technology is limited to short
DNA molecules or oligos with a high degree of precision. Typically, the
binary source data is broken down into fragments and transferred into
oligos of about 300 nucleotides in length. For accurate data recovery,
strategies based on adding an addressable index to each fragment or
storing overlapping fragments in different oligos are frequently used [9].
Such strategies have proven to be practical for large-scale storage. In
addition, error detection and correction algorithms, such as the Fountain
[22] or Reed-Solomon (RS) [25] codes, are typically applied to handle
errors in subsequent processes, for example DNA synthesis and
sequencing. Once the process of encoding digital information in DNA is
completed, the DNA fragments are synthesized.

2.2. DNA synthesis

DNA synthesis enables the writing of relatively short nucleic acid
fragments with a defined sequence of nucleotides. This process results in
oligos and is based on two synthesis methods: chemical or enzymatic.
Chemical synthesis relies on phosphoramidite chemistry methods [30,
31] and is usually performed using either traditional column-based
synthesis or array-based synthesis. It involves adding successive nucle-
otides to the end of the synthetic DNA. The added nucleotide has a ter-
minal group (e.g., dimethoxtrityl group) that blocks the addition of a
second nucleotide. Then, the excess free nucleotide is removed by
converted into binary data. The binary data is encoded into DNA sequences,
plification are also appended to the oligos. Oligos are synthesized chemically or
ually single-stranded. It is often stored in the single-stranded step, or the com-
ore storage. The selective extraction or amplification of the suitable oligos from
cer. Then the obtained oligo sequences are decoded to obtain the original bi-
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washing, and the protective group is then removed under a chemical
reaction. The following nucleotides are added one after the other in
repeated cycles. In contrast, enzymatic synthesis was invented in the
early 2010s and relied on the unique role of the DNA Polymerase which is
present in immune cells, namely the Terminal deoxynucleotidyl Trans-
ferase. Compared to the chemical method, the enzymatic method has
attracted much interest because of its advantages in speed, efficiency,
and costs [32,33]. It was quickly developed and conceived as a
convincing candidate for DNA synthesis. Although initial efforts result in
high error rates, it is today becoming a commercially attractive solution
with error rates of 0.7% (DNA Script Syntax Enzymatic DNA Synthesis
technology). In order to maximize the use of the synthesized oligos,
additional quality control efforts were explored. These efforts are aimed
at reducing the error rate and improving the purification methods. High
Pressure Liquid Chromatography (HPLC) or Polyacrylamide Gel Elc-
trophoresis (PAGE) methods are used to eliminate the vast majority of
synthesis errors. Although promising approaches are under development,
these methods are currently inadequate for complex oligos libraries.
Advanced approaches based on simultaneous purification [34]and puri-
fication by synthesis and selection [35] have been investigated to
improve DNA purification.

2.3. Storage

Once synthesized, the synthetic DNA is stored by using either a
chemical or a physical method. The synthesized DNA is encapsulated in
silica nanobeads in the chemical storage system, then referenced and
distributed in microplates or microtiter plates. Before being read, the
DNA stored in the nanobeads must be extracted by a chemical reagent
that can preserve the synthetic DNA while dissolving the silica [36]. The
physical method uses stainless steel storage capsules on the outside and
glass on the inside, the size of a button cell [11]. Although an inert gas
usually surrounds the capsule to protect it, it is not exclusive to the
physical method. Moreover, light, water, and oxygen have a deleterious
effect that causes chemical reactions responsible for breaks and muta-
tions in synthetic DNA, making the information content of the oligonu-
cleotide difficult to decipher. However, proper storage conditions
combined with an appropriate storage method promise an exceptional
lifespan of up to thousands of years for synthetic DNA.

2.4. Retrieval

To selectively transcribe the data stored onto the synthetic DNA,
specific DNA fragments from the corresponding oligonucleotide pool
must be physically extracted and assembled. This process is similar to
random access in conventional digital storage media. However, locating
specific DNA fragments of the desired data is difficult in molecular
storage due to the lack of physical organization in a given pool or sample.
To retrieve the data, different approaches based on DNA extraction or
selective PCR amplification of the required synthetic DNA sample using a
specific primer are often used during the retrieval process [24]. Other
random access approaches based on microarray [37], immobilization of
DNA molecules [38], digital microfluidic droplets [39], and DNA bar-
coded silica beads [40] have been explored to improve and enable
random access.

2.5. DNA sequencing and decoding

After storing information for a certain time, sequencing technologies
are used to read the corresponding sequence used for storage. Indeed
DNA sequencing consists of determining the DNA sequence from the
selected sample. In the case of synthetic DNA, the selected sample is a set
of oligonucleotides (oligos). Sequencing of the oligos is carried out by the
sequencer and produces a set of reads [41]. Thanks to high-throughput
sequencing technology, the sequencer infers the sequence of base pairs
for all or part of a single DNA fragment. This corresponds to reading a
4

large volume of oligos or oligonucleotidic fragments. Then, these reads
are decoded to extract the original information using decoding
algorithms.

3. Considerations to advance synthetic DNA-based storage
systems

The use of synthetic DNA as a storage medium requires a number of
design considerations that determine its viability. This section discusses
the various considerations for encoding, storage, sequencing, error
correction, and evaluation metrics.

3.1. Considerations for encoding

One of the crucial steps of digital information storage in synthetic
DNA is to assign binary values to the four nucleotides A, T, G, and C. It
involves encoding these nucleotides into DNA strands with a specific
sequence, where each sub-sequence of four nucleotides represents a byte.
DNA synthesis is time-consuming and the most expensive part of the
synthetic DNA-based storage process [42]. As previously mentioned,
current DNA synthesis relies on chemical or enzymatic methods. How-
ever, while enzymatic synthesis is still gaining ground, the chemical
method using traditional column-based or array-based synthesis is well
established. Column-based synthesis is performed in columns and allows
the addition of a single nucleotide to the column at a time until hundreds
of nucleotides are obtained. To produce many DNA strands, array-based
synthesis is generally favored over column-based synthesis thanks to its
high throughput and low cost. In array-based synthesis, rather than
synthesizing a single molecule, a diverse group of nucleotides with
different sequences are synthesized in parallel. In addition, it is chal-
lenging to synthesize longer oligos [43,44]. Chemical synthesis of DNA is
limited to about 300 nucleotides as its upper limit, and this results in a
low yield and synthetic errors [45,46], whichmay impair the encoding of
large amounts of data in a single sequence.

To achieve high information density and address errors obtained from
DNA synthesis, researchers proposed varying combinations of conven-
tional and composite bases to improve the existing encoding strategies
[47,48]. Choi et al. used an alphabet of 11 additional composite bases to
encode files of 854 kilobytes (KB), which significantly shortened the
length of the DNA and resulted in a dramatic jump in theoretical infor-
mation density to 3.9 bits per character (log215 � 3.9 bits) [47].
Furthermore, Anvay et al. designed a new nucleotide alphabet which
contains both the four basic nucleotides and composite nucleotides [48].
In addition to the four base nucleotides, the composite bases M (50% Gþ
50% T) and K (50% A þ 50% C) were used to encode a 2.12 Megabyte
(MB) file. In this way, the storage density was improved by 24%
compared to Erlich's earlier work [22]. The composite base design could
store more data in a given length, but it requires more DNA copies and
greater sequencing depth to read the data. It is important to note, in
addition to conventional and composite bases, unconventional bases play
an important role and offer additional solutions. Unlike composite bases
where a nucleotide may be a combination of two natural nucleotides, the
unconventional bases are chemically different from the natural nucleo-
tides. These different solutions resulted in an encoding with increased
alphabet size for data storage. In one effort, this has been achieved by
introducing synthetic orthogonal nucleotide pairs [49,50]. In another
effort, Hoshika et al. synthesized eight new nucleotides (S, B, J, V, K, X, Z,
and P) by modifying the chemical groups of natural nucleotides. While
the aim is to increase the encoding alphabet size, it is essential to avoid
specific constraints related to the physicochemical DNA characteristics,
which in turn may compromise its ability as a storage medium [49].

To further increase information density, Chaput et al. synthesized
new nucleotides by artificially modifying their sugars. The unconven-
tional nucleotides called Xeno-nucleic acids (XNA) were designed to
avoid hybridizing with natural DNA while being incorporated by a living
organism [50]. Although such nucleotides have been deliberately
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modified for different applications, their adoption for synthetic DNA
storage could improve the information density of synthetic DNA without
interacting with and contaminating the DNA of the host organism.
However, an important limiting factor concerns sequencing technologies,
which encounter problems reading them.

3.2. Considerations for storage and access

The primary application of synthetic DNA-based storage systems is
long-term archiving designed to preserve digital information over many
decades and potentially centuries. Current applications with the goal of
archiving information are limited by the high costs of synthesizing and
sequencing DNA. However, such costs can be justified if they are incurred
infrequently and subsidized on a long-term basis [51]. To optimize
storage conditions, an important criterion is the long-term stability of
synthetic DNA. A contrast can be made with naturally occurring DNA.
Indeed, ancient DNAwas found in fossilized bones buried in cool, dry soil
and dated over 500,000 years old [52]. This finding is used as evidence of
the long-term stability of DNA molecules [53,54]. However, estimates of
the stability of DNA from biological samples may be considered too
optimistic for synthetic DNA-based storage systems. While ancient DNA
can be recovered from fossils, extensive degradation of a sample leads to
detecting only the most abundant DNA molecules (mitochondrial). This
fact is reflected in the estimated half-life of an ancient DNA found in
fossils and approximated at � 500 years. This estimate corresponds to a
fragmentation rate (k) of 5.5� 10�6 per nucleotide and per year for a 242
nucleotide mitochondrial DNA sequence [55]. Therefore, it is a sub-
stantially lower estimate compared to the 500,000 years needed to
recover any viable genetic material. In the specific context of long-term
archival storage, the percentage of the data that can be recovered de-
pends on the amount of physical redundancy and the encoding method. It
is important to note that fossilized DNA data suggests stability of a few
hundred years.

To increase the synthetic DNA stability, its design can be fine tuned
using highly controlled materials and environmental conditions. While
the stability of biological samples is in general limited, several ap-
proaches have been inspired by fossilized DNA. Many have been pro-
posed, most involving dehydration to reduce hydrolysis of the phosphate
backbone [56]. We detail below three potential solutions that improve
the stability of synthetic DNA. First, synthetic DNA was stored in
biopolymer storage arrays, such as the commercial product DNA Stable,
was adsorbed onto Flinders Technology Associate (FTA) filter cards and
then incorporated into silk arrays or stored as a lyophilized powder [53,
57]. Second, the synthetic DNA is stabilized by the adsorbing the DNA
molecule onto a matrix. For example, a sensitivity analysis at increasing
temperatures and over a period of 40 days, from 25, to 37, to 45 �C,
resulted in the recovery of 80% of the DNA that was embedded in silk
[58]. When unprotected, the recovery dropped to only 20%. Synthetic
DNA stored in silk was also protected against UV radiation. Third and
last, salts have been shown to offer another viable solution and mitigate
special conditions such as high light and humidity. Salts have stabilizing
effects for dehydrated DNA and are known to particularly maintain high
DNA loading (DNA mass/total mass of the storage system) while keeping
it relatively accessible [59]. Of the many different approaches that have
been tested, the main one consistently demonstrates that the highest
stability is achieved using the encapsulation technique. It consists of
encapsulating the synthetic DNA in an inorganic matrix comprising iron
oxide, silica, or both. Many research efforts have found that encapsula-
tion can significantly improve the stability of DNA [25,36,60,61]. For
example, Grass et al. estimated that encapsulating in silica particles could
preserve DNA for 20–90 years at room temperature, 2000 years at 9.4 �C,
and over 2 million years at �18 �C [25,36]. Puddu et al. directly
compared the stability of encapsulated DNA to that of un-encapsulated
DNA for 30 min at 100 �C [62]. In this case, estimates obtained by
aging models have projected that 80% of the encapsulated DNA may be
recovered when the synthetic DNA is protected. On the contrary, and
5

when unprotected, only 0.05% of the synthetic DNA survived. DNA
encapsulation is currently feasible and is a suitable method for long-term
storage, giving the synthetic DNA-based storage system relatively high
robustness and high information density. A research effort has investi-
gated accelerated aging of various oligonucleotidic populations which
encode digital data. It provided evidence of not only the half-lives, but
also evidence of a complete file recovery [25]. The intersection of related
work shows that the amount of physical redundancy introduced and the
density sacrificed to enable degradation-tolerant encodings have both
enabled long-term data storage using the DNA molecule. This work dis-
cusses considerations of storage based on a long-term application.
However, the storage of DNA ranges from long-term archival storage to
frequent and dynamic access of storage. Matange et al. provides an
extensive review on the different storage formats. For example, storing
DNA in aqueous solution for the purpose of frequent access of storage
(i.e., access storage multiple times per year) [26]. The main advantage of
storing DNA in an aqueous solution is the ease of retrieving information
by random access. Polymerase chain reaction is the most widely used
method for random access in synthetic DNA storage systems and is
scalable with some modifications [63]. Random access is achieved by
using a specific PCR primer to amplify and select the DNA sequence that
can then be sequenced and decoded. Evolutionary methods for random
access have been developed recently, such as the use of biotin-labeled
primers for selection [64], or replacing the use of PCR amplification
with biotin enrichment for selection [65].

3.3. Considerations for sequencing

Reading the information stored in synthetic DNA begins with DNA
sequencing. Errors occur in DNA sequencing due to high GC content and
long repeated bases (i.e., homopolymers). Indeed, the insertion and
deletion error probability increases considerably for homopolymers with
more than six repeated nucleotides. This mostly occurs for poly-
nucleotidic sequences with G (polyG) because they lead to a greater
representation of G's forming guanine tetraplex structures of high ther-
mal stability but high instability for sequencing [66]. Moreover, the
sequencing coverage of DNA strands with GC content of <20% or >75%
is considered much lower with conventional sequencing methods [67].

DNA sequencing has favorable characteristics and has significantly
increased read lengths and read speed. For example, the read length of
Oxford Nanopore Technologies (ONT) can reach a thousand base pairs
(bps) or more, which is several orders of magnitude larger than what can
be achieved using NGS. This advantage has led to the development of
new strategies for encoding data in synthetic DNA. For instance, Chen
et al. attached short DNA hairpins to double-stranded DNA with different
stem lengths. When this structured DNA passes the nanopore, the hair-
pins block the nanopore and cause the secondary current to decrease with
the length of the hairpin. Thus, they represented 8 and 16 bps as ‘00 and
‘1’ bits, respectively. After optimization, 56 bits of data were encoded in a
DNA strand of 7228 nucleotides [68]. In the example of ONT, current
nanopore fluctuations, noises, nanopore defects, and uncontrolled speeds
can also affect the outcome of the sequencing. Such occurrences may lead
to the subsequent addition of the wrong nucleotide. Substantial error
correction is highly necessary to improve the accuracy of the application
of DNA as a storage medium. Therefore, the DNA strands in the storage
device should contain an appropriate level of data redundancy to
compensate for losses and eliminate errors that occur during DNA
sequencing.

3.4. Considerations for error correction

Error correction is one of the integral functions of the data encoding
and decoding stages. Both DNA synthesis and sequencing are error-
prone. These errors arise due to strand breaks or losses and as a result
of insertions, deletions and substitutions within strands. It should also be
noted that homopolymers or high GC content can lead to low synthesis
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yields and sequencing difficulties. Such biological constraints should be
carefully considered and avoided when designing ECCs for synthetic
DNA-based storage systems. Synthetic DNA as a storage medium exploits
ECCs that are able of detect and correct errors. Adding ECCs in the
encoded information is essential for error-free recovery of information. In
addition, because DNA synthesis is expensive, an encoding scheme is
needed to associate as many bits as possible with a nucleotide. An
important aspect to consider is information density, which measures the
number of bits (information) that can be stored per nucleotide (b/nt).
Various factors affect the information density. For example, adding extra
information to the oligos (payload) that contain the original data, results
in an overall decrease in information density. Therefore, the information
density is highly dependent on the properties of the encoding scheme and
should be taken into consideration.

Many efforts have been put into developing error-correcting codes
(ECC) that use high data redundancy to achieve an error-tolerant storage
system [23–25,69]. Data redundancy can be divided into two types:
logical redundancy or physical redundancy. Physical redundancy is the
existence of many copies of oligos encoding the same information and is
not considered adequate to remove all potential errors in DNA storage.
To improve robustness and efficiency, logical redundancy is preferred. It
comes from adding extra information to the oligos (payload) that con-
tains the original data. This extra information includes: short DNA or
oligos used to amplify the files by PCR, an index sequence indicating the
relative position of the data, and a piece of sequence for error correction.
This combination can ensure the reliability of the stored data. This
additional information is linked to the payload to form a complete DNA
fragment in the storage.

The encoding from Church et al. is the first to store relatively large
amounts of information (5.27 megabit). It is important to note that the
goal is for long term archiving of data. This encoding uses one nucleotide
to encode one bit (i.e A or C ¼ 0 and G or T ¼ 1), thus it is possible to
encode the same information as different sequences. The choice of
whether a zero encodes A or C (or one encodes G or T) is randomly made
unless a homopolymer of length four needs to be avoided. The
randomness also ensures a relatively balanced GC content. To address
Fig. 3. Error correction methods for synthetic DNA-based storage systems. (A) Huff
dancy to prevent error and data loss. (B) Code based on exclusive-or operation wher
Reed-Solomon codes were added to the original information in orthogonal directions
restores the original information after obtaining a sufficient number of packets. An
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error correction, each sequence is synthesized many times to enable easy
identification of errors by comparing multiple sequences through a
consensus. One drawback of the encoding is the lack of ECC. The
encoding found a total of 22 errors (mostly caused by homopolymers) in
the sequencing results even with abundant physical redundancy, indi-
cating that a more robust technique is needed [8]. This encoding re-
ported a theoretical information density of 1 b/nt. However, the
redundancy and use of no ECCs also adversely affected the information
density.

To increase fidelity during data retrieval, several error-correction
methods that add redundancy have been proposed. Many propose prac-
tical improvements that serve as a basis for better encoding schemes. The
latter are illustrated in Fig. 3 and feature Hamming codes [70], Huffman
codes [71], logical exclusive-or (XOR) operation [24], Reed-Solomon
(RS) codes [72,73], and fountain codes [74,75].

Goldman et al. encoded digital information of 739 kilobytes. The
encoding used Huffman codes to transform each base into a ternary digit
such that it is different from previous base to avoid homopolymers. This
results to long sequence been partitioned into short DNA oligo of 100 bp
in length, the first 75 bp overlaps with the previous oligo and the last 75
bp overlaps with the next oligo, resulting in a fourfold redundancy where
every 25 nucleotide sequence will be present in the four DNA segment
(Fig. 3A). The fourfold redundancy allows effective error correction as
any error from synthesis or sequencing can be corrected by comparing
multiple sequences through a consensus [9]. The encoding scheme
cannot prevent abnormal GC content and only uses simple checksum
coding to detect an error. The information density of this encoding de-
pends on the encoded data.

Bornholt et al. introduced the concept of random-access to synthetic
DNA storage system. While the goal is still long-term archival of infor-
mation, the major contribution of this work was the introduction of
random-access which enables a new level of efficiency. DNA is stored in a
single pool and requires the sequencing of the whole pool to retrieve just
to retrieve a subset of the data. Storing different data subset in separate
pool is too big of a trade-off regarding density. To enable the retrieval of
different data subsets, Bornholt et al. reported a solution that attach
man codes based on overlapping DNA fragments, resulting in a fourfold redun-
e any two out of the three oligos can recover the original information. (C) Two
alongside the indices. (D) Fountain codes groups data into ‘resource packets’ and
additional screening step was added to exclude unqualified fragments.
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different PCR primers to each sequence for individual retrieval. To
encode information, the data is split into blocks which includes the
following: PCR primers, an oligo payload (containing actual data), 2
sense nucleotides and an address to identify its position in the original
data. The encoding of information still relies on Huffman code where
each base transformed to ternary digit based on the previous based to
avoid homopolymers. Bornholt et al. reported an encoding scheme
inspired by Goldman's encoding using an XOR operation to yield
redundancy [24]. The encoding uses two original oligos to generate a
new oligo through an XOR operation so that any two out of the three DNA
fragments can recover the original data (Fig. 3B). This encoding reduced
the redundancy of the original data from 4-fold to half, therefore
providing an efficient means in terms of information density when
compared to Goldman encoding.

With an emphasis on error detection and correction, RS coding, which
is widely used in the field of information communication [76] to encode
information, has been applied for the first time to DNA-based synthetic
storage. Grass et al. presented a new encoding that focuses on embedding
DNA in silica and simulating DNA aging for archival purposes. The
encoding uses RS codes generated on the Galois field (GF) for error
correction [25]. In general, two sets of RS codes, namely the “inner code”
and the “outer code”, respectively, have been added to map the infor-
mation symbols to orthogonal directions (Fig. 3C). The outer code is also
mapped onto the indices. Homopolymers and in-balanced GC content
were avoided by using a GF code wheel. During decoding, the inner code
is decoded first, followed by the outer code. As a result of this work, the
inner code corrected 0.7 errors per sequence, and the outer code corrects
the total loss of 0.7%. Furthermore, even with the aging simulation ob-
tained by keeping the DNA at high temperature, no errors were found
during the information retrieval. Therefore, this shows that the method,
even under these conditions, can recover the information without errors.
This method significantly improved the encoding efficiency and cor-
rected single errors and error bursts such as sequence degradation. In
another work, Blawat et al. developed an ECC based on the RS codes for
storing data in DNA [69]. Notably, each byte (8 bits) of the original data
was converted into a sequence of five nucleotides. Two other criteria
were applied to prevent homopolymers: the first three nucleotides should
not be the same, and the last two nucleotides should not be the same. This
improvement proved the viability of the forward error correction code. In
addition to needing random access in synthetic DNA-based storage,
Organick et al. reported another ECC based on RS codes that allows
random access and recovery of target files in a large-scale system. In this
instance, unique PCR primers are assigned to individual files after
rigorous screening, which allows random access to the target file(s) [21],
thereby setting a new milestone for the possibility of storing large
amounts of data in DNA.

Erlich et al. relied on fountain codes and used the Luby Transform
code, which resulted in a rateless erasure code [22]. The main concept is
to group the signal sources into smaller sets, namely, resource packets.
After receiving a sufficient number of packets, the original information
can be successfully restored (Fig. 3D). Considering the limitations of
synthesis and sequencing, an additional screening step was added to
exclude sequences consisting of high GC content and homopolymers. The
main advantage of fountain code is its very low redundancy and the fact
that it can deal with errors based on deletions and insertions.

In synthetic DNA-based storage and retrieval, errors in the form of
substitution, insertion and deletion are indispensable. These errors occur
during the synthesis and sequencing processes. In this section, we have
discussed different encoding approaches to mitigate these errors. There is
always a trade-off between redundancy and information density.
Therefore, choosing the right encoding approach depends on the data
type and usage scenario. However, considering synthetic DNA-based
storage only for long-term archiving as an application, there is a trade-
off between accuracy and redundancy. DNA fountain code appears to
be the only ECC in the synthetic DNA storage domain that can robustly
handle loss on retrieval.
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3.5. Considerations for evaluation metrics

A representation of information into DNA is focused on storage and
error-free retrieval of data encoded in the four DNA nucleotides. With the
rise of reasonably practical solutions that employ DNA as a storage me-
dium, information-theoretic aspects are now considered. That is to say, a
synthetic DNA molecule conceptually corresponds to an information
channel. Additional research on information encoding into the DNA
provides sufficient knowledge and techniques for identifying and
comparing multiple encoding schemes based on a single attribute. This
fact has been explored for capacity analysis where the Shannon capacity
has been considered as a metric. It helps establish the upper limit on the
amount of information that can be reliably stored in DNA under a given
error rate [77,78].

This concept leads to considering the essential function of coding
theory for the transmission of information from one source to another
over a given channel. In turn, to model and evaluate the properties of one
or more channels and their suitability to a specific ECCs, such concepts
are needed [79]. A particular focus is directed to the impact of insertions,
deletions, and substitution errors which affect, if not impair, the whole
data storage process [80,81]. Furthermore, different distance measures
in information theory have been used to design ECCs for the DNA storage
channel. These evaluation metrics comprise: the Hamming distance [82,
83], the Levenshtein distance [84], and the Damerau-Levenshtein dis-
tance [85].

The major advantage of these codes is the ability to detect and correct
a limited number of errors. Moreover, they guarantee a constant mini-
mum distance. For example, Bystrykh et al. proposed to adapt the
Hamming binary code to the DNA quaternary metric [86], thus preser-
ving the minimum distance and the ability to correct individual errors at
the DNA level. In addition, Song et al. introduced a new metric namely
the sequence-subset distance which generalizes the Hamming distance to
a distance function defined between any two sets of unordered vectors. It
establishes a unified framework for the design ECCs for DNA storage
channel [87]. These studies show that the error-correcting ability of such
codes is entirely determined by their minimum distance. However, codes
designed around the Hamming distance are capable of correcting only
substitution errors. As indicated above, insertions and deletions (indels)
might be a continuous problem for synthetic DNA-based storage channel.
Therefore it is very important to develop a coding scheme resistant to this
specific type of error. Buschmann et al. reported a code that follows ideas
from the Levenshtein code [84] specifically designed for the DNA context
which recovers errors in a DNA sequence [88].

Yet another concern is DNA degradation and its effects on evaluating
the encoding scheme. It arises due to DNA aging caused by exposure to
increased levels of radiation, humidity, or high temperatures. This
degradation results in a changed structures of the DNA sequence. That is
to say, if a sequence breaks in three positions, either the adjacent broken
sequences swap positions, or one or both sequences decay leading to a
bursty deletion. This motivated the study of codes based on the Damerau
distance. Besides integrating substitution, insertions, and deletions er-
rors, the Damerau distance accounts for adjacent transposition edits.
Gabrys et al. designed codes based on the Damerau distance for joint
block deletion and adjacent block transposition [89].

To optimize the information capacity, it is important to consider the
shared or mutual information between the inputs and outputs of the
channel. Mutual information is an important metric to determine infor-
mation capacity and should be maximized [76]. It measures the accuracy
with which the output of the channel, i.e. the reading of a DNA by
sequencing, represents the input of the channel or the preset DNA
sequence. However, the information can be distorted during the process
of writing and reading the DNA sequences, resulting in shifts between the
channel, which reduces the average mutual information during trans-
mission [90]. The impact of indels on the information storage is in much
greater magnitude than that of mismatches, as the loss or gain of
consecutive sequences may impair the whole DNA molecule. Indels in
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DNA storage are equivalent to “erasure channels” in information science.
Although error correction codes have different approaches to correct
information loss, the result is the most relevant. In this section, we have
discussed the concept of evaluation metrics for DNA storage. This
concept leads to considering the essential function of information theory
for the transmission of information from one source to another over a
given channel.

4. Challenges and future direction

Although DNA based storage has vast application prospects and
value, the DNA molecule can be considered as a green data storage.
Indeed, it has a theoretically higher density, lower electricity consump-
tion, and longer retention time than conventional storage media. Yet,
there remain many challenges to address before the broader use and
adoption of synthetic DNA for long-term archiving to become possible.
Future improvements depend on progress in all steps of the data storage
process, including data encoding, DNA synthesis, storage, data recovery,
DNA sequencing, and data decoding.

First, an important consideration is the physical storage and preser-
vation of the synthetic DNA molecules away from adverse factors. This
will ensure the long-term stability of the data storage. Although there has
been mounting evidence that recovery of ancient DNA, hundreds of
thousands of years old, is possible [55]. Indeed, DNA can degrade much
faster than that, but it depends on the conditions to which it is exposed.
For example, high humidity, high temperatures, and exposure to ultra-
violet light can contribute to its degradation [17,91].

To address this issue, various research efforts have proposed a variety
of methods to ensure the suitable conditions for DNA preservation [25,
91,92]. These methods range from chemical solutions including dehy-
dration or lyophilization, to additives or chemical encapsulation with
protecting materials such as silicon dioxide [25]. However, a major point
to such methods is that the preservation of DNA by encapsulation
effectively prevents direct access to the data files. For instance, DNA
encapsulated in silica cannot be directly amplified and retrieved by PCR
if it is not separated from the beads. Therefore, an optimal preservation
method ought to strike a balance between the long-term stability of the
device and access to the synthetic DNA carrier in which the data resides.

Second, error correction based on data redundancy is essential in
terms of coding schemes to ensure the correct recovery of data stored in
DNA oligonucleotides. In general, more data redundancy allows for
better correction of errors arising from DNA synthesis or sequencing.
However, more data redundancy also results in less amount of informa-
tion encoded in the DNA sequences. Therefore, there is a compromise
between error-correction capability and logical data density. Newly
discovered synthetically engineered nucleic acids could expand the
choice of bases for encoding and thus increasing the theoretical limit [49,
93]. Such nucleic acid candidates could help increase the coding effi-
ciency for DNA digital storage in the near future. Additionally, the per-
formance of ECC differs when applied in different coding schemes. This is
especially relevant at the decoding stages as it may be time-consuming
and computationally intensive. Another important aspect of future
encoding is constrained encoding. This involves designing codewords
that consider additional constraints different from the biological con-
straints and with the aim of improving storage stability or lowering
synthesis and sequencing errors. These additional new constraints are
based on minimum distance [94], chaos game representation [95], and
thermodynamic properties [96–98]. Therefore, the choice of the coding
scheme and the ECC should be systematically considered to achieve
coding efficiency and optimal error tolerance.

Third, it is most likely that the time used to read the data stored in
DNA sequences will continue to be high. However, as long as the
throughput of DNA synthesis and sequencing is high, synthetic DNA-
based storage can potentially replace traditional media for archiving
data. This is because long-term archive storage can tolerate a longer
access time and would benefit considerably from the lower energy costs
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of “at rest” data. The array-based DNA synthesis allows the parallel
synthesis of a large group of DNA molecules of different sequences. Thus
the consumption of reagents is lower than the column-based synthesis
method. Although advancements based on low-cost synthesis technolo-
gies have been made [45,99], it remains challenging to enhance the
synthesis scale to a competing level versus the scale of conventional
media in terms of encoded data. The advancement in this case likely
relies on improving the enzymatic synthesis, which may significantly
increase the length, speed and quality of DNA synthesis. Indeed, the in-
crease in length, speed and higher accuracy will reduce synthesis cost,
which is an important factor. This factor is currently limiting both the
widespread application and adoption of synthetic DNA-based storage,
and it is capping the limit of experimentally validated data storage using
synthetic DNA as a storage medium [2]. In addition, high-throughput
sequencing technology has made a notable advancement by signifi-
cantly reducing the cost and time of sequencing. However, the speed of
reading the data is still lower than that of conventional media. As of yet,
sequencing based on Oxford Nanopore technologies has been a prom-
ising technique to solve this problem. Yet many challenges hinder its
adoption for DNA-based storage. Hence, there is an urgent need for
further technical developments in DNA synthesis and sequencing to
reduce the cost of storing synthetic DNA to an acceptable level.

Fourth, physical libraries for DNA data storage need to provide a
pathway to full automation and scalability without substantial impact on
density. This research topic is still largely open. Many researchers are
committed to the realization of fully automated DNA information stor-
age. Recently, Takahashi et al. released the first demonstration of a fully
automated DNA-based storage system [100]. The automation of such
systems poses multiple challenges to enable their use in large-scale
archival systems. Such environments typically operate with minimal
human intervention. On the contrary, most synthetic DNA storage steps
rely on human participation (laboratory workers), excluding synthesis
and sequencing. Although there is still a long way to go, the automation
of information storage and reading is of great significance to the indus-
trialization of synthetic DNA storage.

Fifth and last, other exciting applications of DNA data storage can be
seen in the rise of DNA computing. It allows the parallelism of DNA
hybridization processes to implement general purpose computations
such as logic gates [101] and neural networks [102]. For example, re-
searchers have shown that hybridization reactions can form complex
cascades called DNA strand displacement [103], which allow for changes
in DNA topologies and thus computations. In other words, encoding in-
formation in the form of DNA topological modifications opens up new
computational possibilities.

5. Other directions in different knowledge domains

There exists a varied number of alternative storage media which have
been covered extensively [2]. We focus on plant science as a use case and
a point of discussion. Plants have been used in science, industry, and art
to store specific labeled sequences. In science, watermarking systems for
labeling DNA has been a common practice in yeast, plant, and even in
human genomes [104,105]. Indeed, DNA watermarking systems exist to
discriminate natural occurring plants from transgenic plants [106]. In
this light, it is noteworthy to cover DNA signatures or watermarking. In
industry, a leading name that keeps recurring is Monsanto. Indeed,
watermarking opened up ethical questions as to commercializing
immaterial goods in the economy [107]. Another notable application of
DNA storage is in molecular tagging systems [108]. DNA-based tags are
applied to objects and can be used to be read so to determine their
identity and provenance. In art, molecular genetics has allowed the artist
to engineer the plant genome and create new life forms [109]. There have
been efforts to encapsulate the relevant information in different plant
parts, such as an apple tree and the pollen grain. In one project, Shiho
Fukuhara and Georg Tremmel applied for funding and scientific collab-
oration for a project entitled “Biopresence.” In 2003, they proposed a
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method using a genetic coding technique to store a person's DNA after
death in an apple tree that can serve as a “livingmemorial” or “transgenic
tombstone” [110]. In another project entitled “Natural History of
Enigma” in 2006, Eduardo Kac genetically created a hybrid between a
petunia flower and himself, expressing his DNA only in the red veins of
the flower [111]. Such a project raised ethical questions that served as a
valuable way to explore the ethical issues involved in storing and hy-
bridizing DNA from two biological species.

6. Conclusion

The explosion of digital data generated worldwide has currently
overwhelmed conventional storage systems. New means of digital data
storage are required to keep up with such a pace and reduce the carbon
emissions currently produced by large storage parks. Synthetic DNA data
storage discussed in this review is a promising alternative to complement
current storage media, which are now approaching their density limit.
The long retention and high durability time of DNA make it a natural
choice for sustainable long-term archival. Therefore, in this review, we
introduced the technological process of synthetic DNA-based storage
systems. Then we focused on the design considerations considered for
each step and their importance for the efficient and robust design of
synthetic DNA-based storage for long-term archiving. Finally, we pre-
sented aspects of information theory as well as distancemetrics which we
referred to as evaluation metrics that help provide sufficient knowledge
and techniques to identify and compare several coding systems. As a
novel molecular data storage medium, the use of synthetic DNA for data
storage benefits from standards and design considerations. Indeed,
extensive breakthroughs and standardization at every step of the process
are still required to achieve a large-scale adoption. In summary, the
presented process of using synthetic DNA as a storage medium offers the
opportunity to identify and address issues at every step tomeet the task of
long-term archiving. In order to achieve excellent information density
and stability, new technological breakthroughs will benefit the field,
pushing synthetic DNA-based storage media to become the ultimate so-
lution for long-term data storage and archiving needs.
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