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Concealed information revealed
by involuntary eye movements
on the fringe of awareness

In @ mock terror experiment

Gal Rosenzweig® & Yoram S. Bonneh?™*

Involuntary eye movements during fixation are typically inhibited following stimulus onset
(Oculomotor Inhibition, OMI), depending on the stimulus saliency and attention, with an earlier

and longer OMI for barely visible familiar faces. However, it is still unclear whether OMI regarding
familiarities and perceptual saliencies differ enough to allow a reliable OMI-based concealed
information test (CIT). In a “mock terror” experiment with 25 volunteers, 13 made a concealed choice
of a “terror-target” (one of eight), associated with 3 probes (face, name, and residence), which they
learned watching text and videos, whereas 12 “innocents” pre-learned nothing. All participants then
watched ~ 25 min of repeated brief presentations of barely visible (masked) stimuli that included the
8 potential probes, as well as a universally familiar face as a reference, while their eye movements
were monitored. We found prolonged and deviant OMI regarding the probes. Incorporated with the
individual pattern of responses to the reference, our analysis correctly identified 100% of the terror
targets, and was 95% correct in discriminating “terrorists” from “innocents”. Our results provide

a “proof of concept” for a novel approach to CIT, based on involuntary oculomotor responses to
barely visible stimuli, individually tailored, and with high accuracy and theoretical resistance to
countermeasures.

It is now well established that concealed memories can be detected via physiological measures’. In a recent
study?, we reported that involuntary eye movements and their inhibition during passive viewing are sensitive
to face familiarity. This suggests a potential method for detecting concealed memories, which we successfully
explored in the current study. In the following, we describe involuntary eye movements and the phenomenon
of oculomotor inhibition, as well as a summary of the current research and methods on concealed information.

Involuntary eye movements, perceptual deviance, and familiarity. Our eyes move involun-
tarily, even during fixation of gaze, in a random-walk-like movement and with occasional small saccades or
microsaccades®*. When we are consciously perceiving a stimulus onset, these microsaccades are first inhibited
for a short period of time, then disinhibited and their rate increases before returning to baseline (see a review
in®). This oculomotor inhibition (OMI) phenomenon has been linked to attention shifts, stimulus saliency, and
anticipation, which determine its time course®'®. The OMI is typically shortened with sensory saliency, such
as contrast®, but it is prolonged for perceptual oddballs or deviance (surprise)'>!” and when making a choice"?,
presumably in relation to the processing time required for the choice.

We have recently found that face familiarity prolongs the OMI, as well as shortens its onset®. Importantly,
the effects of familiarity on the OMI were obtained in passive viewing, on the fringe of awareness, using very
short presentations that were immediately masked, similar to a previous P300 EEG study that used masking by
rapid serial presentation (RSVP)'8.

The concealed information test and the oddball paradigm assumption. The concealed informa-
tion test (CIT) is a method developed to reveal authentic memory traces. It was designed to objectively reveal
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personal knowledge, without a report, to prevent deception, and to bypass an inability to report. During CIT,
subjects are exposed to repeated serial stimuli, including both natural stimuli and personally significant items
(termed “probes”), while their physiological response is measured and averaged in order to detect oddball effects
in response to the probes (CIT Protocol). It is assumed that the probes elicit an orienting response due to their
deviant appearance as familiar and significant'*"*". In addition to orienting, there is evidence of an arousal inhi-
bition effect that is applied by the subjects to conceal their orienting activity, and its measure is used for detecting
deception?. Typically, CIT measures physiological responses such as heart rate and skin conductance'®, neural
responses, primarily the P300 brain wave?, as well as eye movements, eye blinks, and pupil dilation*~?’. These
measures typically require a serial repetitive presentation for averaging; as a result, false positives could occur
due to an arbitrary orienting and to the observer’s fatigue as well as biological noise, affecting the signal-to-noise
ratio (SNR) as in the P300 BCI methods®. This suggests that a possible tradeoff exists between accuracy and
susceptibility to deception using CIT methods, as ways to increase the SNR such as longer exposures or more
repetitions for averaging, could provide more opportunities for deception (e.g.%).

Involuntary eye movements and the concealed information test. Given the ability to detect
familiarity via differences in OMI in passive viewing?, we can consider its potential use for CIT. First, the use of
masked stimuli on the fringe of awareness'® reduces the ability for deception. Second, random saliencies induced
by sensory properties (like contrast) will shorten the OMI®, increasing the deviance but with an effect opposite to
familiarity, which prolongs the OMI, and hence should reduce the random saliency (noise) problem. However,
there could also be cases of random perceptual deviance. It is currently unknown whether the OMI in response
to familiarity and to a random perceptual deviance are similar, possibly due to a common dependence on atten-
tion mechanisms, or alternatively, differ, perhaps due to a distinctive early recognition of familiarity>*. In both
cases, the OMI could potentially serve as a tool for a Concealed information test (CIT), which is the goal of the
current study.

The current study. The aim of the current study was to apply our OMI method for detecting face familiarity
as a novel method for a concealed information test in a semi-realistic scenario. For that purpose, we designed a
mock terror experiment in which participants of the study group chose a “terror target” associated with 3 probes
(face, name, and residence), which they learned using ~ 20 min of video, text, and images (see “Methods” sec-
tion). All participants were then presented with four slideshows in a passive viewing of briefly flashed images
(8 in random order), barely visible due to backward masking, repeated at 1 Hz (Fig. 1, see “Methods” section).
These slideshows included one with a universally familiar face among 7 neutral faces, followed by 3 runs with
eight potential probes of 3 kinds (face, text name, and residence, see “Methods” section). The results of the high-
quality eye tracking data allowed us to identify correctly (100%) all the individually chosen mock terror targets
based on oculomotor deviance, as well as to distinguish with high precision between the study group members
and an “innocent” control group.

Methods

Participants. Twenty-five volunteers with normal or corrected-to-normal vision participated in the experi-
ments. They were divided into a study group (n=13, 9 males, mean age=37.9 years, SD=7.3) and a control
group (n=12, 6 males, mean age =34.5 years, SD =5). They were recruited from university students and friends.
The project, including the experimental protocol, was approved by the ethics committee (IRB) of Haifa Univer-
sity, and the methods were carried out in accordance with the IRB guidelines and regulations. Informed consent
was obtained from all participants.

Apparatus. The stimuli were displayed on a 22" CRT monitor, with a refresh rate of 100 Hz and a back-
ground luminance of 3.2 cd/m? The resolution was 1,024 x 768 pixels and the display occupied 33.4°x 25.4°.
The experiments were conducted in dim light. Due to issues with the CRT availability at the end of the project,
five control subjects were recorded with Eizo Foris FG2421 at the same refresh rate (100 Hz) and 1920 x 1,080
resolution, keeping the same stimulus dimensions and brightness. We recorded eye movements with the Eye-
link 1000 eye tracker (SR Research, Ontario, Canada) running monocularly (right eye) at a 500 Hz sampling
rate, with the head stabilized via a forehead and chin rest. Viewing was binocular from 60 cm. We performed a
standard 9-point calibration before each session, although the exact position of the eyes had little importance
in the current study. We presented the stimuli using an in-house-developed stimulus presentation platform for
psychophysics, eye-tracking, and EEG experiments (PSY) developed by Y.S.B., running on a Windows PC.

Stimuli and procedures. The participants of the study group (n=13) took part in a mock terror experi-
ment. They were asked to make a concealed choice of a “terror target” by selecting a number for choosing one of
8 world-wide public male figures unknown to them. A picture of the selected figure, his name, and his residence
city were selected as 3 probes for terror target identification. All the probes were South American names and
faces to reduce possible early acquaintance, and neither of the observers reported recognizing either of them.
After making their choice, which was recorded but kept hidden from the experimenter, they were asked to learn
about the chosen target by reviewing for 20 min a set of web links, including watching authentic videos and
reading text about the figure, his name, and the city where he resides. Another group of “controls” (n=12) pre-
learned nothing. Following the initial phase (learning by the study group), all participants underwent a series of
short (~2 min) eye tracking runs, passively watching 4 sets of slide shows of pictures and text repeated 3 times
each, making a total of 12 runs over ~ 25 min. The experimental paradigm is described in Fig. 1; the basic stimu-
lus sequence of one epoch is shown in Fig. 1a. It starts with 830 ms of fixation at a central static fixation point
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Figure 1. Experimental paradigm. In each trial of the basic paradigm, participants passively viewed a sequence
of images as shown (a), with one face image in gray levels and two mask color images, with a temporal sequence
as shown (left to right, duration specified for each display), making the face barely visible. Trials (96 in a run,

3 runs per experiment) were repeated automatically at 1 Hz rate showing a random sequence of faces (from

8), one familiar. The basic paradigm was used 4 times as depicted in (b): (1) a universally familiar face among
non-familiar faces, as a Reference, (2-4) 8 suspected mock-terror targets, one of which is a probe for each of
the study participants, with (2) faces, (3) family names and (4) city names of the suspected mock-terror target,
in black font text on a small white patch. The names in the Figures (3, 4) are for illustration only. The basic
paradigm was identical to Rosenzweig and Bonneh?.

(0.128 in diameter) on a gray background (3.2 cd/m?), followed by a monochromatic facial or text image (one of
8) flashed for 10 ms, a blank screen (60 ms), and two successive colorful "relaxing" images, 50 ms each, selected at
random from a set of 30 images. All face and mask images were 360 x 480 pixels in size. All faces were similar in
luminance (with average pixel values in log units of 2.10, SD=0.08) and RMS contrast (average=15.8, SD=2.4).
The small differences could not have contributed to the classification of “innocence’, since both groups viewed
the same images and could not have contributed to the identification, since every face could have been a target
for one subject and a distracter for the other, depending on their prior choice of the target (1-8). The text images
(family names, city names) were in black Ariel font on a white rectangular background patch of 180 x 34 pixels
and with a luminance of ~80 cd/m?, on the same dark gray background.

This basic sequence was used in 4 different settings, each repeated 3 times (3 ex-experimental runs) as
depicted in Fig. 1b: (1) a universally familiar face among 7 non-familiar distracters (as in?), (2) Face, (3) Name,
and (4) City names, making 3 sets of potential probes. Within a run, each face or text image (among the 8 faces)
was presented 12 times in random permutation order, with a total of 96 presentations per run. Participants
passively viewed the sequences of stimuli with no former instructions other than fixating on the static central
fixation point and paying attention to the presented stimuli.

Data analysis. The goal of the analysis was to detect the concealed information of familiarity from ocu-
lomotor measures, both in terms of identification of the mock terror target for the study group, and for clas-
sification of “innocence” vs “involved” by distinguishing the controls from the study group. For that purpose,
we compared event-related measures of microsaccades in response to a familiar face vs. unfamiliar faces and
all eight potential probes for the 3 kinds (face, name, and city). These included rate modulation functions and
oculomotor RT measures (microsaccades), as used in our previous studies®!**!, as well as new measures of “devi-
ance” for terror target identification and “innocence” classification as described next. Data analysis was carried
out using in-house software written in Matlab (The Mathworks, Natick, MA), developed by Y.S.B. The analyses
were developed in part post-hoc, i.e. optimized to the obtained experimental results. This weakness is discussed
under “Limitations”
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Microsaccade and blink detection. Microsaccades were detected using the algorithm introduced by'® as imple-
mented in®!*. The details are repeated here for completeness. Raw data were first smoothed using local linear
regression fitting (the LOWESS method, with a span of 25 ms) to optimize microsaccade extraction. Microsac-
cades were detected as intervals in which the velocity exceeded a threshold defined as eight median standard
deviations of the horizontal and vertical velocities (A =8). The minimal microsaccade duration was set to 9 ms.
The permitted velocity range was 8°-150°/s and the permitted amplitude range was 0.08°-2°. Eye movements
outside these ranges were rejected. The rejection rate varied across participants and was in the range of 0-33%,
with an average of 4.1%. When microsaccades were analyzed, periods of missing data, such as during blinks,
were locally discarded from further analysis with an additional margin of 100 ms, without discarding the whole
epoch.

Eye blinks were detected as in'®. Although the blinks were informative regarding familiarity, they were less
reliable than the microsaccades. We decided not to include them in the current analyses.

Total drift calculation.  An estimate of the total retinal slip including drift and microsaccades was calculated in
order to assess the dependence of the results on accurate microsaccade detection as in*2. It was calculated for
each axis as the range of positions (max minus min) within a sliding window of 0.15 s in steps of 10 ms. Drift
estimates greater than 3° were discarded from further analysis. The overall drift was calculated as the square root
of the sum of squares (RMS) of the drift in the two axes.

Oculomotor modulation functions. The continuous oculomotor data, including microsaccades’ onsets, total
drift, and pupil size, were first cut into epochs triggered by stimulus onset, with a time range of —-0.5 s to 1.5 s
relative to the trigger (time 0). Epoch data were then used to compute the Oculomotor Modulation Functions
(OMF) as averages across epochs. The microsaccade rate modulation function was calculated as in'’. Rates were
computed by convolving a raw rate estimate of one microsaccade (or blink) per sample duration at the time
of onset with a causal kernel®. The oculomotor modulation functions (for microsaccade rate, total drift, and
pupil size) were first averaged across epochs within participants with outliers (>2 SD of the mean) rejected. This
appears to improve the precision of the OMFs (not done in our previous paper, e.g.%). To obtain group averages,
we then averaged across participants, to compute the event-related modulation of microsaccades with equal
contribution from each participant.

Microsaccade reaction time (msRT). Quantitative measures for the microsaccade inhibition duration were
computed using a method introduced in®*!. Microsaccade RT (msRT) was calculated per epoch as the latency of
the first microsaccade after stimulus onset in a window of 200-1,000 ms as the inhibition release interval. Epochs
with no microsaccades in the specified window were not included in this calculation. In computing error bars for
the RT values averaged across subjects, we applied the Cousineau method, which controls the between-subject
variance and allows a better representation of within-subject effects®*. In this method, data are first normalized
by subtracting each subject’s mean RT and adding the group mean RT across all conditions and subjects. The
standard error is calculated over the normalized data, and is multiplied by Morey’s correction factor®.

Oculomotor deviance. For each potential probe (1-8), we computed for each observer a measure of Oculo-
motor Deviance to the other potential probes. This deviance was based on the Oculomotor Modulation Func-
tions (OMFs, see above) and primarily the microsaccade rate modulation. For individual subject data, pooled
across the 4 experiments of 1-Reference (only the epochs with the reference face itself), 2-Face, 3-Name, and
4-City (Fig. la), the 3 Deviance measures computed over the OMFs were: (a) Deviance(others) = mean squared
difference from other probes’ average, divided by the mean; (b) Deviance(Reference)=the mean squared differ-
ence from the reference, divided by the mean; (c) Deviance(Combined) = Deviance(Others)—W,,x Deviance(Ref),
W,=0.75, with deviance units referring to the units of the OMFs (e.g. saccade rates, saccade/s). The rationale
for the combined deviance (c) is to maximize the difference from the average of the other potential probes and
to minimize the difference to the Reference, which is assumed to reflect the individual pattern of oculomotor
modulation (OMF) in response to a familiar image. The deviance measures described above were computed for
each participant in the study (as shown in the results, Fig. 4) in a temporal window of 0-1,000 ms.

We developed another measure of Relative Deviance to provide a confidence measure for choosing the highest
deviance as the familiar probe or deciding on “innocence” (none found). It is defined as the difference between
the oculomotor deviance (as in Fig. 5) and the average deviance in the other competitors expressed in multiples
of the standard deviation (SD) for the deviance across the other competitors (Fig. 6).

Identification and classification analyses. We developed separate analyses for identification of the mock
terror target for each participant in the study group, and for classification of “innocent” vs. “guilty” when all par-
ticipants were taken together, i.e., to discriminate between the study and control participants. For identification,
we determined the familiar mock terror target for each observer in the study group as the item (1-8) that shows
the highest deviance (combined measure), when data were pooled across the three experiments (Face, Name,
and City) and combined with the data from the reference experiment. When the correct probe was not the most
deviant, we checked and reported if it is the second most deviant or the “runner up”. This yielded performance
measures for the group, i.e. the percentage of observers with a correct identification, or when including the “run-
ner ups”. Performance was classified using the relative deviance measure (combined) computed for each observer
(a single number) and classification was done via a single criterion. We investigated the performance of this clas-
sification via the “area under the curve” (AUC) of the Receiver Operating Characteristics (ROC) function.
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Statistical assessment. For assessing the significance of the difference in the microsaccade rate modula-
tion functions of familiar vs. the average of the unfamiliar faces, we used a nonparametric cluster-based rand-
omization test'>**% as follows: For each time point, we calculated a paired t-test between the two rate functions.
We then identified clusters of adjacent time points showing a significant t-value, and calculated the cluster-level
statistics by summing all the t-values within a cluster. Then we randomly permuted (1,000 permutations) the
labels of the data (i.e., depending on whether each value belonged to the familiar vs. the unfamiliar faces’ aver-
age), recalculated the cluster-level t-value, and generated a histogram of the test statistics across the permuta-
tions. We then computed the p value as the fraction of permutations in which the original cluster-level t-value
was exceeded by that of the permuted data.

Consent to publish images. Permission is granted by YSB and GR to publish the images in Fig. 1, includ-
ing their faces under a CC by an open access license, and to publish the images in all formats, both print and
digital. YSB and GR state that they appear in the facial photos of Fig. 1 and have the copyright for those pictures.

Results

In the following, we report the results of (1) the general trends (group averages); (2) an individual analysis of
familiarity based on oculomotor deviance for identification of the mock terror targets; (3) comparing the iden-
tification methods; (4) investigating the time course of identification; and (5) classification of “innocence” of
the control vs. the study groups.

The effect of familiarity on the oculomotor response. The group averages of the microsaccade
effects of familiarity are shown in Fig. 2 (see the caption for details). For the study group, there were two familiar
stimuli: the probe and the reference, whereas the control group was only familiar with the reference, and the
item for comparison was selected as the most deviant item for each observer. The data for the reference for both
groups were extracted from the universally familiar face responses in the separate reference experiment, whereas
the data for the probes were pooled across the face, name, and city experiments.

The results of the microsaccade rate modulation are shown in Fig. 2a. As shown, there was a prolonged
inhibition for the reference (in beige) in both groups, compared to the seven distracters (superimposed in light
blue). The probe (in red) showed a prolonged inhibition for the study group but was indistinguishable from
the distracters for the control group. These differences were statistically significant in the study group (Fig. 2a).

The results for the microsaccade RT are shown in Fig. 2b. The microsaccade RT (msRT) is the average across
trials of the latency of the first microsaccade in the window of inhibition release (200-1,000 ms post stimulus) for
the data shown in Fig. 2a. These msRT values were then averaged across observers within a group (see “Methods”
section and caption). As shown, the reference was delayed in both groups compared to all the other items, exclud-
ing the probe in the study group, which showed a prolonged inhibition. The effects were significant, compared
to the average across distracters, with p <0.0005 for the reference and probe in the study group, and p=0.015 for
the reference in the control group (non-parametric permutation test, see “Methods” section).

Identification of mock terror targets by the oculomotor deviance. The identification of the mock
terror targets in the study group, using oculomotor measures extracted in passive viewing, was the primary goal
of the study. The targets were chosen by each participant and were unknown at the initial analysis stage.

At first, we inspected the individual OMFs (Oculomotor Modulation Functions, see “Methods” section) for
microsaccades for the 3 probe types (face, name, and city) pooled together and for the reference, and we selected
the most deviant potential probe that was also the most similar to the reference, without knowing the partici-
pant’s choice. An example of data from one study subject (S7) is shown in Fig. 3a, showing the microsaccade
rate modulation for the irrelevant (in light blue), the probe (in red), and the reference (in beige). In practice, all
stimuli were plotted in different colors except for the reference, since the probe was not known at the time of
the initial manual analysis. As shown, the OMF of the probe stands out, or is the most deviant from the rest of
the candidates (in light blue), and at the same time, it is the most similar to the reference (in beige). This manual
process, based on visual inspection by the experimenter alone, yielded 100% correct identification, although a
few cases were not totally clear and needed some guessing. We then developed an automated analysis that does
a detection of deviance and similarity to the reference. This analysis, which identified the mock terror targets
for each observer (Fig. 4), was based on the deviance in the Oculomotor Modulation Functions (OMFs), and
primarily the microsaccade rate modulation functions averaged across epochs (see “Methods” section). For every
observer, the deviance was calculated for each potential probe (1-8) as the combination (weighted difference)
of its OMF deviance from the average OMFs of other potential probes, and from the reference (see “Methods”
section). This measure is not based only on prolonged inhibition; it also examines the full shape of the OMFs:
it determines how one OMF is the most different from the others and the most similar to the reference (used
as a model of the individual responses to familiarity). In the results shown in Fig. 4, the correct item for each
participant in the study group, i.e. the probe, was moved to #1 for clarity. As shown, this probe (light blue) was
the most deviant in all cases, implying 100% success in identification. In comparison, there was no single most
deviant item across the different control group observers.

Comparing methods for identification of mock terror targets. To assess the confidence of the devi-
ance measures, e.g., as a marker of the concealed familiar item, or for the lack of “innocence”, we need to take into
account not only the highest deviance (Fig. 4), but also the “competitors’, i.e., the potential targets (probes) with
high but not the highest deviance. This is because choosing the highest deviance could very likely be a mistake if
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Figure 2. The effect of familiarity on the microsaccade rate modulation (a) and microsaccade RT (b), as group
averages for the Study (left column) and Control (right column) groups. (a) Microsaccade rate modulation for
the “mock terror” probe (in red), the universally familiar face (in beige) and the 7 “mock terror” distracters
(light blue). For the Control group, the most deviant item for each observer was taken as the suspected probe
(in red). The data for the probe and distracters were averaged across the 3 experiments (Face, Name, City)

and across the 3 runs per observer and then averaged across observers. The “reference” was extracted from

the universally familiar face responses in the reference experiment; Time zero represents stimulus onset, with
shaded beige areas illustrating the stimulus image and mask times. The gray bar in (a) on the left panel indicates
the significant cluster showing difference between the universally familiar face (in beige) and the average of all
other faces (*p=0.002, nonparametric permutation test, see “Methods” section), with similar but smaller effect
(*p=~0.01, not shown) found for the mock-terror target; the similar comparison in the control group did not
show significance. (b) Microsaccade RT (msRT) group averages, based on the latency of the first microsaccade
in the range 200-1,000 ms post stimulus, for the data shown in (a), including the Reference, the probe (Study
group only) and the 7 distracters. Data were averaged and normalized (demeaned) per observers, then averaged
across observers, with error bars denoting 1SE across observers (see “Methods” section). Note in (a) the stronger
and prolonged inhibition for the reference (in beige) for both groups and for the Probe (in red) for only the
study group, as compared to the distracters (light blue). Note in (b) the significantly longer msRT for the Ref for
both groups, and for the probe in the study group.

a “runner up” (the second highest) with a high deviance exists. We therefore developed another measure of Rela-
tive Deviance (see “Methods” section) to provide a confidence measure in choosing the highest deviance as the
familiar item, or in deciding on “innocence” (none found). We then used this measure to assess and compare dif-
ferent identification methods in the mock terror experiment based on the Relative Deviance for different OMFs.
The results, shown in Fig. 5, consider also “runner ups” (in red, see “Methods” section), and report the accuracy
measures of the percentage of observers making a correct identification. The highest accuracy rate (100%) was
obtained with the Deviance(Combined) measure, which takes into account both the deviance from the others
and the similarity to the OMF of the reference (Fig. 5a). We found a reduced identification performance when
looking only at the deviance from the reference (69%, Fig. 5¢), or from the “others” (85%, Fig. 5b), or when ana-
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Figure 3. Individual rate modulation functions examples of (a) a study group subject S7 and (b) a control
group subject C2, with data from the 3 experiments (face, name, residence) pooled together. The responses to
the Probe/Deviant (red color) and the Reference (beige color) are marked via arrows. Note the similarity of the
Probe and Reference for the study subject (in a) as compared to the distracters (light blue). Note the difference
between the most deviant (in b) and the reference. This difference allows us to distinguish between deviance that
stems from familiarity and other types of deviance, for the purpose of classifying the innocent.

lyzing the data for the Faces (54%), and Text (46%), separately (Fig. 5d). To examine the sensitivity of the method
to microsaccade detection, we also assessed the Drift (total movement, including microsaccades, see “Methods”
section), which yielded a somewhat reduced performance (77%, 92 with runner ups, Fig. 5¢). Finally, a similar
analysis, using the pupil size modulation, yielded 70% identification (Fig. 5f), suggesting that the pupil size also
contains information on familiarity in our setup. In comparison to all these results, the chance level for the per-
centage of observers making a correct identification is 13%, and 23% if “runner ups” are included; identifying
the correct mock terror target in 2 observers (15%) will already correspond to p <0.05.

The time course of mock terror target identification. Based on the deviance measure, we conducted
an additional analysis to investigate the time course within the trial of the identification process: to what extent
it depends on a specific time window and at what processing stage the familiarity is identified and expressed in
the OME. The results are shown in Fig. 6 and explained in its caption. The analysis was done by computing the
deviance in a sliding window (200 ms, 50 ms steps), shown in Fig. 6. As shown, the sliding window data indicate
a peak in identification performance around 400 ms post stimulus, with information available starting from
150 ms. Note also that above chance performance could be observed during inhibition onset (below 200 ms).

Classification of “innocence” by oculomotor deviance. In addition to identification of the mock
terror target individually selected by each participant in the study group, we had a control group that was “inno-
cent” and only participated in the same eye tracking experiments as the study group. Our goal was to classify
the group of each participant, i.e. determine whether the participant belonged to the “terrorist” study group or
to the “innocent” control group. An example illustrating the essence of this process appears in Fig. 3, showing
data from one “terrorist” (S7) and one “innocent” (C2) subject (Fig. 3a,b). As shown, S7 had one clear deviant
(in red), which was very similar to the reference (in beige), whereas C2 had a somewhat deviant item (in red),
which was very different from the reference. These differences allow for a clear distinction between the two.
The results for all subjects are shown in Fig. 7. We considered two scenarios: (1) There is one specific known
terror target (“guilty knowledge”), and “innocence” is defined according to the familiarity with it (common
scenario); (2) The terror target is unknown, and “innocence” is defined according to the familiarity with any of
the potential probes (rare scenario). We used the Relative Deviance measure of Saccades(combined) calculated
for each observer (see “Methods” section and Fig. 5) to classify innocence via a threshold criterion. In addition,
we conducted ROC analysis to obtain the “Area Under the Curve” (AUC), which is a popular tool for assessing
classification performance'. For the “target known” (guilty knowledge) scenario, we averaged across all possible
probes (1-8) and obtained an average AUC of 0.98, which is considered high (Fig. 7a). This average was calcu-
lated across AUC values calculated separately for each potential probe (P1-P8, Fig. 7c). For the rarer scenario of
“target unknown” (Fig. 7b), we used the potential probe with the maximum deviance for each participant as the
selected choice. The results show 88% correct classification and a lower AUC of 0.84.

Discussion

In a mock terror experiment involving 25 participants, of whom 13 were pre-exposed to three "terror target"
probes, we demonstrated the successful application of an Oculomotor Inhibition-based paradigm to CIT as a
“proof of concept’, with performance comparable to the current best CIT methods. In the following, we discuss
different issues raised by the results, in comparison to other CIT methods and the limitations of the study.

SCIENTIFIC REPORTS |

(2020) 10:14355 | https://doi.org/10.1038/s41598-020-71487-9



www.nature.com/scientificreports/

Study Group

4 4 4 4

(o]
c 12 3 45 6 7 8ref
Suspected Target #

S1 S2 S3 S4
n=13
92 2 2 2
8 2 * K K o
1
0 0 0 0 15
[}
e
4 4 4 4 S 1
S5 S6 S7 S8 2
3 0.5
g
%2 2 2 2
a
0 0 0 0

S9 S$10 S11 S12

Deviance
N
o N
o N
E
N

a 12345678 12345678 12345678 12345678
Suspected Target#

Suspected Target# Suspected Target# Suspected Target#
Control Group
4 4 4 4 *k x
C1 Cc2
2r n=12 =

”

o Deviance _,

N
N
i~
[¢)]

C5 Cé6

12 3 4 5 6 7 8 ref
d Suspected Target #

Deviance

o N

o N

o N
E (@] ! (@]
~ W

o N o N
! (¢ : o
oo S

o

Deviance
) N
) N
S N

N
N
S
IS

C9 C10 c1 C12

bO

12345678
Suspected Target#

12345678
Suspected Target#

12345678
Suspected Target#

Deviance
N
E
o N
o N
é
N
%

12345678
Suspected Target#

Figure 4. Identification of the mock-terror probes via oculomotor deviance. Individual oculomotor deviance
plots are shown for the study group (a, blue) and the control group (b, orange). The deviance was calculated for
each potential probe (1-8) as a weighted difference of its microsaccade rate modulation function deviance from
the average of other potential probes, and from the reference, in rate (saccade/s) units, in the temporal window
of 0-1,000 ms (see “Methods” section). In (a), the probe, i.e. the correct mock-terror target, which was randomly
chosen, was moved to #1 and highlighted for clarity. Note that the #1 deviance is the highest for all subjects in
the Study group, while there is no single most deviant number across all the controls. (c,d) group averages of the
data in (a,b) respectively. The probe (#1) was found significantly higher than each of the other potential probes
(p<0.00005) in (c), but not in the control group (d). The reference deviance was significantly higher than all the
other potential probes for both groups (¢,d, p <0.00005 for both).
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Figure 5. Comparing methods for identification of the probes. The bar plot for each method depicts the relative
deviance of the “winner” (most deviant, in blue) or “runner-up” (second most deviant, in red), defined as the
difference of its oculomotor deviance (as in Fig. 4) from the average deviance of the other competitors expressed
in standard deviation units (SD of deviance across competitors). An empty bar is shown for identification error
(i.e. when the correct identification is not the “winner” or “runner-up”). For all plots except d, the data from the
3 probes were pooled together. (a) The combined saccade deviance effect, yields 100% correct identification; (b)
Deviance from others (see “Methods” section), yields 100% when 2 runnier-ups are included; (c) deviance from
the universally familiar reference (see “Methods” section), yields 85% when 2 runnier-ups are included; (d) the
isolated contribution of the Face and Text (name, city) to identification; (e) deviance of the total movement of
the eyes (drift and saccades), yields 92% when 2 runnier-ups are included; (f) pupil size relative deviance, yields
70% correct identification. Note that the probability for correct identification of the probe for all N =13 subjects
is 1/8N (< 1071%), which is equivalent to 13% chance-level identification (~ 1.63 observers on average).
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Figure 6. The time-course within a trial of probe identification. The percentage of study group participants with
correct identification (blue) or correct identification when the runner-up is included (orange) are plotted as a function
of time of deviance estimation computed in a sliding window of 200 ms, in 50 ms steps. This analysis was applied

in 3 deviance calculation methods (as in Fig. 5a—c): saccade, combined effect, saccades vs. others, and saccades vs.
reference. Note that the sliding window data indicate that the deviance information for identification is maximized
around 400 ms, which is the approximate time of the oculomotor inhibition release. Note also that above chance
performance (for runner-ups, where chance is 23%) could be observed during inhibition onset (below 200 ms).
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Figure 7. Classification of “innocence” of the control vs study groups. Two scenarios were considered: (1) There
is only one known terror target (“guilty knowledge”), and “innocence” is defined in relation to it; (2) Target
unknown, and all the associated probes are possible (rare scenario). (a) Classification for the single terror target
scenario. The relative deviance (in SD units, combined measure as in Fig. 5), is plotted for all controls (as average
across all 8 possible probes), and study subjects (for the correct probe). The quality of this classification is given
by the average AUC (see “Methods” section) of 0.98 +0.02. This average was derived from the data in (c). (b)
Classification based on the MAXIMUM deviance, assuming the terror target is unknown (the rare scenario,

(2) above). The maximum relative deviance was selected for each control subject, while the terror target for

the study subjects was known (and therefore identical to (a)). This yielded 88% classification and AUC=0.84.

(c) Scatter plots of deviance data for all 8 possible probes for the controls (orange) and the known terror target
for the study subjects (light blue, same data in all plots), for scenario (1) above. The X-axis shows the relative
Deviance-combined effect and the Y-axis, the Deviance from the others (see “Methods” section). The percent
correct and AUC values based on the combined effect appear in the title for each plot.

Oculomotor inhibition and the deviance-based concealed information test. The concealed
information test is a method used to reveal memory traces based on a deviant physiological or behavioral
response to familiar or personally significant probes. Although several physiological measures were applied
as well as some novel eye tracking techniques®, measures based on fixational eye movements and specifically
on the phenomenon of OMI were never applied to CIT. Here we demonstrate, for the first time, OMI-based
CIT in a realistic mock terror experiment. Our initial approach was to follow our previous study in which we
showed prolonged microsaccade inhibition as well as an earlier onset of inhibition for familiar faces®. To obtain
a direct measure of the release from inhibition latency, we averaged the onset times of the first microsaccade in
the release period (200-1,000 ms following stimulus onset) of each epoch of stimulus presentation (msRT). The
results of this analysis revealed significant group average effects (Fig. 2b) but were not accurate at the individual
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level as needed for practical CIT. Instead, we introduced a new measure of “Oculomotor Deviance”, which is not
specific to the discrete microsaccade events, and it works for any continuous Oculomotor Modulation Function
(OMF), including, for example, the modulation in pupil size (Fig. 5f) or the total movement (drift) of the eyes
(Fig. 5e). This measure is the deviance of the OMF of one item from the average of the rest, quantifying how
one item stands out as an oddball compared to the others, regardless of the OMF shape. This novel approach
produced the results of a 100% success rate in identifying the probes in the study group. Its advantage over the
microsaccade RT measure stems from the individual differences in the shape of the OMF, which does not always
conform to the standard pattern of inhibition and release in standard time windows. Another advantage of the
deviance analysis is in the natural way in which it can integrate the typical response to a familiar pattern as a
reference. This issue is discussed in a separate section.

Oculomotor deviance and the orienting response. The physiological measures that are currently
used in CIT methods are based on physiological deviance, which is often attributed to an orienting response,
assuming that the familiar is an oddball among non-familiar distracters and has personal significance, which
attracts attention (e.g.’”*®). It is not yet unclear whether the OMI or its deviance reflects an orienting response
similar, for example, to the P300-based CIT?. In one study, the magnitudes of the P300 and the OMI strength
in a visual oddball task were found to be weakly related®. Our results with different types of visual, auditory,
and cross-modal oddball stimuli revealed a prolonged OMI as a function of the perceptual deviance*>*!, but
this marker of deviance could also be related to the pre-attentive Mismatch Negativity (MMN) potential of
around 200 ms, observed even when attention is distracted from the oddball stimuli, or in patients with minimal
consciousness*, i.e. without orienting. There are some indications that the OMI response to familiarity could
be early, as in the early measures of the onset of inhibition (<200 ms) in our previous study for the universally
familiar faces?. However, this effect was small, and we did not find a similar effect in the current study for the
response to the mock terror probes in the study group. Nevertheless, the analysis of the time course of identifi-
cation (Fig. 6) shows that a significant identification occurs already around 200 ms (with a 200 ms integration
window). More research is needed to clarify the relation of the OMI to orienting, oddball response, and perhaps
even a sub-conscious response to familiarity.

Individual oculomotor response to familiarity as a fine-tuning mechanism. Despite the general
finding that familiarity prolongs the OMI, for both the universally familiar face? and the mock terror probes
(Fig. 2a), we found significant individual differences in the oculomotor response to familiarity in our data (see
the example in Fig. 3, see also*’). Using these individual oculomotor functions as a reference for comparison
could be useful for two reasons. First, it will counteract and reduce the effect of deviance due to arbitrary noise.
Second, it will counteract deviant responses due to random saliencies in the stimulus that do not necessarily
conform to the oculomotor response to face familiarity. This could happen, for example, when the saliency of the
stimulus stems from low-level processes such as contrast (even at a local location in the image), in which case the
OMI is typically shortened rather than prolonged®. This implies, for example, that a strongly deviant response
that is vastly different from the reference might not be related to a familiar probe. We therefore measured the
oculomotor response of each observer to a universally familiar face in a separate experiment and used it as an
individual reference. To identify the probe, we then combined the oculomotor deviance (one item against the
average of the others) with the similarity to the reference, to maximize both (Deviance(combined), see “Methods”
section). This resulted in improving identification from 85 to 100% (compare Fig. 4a,b). It is still unclear whether
this method could be effective for rejecting perceptual deviance not related to familiarity, which nevertheless
elicits an orienting response, e.g. due to some personal interest or individual differences in visual salience**. This
issue requires further investigation.

Essential components and comparison to other CIT methods. There are several components of
our CIT method that are essential for its high performance, some of which make it different from other CIT
methods.

(1)  Passive viewing Our method does not use any task and the observers are only asked to fixate and pay
attention to the stimuli. As far as we know, this is the first CIT method that is totally passive, i.e. without
a task. In comparison, the P300 CIT methods typically use stimuli (targets and pop quizzes) to which the
participant must respond by pressing a button, and when the targets are omitted (but the pop quizzes are
left), the CIT performance degrades in some cases*. Although our subjects are only asked to fixate and
pay attention, the method could be described as “passive-attentive™** because attention is not directed
away from the stimuli. Importantly, since no question is asked and stimuli are presented on the fringe of
awareness, the purpose of the test could be hidden from the subject. However, in the future we might need
to add active “catch trials” to detect countermeasures (see the “Limitations” section).

(2)  Short testing The test is short, about 25 min in total, including the reference and the 3 probes, and stimuli
are presented at 1 Hz, i.e. 1 s per trial, which is much shorter than a typical P300 CIT, which takes>2 s per
trial with a response®.

(3) Remote tracking The tracking was applied remotely, without attaching any wires or devices, which is the
advantage of using any video-based eye-tracking CIT. It should be noted that the current study used the
most accurate eye tracking conditions available, including 500 Hz tracking (Eyelink). Thehead was stabi-
lized by a chinrest, to detect the smallest microsaccades and to ensure accurate rate modulations. However,
we believe that head stabilization will not be critical for accurate tracking in the future.
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(4)  Multiple and infrequent probes We used 3 probes (face, name, and city; see Methods) to obtain a significantly
higher identification performance than from a single probe. We obtained 54% of the correct subjects for the
face alone, and 46% for the text items (Fig. 5d; the chance level is 13%), compared to 100% for all combined.
The probes were presented infrequently, one in eight like in a lineup, which is rarer than the typical P300
CIT of 1 in 6* and was made possible due to the high speed of presentation (1 Hz without pauses).

(5) Fringe of awareness presentation This is similar to previous studies of Bowman et al.'34%4". We presented all
stimuli on the fringe of awareness using backward masking with a very short (10 ms) stimulus-of-interest
presentation, followed (60 ms gap) by two successive masks (Fig. 1a). This resulted in reduced visibility,
which observers rated in our previous study (identical paradigm, for the faces part) as “barely visible”,
on average®. The use of masking followed a previous attempt to detect face familiarity without masking,
which did not show good results?, and another partly unsuccessful attempt to use RSVP (as in'é, but using
OMI and not P3 ERP). Bowman et al.*® have recently shown that famous (familiar) faces, but not novel
(unfamiliar) faces break into awareness in RSVP, resulting in large differences between brain responses to
the familiar and unfamiliar. We believe that the same principle works in our case, with the familiar stimuli
(the reference, as well as the probes) but not the unfamiliar tending to break into awareness through the
masks, resulting in an amplified difference and a sensitive method to dissociate between them.

(6) Accuracy Our results showed 100% correct identification of the mock terror target in the study group
(n=13), i.e. the correct mock terror target number detected for all study participants (and hence no false
alarms or misses, Fig. 5a). This result strongly depends on the prior knowledge of having exactly one cor-
rect mock terror target for each subject, and knowledge of the association between probes, i.e. the face that
goes with the person’s name and the city’s name. Similar results of perfect identification were previously
obtained using P300 ERP*, although with some differences in paradigm, and especially the 1-of-4 probe
rate vs 1-of-8 in our study. More challenging in our study was the classification of “guilty” and “innocent”
among the 25 participants, which we analyzed under two different scenarios. In one scenario, which is
very realistic in crime investigations, the probes are known and our result of AUC=0.98, on average,
across the 8 possible probes (Fig. 7a) is in the highest range of previous studies including P300 CIT (see!
for a meta-analysis). When the probes are not known, i.e. when distinguishing between “innocent” people
not familiar with any of the stimuli and those who are, our performance was lower, 88% with AUC=0.84
(Fig. 7b), similar to previous studies (e.g. 83% correct, AUC=0,87 in a mock terror experiment*). Overall,
the accuracy we obtained was in the high range of previous studies’.

(7)  Robustness Part of our data analysis was developed post-hoc, i.e. to produce optimal results in identification
and classification for the current sample. Nevertheless, the core method is quite robust, and the extensive
analyses presented are intended to convince others that it was not tuned tightly to the specific sample. First,
the microsaccade rate modulation functions were identical to those we used in previous studies®"?, except
for removing outliers (above 2 standard deviations). Second, we applied a novel measure of “relative devi-
ance” (see “Methods” section), which has no free parameters. There was only one free parameter: the relative
weight assigned to the deviance from other candidates compared to the weight W, assigned to the reference
(see “Methods” section. When this parameter was set to W,,=1 (equal weight) instead of W,,,=0.75, the
identification was missed by one observer (but it was still 100% when considering the runner up) and the
classification performance was reduced only for the “target unknown” scenario (to 84%, AUC=0.74). For
a weight of W,;=0.5, the identification remained 100% and the classification showed almost no change.
When only the deviance measures were used without the reference (W,;=0), the identification was reduced
to 85% (Fig. 5b) and the classification for “target unknown” was reduced to 80%, AUC =0.8. Additional
evidence for the robustness of the method can be derived from Fig. 6, showing how identification builds
up over time, and from Fig. 5e.f, showing that quite good (but not optimal) identification can be derived
from the total movement (microsaccade and drift), which is independent of the microsaccade detection
method (Fig. 5¢) and from the pupil size modulation (Fig. 5f).

Limitations. This study could be regarded as a “proof of concept” for the use of the Oculomotor Inhibition
(OMI) effect during fixation for detecting concealed information in a CIT. As such, it does have some limitations
that need to be emphasized. The two main limitations are the lack of countermeasures or a deception experi-
ment, and the post-hoc development of the data analysis algorithm.

The lack of a deception experiment. We did not test for deception in the current study; it is left for future work;
however, we can nevertheless consider the possibility of different deception types, which can be divided into two
categories: oculomotor and cognitive. Regarding “oculomotor deception’, we noted that although the Oculomo-
tor Inhibition effect (OMI) for microsaccades during fixation is typically considered involuntary (e.g.*’), there is
evidence that the microsaccades themselves could be generated intentionally even to memorized locations®. In
general, there could be different oculomotor ways to disrupt the method, e.g., by extensive blinking, moving the
eyes intentionally with saccades or microsaccades from side to side, and fixating on one peripheral point; how-
ever, such oculomotor disruptions should be possible to detect. As for cognitive strategies, we believe that with
our method it is difficult to deceive, similar to a previous study that presented stimuli on the fringe of awareness
and largely prevented deception'®. The reason is that willfully modulating the neurophysiological or the invol-
untary oculomotor response to specific stimuli requires conscious control; this is possible to obtain perhaps with
a slow presentation, but it appears almost impossible with stimuli presented on the fringe of awareness. More
research is needed to determine whether this method is resistant to cognitive countermeasures, which would be
harder to detect, and whether such measures, if they exist, could be overcome by adding a demanding task that
will make deception difficult and detectable.
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The post-hoc data analysis.  One potential weakness of the study is the post-hoc development of the data analy-
sis procedure, as described in the Methods section. One may be concerned that the methods were optimized
to the specific sample and produced “overfitting’, e.g., 100% identification, which will not generalize to another
sample. How significant is this weakness? This depends on the number of “free parameters” and choices made
in the analysis. We analyzed and discussed in detail the effect of the relevant parameters on the results, i.e., the
robustness of the method. Following this analysis, we concluded that although some overfitting of the methods
could be responsible for the 100% correct identification and for the high AUC values in classification, highly
significant results could be obtained effortlessly and in different ways, e.g., with the ‘drift’ (total movement) of the
eyes (Fig. 5e), or even with pupil size modulation (Fig. 5f); see the “Robustness” section above. One should also
note that the oculomotor deviance whose measure was later developed (post-hoc) was the method that we first
used perceptually to determine the correct mock terror target. Each of the authors reached a 100% independent
identification by manual visual inspection without knowing the correct results (which were “concealed’, see the
“manual analysis” under the “Results” section). This also strengthens our confidence in the results.

Another limitation is the relatively small sample of 25 subjects divided into 2 groups, 12 and 13. This sample
is not uncommon in oculomotor studies (e.g.**), it is smaller than many CIT studies (e.g.**), but it is similar to
others when considering the number of participants per condition (e.g.*’). It should be noted that the results on
identification are not based on group averages, but instead on statistically significant identification of the mock
terror target for each participant in isolation. Nevertheless, the small sample is a limitation for the classification
of “innocence”.

A fourth limitation concerns the intensive “learning phase” of the study participants, which could make
our results different from those of CIT in real life due to their possible dependence on priming. Since in our
paradigm the “terrorists” learned the probes just minutes before being tested (~ 20 min of learning, followed
by ~ 25 min of CIT), the learning via text and video exposure could have produced a strong priming effect that
elevated performance, compared with real-life CIT (see' for face priming that lasts minutes and days). We
think that this is unlikely, at least as a major factor, since we got similar results with the universally familiar face
that we used for reference (see examples in Fig. 3), suggesting that the familiarity induced by recent learning
was similar to the familiarity induced by an old exposure. Moreover, in our results the reference appeared to
induce a longer OMI than with the probes (Fig. 1b), suggesting that priming (or familiarity via a very recent
exposure) is not more effective than long-term familiarity. On the contrary, it is possible that our method will
be more effective with stimuli of personal significance, which is the typical case in real-life CIT. This could be
investigated in future studies. Another possibility is that the study participants might have understood the con-
nection between the two parts of the experiment and might have been highly motivated to “comply” and focus
their attention, thus differentiating them from the control group to produce a good classification. This possibil-
ity, however, is inconsistent with the similar deviance found for the reference between groups (Fig. 4¢,d), but it
should be investigated in the future.

Conclusion and future directions

Our results show, for the first time, an oculomotor-inhibition (OMI)-based CIT with high accuracy. The novel
method presents stimuli on the fringe of awareness in passive viewing, it uses remote eye tracking, and utilizes an
individual response to familiarity as a reference. As a “proof of concept” it has some limitations. More research is
needed to determine if our method is resistant to cognitive countermeasures and is effective in ignoring arbitrary
perceptual deviance not related to familiarity. In general, it will be necessary to clarify the relations between OMI
and orienting, the oddball response, and perhaps even a subconscious response to familiarity, in order to develop
a future real-life CIT method based on involuntary eye movements—one that works in a totally stealth manner.

Data availability
The stimuli are public and can be obtained upon request. The data are presented graphically in the manuscript
in detail, including all the individual results; numerical representations of these graphs can be obtained upon
request as applicable.
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